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8150 FREUFSIE Android 6%

FEATR, HIFMIHEIRII% ¥ Android JRRDMIZEARIR, MAZA HRPEZEXMHHIT)
e, NIEHED AR E AR T TR,

lx

ZAEWF A Android R HIIRIY, FTESIKBILIRENS. BRrdim EERERTE RS A Windows,
Linux. Mac OS fI#fER%, BT Mac OS ¥EH T Linux &%, FIAISE UHE 5 HI7E Windows
A Linux &4+ 3KEL Android YRS %15

1.1.1 7 Linux &4 3RBX Android J&ET3

fE Linux &4, 8% ¥/ Ubuntu 5k F# A% 1%F Android Jif%. H1T Android FIJEIS N AR
%, Google XA T Git FIRRAIEHI TR, HXIAR KBS EARER Git lR% 4%, LU repo B
LI AR T 4K Android V85, FE/4H3REL Android Y5 ) F2E .

(1) F# repo.

fEF P B FRIZAEI repo ) bin UM, HFiEZBEREIHNRERSY L, BEGLF
Fi7R

$ mkdir ~/bin
$ PATH=~/bin:$PATH

T THAT repo #I repo FIMIA, BAKMA W0 FFiR:

l $ curl https://dl-ssl.google.com/dl/googlesource/git-repo/repo > ~/bin/repo

BEAHATHUR, @M TFHR:

| $ chmod a+x ~/bin/repo

(2) VIER—A repo HIZE P ¥ o
ERPFERXTRE— AN HER, AT Android 515, @4 FATR:

$ mkdir AndroidCode
$ cd AndroidCode

# A\ %| AndroidCode H3%, FFi&1T repo FEIEIE, FHIELKS MR, FL4 XBHEEH
B bug, UARFHFRIERKRARAKBFIRG, w20 FR:

| $ repo init -u https://android.googlesource.com/platform/manifest

T#HHEAMS 3, B TFTRERKAHIRA, 7T LB B I0-b 2 H0oR T, #la0 T 2 Android 4.3
IERRR 2 4 F B

$ repo init -u https://android.googlesource.com/platform/manifest -b
android-4.3_rl



£ FEE P £ HEIHE Name Ml E-mail, 3H5 %G, E#F Y #170HIA. &5 repo
VI SER, X AT ATUR R Android YRS [ . FIEIEARAER @K, FFEARKMW OEFFF. AT
N A 4 TR R A AR

I $ repo sync

2 EiRPRE, EIFE FEIFED Android YEFY T, FEIZCRWE 1-1 Fis.

E1-1 TEHELSREA
1.1.2 & Windows ¥ & 3kEX Android J&4S

7£ Windows “F & 3RIYEAS 5 7E Linux EJREEAH[FE], (2 T ESEAE Windows “F & FH#E—1
Linux 7353, AT EH | Cygwin THE. Cygwin FI1EH &4 E &/ Windows L/ Linux B4
B, T Cygwin T EKubt w1 FFiR:
] nhttp://cygwin.com/install.html

THBRINESBE—ANEA “setup.exe” PIFTHAT M, I b SCHRT DL B A0 T $0808T 1
T R4, BEEW IR,

(1) Jash Cygwin, #1F 1-2 ffizs.

(2) By “TF—#7 #4l, BRI WML T EdE, i 1-3 For.

Cevo(FRw _wa | P B

B 1-2 &3 Cygwin B 1-3 EFEMRE TR

(3) i “F—7 &4, ERTEREZE, WE 1-4 Fix.
(4) By “TF—" %48, ®FEECHFES, Wk 1-5 s,



#XEX Android JE#S

Choose Installation Directory

y

E1-5 HEREHEIEER

(5) Bifi “F—5" %, sEMKEAE. WRAEMERHENAE, WEX - PHTRE,
WRAFACE, MIEE R TE, Wl 1-6 fix.

(6) Bk “F—7 4, EF T . —BRERER BRI S, EELHER, o
1-7 Fizs

oose Download Site(s)

B1-6 RERELE
(7 gy “F—27 %48, FEEHTEIE, WA 1-8 .

(8) iy “F—5” %4, EFFTETRNWLAE. EILFEKRK T curl. git. python X
BT H, wE 19 frr.

Select Packages

o</ )

hoaitzgess s R, | [ Debug & Default
Bl Libs & Default
| [ Net & Default

| | 1| @%b & Defaute

C

E1-8 E#HLREFIx




N T HRAEB 2 LR TR, — &/ BAR XX L EFREZ 3808 Install XX, W 1-10 FoR.
(9) B “F—37 %, FELTEBRKNEHFIE, wE 1-11 Fror.

Cygwin Setup — Select Packages e ol x)
Sechfos " Com| | Clew G Om Bp  Vew | Catogay
Tatagey . | Cirrmd [Fex T[S [siz=]

B AL & Install

B Debug 4 Install
B Doc 43 Install
[ Libs & Install
@ Net & Install
¥eb &F Install

Er R .‘_iu:-«&m—m o | U e "'T's,t;%mw'ﬁ%{ni} =] 3
B1-10 FHigBA Install ek BA-11 TH#HESR

MR TFEHZERI2HIRREE, B R e e, 1T ZEGM Cygwin
&, S — Linux B TEREE, AEER Linux “F& R R85 0T BL R Android
RS T .

L EE TE Android VRALE, EREIZERE FIRALAPREIT, ik &: http:/source.
android.com/source/downloading.html, X — S XfHIZE R NEE ., Bit, BN TFERLELEE
K, TBERKMOER. E1-12 REEVSRNGLSERE.

~/YORKING_DIRECTORY

& 1-12 £ Windows & A Cygwin TE T Android JRADRIE &

1.1.3 Windows 3%EX Android L JB#g

EAEE S A B, Android R4 I &HT A 2 Android L, HHIATLE Google B 77 MRS
5 “l-preview”. 7E Windows %%t 3KHL Android L Y585 ) BAARREM T .
(1) F# Git TH, HE /4 FEHbEZ http://www.git-scm.com/downloads, 1/ 1-13 fizs.



1.1  #KEX Android jJE#%

Q, Search entire site..

Older releases are available and the Git source

repository is on GitHub.
WBL%M’: i W Al
free. Dead tree versions are Gm ) " 8
on Ama mm-mzm-mmmm vmmmmmammm
wmmmmmmm i usein
m“ i oy e re i ¢ 5 ! L : il
View GUI Clients — -

E1-13 TGt TR

T EUE W AT AT S AT 24, LR R IR B R 2 35 B T
(2) F#EIFEE TortoiseGit T H, FHEHLUERZ https://code.google.com/p/tortoisegit/, 41E] 1-14
PR

ﬁ& tortoisegit
Windows Shell Interface to Git
ProjectHome | Downloads Wik lssues  Soure
Summary People
Project Information TortoiseGit - The coolest Interface to Git Version Control
L. Starred by 3036 users ’ . ” z . .
P Git Version of It is a port of for Git
Code I TortoiseGit supports you by regular tasks, such as committing, showing logs, diffing two versions. creating brancl
and so on (see our Screenshots or documentation). You're welcome to contribute to this project (help on coding,
testing preview releases or helping other users on the mailing lists is really appreciated)
Labels
G, VersionControl, Important notes
TaftotseGd. Tortaise,
Windows, msysgit, « If you experience the eror “libgit2- “failed to parse ‘warn' as boolean™, please see -issue #2216
ShnllExl:\‘:lﬁ;‘.E i « There seems ta be a bug in the MFC library, so please make sure you have the latest sernvice pack installed
e Download & Install
wwm The latest and recommended release of TortoiseGit is. 18.9 0, see ReleaseNotes for details
1 committer
5 contributors Download TotoiseGit
System i and howto
Featured
; Git for Windows 1.7.10 or above is also required for TortoiseGit order: install i first).
W wiki pages

E1-14 T TortoiseGit THE

TSR T #UE AT HAT ST 7%,
LRSI IBRN IR AN AT . a0 SR X 3
SCARESHER, AT LT #K TortoiseGit ) H SCRRAS
EFZH N R TortoiseGit 1 3ThK.

(3) B — M RAFFEEH SR, Bl

fEXHF R bR AR, RFERF “Git
R e

(4) fEHK “Git BE” XHEERmH,
£ “URL” JETH K SCAHEHHIA Android L 3T H T
# %1% : https:/android.googlesource.com/platform/ :
manifestgit, W& 1-15 FiR. & 1-15 %/\AﬂdrOld L BB THEE




F1E FBFFHKIFE Android JEFS

(5) B 1-15 ) “Bie” AT E TS E B, FTHE KRS AREE “cc”
e, Bk HFEWME 1-16 Fir.

& it 2014/7/10 17:06  3Zf3k

mbnsc-for-& O-gpl. xml 2014/7/10 17:06 HIML 3744 22 KB
ijlus.—for—S. 1-gpl. xml 2014/7/10 17:06 HTHL 3734 22 KB
&) base-for-3.2-gpl. xnl 2014/7/10 17.06  HINL 344 23 KB
&) base-for-4.2-gpl. xnl 2014/7/10 17:06  HTML 744 45 KB
default. xnl 2014/7/10 17:06  KTWL 34% 5 1

B1-16 SfEEXH

(6) FTFF A default.xml, FEREFIH T Android L J5AS &SRR F 304 H %115
A58, BT pR:

<project path="abi/cpp" name="platform/abi/cpp" groups="pdk"/><project path="art" name="platform/
art"/>

<project path="bionic" name="platform/bionic" groups="pdk"/>

<project path="bootable/bootloader/legacy" name="platform/bootable/bootloader/legacy"/>
<project path="bootable/diskinstaller" name="platform/bootable/diskinstaller"/>
<project path="bootable/recovery" name="platform/bootable/recovery" groups="pdk"/>
<project path="cts" name="platform/cts" groups="cts"/>

<project path="dalvik" name="platform/dalvik"/>

<project path="developers/build" name="platform/developers/build"/>

<project path="developers/demos" name="platform/developers/demos"/>

<project path="developers/docs" name="platform/developers/docs"/>

<project path="developers/samples/android" name="platform/developers/samples/android"/>

#5411 “ <project path="bootable/bootloader/legacy" name="platform/bootable/bootloader/legacy"/>"
FRFE Android L HIERSH, fF7ET —AN4N “bootable” MR HF LM, MAE “bootable” 3L
e XA E T — 4N bootloader” HIFIXfFH, T “bootloader” XK T NEET —44
A “legacy” HISCHFK.

(7)FF4 F %X Android L ¥5H5, 2ESUAF3 oc”
REARE, REEE “Git WHE” md. B
H ST %A Android L 3N 3T #8812
40 path= “art” K~ “art”, BEICHFERITE
Hi bt & :  https:/android.googlesource.com/
a/art.git. SRJEA)IE “ 7y HIEHE, HAERE
HE “l-prevew” 23, WHE 1-17 fizs.

FLdr B € LR K IT 4R T 8 Android L
B “art” SXHRMAR. FH, TR
#& default.xml CHHRALRIERR(E B4R T e e
HAh AR R - B1-17 FHATH ‘art” XHRMKE

3R1§ Android VRA% /5, AT LLKEEENIRRS AT 3 NE4T.
O Core Project: %0 TFEH 4, X E L Android REEIEERY, i RAFAEMR H R HEA 04
%':P o




1.2 43 Android EEE&ZE’I‘@

Q External Project: ¥ & TH2H 4, o] MEHMIFETEH BB BIGE, BIRIF/E “external”

XA

Q Package: W5, M T Android KINFHEFF. ARRME . MAEMRS, BIRFE

“package” XAFFH.

Toi & Android 1.5 £/ Android 4.3 1 Android L, &/MRAKITER B FEALL. FEHEA
& T 846 Android #) B FrHIARED . EH4%1F T A5 BB . LSS F A Android 4.3 RIS,
F—HH B XEMH B EURETE 1-1 iR,

& 1-1 Android IRFZEIHR B R
Android [Ff34R B % i B

. abi #H%fRFY, abi:application binary interface, N FF2F —#t#|# 0, 7E Android L 1,

! B A BAE A “api”
ART BATHRECMFI, ART HlEIRZM Android 4.4 FFEAHEH MIETHER. FESK
art Dalvik #AMHH, ART BAMBTEFEER, FHAAFED. M Android L FF,
ART # 8 B AR GBI KIZ AT

bionic bionic C FE
bootable JE 505 SR
build TR G5 1F M & generic ZEREMITFRLER
cts Android F 2 MERIAE bRk
dalvik Dalvik Java UM
development 87 2 P JF R A%
device B AR ARG
docs B IR RS0
external android fi# FH f) — S FFIR A 40
frameworks Bl —Java & C+HES, & Android B IR FFHIHESE
gdk B B (S R
hardware FERBEAERE HAL 4855
kernel Linux 983045
libcore EANEZEPS

libnativehelper

# Support functions for Android's class libraries FI455 , RRBNAFE, £ SLILLILH INI
PRI FERE

ndk #5%4%8% . Android NDK (Android Native Development Kit) & — &5 & T H,

ndk SRR FF R A S ZE Android SLFRRFF A C/C++if & 45 ROJEFE LT
out e A AR e A = e

packages NMARFE

pdk Plug Development Kit 1455, AT K EM

prebuilts x86 F1 ARM 244 T Fidh 1% 1 — L B IR

sdk sdk S AL 2%

system XA RGERIN KA, R CiBE LI

tools TR ¥k

vendor T 5 il XS

Makefile 4= R ] Makefile




m %1% Android B

%i1F Android YRR T EAEFE R, HFEMA Android JRISHE B 3 T/ Makefile, 44T make
A RIS . BN Android L & — Preview A, B 7 3H8&H AL 7e B0 NN, BT
DA o )4 3 P 28 BAIE 30 Android 4.3 #6147 . 2428744 ¥ Android JRf5 2 /i, HIGEHED
258 AP TAE. #EN Android Y55 B 3 # F make fir &7 1%, 16 Aty & i i F fros:
$: cd ~/Android4.3 (XEH "Androidd.3" BEINTHELNREER)

$: make

4w 1% Android Y% AT LA1S B “ ~/project/android/cupcake/out” H 3, &M EF A 1-18
FI7s o

E1-18 HmiFLENFREHE

BARIFL IR MR F BN, & ERE N OB AT A E T, MRS ¥ Android
RS I AL AR .

131 #EEREFNE

fE4% 1% Android YRS 2 Ail, THELMFITHAEEE T/E. fAZ FREASF, U Ubuntu RSN
Bl R R o R A B DA S 4 7 Android JRFS I 7k . BARRFEIN T .

(1) %% IDK, %% Android 4.3 BIJRAS T JIDK1.6, F# jdk-6u21-linux-i586.bin J&5 #1T %
3, XFMLAEA U0 B

cd /usr

mkdir java

cd java

sudo cp jdk-6u2l-linux-i586.bin FIEEXR ./
sudo chmod 755 jdk-6u2l-linux-i586.bin
sudo sh jdk-6u2l-linux-i586.bin

(2) WHE JDK HIFAE, KN PR BN R E 304K B T i.bashre X+, REH

W A A AN A A



1.3 %1% Android JR#2

source fy AR, MAKFEZEERL I T F5:

export JAVA _HOME=/usr/java/jdkl.6.0_23

export JRE_HOME=$JAVA_HOME/jre

export CLASSPATH=.:$JAVA HOME/lib:$JRE_HOME/lib:$CLASSPATH

export PATH=$PATH:$JAVA_HOME/bin:$JAVA_HOME/bin/tools.jar:$JRE_HOME/bin
export ANDROID_JAVA_HOME=$JAVA_HOME

(3) RERENG, HHUREHFPIEFTORSHTES, TREZHEN KRGS
THR:

$ sudo apt-get install git-core bison zliblg-dev flex libxll-dev gperf sudo aptitude install git-core
gnupg flex bison gperf libsdl-dev libesd0O-dev libwxgtk2.6-dev build-essential zip curl libncurses5-dev
zliblg-dev

132 FiakwiE

BEMERATIKBEK TS, AT LLF46%4 7 Android /RS T, AASRIIT.
(D BEHTHRFVELTE, ELRTIITUTE2L:

| source build/envsetup.sh

| .build/envsetup.sh

WITERSRHUTAR.

source build/envsetup.sh

including device/asus/grouper/vendorsetup.sh
including device/asus/tilapia/vendorsetup.sh
including device/generic/armv7-a-neon/vendorsetup.sh
including device/generic/armv7-a/vendorsetup.sh
including device/generic/mips/vendorsetup.sh
including device/generic/x86/vendorsetup.sh
including device/samsung/maguro/vendorsetup.sh
including device/samsung/manta/vendorsetup.sh
including device/samsung/toroplus/vendorsetup.sh
including device/samsung/toro/vendorsetup.sh
including device/ti/panda/vendorsetup.sh
including sdk/bash_completion/adb.bash

(2) REafEmEEis, BT

| lunch full-eng

WTELAEI T RNERER:

PLATFORM_VERSION_CODENAME=REL
PLATFORM_VERSION=4.3
TARGET_PRODUCT=full
TARGET_BUILD_VARIANT=eng
TARGET BUILD_TYPE=release
TARGET_BUILD_APPS=
TARGET_ARCH=arm
TARGET_ARCH_VARIANT=armv7-a
HOST_ARCH=x86

HOST_0S=linux
HOST_OS_EXTRA=Linux-3.2.2-5-generic-x86_61-with-Ubuntu-10.01-1lucid
HOST_BUILD_TYPE=release

BUILD ID=J0P40C

OUT_DIR=out

(3) FEPRITIEHMFNTE, ELHPHIITUT @2

| make -j4




E1E FHRAHE Android JER

Hrp “54” RO 4 NEFEBATHRE . B GRR 3 EEARAE A R AL 33 B B i 75 A [E BB 1]
B2 XA Intel i5-2300 [U4% 2.8 Hz, 4 GB W17, Z4idik 4 /A RIS . 24 F i
{5 B RR G E T

target Java: ContactsTests (out/target/common/obj/APPS/ContactsTests_intermediates/classes)

target Dex: Contacts

Done!

Install: out/target/product/generic/system/app/Browser.odex

Install: out/target/product/generic/system/app/Browser.apk

Note: Some input files use or override a deprecated API.

Note: Recompile with -Xlint:deprecation for details.

Copying: out/target/common/obj/APPS/Contacts_intermediates/noproguard.classes.dex

target Package: Contacts (out/target/product/generic/obj/APPS/Contacts_intermediates/package.apk)
'out/target/common/obj/APPS/Contacts_intermediates/classes.dex' as 'classes.dex'...

Processing target/product/generic/obj/APPS/Contacts_intermediates/package.apk

Done!

Install: out/target/product/generic/system/app/Contacts.odex

Install: out/target/product/generic/system/app/Contacts.apk

build/tools/generate-notice-files.py out/target/product/generic/obj/NOTICE. txt

out/target/product/generic/obj/NOTICE.html "Notices for files contained in the filesystem images in this

directory:" out/target/product/generic/obj/NOTICE_FILES/src

Combining NOTICE files into HTML

Combining NOTICE files into text

Installed file list: out/target/product/generic/installed-files.txt

Target system fs image: out/target/product/generic/obj/PACKAGING/systemimage_intermediates/system.img

Running: mkyaffs2image -f out/target/product/generic/system out/target/product/generic/obj/PACKAGING/

systemimage_intermediates/system.img

Install system fs image: out/target/product/generic/system.img

DroidDoc took 5331 sec. to write docs to out/target/common/docs/doc-comment-check

1.3.3 #ERUBFETT

| emulator

AT R RSB 1-19 Fios.

B1-19 FERNFHHESFRTER

1.3.4 TR

HRGETEAEF TR, EREAYFEEREAFE RS M, ETmaE 7 HAw L gwE
R

(1) SR IAE B A

BEAZ] Android BT, f#/ make ar &BEATH 1%, ATRELRILH I TR KA RIER.

=

°

10



1.3  %E Android 4%

host C: libneo_cgi <= external/clearsilver/cgi/cgi.c
external/clearsilver/cgi/cgi.c:22:18: error: zlib.h: No such file or directory

FiRER A AR zliblg-dev, T EAFF apt-get t1 S NG ES L4 zliblg-dev, Hibdr
AR FR:

| sudo apt-get install zliblg-dev

FVEE 7 B2 2 T T OB, 75 0t B Rl SRR iR -

sudo apt-get install flex

sudo apt-get install bison

sudo apt-get install gperf

sudo apt-get install libsdl-dev

sudo apt-get install libesdO-dev
sudo apt-get install libncurses5-dev
sudo apt-get install libxll-dev

(2) %A %% Java 55 DK

HEEMA LR HE, Z1T make 4 FH IR E Android YRS . WREZ AT EICKEE Java
W8 IDK, R 2 HIIR £ Java SUHREZGERER, WHRITIH Android FIYERS, ATUFEWT
HxH FRIARZ Java JE 301

| android/dalvik/libcore/dom/src/test/java/org/w3c/domts

XTI UL IE SR P Android Z BTA 05 %23 Java 3A8E DK, AR T 7R -

@© B3 Oracle B /7 Mihi, T#R jdk-6ul6-linux-i586.bin X143 %% .

fE Ubuntu 8.04 #, “/etc/profile” XM RAERMHFHALERE XM, BEHTHAR shell.
£ X Linux REH N 1% 5653 “/ete/profile” S, ARG /53 B T “~/.bash_profile”.
“~/.bash_login” By “~/.profile” SCAFHH P —A, BATHIBF R EEMHF . R “~
/.bash_profile "X F71E , WIE 2 AT ~/.bashre "4 . 7E 1k A 75 Z24E IDK /) H 3K E“ /ete/profile”
Hx TEPA]:

JAVA_HOME=/usr/local/src/jdk1.6.0_16
PATH=$PATH: $JAVA _HOME/bin:/usr/local/src/android-sdk-linux x86-1.1 _r1/tools:~/bin

@ HEFEIENL, HA java —version firS, it T #1E BN RRACEHKI):

ava version "1.6.0_16"
Java (TM) SE Runtime Environment (build 1.6.0_16-b01)
Java HotSpot (TM) Client VM (build 13.1-b01, mixed mode, sharing)

MR IN% ¥ Android YRGS, TEZ &t 0 TR

Target system fs image: out/target/product/generic/obj/PACKAGING/systemimage unopt_intermediates/system.img
Install system fs image: out/target/product/generic/system.img

Target ram disk: out/target/product/generic/ramdisk.img

Target userdata fs image: out/target/product/generic/userdata.img

Installed file list: out/target/product/generic/installed-files.txt

root@dfsun2009-desktop: /bin/android#

1.3.5 KERG—RRMM%RF Android B FH A

Android R B BIA & LWEIE 2, H B AR E R IFEA TN R A TZ B T4 H Makefile
SO, T oAt 44 Component & 4i—bRAER] Android.mk . AidiX FFEARBATRE M
Makefile, 2%t Android B HHmFERFEMMB L HHE . FIURELEEBEELFIBRRELER
2, R F o RGFAET, RE—HH Androidmk 44 Android 3/—/N¥7#) Component
SRR R, AT HiEEE MR IRMELE Linux J185 T4 Android F2F 775, EET
KA, K9 HIERPF YRR Android F2F K177 1.
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F£1E FHRFHHZE Android JREL

1. %i¥ Native C ( Z=ith C #2FF ) &Y helloworld #1k

Y%iF Java P27 Al LLE KA Eclipse MISE A BIRTER, LA EIERH R, X BERAH
BE T . BT REEESX C/CH#ATU, Ed—M 7 RIFEE Android F3EIN—4 C R
i Hello World /7%

(1) fE “$(YOUR_ANDROID)/development” H X FAIE—1 %A “hello” KIHX, 3HH
“$(YOUR_ANDROID)” %A Android JRAUFSFR7E ) H %

| - # mkdir $(YOUR_ANDROID)/development/hello

(2) £ B3 “$(YOUR_ANDROID)/development/hello/” F4E —4N4%&A “helloc” #1 CiEF
XA, XA hello.c HISEEARED N T iR :

#include <stdio.h>
int main()
{
printf("Hello World!\n");//%iti Hello World
return 0;

}

(3) 7£ H % “$(YOUR_ANDROID)/development/hello/” T4#’5 Android.mk 3(f4 . iX /& Android
Makefile FIFRHUERT 42, AEEFE . X Android.mk IR A A A R] LLS % HAh B4 B Android.mk
YRS, 5T helloworld #2 /7 # Android.mk U4 A A0 F Fias:

LOCAL_PATH:= $(call my-dir)
include $(CLEAR_VARS)
LOCAL_SRC_FILES:= \

hello.c
LOCAL_MODULE := helloworld
include $(BUILD_EXECUTABLE)

EREANABFERERE YA T iR

O LOCAL_SRC_FILES: ¥+ EIFECHH .

0 LOCAL MODULE: #&EZ4HmFMERILZTF, £ F P RRmFAESHE.

Q include $(BUILD _EXECUTABLE): R/NE4wFEM—NATHAT I, G0 R ARG 3 Rah A FE | m]
F BUILD_SHARED_LIBRARY, iX&EB{ARERLATE “$(YOUR_ANDROID)/build/core/config.mk”
=3,

(4> [A1%] Android JFAESTNE H F# 1T ¥F

I # cd $(YOUR_ANDROID) && make helloworld

E T EFEE, make helloworld F /] H#54 helloworld Ht/Z LHE Androidmk X4+ H
LOCAL_MODULE f8EHIith 4 . BRAKRmIFLERW T Fin:

target thumb C: helloworld <= development/hello/hello.c

target Executable: helloworld (out/target/product/generic/obj/EXECUTABLES/helloworld_intermediates/
LINKED/helloworld)

target Non-prelinked: helloworld (out/target/product/generic/symbols/system/bin/helloworld)

target Strip: helloworld (out/target/product/generic/obj/EXECUTABLES/helloworld_intermediates/
helloworld)

Install: out/target/product/generic/system/bin/helloworld

(5) A EidgmiRss RAER, W% BT HAT S RED T B 3

I out/target/product/generic/system/bin/helloworld

XFEIEIE “adb push” B EAZERERLIE L, Hi#T “adb shell” & F L3R & 5% 5 5t AT LA
PATT -
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2. FIHEFECER
TERTTH VH# 18I ARHER) Android. mk SCHFR% ¥ C BEHE R, LT LLEEIZA gee

AT KRG C AP, XH AT LUE G T ## Android Jr I F AT . BARBEIT.

(1) 7E Android w5, 24T “showcommands” &I B ndmikin 24T, A LLAT

TR BE — L4 R0 A48 .

(2) fERMHRAEZ A 7 B4 A F dr S AT I 89 helloworld #EHR I Fx:

# make clean-helloworld

ETH ) “make clean-$(LOCAL_MODULE)” #4 /& Android 4sFH i) make clean (177 3.
(3) {#H showcommands %0 5 %14 % helloworld, EARfr4u1 Fins:

# make helloworld showcommands
build/core/product_config.mk:229: WARNING: adding test OTA key
target thumb C: helloworld <= development/hello/hello.c

prebuilt/linux-x86/toolchain/arm-eabi-4.3.1/bin/arm-eabi-gcc -1 system/core/include -1
hardware/libhardware/include -I hardware/ril/include -I dalvik/libnativehelper/include -I
frameworks/base/include -I external/skia/include  -I out/target/product/generic/obj/include
-1 bionic/libec/arch-arm/include -1 bionic/libe/include -1 bionic/libstdc++/include =1
bionic/libc/kernel/common -1 bionic/libc/kernel/arch-arm -1 bionic/libm/include -I
bionic/libm/include/arch/arm -I bionic/libthread_db/include -1 development/hello -1

out/target/product/generic/obj/EXECUTABLES/helloworld intermediates -c¢ -fno-exceptions -Wno-multichar
-march=armv5te -mtune=xscale -msoft-float -fpic -mthumb-interwork -ffunction-sections -funwind-tables
-fstack-protector -D__ARM ARCH 5__ -D_ARM ARCH 5T__ -D_ARM ARCH 5E__ -D__ARM ARCH_5TE__ -include
system/core/include/arch/linux-arm/AndroidConfig.h -DANDROID -fmessage-length=0 -W -Wall -Wno-unused
-DSK_RELEASE -DNDEBUG -02 -g -Wstrict-aliasing=2 -finline-functions -fno-inline-functions-called-once
-fgcse-after-reload -frerun-cse-after-loop -frename-registers -DNDEBUG -UDEBUG -mthumb -0Os
-fomit-frame-pointer -fno-strict-aliasing -finline-limit=64 -MD -o out/target/product/generic/
obj /EXECUTABLES/helloworld_intermediates/hello.o development/hello/hello.c

target Executable: helloworld (out/target/product/generic/obj/EXECUTABLES/helloworld intermediates/
LINKED/helloworld)

prebuilt/linux-x86/toolchain/arm-eabi-4.3.1/bin/arm-eabi-g++ -nostdlib -Bdynamic -Wl,-T,build/core/armelf.x
-W1,-dynamic-linker, /system/bin/linker -W1, --gc-sections -W1, -z, nocopyreloc -o out/target/product/generic/
obj /EXECUTABLES/helloworld_intermediates/LINKED/helloworld  -Lout/target/product/generic/obj/lib  -Wl,
-rpath-link=out/target/product/generic/obj/lib =-lc =-lstdc++ =-lm  out/target/product/generic/obj/lib/
crtbegin_dynamic.o out/target/product/generic/obj/EXECUTABLES/helloworld intermediates/hello.o
—W1, -—no-undefined prebuilt/linux-x86/toolchain/arm-eabi-4.3.1/bin/../1ib/gcc/arm-eabi/4.3.1/interwork/libgcc.a
out/target/product/generic/obj/lib/crtend android.o

target Non-prelinked: helloworld (out/target/product/generic/symbols/system/bin/helloworld)

out/host/linux-x86/bin/acp -fpt out/target/product/generic/obj/EXECUTABLES/helloworld intermediates/
LINKED/helloworld out/target/product/generic/symbols/system/bin/helloworld

target Strip: helloworld (out/target/product/generic/obj/EXECUTABLES/helloworld intermediates/helloworld)

out/host/linux-x86/bin/soslim --strip --shady --quiet out/target/product/generic/symbols/system/bin/
helloworld --outfile out/target/product/generic/obj/EXECUTABLES/helloworld intermediates/helloworld

Install: out/target/product/generic/system/bin/helloworld

out/host/linux-x86/bin/acp -fpt out/target/product/generic/obj/EXECUTABLES/helloworld intermediates/
helloworld out/target/product/generic/system/bin/helloworld

M ER A AT LAE R, Android s 3 SHT 22 X 4% T B80T B

prebuilt/linux-x86/toolchain/arm-eabi-4.3.1/bin/arm-eabi-gcc

Hp S 1"/R“-L74 338 T TR C B Sk U BI S SO 84343 1) /22 bionic/libe/include ”

Fl “out/target/product/generic/obj/lib”, HAILAIHIR L G PRk A X -D BT U Tdm i 2 -

(4) JhE AT LR T 4% 1 dr 25k F T4 1% helloworld 727, #4%6F LMBR Lik%ii# @
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F£1E FEBIF%&IE Android RS

Z (£ helloworld F2F:

# rm out/target/product/generic/obj/EXECUTABLES/helloworld intermediates/hello.o
# rm out/target/product/generic/system/bin/helloworld

SRJG R gee % ¥ LA B H AR SCA:

# prebuilt/linux-x86/toolchain/arm-eabi-4.3.1/bin/arm-eabi-gcc -I bionic/libc/arch-arm/include -I
bionic/libc/include -I bionic/libc/kernel/common -I bionic/libc/kernel/arch-arm -c -fno-exceptions
-Wno-multichar -march=armv5te -mtune=xscale -msoft-float -fpic -mthumb-interwork -ffunction-sections
-funwind-tables -fstack-protector -D__ARM ARCH_5__ -D__ ARM ARCH 5T _ -D__ARM_ARCH 5E__ -D__ARM _ARCH 5TE__
-include system/core/include/arch/linux-arm/AndroidConfig.h -DANDROID -fmessage-length=0 -W -Wall

-Wno-unused -DSK_RELEASE -DNDEBUG -02 -g -Wstrict-aliasing=2 -finline-functions
-fno-inline-functions-called-once -fgcse-after-reload -frerun-cse-after-loop -frename-registers
-DNDEBUG -UDEBUG -mthumb -Os -fomit-frame-pointer -fno-strict-aliasing -finline-limit=64 -MD -o

out/target/product/generic/obj/EXECUTABLES/helloworld_intermediates/hello.o
development/hello/hello.c

4R BERS 5 Android.mk 4 S HGAT L, SR LR EERD T ALEKSE “-17.
(5) BT HRITUAAE B AT SAT STAF -

# prebuilt/linux-x86/toolchain/arm-eabi-4.3.1/bin/arm-eabi-gcc -nostdlib -Bdynamic -W1, -T,build/core/
armelf.x -Wl,-dynamic-linker,/system/bin/linker -Wl,--gc-sections -W1l,-z,nocopyreloc -o out/target/
product/generic/obj/EXECUTABLES/helloworld intermediates/LINKED/helloworld -Lout/target/product/generic/obj/lib
-Wl,-rpath-link=out/target/product/generic/obj/lib -lc -lm out/target/product/generic/obj/EXECUTABLES/
helloworld intermediates/hello.o out/target/product/generic/obj/lib/crtbegin_dynamic.o -Wl, --no-
undefined ./prebuilt/linux-x86/toolchain/arm-eabi-4.3.1/bin/../lib/gcc/arm-eabi/4.3.1/interwork/1lib
gcc.a out/target/product/generic/obj/lib/crtend_android.o

R FERNEENRESH “-WI,-dynamic-linker,/system/bin/linker”, ‘B f&E 7 Android %
HIZhASEERESS R “/system/bin/linker”, T AN 2548 FH 1 1d.so.
(6) HJ5ul LMd F4r4 file 1 readelf SR B F 4 K ol AT -

# file out/target/product/generic/obj/EXECUTABLES/helloworld_intermediates/LINKED/helloworld
out/target/product/generic/obj/EXECUTABLES/helloworld intermediates/LINKED/helloworld: ELF 31-bit LSB
executable, ARM, version 1 (SYSV), dynamically linked (uses shared libs), not stripped

# readelf -d out/target/product/generic/obj/EXECUTABLES/helloworld intermediates/LINKED/helloworld
|grep NEEDED

0x00000001 (NEEDED) Shared library: [libc.so]

0x00000001 (NEEDED) Shared library: [libm.so]

X2 ARM A MIZAEEEEATHUT U, BT R libe.so F libm.so. 24327R “not stripped”
B RRELEH STRIP (KB . ARG H A58 23018 7K g B 58 UK o] BT S sish A BEdt
TRIE, BEEEPZRNMFSEREE. ERIH “make helloworld showcommands” 48 J5 th Al
LIEZE|, Android Zi M8 {#H T “outhost/linux-x86/bin/soslim” T Ei#4T STRIP.

% ¥ Android Kernel fCFD 52 % % Android WAZANEY, fEHHT BERETIEZR, FEELT
fi##E Android FFERGEHE S LT 3 #2408,

Q ESAILMAE: XIFE T4 & kernel/common.get.

Q MSM “FERNZARIE: XTRH) T4 2 kernel/msm.get.

O OMAP “F & NZAE: X[ TFE4 2 kernel/omap.get.

EARTVHAES, BEMIHESIFE LR Android Kernel A AR .

1.4.1 3RBX Goldfish AR

Goldfish 2 —F B ARM 4bFE3R, SEHETE Android FIFEMEF . 7 Linux RS,
Goldfish fF 5 ARM & R4 HI—Fh“ H132”. 7F Android (R JBIZF24, Goldfish P IR A M Linux




1.4 %31% Android Kernel

2.6.25 7243 T Linux 3.4, UACEEZRH) Linux PAZFARER Linux A LT 3 MATHERZER

Q Goldfish Hl2&HIFEHE .

Q Goldfish —E& B 4115 & I IRBNFRF

QO Android F4FH KIIRSIFEF A4 .

Goldfish XL FEB$H MR, 235172 ARMvS fl ARMv7, ZE—RRIERT, REMEH ARMYS it
ABIAT. £ Android JFE LIRS EH, £ git THAFE| Goldfish WAZAURS I dr 440 Frs:

I $ git clone git://android.git.kernel.org/kernel/common.git

fEX Linux JRACERIIR B 94, BCEMS ¥ Goldfish WIS FE QT FrR:

$make ARCH=arm goldfish defconfig .config
Smake ARCH=arm CROSS_COMPILE={path}/arm-none-linux-gnueabi-

Hr, CROSS_COMPILE H] path {5 T84 X 4wk T EHI#1%.
R RN T PR

LD vmlinux

SYSMAP system.map

SYSMAP .tmp_system.map

OBJCOPY arch/arm/boot/Image

Kernel: arch/arm/boot/Image is ready

AS arch/arm/boot/compressed/head.o

GZIP arch/arm/boot/compressed/piggy.gz

AS arch/arm/boot/compressed/piggy.o

CC arch/arm/boot/compressed/misc.o

LD arch/arm/boot/compressed/vmlinux
OBJCONPY arch/arm/boot/zImage
Kernel: arch/arm/boot/zImage is ready

O vmlinux: # Linux #4749 EMEREZ 5 4 M EIf #& M S0

Q Image: RARZIL YK — B30

Q piggy: R —MEELET .

Q zlmage: ZFEHFEFRELAZHE .

E Android JRXASHIMR HF A, vmlinux 1 zImage 4355 Android 1{F3 prebuilt H {174 K1
ARM W%, ] zImage 7] LA# 3 prebuilt H1f#] “prebuilt/android-arm/” H 3 T goldfish_defconfig,
eSO B A N R B

CONFIG_ARM=y

¥

# System Type

#

CONFIG_ARCH_GOLDFISH=y

#

# Goldfish options

#

CONFIG_MACH_GOLDFISH=y

# CONFIG_MACH_GOLDFISH_ARMV7 is not set

KA GoldFish /& ARM Ab¥E28, ALl CONFIG ARM HEEEM{#HE, CONFIG ARCH GOLDFISH
F1 CONFIG MACH_GOLDFISH %4 GoldFish ZbFE 881X #4138 (i FH A B 52 .
fE gildfish_defconfig ', 5 Android RGN T Fras:
#

# android

#

CONFIG_ANDROID=y

CONFIG_ANDROID BUNDER_IPC=y #binder ipc WEIEFF
CONFIG_ANDROID_LOGGER=y #log iCRBRHNER

# CONFIG_ANDROID_RAM CONSOLE is not set
CONFIG_ANDROID_TIMED OUTPUT=y #iEBiHH Kz RFIELE

15
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%15 FEBLH4R1% Android JERD

CONFIG_ANDROID_LOW MEMORY KILLER=y

CONFIG_ANDROID_PMEM=y #¥1EEKREFWRERF

CONFIG_ASHMEM=y #E&*ZNFRNEF

CONFIG_RTC_INTF_ALARM=y

CONFIG_HAS WAKELOCK=y ELREIEMXMNIFS wakelock F earlysuspend
CONFIG_HAS_EARLYSUSPEND=y

CONFIG_WAKELOCK=y

CONFIG_WAKELOCK_STAT=y

CONFIG_USER_WAKELOCK=y

CONFIG_EARLYSUSPEND=y

goldfish defconfig BEXH#H, ZNEF—TERLEREIEEN "KHEF", ERBUTHT.
CONFIG_MTD_GOLDFISH NAND=y

CONFIG_KEYBOARD_GOLDFISH_EVENTS=y

CONFIG_GOLDFISH_TTY=y

CONFIG_BATTERY GOLDFISH=y

CONFIG_FB_GOLDFISH=y

CONFIG_MMC_GOLDFISH=y

CONFIG_RTC_DRV_GOLDFISH=y

7E Goldfish A EEBEHI A ANECEIETH, AR Goldfish K ERIKENFEFHE T FrifE Linux

WA FFHESE, (AR AN FBI-FEHBETAARF; Android £ H KRN
#& Android AN, JE Linux brfE, ERFMBEHFETK.

AR Linux WRAELEL, Android PAZEHN T Android IFESCERE) (Driver), XM EFhn T FiR:

kernel/drivers/android

Android FIAE RN EE 53 N LT JLKEKES) .

O Android IPC #%4i: Binder (binder.c).

O Android H&EZ%: Logger (logger.c).

Q Android HLJFEHE: Power (power.c).

O Android FFEH: Alarm (alarm.c).

O Android /7% &: Ram_console (ram_console.c).

O Android BR824 gpio: Timed_gpio (timed_gpio.c).

T AB R IRSIFEF TR KB, BRATHEB R LR GoldFish “F & FAHRM IS S, A

PRI T BT 7R o

(1) PR B
kernel/drivers/char/goldfish_tty.c

(2) E% B~ % (Frame Buffer):
kernel/drivers/video/goldfishfb.c

(3) BAABE M

kernel/drivers/input/keyboard/goldfish events.c

(4) RTC %% (Real Time Clock) 3L 14:

kernel/drivers/rtc/rtc-goldfish.c

(5) USB Device 1 7% 344

kernel/drivers/usb/gadget/android_adb.c

(6) SD Ki&& f:

kernel/drivers/mmc/host/goldfish.c

(7) FLASH %% 314

kernel/drivers/mtd/devices/goldfish_nand.c
kernel/drivers/mtd/devices/goldfish nand reg.h
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(8) LED ##& X f4:

| kernel/drivers/leds/ledtrig-sleep.c
(9) HIFERE:

| kernel/drivers/power/goldfish battery.c
(10) HFAMBL %

| kernel/arch/arm/mach-goldfish/audio.c
(11) HJEE .

I kernel/arch/arm/mach-goldfish/pm.c

(12) BFEhEH:

| kernel/arch/arm/mach-goldfish/timer.c

1.42 ZREMSM R

FEREHEL, RTWETFH~H Gl BET MSM AR, MSM £ HiE A | 15 kb7 8%,
7E Android B EEF AFF T %R MSM RS . 7E Android FFE LREMARB G EH, £ Git
T ABE MSM AR K& 42 T FiR:

| $ git clone git://android.git.kernel.org/kernel/msm.git

1.4.3 3K OMAP AR

OMAP £ 1 A% 28 /2 5] f) N F A PR 28, 9 Android i FH ) /2 OMAP3 £ %51 (143 3% . /£ Android
RIS EEFATFF T XTI OMAP FITEARRY, {EH Git T EA % OMAP WZACHS I 641 F fias:

|l $ git clone git://android.git.kernel.org/kernel/omap.git

1.4.4 4¥F Android B9 Linux B#%

THET L3R 3 3K Android WH% )5, T T 4RI ##% ¥ Android PRI % 7EH LA Ubuntu 8.10
A, E%Ym % Android WAZ AR D T .

(1) HBEZX HiFHEE.

Android FUERINBEAFALER R ARM, FUHFELE BN MBS X RFHETE. X
2% GNU Toolchain for ARM Processors | # bt 40 F Fizs:

| http://www.codesourcery.com/gnu_toolchains/arm/download.html

i GNU/Linux Xf R )88, H#d “Download Sourcery CodeBench Lite 5.1 2012.03-117”
HHEEEE TR, WE 120 R,

Recommended Release

This is 3 fully-validated update to a previous release This update contains corrections for important defects and other
improvements.
Download Sourcery CodeBench Lite 5.1 2012.03-117

Available Releases

This table lists all refeases for download.

larget Platform | Status Date @

Sourcery CodeBench Lite 5.1 2012.03-117 GNU/Linux Update  2013.09-23

Sourcery CodeBench Lite 2012.03.104 GNU/Linux Update  2013-04-02
- Sourcery CodeBench Lite 2012.03.93 GNU/Linux Update 2012-11-19
Sourcery CodeBench Lite 2012.02.66 GNU/Linux Release 2012-06-29

E1-20 THZXEFHR
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F1E FRFFREFE Android J7H3

3 arm-2008q3-71-arm-none-linux-gnueabi-i686-pec-linux- gnu.tar.bz2 f#EE—HX F, il “~
/programes/”, FFHIA PATH S i & :

| vim ~/.bashrc

SRIEERIN:

ARM_TOOLCHIAN=~/programes/arm-2008q3/bin/
export PATH=${PATH}:${ARM TOOLCHIAN};

{547 J5 3F source ~/.bashrc.
(2) FREAZIE, JEIESHhbEn R RR:

| nhttp://code.google.com/p/android/downloads/list

MR R A IR R B R A R B — 2. THIFMIE/E15 2 kemel.git SX{FK.

| tar -xvf ~/download/linux-3.2.5-android-4.3 rl.tar.gz

(3) WA IFIEE B3

Y PR I 35 E$ FH configure, B% configure HIR L& TN, FAVEAEAEIE FEH LI,
fEiE1T Android HLERET, H —AXH “/proc/config.gz”, X2 HJATHNEKIEER B XHF,
config.gz FREVH AR EF| “kernel.git/” T, #AJ5(# A.config. 41T frzs:

cd kernel.git/

emulator &

adb pull /proc/config.gz
gunzip config.gz

mv config .config

(4) 1B Makefile.
&34 195 47 HIARHS -

l CROSS_COMPILE = arm-none-linux-gnueabi-

¥ CROSS_COMPILE {H A arm-none-linux-gnueabi-, X & %% K158 Wik T R BERATE,
B AL B AE VR make 7EGmiE TR B A Z T 8. AEERBHE 562 M1 563 178U FARHS:

#LDFLAGS_BUILD_ID = §$ (patsubst -W1$ (comma)%, %,/
# $(call ld-option, -W1$ (comma)--build-id,))

AR EARARRG Y build id EERRE, BN E BTHA K Android WA SCHRFZIETN .
(5) .
1 F make BT EE, RIS 4 A zImage:

LD arch/arm/boot/compressed/vmlinux
OBJCOPY arch/arm/boot/zImage
Kernel: arch/arm/boot/zImage is ready

XFFAE R zImage K/NA 1.23 MB, android- sdk-linux_x86-4.3_rl/tools/lib/images/kernel-qemu
& 1.24 MB.
(6) B MEBAZEIMRK, LT pR:

cd android/out/cupcake/out/target/product/generic
emulator -image system.img -data userdata.img -ramdisk ramdisk.img -kernel ~/project/android/kernel.git/
arch/arm/boot/zImage &

Bk, BROSEHIMEBRI T .



B2 Java BIWLELRH

Java EHUHLA Android BAIWL+34HAL, BT AFEAF ol DL Java BAUNLIFEG, BH 519K
BEE PN Android BRWLEIH . FEAZRRES, KERZEIHE Java ERVIBROEAR, A
B P AA TG HAIRE ST 1T T 2

BRI (Virtual Machine) X —#SRVIBHEMT S REEE X, REEIKERLFTE
HFRBEEREIEN., BTE-NEERERR PR ITENRS . HETR, EUN
R EBEGLRN— N RG. ERELNAY, EUNERTEANERERNRS. flaitHE
LR 3 R 42 Windows, AT EXGHLE LB AL Linux R4, 1] LZE—NEDHIHAE,
XA ERHLAE FIEIT Linux RS, XML T “—HWRE” MThR. EREHAS,
A BN M — G BV LR L — a2 & BT EN . XEENTEE
AT DMR B IE R TH MR AT TR, Pl AREBRERSG . RENARER. RN TR
%, MTEARAATS, ERVRREBTEDETEN LM —NMHEER. E&X TERE
AL RS ITHRIN R RS, ERNE— 6 EENL. EE A, B3 7E R UL
AT RAEAIR, RRERKERGRBHEE. HEXEHBRMNRAZEUN EHNRERS,
A RE T EN ERSRERS. WTRAER BN “Undo” (IRE)D ThEE, SLEMKE B
Bl 2 R A Z AT HPRAS

BRWURE EM1iE H UL RS BV AW AE. REEMNRE—A T LUETT
TRBERGHNTB RS TE: HR, BFEUMNAETAMIENERF R, XREEXRFSR
ANHFE . BN — A AR SR B T E R RS R R B RAREN T REE —EA
RER B OMH 3R

IR A S, ST EE PR, SE LIERRRNLE R ZENR K. Flin
fE Windows “F & & — AN BN, RETEXAEMNLF 23 Linux #BERLE i0S £R5, XF
FSLHL T WAL 6.

FELFIRATIRIEES Java 1, [ERKXH T EEVHG], Java BIEHINBEFRA Java Virtual
Machine, 4558 JVM. H Java 4’5 (2T 7] LUBIE X Java I247 98 (JRE) #fFKk Hn 43R5
R4y, EUSHIEMEE R, BiTRAXMRS, JRE &3 7T EUNEIER, BEAYL R ERRE
RGEHRS .

Java BRINLAT Android ML AL, FrAEAF g UL Java ESUNLIFLG, BA 58K
N Android SR T
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#2E Java Efuﬂﬁﬁﬁ

T S1TE & ool

) [ |8
i el . At LA J
- ;13’.{" T v g

P Y z e e
Java EHIHL OVM) £ — BRI, il SKhra) it S pL 0 AR & Fh it 5
PLDIRERRIURSEFLN . Java ERNLA B D8 E MREAFAeH, kL. HER, FHEFE, TAA
MRHITE L RS JVM ERNLHEELE A 2-1 .
MNZEHRTAE R, IVM BETERERGZ LI, SEARAERNZH. VM BAGA
AR G B 2-2 s

SRR =

Clas Fites —— NN

Runtime Data Area T ‘

EPER R (Wiintelfk R SPACHE) **—» Native Libraies

E2-1 WM ERWIEIES & 2-2 JWM R E

(1) fFH IVM HIJERH .

Java iIEE K — PN EREENREAREZ S FEMLERM. TEH IVM 2 LIX —5F R S8 .
—REERESWRELEARKFEE LET, 2OFERFRARLN EFAE. E£5IANIVM 5,
Java ESHEAFFE LEITHATEERSF. Java IEF5MHHERX VM Bk 7T 5B FEMK
FIE R, {H78 Java i 5 HiIFEF R FTAERE IVM _LiEf7H B (FZ9580), 3a] IEZFF
& EAMESHIZET. %4 IVM BATFEIEE, BFRERREATE LRPLERELSHIT.

(2) IVM MIfER .

JVM & Java iE 5KZE LI, X Java iE 5 BMEBIEEE KU, RAEDVEX Java BRI
KR T iR, HAXMEFBTHME Java 5 — MR, mMAEHRAEBTEH Java i 5.
MFEARFETFE LW IVM FEREA R Java i85 R FESIEE UK ERBEESH LM IVM
BN GV, DARZI B IVM BIEETE. F4h, WRFAEY R Java 155, SELEAMNIESHIF
i Java iEF KT, REEFERAM T # IVM.

EATRIAES, BRETEHBEM IVM XK R HR.

221 JVM tEdEK R

16 IVM HLil e, AT BASZRRUN T s (R 2R AR S 25 2
byte: 1 5 BEHHMY,

short: 2 FHiA 5 BEMFME.

int: 4 FHHFSEBHAL.

long: 8 “FiH FfF5EHMAMI.

float: 4 77 IEEE754 #k5E V% S 5.

double: 8 Fi IEEE754 XUEETF 3.

char: 2 FHLFFS Unicode Ff.

00000 O



O object: %F—~" Javaobject (Xf%) H 4 FF75|H.

Q returnAddress: 4 17, FT jst/ret/jsr-wiret-w 54 .

JUFFTE ) Java KA A TERRERFN TR, ERFIH K FIEHIRRTIBIEE Java
PATH AT ZAEMAR . XS FEEHERVEREN T (3B Gt 78#1F
BUWEAE XA, Bl iadd. ladd. fadd F dadd 8 2# R IEF N EARM, HAREHSER 55 int
long. float fll double. MEANLE AL boolean (Fi/R) KA E HIH)FE4 . boolean B I %E 2
tH integer ¥84, 145 integer iR BIRALEEH). boolean %Y FI % LH NI & F byte AR AL . ERIL
] IEEE754 #& V7 R 8 A SCRF IEEE X MBUH BTHEAL, FEI24T Java BUETHERE PR,
AReAEH1E .

FERIHLIFITEN T object NS A AETRAIESK . 7 Oracle AR RISEIH, Xt object
W AR -, HPhas& a4 — /M I8RIZ object WIFVER, 55— MEMIZ object
%dE . H Java BIOWLE) 7R RA KRR ROZM TR BB E . Java BN SEIL R AE 04T 38
KT RBMERFTEEF. Java ERWLHT F5EE CHRHECE R Gz T T 32 fritik=s 6]
FIFLES b (HRATLAGIE —/ Java BRI, & B3IHITFI 08K 64 ALAIEIN. M Java FEFL
PSR R KT n] AR Y, Java STEUHE R A FAE NBEAT 7 A& 8, IXFE(ETS & F Java JE
NI ST B R R AHRI Y, ATIRIE T Java i 5°F & LA AT B ME 14 .

2.2.2 Java EINUIK RS

JVM HIF 5 MR

a —44%E.

Q —HFFHE

Q — M.

Q — MR # TR (Garbage-collected-heap ).

Q —/HEXE.

X 5 H4r =2 Java ERINLAE ALY, MKBUEMSLIERSAL SR, BEMFIThEELITE
AL EUEMTRLI. EETROAES, BEENA LRARIS OEARRR, EnE
MR IEE T USRI AR EEHNAE.

1. Java iE<E

Java BHINL SRR 248 AN F 1S, BANF AT —MEARK CPUZHE, #liniE— /N3
MEHFA, FREFEBE. Java TELEHYT Java BFHILEIES .

Java IR 4IRS B E N RFWRRIER, HTReERITHERE, &F 0 N/ MR
E%, REHREFMFHNSHEEE. F2RLARARES, NH R T RRER K.

ERHLEI N EEA AT SRR T

%?i’l‘%’ﬁﬁiﬁ;

REBRIEFNERT—NE:

}while (BFRER)

HTHELRAGNE AN, FEEMVRITRERET2EE, IFEAFRTREIITHIME. 15
LS EERNBEN XN HERERFRER. MERERE—NFHKR, BAEFERITZ &
FFEFiftise. Rin—A 16 MBISEABN SHARNET, HER:
| B 1gP256+E-AFH

21
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F2E Java EHIVIERM

FHRLHES R — AR AT, {ERE4 tabltch F lookup £F4t, FEIXF%KIEL W HE
KR 4 FATHF .

2. &

Java BIRWLEEFFRH TREVENSITRE, SHMOBEEFREEEHEFEREMLU, TE
EFAFERER 32 (L. 1E Java BHWLFHLLT 4 FhEF 728,

Q pec: Java IR

Q optop: 18 RIERAEHAR Tibm FITE 5 .

Q frame: 5[4 FTHATHERIBITHE R FEE .

Q vars: fREBFHRATHENRTREEXE—NZRERIEEH.

Java BRIHLRERAN, EXFE XEEHFHFHEREESERSH, HENRNTRIERALE
BRI E A S M m R, R RN T HFERBEA LA EEE.

3. &

Java EHNLHFHIERAE 3 MXE, AHIRF/BEEX. SBTHEX., BEHKX.

(D FHMEEX.

A Java HEMERA—MEE KD RHERE. BIHERBE vars #FSR K FWBER T,
AR RH R 32 A . KEHMIUEEZ ABGE TR RBEREN SN, HREE - RHHE
BHERIRFH (B, —MEARI nHRHRETE, WRR2—MIEEESH, BAELhRSE
BT &S n F o+l FIRERFEEZED . BRVTEHASERERBTEFH 64 MLNER 64 {1
XFH . ARG TIERHEEFHERRBRERRNIES, HRE TIERERRTES
ARHEENTES -

(2) BITHEKX.

EZTHREPEIHEET USSR, EFERNTEREMREE. HiRfEE.

Q zhAEE.

BATHRAREX R A A AT KM L5 AR R/ SR, AT X/ ERBHsEE
B. Hikclas CHERBAES| HE AR FENER RIS ENERANS . shAS%EIEFSERN
FHEAABERER AR, RRLENEUMERLEE EXMFS, HEEEV NBERS
X BTN A SN R . ShAEE T EMEESER T ERERN RN
WAL B AT AR,

Q EFKTERE.

MR LI AEEFHER T, EHAT T —% B EFAREMREFEAR, RAARTESBE—
MREME . PATHRAEEFREIRIER T AT RS AAE N ST FLE, FHEEE R T EEs
—MEZrEUE, Bk CRITERTE RS, REERAERPATHE PEEPIT T %

Q REMEIRIERE.

FHENIE Java FHEFRAE Error (451%) 3 Exception (%), f& Throwable 2572, 7EFE
FHHEREWTHEA.

® AR, WERERBIFTFEN class X4

® IZATHHHEE, WXt — ARSI ARFMER T throw i84). BRAERER, Java B
KELIN T 18 A

> KMBELSYEHEMEBEKRL catch FAIRK. F1 catch FAIEE LA KIELTEH, (¥
WERR R RT, DURACE R E AR Pt



22 Java ERLER

> SREHILAK catch THNZFE THKIFFIERFFHNIELERBLEEZA,
RAER R R G TR R H R THRE. WRIKE] T ILEH) catch F4), A4
RGBT E K7 R HAT . R EA R B 7 W A H R, HE FIKITAK] catch
THERE, EEIAATTER TR RER catch TAJEHHAG A
> BT EMYASE —ANILIE catch FRIAGEERIT, FTLA catch IR A HIGF 2R
HEN . FR Java FBGREEHCR, KSR PSR T7 3 E A B 575 A2 454
PR B — AR, SRR RERIR P TS AR, AT LA 260 1007 R 2 &
(K7 Ab B ER, DAARBRAE AR PP it B8 T RAE R 7B UL
> WREAE|ILER) catch T4], A HRTTIERE D REFRFH " B4 R IR [ 2
LRITERRA R, R FERIRER AR e R IR AR PR B
TRPUA L 57 AL FRIR, 4 X PP R A R R B AR S T 25 I RENIRB AL IR B R TR
B2 ZGR R — R 57 H A EEBR.
(3) HIEHKKX.
PLARTE S HRAE R PR E L, W EATETERAE, JHES R E BT . EFRA R R
& ERALEFFRSEBEAAFFRINE (0 Inteld86) L, WA BB ILERINLIIAT .
BRAEBURR 32 (Il ERATATELSESE, HFMNERERER, AT HFRENSE, HRF
BAEMISER . B, iadd FRSEFDEEGEM, AMAPNBESLZ 2RISR A7, ZHA
FRBEAT AR S R, IXP R AHERRSR Y . AR, JFESE R R B E R -
BN EREEERTIEE T IINIR LS M ENSHT L AN ERIE. SN BRERERT FE 7
fi#, BT long Al double &Y, EATHEMMLE. RIEBREBER T HER FIRIER FTERIE.
B EAFA int KREE, mRITENTAER A long KEIBNRIEEM . 7E Sun KIREDHL
LR, XSRS GG AR SR BT . EREA D EHRIE (BRIEFF dupe M swap), FTXfia
1T JdfE DXREAT R AE I AN FE R T

4, TRBTH R

Java HUHER —MZATRTEUE X, KEEH (R NHARENR . Java i 5 £A TR H TR
EReT), WEASERFRERBETRIABES . Java AHLE BARSE A KA BT icRSE, AT
MR 2 55 10 75 R AE A B AF T

5. AiEK

TEX 5EGES T 4RIFE A EUE Unix #ERE S H IECBERU. ERFTERE (FiFE
() java fXS) FIFFSR. E4H0M Java LI P, 7RIS AREELTH RoiEES, HitkiE
KR MR A F LI . BAEHAE T — Java KB —A Java FHEKHRFEHRD. 7L
XA R Java i 5 FIBATRES M. 8 T HRAERSA T & Tk, Java BAWLETE X K34
&R MME TR . HBAMTTES% Sun A F ) Java EEHIHLITE.

1E Java ERWIATE S, — MEAVIEFIRT ARSI NERT RS, AFKX. BERR L AR
LRI ARIERIERE . XA RIS —RER T R EEUNLE A SR E RS, BN
R EANTHIE FF I E R HIRE Java EAOBLSEILA MEE RSN, ELHRN T HE XL
LIRS ERFE . VS A B i %8 SOX L R A AR LR ENTZ AR E, K E AEST Java
FEFABLSKE ILAR 0 ZUH 5T 1947 9

B 2-3 2 Java WA MHER, BIEEMNEPHAN EZETRAMAFX. fT—= G R3],

23



H $2EF Java EIHLEM B ' S

B Java BRABLEA —PMIRERE T RS, ERB\EENEMRELREARTY CEEEN), [
B, A Java EANLEA — DM ATEIE, ERTTRITILE SFAEBRERBRMTE I HES.

Runtime Data Areas

E2-3 Java EHWIAIA BRIER G

2 Java ERINLEIT —MEFI, B EMEANERAETFZ R, Pl FEiRETE.

Q FH.,

O MEEEEM class X FH B HAMER.

Q BFAEIR.

Q EEEHENSE.

Q RFE1E.

Q EHEE.

Q BHEEPEER.

Java EINLSE R TTRAHLAR) LA “BITNEIEX "+, BREE TEH. REXL “Z
TR X 7 B UM RGFETE A Java BRINSEH S, HERGSEMIHHREDZHE N
MR XTI IR X 2 LT, KESHE bR ALK& E RE.

AR EDVLLI TR EA BRARMAFRE], BRI g KEMNFTH, ARTRER
AR N, ARSI IR HERINGE, ARG, MRS “SITHEHEX” R
LENFIR, XS Java BIWLAT LURZ 5 7 & Rt AR & % ESCB.

FEETNBHEXEHEFICEMEELERZER, &F —%UR - NEEHE. 81 Java
REWNEGIEHE — N AER R —E, ENTRBEZEDVELF AL ELER. JEMIE
B class KR, BERMIZA class XHAEH B PRITERGEE, RE, DX
KRGFEEBRBIFTEX S UFEFEBITH, BV SRS ZREFEB TN AKX RABEHE .
B 2-4 XX e 77 X IHEAT T #6542

B 2-4 HFAELEXZRETHIEX



2.2 Java FEHALEER

YRR RN, EEHEERTE E QK PC FEE GEFITEE) UK Java tk:
INRLRAR EESAT R — A Java ik (AEARH T, A4 PC FAEA8fIER B ES F— &R
PATHIFE S, TIER Java BN E R ZLRET Java HIHARKRE —BBEEHRTER.
WO R B RER I 280 B R EME DL AGE H I R 45 R4 . A 7308 R OIRZS T BAKE
P T BARSEEL 5 AP TE A vh AR b, o mT e R TE 25 47 s ol 3 Lt BL ik 50k 2 SEH A %
PN FXH.

Java B2 HHF £ &M (stackframe) B M (frame) ZHAGHT, — MM S —A Java 7k
HEPRES . AR Java HER, BRINUEN—AFRRMEZLFER Java . 4
BRI, X AR A Java H2 - H 03

Java FERINLEA B 788, HAGLHEMH Java BORGEME RIEHE . XPERHIER RN T
Java EHNLATHE 2 LR ERE, RN BE T Java BHNIERR L R AR @ F 780 F & LB,
A4k Java EIWLHX FhEE FAR IO R, A B 11217 I L8 g LSS 0 30 245 4 228 A0 B A
9w 23 AR AL

Kl 2-5 6% T Java RN NG — NGB NFX, XENFXIBEFAE K, L2
ANBEVT A — N PC FAE28 0 Java BR .

B 2-5 SERTAMEONEEEX

B 2-5 JRoR T —MEMALEFIRRIR, B8 3 MRRBEIEANIT. LR | AR 2 FIEERT
Java ik, TMI£kAE 3 WIEAEPAT—ANAMTT . £ 5-3 b, FIAPRHARMT —F, Java &2
R AEACH), TAR AR s 72 B AR A, 24 AT IEZESRAT B 7 s AR U U L i (a3, T —
fEIZAT Java JTIEMEAIET 5, B PC FESH BRI T — R EITHiES. B 25+, &
XFER) PC A7 f7ay (LLANZRAE 1 MZAE 2 () #R IR EERK. BTERE 3 Al EEHRT—1
AMTriE, Bk, B PC HFFE (LLREERMBA) MERTHHER.

2.2.3 JVM Mi&E g B HA

—ANBATIH Java ERNLEBIFIRIRE . H50E4T—A Java 215 1E8 30— Java FEFF I
A 2 A — AN REAALSE B, 4R PR A, FERNLSEftpE 2 . WRER—&IHEN L
FERFIZAT 3 A Java B2 /F, 283 3 A Java [EUNLEH] . B Java BBFHIEAT T2 H QK Java i
LA .

Java FEUHLSEBE 8 FH AN VIEE I main() 7 ERIZIT— Java F2FF . XA main() 5 %
DR AFW (public). #AH (static)s REMEAN void, 3 HEZ —NERFEHAENSH.
ﬁ’:ﬁﬁﬁﬁﬁ— ™ main() /7 ¥ IR AR W] LAE N Java FEF B 1T I A N EAE X FE— A Java 72 %

AP RETSAT EN AR 45 E I 21T S 4L

package jvm.extl;
public class Echo {

25
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®2 % Java FEFIAER

public static void main(String[largs) {
int length = args.length;
for (int i1 = 0; i <length; i++) {

System.out.print (args[i] +"");

}
System.out.println();

t

}

FIRRAL LA T Java BRIV EZ TR Java F2 5 RGN B, BT K M E K main()
FEFFIRIEAT « L —A Java BRI B T 40 SunJava 2 SDK ] Java #2/5. thin, 48
BL/E Windows | A#i ] Java i21T Echo f2/F, FBEEBAM Find .

I java Echo Greeting, Planet

Zan A E N “java”, HIFRIERSGN1ZIE1TR H Sun Java 2 SDK 1) Java fEHML.
2 —MA)” Echo” WIS FFHI4HE R 44 F - Echo XANMHILEER T LIE N AH K FHAHK 7712 main(),
ERB—NFHERAES I+ HIRE void. L4417 % T KA T “Greeting, Planet”,
TEREREF B i 21T SH UL F R R AR L ELS main(), Bk, X BT, Lidss
2 Echo ™' main()J7 % B F4F Hh A S BT A B L2 :

args[0] A" Greeting,”
args[1]4 “Planet.”

Java FEFF VI F ) main() /7%, BTERNZIEF VIR FERIE A, AR H At R 272 &5 2 thiX
MIELRER BN .

fE Java RN A FFLFRE: FHRESIETIRE. LR hEMNE S
K, Ehinsh AT HIRIREEAT & IR FE . (B2, Java P27 AT DL E G ] R ARAR 1D N SF R 7R
1M Java 27 FIAHIIALTE (BIFEFIFEEM) main() RIETFH L.

REXRFEMIEFPREFEIET, BARA Java BFHESLEET GERNARET). 4
EREF TR MR R R A LR, BRI ESR Y. REREEHBAT, BFAH
. RE% I 1 I Runtime 28B035 System 2K exit J7¥EKIRH .

£ _LTHIf Echo F2/7 9, 7714 main()FF A A HAMMERE . TS EITE Ba 21728518
[l main() /5% . XBRE& L T ZAEFF T ME— I IETF I &RE, BA SFBURMINLEFLRE .

B T F GRS, Java BAAUERI 7 — DM BARER M Z2. FANSKIETEZEHE
PIEEHEE R, FrLLVERME T —FBATENRRENEBERR, EFHAMA TSI
FE. BERRBIMEE . BBGHERIES. FH, ROtERANEETIRZ 228, AT
R B MLE S RN LR B, Java FREHWRA T — M RONERSERE, XM Java
FEREERATI AR RE. EARTHARS, BEEIE IVM ZeEREATR, AEEPA
A5 Ja T AN TR ) 2 14T T 22

231 WM Nz eiEE

Java ZEMRM T FZH TR Lo S A TEE. REATIRER. BERFH
R NTEFXANEEK, Java 48 7T MRS WECER “WH7, EPFEF A LUSE AT R
Java P27 . WX AFTSERRFRITEBI#AT T IRG], FER AT LEVD A B R0 7 MRS, (HAE
AN BEBEAT AR T BB IX £570 A9 2630 . BN, JFORAERRCA 1.0 RGP FEXT R 2 ANW] 5E Javaapplet A%



23 WM HpReH

T IR, EEALRE.

O A HBEAL 035 A

Q ATEMMGER, ERMGERFIRGH applet ML

Q flEs e,

O SERIFHNEEREE.

1 T AR A ARTD R T R AT S L S BRI , (19 Java % AR T LR S 0 /2 i 0.2
B IR RTD BRI o ZEVDRT A PR SRR, U2 A B BU% M5 T RN TSR AR 4
AR 4, BT LA P AT DL H e 22 A MU AT T AR o (ELRRS T 1.0 RGEHIREE AR 2R,
ARV R A s, 36 R AR 36 8 TRk AT 200 T AR o BT R 1.1 R,
XHEVI P AT T s, BIA T T AL FIGEN S ERR. 24 MMFEG B
RO LA — RF) class XM DA HE—LHMAT T HFES (B, THEBD, HAEZ:
AL, class SR MEh. X (E/ALRA P ARG R T AL RELIE DR
B, (B R AAE T E A TS

B 11 AR %A APLAS THHIMERH, BRI T w2 G EAT SR EE
M. Java 1.2 SRULH API AT LL7 BYER STARLRE 0 2 4 WS, ORI SRS R B T (M A A AR
ERRE ER. Java ZABBERBAFH T 1.0 IARERDE, RER 11 AKAEE LR
WAIE, 8RR 1.2 B B B R U 41

232 bFEREN 4 MAH

FEHENRSGF, NPABRFEIT—MRENTRELIGEEE. SEA P R e/ O
fERRE A EAERIER SRR R 24, FHEMAE, RERERmBRLEE. —BEEANK
HERERENN RS, BAEBHENRXEHERATERHN. RN RGREEN, B4
BRI LLARRKA. FIUAEESGH ZEER T, B8 INER LB EARABE R R EL

VHRZEEMEE TEREA S, IMEEMRERERINTARTEGEMI Y, @ity EE
RUAT DU FRAT 1452 5k B AR SR YR B0 ARAD, T A2 R A 7 38 Gk R B ANME ARk s A ARRS T 302 HL
b HEBITREARTTEREMARLE, WiESREE#ITEM TN RENAERS. IR
EBANTREY, EFHEHBERE AT MEIE, BRI AT MEE, WALHHERRES. WH
A RS T FERAEFRERAMERN, FRFERARE, EFEMAN T ENHTEE.

MEFEF LR, EREERRTIRZEH, AP LRFRANDEREEARR. AT RIEDHE
BAHRHF, Java LEBBN HAA RS S T HERAT T HE. R Java K REM P EEMER
AXERZENXE, BEMNEFRRURESAHXEXEREH V. Eik, A TXHHEE—
NTHE, LARE—T Java BREWHTIANAFRRSY, FFEEBENRERE—EIEN.

T T 4K Java ¥ FE R FEA HA .

Q E#E R .

Q class SCHATSEES

Q WET Java BN (RIET) KRR

Q Z&EHRK Java APL.

Java f) bR R AEMRIRRT 3 M ——RMEBAE RLE M, class U EE . Java EERINL (K
BE) NZeRtE—BEE— M EEN B #: REF IVM BE6ME EEBTHNAERF AT
B, #EeIAH FTEOEEAESERFENARREIT. MR, X4 %%288 058 AN B
SHRELERE, CFERTRPEDILE M S IEA S BRI AEZET % EESHE KRR ERE
Lo INZEFEBRE —NHMAXR, EZITH Java BN, EIEX T HMH BRI T a5 5]

27
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F2E Javam{ﬁit‘im&ﬁ&i

A RRIER

2.3.3  #7 Java HISRBEHLE

VSRR RN A ——T LR BE XK, @idM Javal.l A CL5 AR
MELFANERAR, fIEAZTHRINHAERT UMK S AERGEEE. it e D, 8
AR A LA AT AR E E L WU M RA T IRAIBR . X HBA 1k T AT AR U5 [ R
4, (EEHATFHEEMREY W REHIIT TIE. Java ZEEREMPRIEGFAET, ERTLL
XA F AR E RS R0 #ih 7 &5 .

Microsoft 2 T ActiveX - IMER A, B Java FIHAER AR, (HRZ ActiveX #5143
AEDFFIZIT. ZEEHT ActiveX, —RIBIHNNBELRBTEEEN, BLARTETH
FAER . IR ActiveX #ZEH-AHELE, WEKBEIELRIT. BRI TRENEREZ—1
BARMIRE, HRNR —LESNHREEREXARLEAR TIAE, XBRAERKMRBEREX RS
HI5EE VI A Java KL 4 REMPINAZ —HEZ, RIS LR T RN ER/EXTRREITY
"] B RRARR - BRI — B BRI E A RFEARBEAE 7IAE, EWRBROFEISHITEIR. Flin,
— BCER R ECE A IR A AR AT 68 K BEMIBR — N E € B R TRV ERER X, TR EAHAF
i ERIBTE .

M 1.2 FRARTFIR I 2k RS 2 B bR L (LA Z R AZERER ) 400 17 1] 42
SIS, IXREAE R AR T A e N T B AR RS A AR 2 T AN ARG BT,
Java 7 A) 42 Hil AL 26 ST RERR A BLZ 4 B MRS B T AR AR 8 TEXAN S RER/E S,
A 1.2 RASHARE DL E— MR (A class U)K — MU RIFKEL. RIDRIE
FEUE T AR ER, mREHENABLZEREE, EAERER. £ 1.2 REUER%
LR, R (R ERIR) A MRERER. Rttt RREBERY I — MW RS
BIR, RA XA AR 2 AR B AR AR SR UFAH SCBRET . Java BN A SHEX AR B VR )
Vi [ PR R T X BAHG

£ 1.2 RARNREGRREHF, W TEA Java NATEF—AN7 7193 6] K% 2 AR %
java.security.Policy H]—NFRM LN LFIFTRRK . EEMEE, B—ANARFEFRETRE
— Policy X R. KRGV AT IS AT LA — AN H78) Policy Xt 5 & # 24 AT ) Policy X R, X Zifid
W Policy.setPolicy()H-HE— N ¥TH Policy Xt R 5| AL ERLIM .. FKEHRBZFHXA
Policy Xf R KHEIEATRE, EIE—BAEFAEBINE PiZLG B A FERIBUR .

TEFREZE—MINRERETRENBEHEESBIX B HA KRS . £ 1.2 RAK
ZEKZREHD, HASITABHEEE SR ARERE. —ARBRELH
java.security.CodeSource Xf RF/RH], XMW RHPEE T — javanet.URL, ERRILEMKE
TELZEFAZEANRZ MEBN RO A. IEHX REM R java.security.Certificate [T — 4
L5, —A Certificate X RIRFXR T A—NANB—MAHKSE, DRSS ARG kR
fREIN (ARG AEF AL ). CodeSource T R A T — Certificate X R HIEH, B AR —E
KRBT N EEEE GER) . XNMELEERMN Jar THHIREH.

M 1.2 lRAFE, FrEMEARSEREH KM T BV aiE6dE REWE R AEHEBEE
A, TIAREXR AHERER. mRMGEREIERIME, FTURARANAHESL, ER—1TEEAM
IE+. 241# A keytool F2fFAE A AR, MES=E—NEEZELIIER. HIE E— TR LT
i1, keytool MUF=AT “AfH/AEA” Xt, M HIEANHIA friend A stranger 724 T HE R HIHES .

B PR 2 FH 4t 5 2 java.security.Permission ) — TR HILFIRRK . —4 Permission 5 R4 3
NMEtE, HRER, LFAMAERERE. PIRKEEZEH Permisstion ML FIER, Bl
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java.io.FilePermission. java.net.SocketPermission Ml java.awt. AWTPermission. R4 F2H#7E
Permission Xf % N . @40 % 4 FilePermission (] 4 % 7] ¢ & “/my/finances.dat”, X 4
SocketPermission 44 7 F] fg /& “applets.artima.com:2000”, ¥4~ AWTPermission [¥]44 7] fE /&
“showWindowWithoutBannerWarning”. Permission X %5 3 NEM R ERIZNME. FARITHEK
PR #M A 3 1E. Fla0, FilePermission [3){E & “read, write”, SocketPermission ] 3 {E &
“accept, connect” . @15 —™ FilePermission f]44 ¥ A “/my/finances.dat”, 3f H# 51E “read, write”,
A ERBRN M “/my/finance.dat” A LT L S #ME. & FRIMER R HFRFFEREBRT .

Java AP —MRRKIIBURE RG], FEREMFR THTE A RRBELRAMEE. TLURES
CiE 812 B CH Permission FRF /R B & XHIAR, #10#] LAEIE —/ Permission KR ER
Xt & P HE PE AR e E KRV AR . 8 X B € X HJ Permission K& —FH BARA 1.2 &4
PLEIXHEECTFEN HiE. WRAUWET BHOH Permission 28, " LMEEH Java API H§
Permission 28— F 3R FHEA1.

f£ Policy X%, ®—4 CodeSource M —Ei%E A Permission X FAHXEKHK. F—4
CodeSource HHXEL[H] Permission Xf R4 IELE java.security.PermissionCollection [)—NF K SLHil
o, KA AT LLAA Policy.getPolicy ()R IKE — 1N M ATH R Policy X R KI5 . ARG EA17 LA
W FH Policy Xt % /) getPermission() /7%, 1 A—> CodeSource, Mifi#5 F|FH5 CodeSource X i
] Permission X% ff] PermissionCollection. #5234 # AT LAH XM Policy X5 178 2
PermissionCollection S5 Bh /Wy 1% 45 5 N RS HR T A BLR .

POPaic; Je s Gole o e
o e B
N :

KALK, WAF R MR Tava FFR N 55T I I B B KPRl 2 — . 7E X 2% sk 75 L SEE
FEERME, BAR—METERERETZHMARNHENMEE. Rtz ZefXtR—
AR, BEuRILE AT A5 (i fe farm A KA R B B A . EATTR AU Java W0fTHEE
W BT REE KRB, NP AAASEH AR IIT T 2.

241 WLHBEMBHM

AN EHL LB MRS R A%, 55— MR ARAH R EEER, B “ZHV
MR%8” B “BPIVRESS” HAKEF D ARWET, SRHBITERFTEN L. Zrmit
RIBTEL WA PN AHEN L, MRS SmHERBITER NSNS —6HHEN L. &/
AR 55 48 v () RE R G I 19X 48 3R 0] A S8 AR BEAT f . IR 9% 8o HEREIE W R A B s Bl I 2% wp 7
PR BARER S, N REEEE TR FERE, IR RERE PR, xS
ImERBEEE, #ITAE, REERIFARFAFBRIERE. IEOEKXRFNATHEIN &R
FA P B SR A IR o SRAB TR P B B, TS TR 9B R 5 ) P 3 eh s CPU SRAGER B . 20 A
P X R R T IBAT RS as AR R CPU, BE— K L, HaRAE 2 h%E M imse M, Hik
KA T 5284 CPU B3

“BPIUIRS S BARVEREMER VRS SEX, —BEE i, A—ERRSS.
BEER—EOEANEG 3 E GRRA 3N EHE). 4B AR SE N BEW, R UER
SRR T . SESHERMATER, FmARSSOXHER T, TRAMIFHER
“orAnARER " IX AN A4 ORI PR X L g R

AR B LR & T MR B R R RIS, RS AL M EiBfT, R
REHBRILEHRE. REIMHEAFHZ KB RGNS, fEhdgMAT2

< = X e SIEES SN "J
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goE Java ﬁ?ﬂﬂ%iﬂ’a

BBk AR E AR RN RGEAREE. ERTENIAS S, KONAREFFEE
FHRRS L, BRATUAEZMHPERZRME, BEERTE T RMNET . AR K
frig, BTA R PE T — IRE R IF R BZ BRI AT AR BLX A H AR . (BRI, £
ARG, ARAHFRRAEEFRESRORE L, Bk, RATERAFTEESTLRGEOAF
A LRSI . BAR DA, EERANEAT IR G HHEILLRX DR
Fril, A AL R G B LR BT AL R R E R ARESF L .

Java HIfA REFIEHRMF KNS B NMERONATRE, RIS 7 —F3 it B Rk, X
P AR S AETAT 0 A A AR B AR CR R A b, R ] DU i 2% B B %X B % B it 3
Blb. XFEEHMR 7 AR RGE D REEEOEAE. FIaE—1 C/S REH, & 54w
PLFEELE 4 3 — B RSN E, H%&am P & ZERZRA KRR, XA Rl
WA 48 K AT AT BB 1A B 2 A P OV RN BB AT .

Bk, BRI MBS AR BT HEARRIET N EE P, BHREH R 7244t
BAGHRGEENEE, [ TRRE2MHELS G CPU LI TR, %58 7T AAAE R4 —
HefkiE.

242 WMBF%E

FEERMER/EMNE LEEREFENE S, HANTEANEN AR ENFEHES
BRI, R ATEZA MR S T EIL R EI N E R, — AR LS BT A 17t
HHl. Java B2 ReE(RE TNEBERHET, RAREHPFRENNEERKIE TE class
X, HATLLREEE. EsEhr b, Java A REMEE X & LA ME SRR, Eif
I T 3 class SUHFRI S HLBN 1 .

B T FEIRMEMEZEMZ AN, Java 7K RGN 48 3 14 B S RE B PR X 7E 48 1A%
ERFRNEHTEE . BERERSS LRET —NMEF, EFENNRETMERTHRE,
XS R R AR AT ST Z 18 . X TEMNS EAEERR TR, WM& —
A FAE R 6] o Java A R G5 #8384 Gt (1 B — 3 BT AT ST D) RN B A
Fr—Javaclass X —— R RIXA A . class SCHFA] ISRSLAE M 48 _E4E4%, BN Java F2 5 230
SEE. BT R, RARHPATFEFGIANIERT class UHFE T, sial AP aGETHE
FT o B class XHFRNF, RFEBMIAHERAT. class SCHFA S B IHEFREE, FILENT
PATEM 4% | kRt giX . Flt Java R REMAM BB RO EREEZFLAHEE — 21
K SO B BN class SO, X2 class SO AT LIZ 7 3640 .

Java S FHFEFF WNFEANEH) main( 7 EFF AT, HAWKIEAERR P ERIRHEA ST, R
FANRE—RBREPEEWAT, ZIPERMASEIRE. i, BEIREEH N FOEET,
BEE-IMERES HEREREHNXKEEPEEEHHERER, TAERASHERER.

B T AR SN, Java A REM B RTFINET B, SIET BEEH class U 7 —F 7 K,
Al LAZEIR B Java BIFFEFI2 TN A 368k [FRAF B XHEEHE, B#E Class FH forName()
J7i%, Java BRF O] LAEIB AT B BIMN IR, XWREFRESTRESITERF—H49. Hit, 2i&
BB AEY RLE | Java i8R R — 53t BRI RIEME, BERT DLyk e T 3 8F2 7 (1) class SXAF——T
KN T RAR P RESERZ /OB AR MM L33 class .

B TS ERMNBET R, Java kREMXT MBS R EECRIECEL class XAk
Mo AT WML EALIEFEFEIRE], class XU IRTHRIREE. EMNEEHNFITHERRITE
R R BE—Z U “F157, REANGRELHERASE - FI. BRTHEAFISMESR,
BT RAERAENRRER TR ILBF XN FE, XERFHERED. XHAFISMEXFE—
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SRR VERD, FEERMERAENINERERZ EEE L 1~3 ANFT, —DRERE KR EAFAF.
class LM BERIREE B —AE L, iR Java fiFRASMAZH FBIMML. FAZ
BN, Java RFEBAREM—EE2F/MA, IR B EAN T E
IR (P ERTRIEAA A TR BA TR A E SR RERAR T ET £, IREEREET R
B, LA TIERAMREGRED. —HERFRAEX, BE BRI class XHFETE
CUG, FBABZRXAN T MR SN R O R A ik . R —AS28eh A i 77 % 7T se (s
Wik, (HR—MBR, Java ZmiFa8 A SMuxfiii, o EERXHA class XHHESBAER.
ALH H RAEARS A/ NFIPATEBE M HEAT 4. B, Java GmiFa@E SIEMRIL TIEE S Java
L, JEEERBRZIE, EEBRHIIT, BRIk BSR4 PR B # R AR ARG o

BTN ASER. ST BMEEN class A, BFH —L IR R AL KRS, BT LL
B BhIE A 28 EAEI% class TR E] . RN HTTP % ZE 804 Javaapplet 7 28— class
SCHFESRERE, BTLAT 2K applet IR K —30 43 B (8] 35 A5 & F SR SEBR A& 4 class SUAFRIRTTE], TR &
—™ class XHER ISR F RN E . — N SCHRER SN R LB HEZE T HE class X
¥ 5. N T RRERXANE S, Java 1.1 88 7 X Jar FIXRF, Jar U RVFE— IR S 55
R B A0, XA —IRAEE— AR class SCHFALL, KIEE R T {ER ST EHN
6] B RMIR A, Jar SUH FIBHETT CAESE, MR NEEEED . B U R BT —N K
HERAEER . FIH L class XHREFFRBITZRITL TR, X 4a] DR HtuEE Jar
S R EAR I

51— A BEAR B LR F P S AF B (8] R SRR At B AN KRBV & T8 class XX HI 0 . B LA AR H
HAR, i MarimbaCastanet {8 F (9T fEl#5E R, ATLAE R Z class X Z RIS EEBEANTFE TR
T, PR AE S B .

Hik, BT FEEREMZEMRBNEBNMEEFIS, Java B REMK FEER AHLE
¥l class SUAFFEM SR HARIR TRl ShARERMBEY R AV Java BBF &R/ RER TR
ERARA P HERREA BT . Class XM EEHEASH BT Java F2FEM S EAAA
BIBSIA] o Jar SO RVFE — IR LR ERE P AEIE 2 AU, 38 SO VFEOHE B4 -

T C A CHIIFFR AR KL, ENFERIRNZEEBIFTIAR. EIHEIRSET, T
HBTGES G — X RAE A M TF IR B 45 . Java WAF 2 BL S BB & Java KIROO IR Z —, I8 Java
FENFE IR 23 R BT XK.

Q #FFe: ERFPEEES.

Q #&: FREARBEPBIEAT RS A, EXNREGAFBRERT, MRFREET.

Q H: FHUH new PAERHEE.

Q #E8E: FRENRFH static E RSN A .

Q HEt. FRFE.

O 3ERAM f7#: BERERAFEEM .

251 REFESEDNEFE

1. %
TERRB P e A — SR AR R AR B, B X R 5| A AR B A0 oR B B A7 R T
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225 Java BALER

LE—BARER G E LN EER, Java IERT AR N ZESMENFTE; HZZEIRHXE
R385, Java & BB BE NIZE BT K NFZE, ZAAF2E R LRI SR .

HRWFRARNG, £ JavaBEFHETX, RELEAENGE, EREmHREERENE
Wi, KEERBRAGFERBER. O TRREAFELSREW RS, RELE LR, ZRiE
B, MBEHERT: RPFHRRIBLEIRE? X4 RH&E?

B B AR ARRML (Stack Frame) HUMEXAFE, HRBIR —PMHAFXER, 2—MEEEE,
R—NMHE KK (Method) FLEITHIBIERIEIELE. L— N HE A BIAHREEAE T — MRl
Fl, HHEARRRS, A FEXFAAT B Hi&, FTESERN F2 WEEAR: PITREERE, %
S F2 BRil, FEORH F1ARM, MPE “RtiEH” RN,

WP B RFEEH A BIER? ERMH EERFWT 3 KHUE.

Q AR (Local Variables): HIEHIAS

Java Stack

AR SR AR ITEN IR R —
O ##E{E (Operand Stack): iEFRH&Z. Ak FHERE| Method Index) | |
(IRAE $\H i 23 (Parameters)
O HMi%$E (Frame Data): BFEXRCH. H | &
Ak T3 A 47 & (Local vars)
UL LLEAG R, EAEREME T Java A&, Class File (%) Stack Framel
wmE 2-6 Fios. A2 (Return Frame)
P 2.6 7, —MESAF MR, b2 £ —
B IARRTE, AR, REHE2 XART
FHiE 1. R 1 A FARTRAIALE, ARl 2 bR, |\ L— i
PATTREE G, RIS AR 1 FIER 2, RIELH, Y e
FREET 77 3% 3| (Method Index)
B\t 28 (Parameters)
2. M
A48 & (Local vars)
BAFFARTIMEXRT new QIRIXIRM | B P
B, R ARMNT, B Java ERWLEE s B
3 35 A SR B S (Rt P
EHER A T — D EH B R G, & 7 LAFEAR FWi(Next Frame)
i - MERIAR, LR T REEES | [
T HH SO RAEHE N & ik, AR I AR
REAAR T HALSRT B 05| PR 3 A A R tAT P

T RAFAHBF R —ANER, LLEH AT AER
Fr s AR R B 51 AR BRG] HE P BB B R . 5] IR ERUAE ST 2 A% 3038 % S ) —
e

S HEERENERE, € UNERTHIE, 5| ARERERFETRHERBZINEHBER.
MM RAGEH 4, BMERFIETEME A new PR SE X KRB A ATERIALRGER
2o, BAFN RAES HEEHNFEASHRER, BAMNRERF I AXERRAERNEK, 473
NEIR, DEEBHMEA, BN SIEAFTEAR, 58— AN 5E B 8 353K B a8 i
£ CEREE). XtE Java LB HAERREE.

Lhr b, RPRBRIEAEAFPTHIRE, XL Java FHIEE .
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3. & ( constant pool )

RN R ER A E, R ECHIFEN class XA R —EEE . BT RS
T E X &I A A (W inty long %) AN RE! (40 String KFA) HIHE(E (fina) &
AE XA HIAK TSI H, .

Q KMFEOKELRES;

Q FEKAFRARRE;

Q JFEM AR .

REFALL U AR B BB 4 — AN Bt F R Z AT B BN — M E &
4, GIEHEREE (string, integer A1 floating point % &) FIXF HMZEA, FZEM G ERRF S5 H.

YT String W&, EMEREEBRMFN. T IVM FHE BTN F L2 URIEREE
1, T String KA, H—KEEKE M CONSTANT String info R HRFMECFFHHME, H
RER R U7/ 8, HAFHAS 5 AR F AT EHE, % B2 % 477E Method Area
(IEXBO F1, AR,

—AIVM LB RAFE— N HEN AR, HERFR /N TTEURT . EmERS R 7R MG,
TEHE., ik, FEBRBEALT, DHERITHERIT. EREF N 3 Ha.

(1) AKALFAEX (Permanent Space ).

KAFEX B —NEEANFEXE, H TR IDK B & i Class Interface I n#idE.
MR, EFHNEBITHELANIRER, Pt X s & A 24 b 5 [y 28 [ Yo
11, KW IVM A BB IX AT SRR E .

(2) #H*#X (Young Generation Space) .

FrAEXREUEE . K. WX, —MREXEE, NA, &EEDREEEERE,
Rt M. FEX N ARMEX (Eden space) FIEAF# X (Survivor pace) PiEl4r. FTH HIZEHER
RAERE XA new GHTE) HRM); FEFEXABA: 0 X (Survivor 0 space) F 1 [X (Survivor 1 space).
Lt a i E e AR, BENFEAENR, ITVM ik
I 2] AT 284 ot O A ] (X kAT B SR RIS, ¥ AR I X AR AN
B H AT R T B SOEAT SR, AR [ R R
R RBENBIEF 0 X HEF O XWHET, BHRXH
TR E, REBFHE 1 X, AR 1| X5 TWE? B
B B|FEX.

(3) FFZ[X (Tenure Generation Space).

FEXHTFHEENSAE X Gk H k8 Java X &, —fi% RALHRIX (Permanent Space)
X FRARLEIX AN DX IHIE BK o

B3k 3 AMK R R B 2-7 TR M2 RNEE TR

252 BT AEIEXE

Java 3@id B 5 #3048 A 70 BOAT B3R mIYCHLE], 7T LA Java 2 /7 R AAHB CHEFF R4
AAFRAE SRR X TFX—rRE, HEHRE COM NIRRT 5 it SE R N F
(77 SR Bk ST Java ERINLE B AFE BRG], AR T RIBEER, TEAES
H B P A it O PN A R (ERIX Y TR EEERH THRAFNEGZLET Java
AL, — B IR A B, AT BB Java BN E A EEXE SR XS
HiR.
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B2E Java EiMLER

RHE (Java BRIVLETE) BIFE, Java ERIHLIER
T Java F2FFEY, BIETHE T SEHAERNAFR S
FJUAA R FBHE X k. A 5 XS0k b R LR

AL, E MR, AT A i enen | ooren )
AT IR, STRETAS . PRI A,

REALBUAR . K7 VRT3 A R L B 2 0 R TR

X Java HEAMHLIZ A7 BT (0300 X 49 20 2-8 B Hh S EREGR SRR

25.3 X RiAME
JVM (28 N A IR 2-9 s,
RERT RS
A ﬂ,\ﬁﬁ
FiE X Javalfe Javatk fgﬁ ACH F AR
BITHEEEX

PATEI %
A J7 kD

B 2-9 JWMENZEAFRE

B — X R IATFEAT VI WE? 7E Java B F T, X RUj AR WFAIBEATHI? X R T IFE
Java & 5 P RAANE, REEENEFTA, BEMERRRERNVIF, WK Java £, Java HE.
THEXX 3 MR EEAF X B RKREC R, 0T i p~RE:

| Object obj = new Object();

BAIX AR BLAE iR, B “Object obj” X #4318 SO & R BLE| Java £R I A M 45 &
xH, 1EA— reference KAV EHE H M. M “new Object()” X4 HiE SUK 2 R B E| Java HEH,
TER—3 A7 T Object HKEIFTH LHIHHRME (Instance Data, it % &AL FEHIHIE) M5
M AT, RAE BRI UL B RINLISEIL AT R W74 /5 (Object Memory Layout) FIANE, Xk
NERKERAEER. 535, 7E Java P L LA RERB SZBRBERE (Xt FAER,
RPE. LHUMMBED. FES MHIER, XEREIENFEETEX $.

T reference JS8AIAE Java EHINIATE H R#E T — M mxt 851, 88 & XA 5] H
Nz R R e A, ARV R B Java HEHR O R EARALE, DA [E AL SEER X &
WA REE AR, FREE R 7706 AW BB e s fh .

(D) mPEHAWHE TR, Java HEPESRIS H—RANFERENERML, reference FF71E
kR R AL, T AR A E T 0 R F BRI R R AR % B M R E R, i 2-10
Fi7R.

(2) WREABERIRE VIR A, Java HEXT G R b k26 208 58 ] B v 1) 28 80 508 1Y
AHRKAF B, reference 1 HLEAFAE Ml 20t Rhsk, B 2-11 Fiom.

X R RV &AM, R R 7 KRR A& reference T FAE 22
SE M ARELEE, TEXT RS (BIRIER B REIEFHRMITA) BRSSP HIE

T o ot oF Bt




B HEFEEr, T reference & A FEWHIEK.

J Javalfi
iy fpi o LAl

- IR
ot || s mammm (N RN

reference
int

double HEKX

i

op Bk ¢l

-
(=]
&
-

E2-10 AaWmiAEyR

Javagk JavaHk

A B £ . -
nt P BIXT R I BAR R HRE i
ot || sirrssmuaminit \\\L> X R LB
reference '
int T

double i

IO Sk ¢

=
=]
I~
-

2-11 Ei3FEHHARIN R

fE BB R 7 RSB E SR, WA T — kgt e L F4, BT
SRV FLE Java FAEH B, FILIXEIFHBRDRE G 1R — B3R AT HAT A . WA
PHTRETEERE, FFIE S MAERAE R AR U5 9] B8 Dt 40 & I

254 ANEHE

EHENE S, AFMRE (Memory Leak) ZiEHTEHZHE REMREF RERRCES
BEEARAFREL. AFRIFIERRNFEYE EREEL, MENAREFSTEXRAFE, #H
TRIHE#ER, RETHZEBRAFRIER, KGR 7 NERIRY. AFRS T2 AR EAE
FCLRAEAR, FF HBHE 5T R a8 AL ] LIRS F IR R A4 T LLafr k. 2T,
A A N TR A T 0 P A7 3G N8 o A ARtk , 724 B S0 ESRBX B A HERR Y .
—RE R AR AR EAFREEFMES RN KMEER (BFRE
KANAT AR e AT k) A /R LR NI I A A7 BLAFEF — A malloc. realloc.
new FRHMHEFFEE|—RNE, FHTE, BFLANTTAHBKTAM free 8L delete BRIZ A
e, BNXRA A R R, — ARt iX e 9 fA s 1 .

AT DL A A EE S AL 4 2K

(1) #HRENFIMRE.

RAEWFHIRE RSS2 XTI, BREPATIIR 2 S — RN At
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E2E Java BIIVIER

(2) R AFHRE.

KA A7 itR RS R A 7R S e A S R AR AR T A 2 A, W R PR R A AR X
TR IS, BRMERM VR TR AR MR R e SIS G T o I A £ i 2
REE,

(3) —IRHEAFHR.

KA W FF IR AR R 2 PAT — K, B B THE LSRG, SRS SA AN —RA
FRA M. b, £—A> Singleton SR IE B 80 73 BL A A7 FEMTH BR L AN A R IBLZ N A7
1M Singleton & AFAE LG, BTAP 7R R &A% — K.

(4) PR -

RFEZTERPME A, HEEBEROMNEABRRNF. s, XEIFER
ARENFR, FAREREFRERT IEHRIERNATF. H23 T - MRESRF, &EET/L
K JUAEZJINH, AERNBERANFAT R FBEREFRAGNIERTF. B, FRXLAF

255 JVM g9 RIS R BS

GC PUTH EFEFHR — /) CPU BIFEMA ], FETE IDK1.2 LS, TVM 5| T /AR 8 1 5
B, HAxEAERKH “Mark-Compact “35K8g, TxXTZAEMRKH T “Mark-Sweep" 150 . Hr
FAERPBIRWEERE T E A “minor ge”, ZBHEMRE GC 84 “Full Ge” 2 “Major GC”. Hrf
FA System.ge()#& il $AAT # & Full Geo

1. Serial Collector

Serial Collector /&L B Z| & RE — MNEFEHATIIREE, XM EIRA —1 BT “stop the
whole world”, € B4 IEBANMNE AT XM PKEEESRIES T 5 CPU HIHLES-

| serial Copying Collector

I GC F-XX:UseSerialGC &R E, & R TH RN RAUWE. 1.5.0 LLE-XX:Max
TenuringThreshold K i B Xt R & Hil (X 4 eden MBS, GC 24 eden HITHEX S A —4
440 From survivor 7 8] H1 (AN BTG N O1d AN R B il B 57 4 — 4~ 470 To Survivor )75
B o i b2 B0k 2 F K 156 B 2K From survivor 1 (FJREE T RAGE T A%, fRUXNSHKE A 31,
M2 MR R BN RES 31 KLU A HRE TSR R .

From Survivor 1 To Survivor i &2 AW, [E—ifa] RE —HRZBELTFRRE, X
A7 ] 5 Y4 From Survivor X, M E#|—REMEHMEAE TN,

R HI AR KRB To Survivor IR W 7, A4 HE:E 3] Old Generation.

EeE KRN S th 2 B E H F Old Generation, fEFF AT, ROZ/E B GXFE A KA :

] serial Mark-Compact Collector

AT AR - B E AR SRR JDKS update 6 Z ATBRINRIZAEMRMIBIRIIESS, HWIERERASF
B R, (EREFEG RN E K

2. Parallel Collector

Parallel Collector EE RN T M % CPU, KEFEENIAE . Parallel Collector AT L7 AL
T
(1) Parallel Copying Collector: MHF# GC F-XX:UseParNewGC S¥(FL B, & FEH THAEMR



26 Java H7FREL

g, 1k GC ATLARC & CMS —&fEH] .
(2) £ 1.4.1 fRALLEH:

I Parallel Mark-Compact Collector

HF GC F-XX:UseParallelOldGC Z2¥AL B, It GC FEH T ZAAX RHWE. 1.6.0 FH:

| Parallel scavenging Collector

A GC F-XX:UseParallelGC SHACE, &AM AR RIbREERE, BREARRE
CMS L&A, BiEA THERFERMBER, HBEESREHT jdk 1.4.0, BHEESTXEL
BETHEERENSE.

3. Concurrent Collector

Concurrent Collector i id AT i 7 kAT S ISR, IXFERRIR /D T Bk W EE 38 R — IR s ]
XFh GC FELRMEESKE THEHEMFEEEH . HFh GC 1T LS $-XX:UseConcMarkSweepGC
FCE, it GC FEMTE4EMM Perm RIEE.

256 HRIERES

MR GWERER R T E®, SRR 3R W A7 B B AR SEHL. Java ERHIHLAL
a o R R B SO AT SRR BT, ERARR /. AR EDHLATR AL
BR R BT RES A RANER, HH—RBLSRESHMA A RE B SR AR S FZRA
AN FEATE A EES . X B RS T Sun HotSpot ML 1.6 it Update 22, iX
A RSBV & B A R 2 an B 2-12 R

B 2-12 BRT 7 FERTFARRESREIKES (B
JDK 1.6_Updatel4 J5 5| A Early Access hix G1 Yx£E48),
IR MRS Z B EEL, Ut A e B REA .

FENHIX PR S B OREZET, SeRAR—N
M BARREN &S MRERET R, BEIHFAERTHE—
MNERIFRIR SR Ok BN B BB N L3R B BT i
BRI, EIMRAHARMBES, U ABEENRZ
T EENHAREEMERER. XAATFES MFEREREEE
B WA R ISR, R T RER N
WEESRAF7E, F8 HotSpot BHNLEL B b ESLIAA Z AN E RS T .

m AT

ARKTFE, AFREES K, HE2 IVM HAFREMTERSE K. HE Java KIEL
B R B R R AR RBRFE Java AFIERY |, BriRZi2 £ 4F R B M| 2 MERFEX A BRI
AP BB B4 Java KA, ERBRHADTZEZMNE: ol RAERH P,

MITEFE T BEHA RERFNFE, CEBFARGSREEHERFERRMAFR. TVM E X
THORWARE, FTRETFENFEEAT, ST Java FFRAR, BHERE IVM AFHE
BRI EA B, QR AR R 25 SRR AT AR R i .

M, FREATRME? ZNLEZERANREAGEEIRERERN, 1128 R fEg L FEE
BERHIT. Java HAEFER OMM) HET IVM A XA, TAFRSNMEREILER. SHFE i
FHEHR, HRFEHSEETNFD, BIRERE BCHITENT, TEAFEME T EFEHELENR

& 2-12 HotSpot JWM 1.6 Ayt k=%
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E2E Java I ER

HIEIA, SRR TIENAFRDRAIRGIN . JEERIELARRES, PATHFT.
(1) NFEHFEHIZERYE T/EANF (read and load).
(2) PTG, M ILZZFE(E (use and assign) .
(3) AILENFHIERIF FEFHERHNEA (store and write).

2.6.1 Java ATFHE MR

Java P& BEIER T RFE UKL Z A BBREOR, iIXFHEERRFEEELL Java DLATREA FITHEBLES
JFERL. ZBESHNZHAHRTFERTFEMIENEHNZREFR L FHREEE RN —
M, ABEEIFK Java FIEMEEZEERRRAEFN, SEFSREN —MERZARTF
AL, AR ARANFEL? AFRARHAR TR ENEE LR, HE8RMEEH TR <
HHIRR, URIELRTHEN RGBT RAEMBAFAMNNF PR RIXFERREHT, Xt
SRARMFHEEAFREN, XARAH, ELERIFSR. BITHE. HEBEE RARF AR
PAEZ BT E WA B s I R R E.

JVM MRTEsE T &t FFHE1EFE 4 read. load. use. assign. store. write. 3—/ 3k
ERBELZMEBEN TENGFREG AR, MR -IEREBS T XM EELR, BaHMmERE
PLOZREB R B MEB S RIE, XML LM R, Ba, Ha—FFHER? LEE
S AZRENAREENENFHRIIH, WREETEAFTRAZRE, WSANERNFFEFH—
MREIEB| TAERNGFF, ZXMNIFENA read-load, TRIELESTIAZEIA. HE—LEHESI B
FEA, A REEHMNEF P HFIEEEF|A (read-load-use), tHE W HEE 85| I FE R A (use),
W2 Ut read. load. use JFUF AT LA JVM SEIL R G E

262 TAHFSIERE

Java AR EIM EE B R E LEF R ENRERVIRMN, EEEDNFHHEEEFEEIN
MR F B ZRIXFENREA Y. 2 E (Variable) 5 Java A2 BT i (AL BB
X7, EARETLEFE. BETFBRAMBREANEZHTE, BEMEFERBEESHESH,
FANEEREELAEN, Pt E, BRARAFERSE . AT REGEEFHIITHEE, Java
P AF I Y 38 AT PR il B AT 51 248 Bl AL TR 28 B % B B P Sy LR PR 5 E N AT B, A PR
B G 13 25 1A B AR A BAT I FP 31X AU

Java WAEIEEYHIE T BB AR B EAEAEE ENAE (Main Memory) H (UbAbHI FE R AF 521
VIR WAL TR, PE AT CUEAHZEE, (H MR BN NI — 355 . R4
BELEEHCHTIENG (Working Memory, Al SETHIFTUFHIALEE 88 BB AR, KB THE
HNEFRE THZEEGEHBNZEN T NFRIAEH, AENZENTARE GEEI. RES
UGHE TERFFHAT, MAREEESFZHFTHNERE. FRMEREZ BB EERE WXt
HTAENFHNZRE, SERTEEMNGRDTEETFENERTR, L. EAF. THEAF
=FMRBERZWE 2-13 AR

B 2-13 &R, TRFNLEATFZENZREXR



2.6 Java NTFHER

263 REEXEHRE

KXFENFETERFZ HEERLZ B, BI— AN BRI N I N A9 N2 TR
fa] N A I AF [F2E [B] £ AR Z BB SR B4, 7E Java WAFREEL e LT LR 8 P E R 78 s N 77
[H] A2 HLARAE

Q lock (Bi5E): EATENGNEE, BEE—DRERR I —FLER LIRS

Q unlock (fEH: EHTFENFHEE, B NMETFHERENTERRHR, BB/E
(38 &8 A ] DA HoAh R AR B E

Q read GEHO: EAFEHNENEE, BHE—NZENENEAFERBILERN TIENF
o, PAERE)S I load BHE{EH

Q load (FHA): {ERHTILENEHNEE, B read #IENENGFHRBRARNZEMEBAN T
WA REEI A

Q use (FAD: AT ITERFHERE, B TEAFET - NEEMEABLEPITIE, &
HERNB R AR EMAZEAE N F LRSS ST I ERIE,

Q assign RIE): EAT TAERNFHER, EE—MABIT I ZBHEW R FERS TEAFHR
TR, §YRUYUEE— AR ERE N EES NPT ERME.

Q store (F7f%): EFATFIMENFHEE, ERETENFP N EENELER FEANFD,
PA{EE BE 5 H) write EREEH

Q write (BA): fEATENFHRAER, B store BIEMN TERNFHBEINZEREBANE
NAFH AR ES .,

IR B — R N FE NI TAEALE, BRSEZIF AT read A1 load #21F; nRE
RN TAENFRBEIENE, BEZIF AT store F1 write #fE. FER, Java AFEEIA
BR LR AR LRI AT, TR PRAE 2 SR EELE AT « 2 Ui read 55 load Z[A]. store
5 write Z A2 ATAAHARTE A0, WX ERNFHEEE a. b HATVIRE, —FaTHe IR
f& read a. read b, load b. load a. BRI 4b, Java WAFHERILHE T AEAT LR 8 FhIL AR ERT
DAZUIHG A2 40T B .

Q A S read F load. store Fl write #fEZ —BMHIL, BIARF—NEENF AFEER T
ETEAFAER, &M TIENFERER SHEEENFEAEBIERLE .

Q A RTF—NEBEEFE BRI assign #/F, B EA TERNGFFEET Z 5 00H1%210
&2 [ E AT -

QO ARF—NEBELRE L A RAEDATAT assign B 1E) 4R MR TERNFRDE
FHFH.

QO MR EEAGEEIHNGEF “EBE”, FRFETENFFEREH - REWILRL
(load X assign) MR, HATEUHREN —NERLH use A store BAEZ AT, LAVEHATE T
assign fll load #:1E .

Q — AR Z R R — R RN T lock #E, {8 lock #AET LABE[E —% £k
BREIPITEZIR, BIRIAT lock j5, HEBATHFEIRE unlock BAEN A4 2fF8IALE.

O R —NERPAT lock #1E, BLSBEZTEAFPETENE. EPITIIEEHRZA
AR, FEEHNAT load 5L assign BAEVIGEL T B HIE.

Q MPE-NEEHLEERAEH lock BIERE, NWARFMNEHAT unlock #iE, BARLHE
unlock #f HAMLEFEE e AR E .

Q Xt—AEEHIT unlock B/EZ BT, LASIEHASRFRIEEIFENAH (BUT store F write #4E) .
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%8 3%t Dalvik fl ART A&l

Dalvik VM #& Android EERIHLEIFRFE, M Android R4 it4: 7 H A % Android L, —HE & Google
SRS VEFF R B Android BEI R & F & LAY Z —. M Android 4.4 FFaf, SHMEHT
ART ZTHAENLE], XFHFIRZETEEER. REEH, ¥5E20 Dalvik VM CAME— iz
1THLE] . Dalvik VM F1 ART # o] LASZ & 8 #4 dex (Bl Dalvik Executable) #%3\H] Java 5 2
FF BT o dex # R L 4 Dalvik Bt B —Fp 458 20, 1& & 9 A2 R b 28 33 38 P A BR ) &2 4t . Dalvik
J£ 1 Dan Bornstein 4i 5 [, 4 FRIET AL S L EEL MM Dalvik B/ . KEHE
BHLEFE TVM #R—FHERRYLAE, 1 Dalvik BRIV RE T HFHEN. HEHEERS, —
s, RTRAOVBTFEELES, METHFFRMILFELSEK. Dalvik VM FIAHE 2 &
PR Java BIWL T2 AEEL. EXRZRAS S, KBIEHPHAE Dalvik VM 1 ART SRR E it
MR, CAEE S AA G I AR 19T A

1R % ALK Dalvik VM 2 —> Java UL, N Android FIZRARIE S 182 Java iG55 . (HEKX
FhiLik FE A UER, A Dalvik BEIWLIF AR %18 Java BRIVLAMTER LI, WEFAFKE. H
PHMTHEANEERAE L.

Q Java BANLEITHR Java £3589, M Dalvik EHIVLZEITHIUEREEH KSR dex
(Dalvik Executable).

Q 7F Java SE 27 [ Java RS R — PN ELE L F X (class) AT H.E] JAR
S, TG Java RIS MAHRI) CLASS SCAFFT JAR SO 3R BUM B2 #5989 Android R A]
BRMEEH Java B HITHE, HEEHFMK CLASS XHfE, EL@EE—1MTHE (dx) ¥
FI BT i CLASS SUIF#:#p— > DEX 3CfF, TiJ& Dalvik & ML 2 M 32 HU AR 4 A5 .«

Dalvik VM 5 K Z HUE BRI EIEH Java VM A[E, ENEHENL (Stack Machine), T Dalvik
VM R T A a8 002800 BhAah, PRI V2 B AR R A0 38 B R T o 88 ) e e /i 3 SRS . (ELEL RO SR
Ui, T stack FIVLES L AUE FITE A KB stack FHIEHE, SEAHELSRRAKE. FIUUSET
FARMHLBML, Dalvik VM FEFLZHIES. RN, EFFRNTESVAGRGIEME K3
788, FEERLEX.

7 Dalvik VM #LiEIF, R — 488 dx B TR Java [F.class S 2.dex #& K. 4K
XA B BN dex X, EEKN. ATHTEANBMFRSEANHALE BEEHE] dex &
i B R BT 25 (6] . Java F I RGE AT T IE R Delvik VM FR MRS &E. — N REdE
4510 .dex ST, TESCM R/ TR A EU M TRIRE IR class SCAH FE 48 R B jar SCHFBE /)N .

% Dalvik ATPAT X LRE BB EN, BNRTUEBHE. AT H—DHL, EFEEH
¥ AR S ABMRBUE R FINT T AR, 5028 0 R R .




32 Dalvik ERHEEEISE

T RARHAFEER T AW AL, Dalvik VM F77E 40 F B s SRR R E .

(1) Dalvik VM 1R/)v, SR ZS A /)

(2) Dalvik VM % JIT 4miE48.

(3) Dalvik VM &b S EHNCN R 32 A1 KES], DAFREREES .

(4) Dalvik VM B 7185, MdE Java FHH3.

te4h, Dalvik VM #5uRi 2 7] & B02 1T Z FERWLEF] . Dalvik VM FIbRH#E Java BB
VM) ZAEIEEERZ —, B2 Dalvik VM HE T4 4788, 1 JVM T . Dalvik VM #1 JVM
Z B A Ah— KX HI 838 T F 8 —Dalvik VM i1k, RFER R AFET RRET 24
RERHLEISER], 3 HAFE—A Dalvik VM N FHERN— NS H) Linux #FEH4T .

BARKUL, Dalvik BN Java BRIV ZE R0 F iR,

Q Dalvik BIHLEHAHEA [ NT Just-In-Time) AR, M Android 2.2 R4 F 44, Dalvik
REFAL A SCRF JIT.

Q Dalvik EWHLAE B S bytecode, FHIEf#H Java bytecode.

QO Dalvik BN T EEEE (register), T IVM FETHEF (stack).

O Dalvik VM ifiit Zygote i#£1T Class Preloading, Zygote 2 5¢ R EINLBI#I 5L, th2E JTVM
PIAEZ 4.

AR, Dalvik ERIFLAN Java BERINLHIX S0 3-1 Fis.

= 3-1 Java E#I#F0 Dalvik ERIAFLAIX 3
Java E#IHN Dalvik FE#I#1

Java VLT 4L, T RMMBL AR |
SRBNRIER LR, Faems | DAVKEMFRETHERN
Java REFLEATHOR Java FHH, Gava K& | 1)) oo e e o dex FHRBHR Gava 28R B RY, class S
BORER— B class fF, f1a | DAVKETHR ol

. . Ja, i — dx TE¥ A1 . class X KR — .dex X, 2R
£l jar AER, java BIBLAARIEY class S | 100 e g1 6 (03 i g 4 R

0 jar Ao SRBUHIS A0 45 : 2 f

WHEMEBBECN R 32 RS, AR ERSE. Dalvik i
FER A2 07T LA T -Xms Al-Xmx B

—ANRLH, —AEALEE, 32 (BT Android N F IR FEER
X —A Linux &2, #ETEECY &S, REONBEARR
R IEIT. 81 Android Dalvik B FHFEF # R F 7 — AL
Lnux PID(app_*))

- RO e " = ”
5 i N = e
. ! i e
i : X

£ Dalvik ENLH, —PRAPREREE, wETRGENESHEREZHILI CLASS X,
CLASS XHRISEADLTUAK(EE; ™ DEX XS FE K CLASS XHFAEEBLSE—4
XEH . X BT BIARSCER SR VO B fE, iR E T RREREE . £
HIHE &, #Z7F DEX X4 i — A% Eith i 5T,

§—/> Android N FERIZITE— A Dalvik BERINLSEEIE, 16— AN L SLE) &0 — 4N kT
HIEREZE 0] BRI RFENLE] . A BCATE L, Mutex 58 B IKBUK ZRE R G LM . BT
A Android A FIZRFEEXT . —4 Linux ZF2, MAWLE G AT LA £ ik iR /E RGN LA E
FVEFHLH .

ANFE R A B R 2SR BIZAT, Iz 3 AS[E SR IR I 2 FH &R A AN E ) Linux B P RiE

41



% 3% Dalvik f1 ART &t

17, AT CASORRE B b ORAP B Y 2 & I SLIEAT

Zygote B—MEMHLERE, FEB R —NEUHLLERBKE, FUREERPIT
Android N FHFEFF, Zygote #i4< FORK (£ F) H— " TFHERPATZMHERF. XFM ML
WK FR:

O Zygote HFERIER G AIN AN, BEREMNLIIVIMEN. ERNE. TE R ER
WA E R AE

O HAREFE NIRRT, Zygote BT HHIH S, RPEMBEML RS

Q xF— N REERN, TR BUWISEFEA Zygote HE—HRAFXE, KXW
BTN

FEA T HE T HEAR BRI, ETHFRNENNVSEIBAESE AT LEE—5%, H
REERBEHPITHE LHER—F. EETHFFHMEDILE, 7 LIERE B> iR E 4
143 KA AAFRIE S VT

it A i O : = AR

fE Android JEf5H, Dalvik ERINLKISEIALT “dalvik/” BT, HF “dalvik/ivm” 2 EHL
BLEISEBRE 4y, K24 A% libdvm.so. T “dalvik/libdex” #i<:%mi¥ i libdex.a #AFE, 1EN dex
TEAH; “dalvik/dexdump” A& .dex R 4w1E TH, BUNEKTTHATERFALT “dalvik/dalvikvm”
o, B dalvikvm AT HATAE

Dalvik BEIWLEI 22 W1 3-1 frs.

Android 4k iz T2 E 3-2 Fras.

Class

~

DXTH aapt T H

C

B 3-1 Dalvik EEHLEIZRA & 3-2 Android & HRERIGITIRIE

3.3.1 Dalvik EE#H B RESEEH

Dalvik /& Android F2/5H] Java JEHINL, fCRRERIFAE “dalvik/” BT, HRERALEHWTFHR:
A

|-- Android.mk

|-- CleanSpec.mk

|-- MODULE_LICENSE_APACHE2

|-- NOTICE

Dalvik 2 #lHl
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BIEH, EERFHREISHEEI,

3.3 Dalvik VM %45

|-- README.txt
|-- dalvikvm FEFUALHSLBL EE

|-- hit

|-- libcore

|-- libcore-disabled
|-- libdex

|-- libnativehelper i INT 1 F < s ARG R A BX AN e

|-- run-core-tests.sh
|-- tests
|-- tools

'--vim

“dalvik/” HZHIBREWE 3-3 Fiw.

& et

b dalvikoem

B dexdump

i dexgen %
b dexlist

ﬂ dexopt

jﬂ docs

o &

W hit

B Libdex

ﬁ opcode—gen

M tests

@h} tools

,k unit-tests

oo

@ Android mk

@ CleanSpec. mk

|_] MODULE_LICENSE_APACHE?
L] worIcE

1] README. txt

2013/8/14 9:44
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 8:17
2013/8/14 8:17
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 9:17
2013/8/14 8:17
2013/8/14 9:17

RiFR
prai
XiFk
ik
iR
ik
ras
ik
STk
Sk
a2
it
Rk
RiFk
prat=3
Makefile 2 KB
Wakefile 31
ity 0 KB
i 12 KB
e v 3 KB

Dalvik BEANLEN B F BB T Fras:

O android.mk: A& IS8 P [ makefile 3Cf4.
Q dalvikvm: It HFREMNGSTRBAAOXGRER, FTERRBREGSTSHE, HA
FER B %,
Q dexdump: BLHZFRAR dex X RFEFEFR TH, FEAREESRF R SH L

“dalvik/” BEAIEE

O dexlist: HHEFREMEE dex XA EAARKAERN TR,

43



44

#3F Dalvik #1 ART &5t

dexopt: M HFRA MK dex L T E.

docs: It H X2 RAF Dalvik MEfUHLAE<H Bh TS .

dvz: I HFRAERM Zygote iE KA BERANLLH I TR,

dx: U HRRAERM Java FATRGF £ Dalvik HLEFSH T A .

hit: M HFRERERERE B/ NREERN TR,

libcore: It H &2 Dalvik ERIWLIZORE, 4L EERNHEFRA.
libcore-disabled: I H 3% A& — A% FH )

libdex: Mt H R K EH M B E AL DEX AR

libnativehelper: It H & Dalvik mE % O B9S2 FF B sR

MODULE LICENSE APACHE2: X2 APCHE2 [RRAR & B 3
NOTICE: X304 /2 it B REAOA LU AD () RS B S 00

README.txt: XSO i B A H FARR A B AR .

run-core-tests.sh: X3 R A KIETH% 0 Bl

tests: It B KR CRAF I AR S A 61 o

tools: It H RRRF —LEwmiIF/BITHXK LA,

vm: M HREFEFEUNLRCHGRE, B4, HeMITE.

332 d&x IR

fE Android EBHIHLF, dx T H & FkFE# Java Class BN DEX #§, (HEAREH. ENER
BEE— DEX XHZH. ENRBIERTHFHENHMEROFESHFRIE DEX 2H Rf—
W, LA EZE. Java FIHE (betecode) ¥k Dalvik ERIWIFIEHMERELE. — M KRE
4% DEX X/F@ & M/ T/ CL K48 Jar 3CHY.

X )33 Android RZAT, Dalvik VM KHFIEKIESF (APK), JFBAIRKFR AR, NED
FEFRAARFS H A TE Dalvik 2217 . Dalvik VM 55— IRIN#RJE £ 4E R Cache U, BARHBE T X
P maE, Pl —REERB/IRE.

Dalvik VM f#fE2% K F FUSE U I Goto Hutik, #TH118 4% OpCode, #i[EELL 64 B A
Memory Alignment. XFER]LAFTE —/NE4 % OpCode 5, EHTERMN (6. T 5EiINEE,
Dalvik VM i&42 it | Fast Interpreter.

dx 2—ET R, AL Java f).class SCH-FEH R.dex . —> dex U@ H 2H £ 1 class
XA HF dex AR LAUHATHAL, S R/ANIEI 1~4 £%, UL ODEX 4 R2.

o o o Iy 6y

3.3.3 Dalvik VM )52 E I8

Dalvik VM #2EE 2K T Linux FERAEREWN, MEAINHAEFEIE— MR,
£ {§ ] Linux §9 fork HLEIRE H — AN e (EhEREEEHCIBBEREER).

Zygote R—NMERWHERE, R HE—EBVEF FFAE, Bl nit #EES. B%
£ 1L System_Server (Android 42 K% R4 RF KT 2, EL MW Socket FFFIF KWL,
LH—-AMNAREFESN, MereERHiER, Zygote #% FORK H—NHHINAREFHE).
F Y ARG ERMIT 1 Android N FHFEFFET, Zygote #i4i&H Linux ) FORK i F=4 — 4> Fift
FERPAT AL TR

3.3.4 Android B9 ¥ts1L TR
Linux F ) 2EERF T RNAMRS, ER Dalvik VM £AEFIE 577 2R 572 2 (| fIiE (5 T



3.4 Dalvik VM 2% VM &4 %

{EH). Android BIFIEALIRAZ N 3-4 iR,

Dalvik BN F— RIIM @ LTS E (fEF adbshell dalvikvm - help 4 3REFIR), &
A fEiAIE Android R AT RAEBERSE, (BT LU E K RASECRE M EMILAT A .
EAFTHINES, BIEEUHEE AR VM B4

341 BXHS
£ Dalvik EHIHLH, ATLAEIE setprop K% B R GikrtE, (#H shell 4 M5 T Fros:

| adbshell setprop <name> <value>

TR A ZE /8 Android, M ERR AR (adb shell stop: adb shell start). XZRF A,
XL EAE Zygote HEFEFALEE, T Zygote & — A& F 8 30 B KT I R

AT LA R P SR E dalvik * SR E S RS, 7T LAE A P ERRA ) shell L{E
FH adb root B#E IZ1T su #r4H A K IKEL root AR, AT LLEIL T fy 4 25 F setprop B2 H K

| adoshell getprop <name>

WRABAEREER AR Z %, 7 LL#E/data/local.prop HAN_E 40T BT7R B2

l <name>= <value>

HREZEXENST RS —ERFE, ERWRE data 5 XEEBRMIE LT . ELES LEIE—
AN local.prop, #RJ5 adb push local.prop /data/, BEFHEMT FTEHEAXMGS, FEEXES SR
HE.

| adb shell ‘echo name =value >> /data/local.prop”

342 ¥ RN IN KN

JNI (Java Native Interface) BN Java A#iEEC, R4 T Java BSEF AR AN (C/C++) R
BHAE. TR INI RIS SR AZEITERS, EHEURI— RFIGTRK bug, BilkeElT™
AR, BENRESEEXATHEE, XNThEEA] LU -Xcheck:jni fr 2T SECRBIE. F—

45
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#3% Dalvik I ART 2

NS HZ ro.kernel. Android.checkjni, X Zifid Android 4k RG X development %1% 3K 1% B 1)
(th AT LT Android FE0A AR B E, FRIFEE B 1T E T -nojni #r&EA0) . FIAXE—“10.”
Rk, WERBIZESERARERT .

N T REfil K CheckINI #r &AL, 2 — M 4F1 & dalvikvm.checkjni, B fJ167E &% T
ro.kernel. Android.checkjni FJ{E . #15RIX MR A #E X, dalvik.vm.checkjni % & E K false,
# 4 -Xcheck:jni bREALHB A FEN, INL AW sk 5 A [H 62

EFTTF INLAQI, 7] DA A DAF i & SE

| adbshell setprop dalvik.vm.checkjni true

A LT R G PR INT A 4% s 25 R UL,  dalvik.vm.jniopts (18 A LLifE -Xjniopts
ZHEN, Flun:

l adb shellsetprop dalvik.vm.jniopts forcecopy
343 W=

Dalvik EERINLSZHF Java RFEE S KBTS RER, BINERAR, BB F-ea &
5 & B dalvik.vm.enableassertions 41 :

| dalvikvm -ea..

AR E BN P XN SEFEFEARN, @iTR4 class 4. package & (FER “---”), BH
HEPRE “all”. Bilhn.

| adbshell setprop dalvik.vm.enableassertion all

AT AEET A RS class PERENTS . XN RGAFIELLEa-S1TEZRG], AT LUET -ea
AOREFEZL, MHEHEE-d ANDRTTE, THEHRRBEH -esa/-dsa FMHIRTE.

3.4.4 FHERIGFLA

Dalvik VM 225 iR % DEX LA IFTA R, MK CLASS M54H, Mifanr EMER —
BRI ARTHE TR . _ERITNAEER @I dexopt A KL, NERERFRG LR
fEz¥ b, fEFFE K& L, dexopt ATRETE DEX XHHE— k¥ HMIEIT, MARERE K
R EEH T (Just-in-time ALK, JIT).

BN AITREMES T MAFKKR: -Xverify F1-Xdexopt. Andorid #E 42 % T
dalvik.vm.dexopt-flags #FMRACE X H S, wWHREE:

| adbshell setprop dalvik.vm.dexopt-flags v=a o=v

#B4 Android HEZE 2K -Xverify:all-Xdexopt:verified f£if 45 FEFIN, XFAERERL S H B Rtk
BRI IN I class. X R BEEMBE, HERANK.

FHMEAT EARE dalvik.vm.dexopt-flags v=n {13 HE42 & Hi-Xverify:none - Xdexopt:verified M
MAE feLSe: (P LAM&Hi-Xdexopt:all M R VFIRAL, HRXFFARMAEZREE, FAREET
BRI class ] BRI 28 CLIRIRE O EE Bk ). XY CLASS &4t dexopt Bed, M AR L )
AR LLAT

ff e 2= #118 dexopt A B AL R E L 0T H], FARKISEMEXTEE, — BRI ILT
) DEX CH-HE& B, REHAL &5 A BANG TSR 7R N TR 56 R K ) CLASS.

1R DEX XHFRIREG R T, TERXATH 7RSS, NAMRSHERE M 40%LL
) N CLASS 2755 — R FH RS .



3.4 Dalvik VM 3Z%] VM 541552

AT BAERR, AR B8 DEX USRS =8 dexopt, EJ:

| adbshell “rm /data/dalvik-cache/*”

BB 7B DEX XX, idEET P IEEATHFIZ4THT (adb shell stop: adb shell start).

iz P EHEAAHREAXFHAREH dalvikvm.verify-bytecode 41, 12 & #
! dalvik.vm.dexopt-flags #1X 7.

....................................................................................................................

3.45 Dalvik VM #9izf78E =

{0 Dalvik VM ) SEILEHE 3 NS AEBEA K “Hud” (Fast), “FAIH4E” (Portable). “ i
" (Debug). RIEMRESRRAXA-FEMME, AIRRBETFHMAKICHE M M, A%
HWBEEHCER, W& ZRFE LEH;: AARBERRTBEBESNEMN, B3 7 HF
FEF 4T (Profiling) A,

VM A] e L HF just-in-time Zif, TEASHLULE IFA R —ANMERSE, T 4aika8taT DA [E)
PERIAR EALAERE/ A RE. AF dalvik - help Hf S BREF NT HwiFHEBERK BN R
fiife.

VM RFANTESRE, ATEEM jit FiksE, @i EH-Xint ST BREI, ZSHRIE
A LLIE T dalvik.vm.execution-mode RAFFM R E . N T EF T BEMBES, WHNIIZH:

| adb shell setpropdalvik.vm.execution-mode int:portable

MREBHEREZSH, RELEINERREEMRFR, HREVLEE AT 6 RV E AR,
Flhn T 4k 28 .

ARFERFEHARUMREI, AR, RERESRLZH—-RIN C LI, XINMERE
LbRT Bt S i 28018 . WRN A RAT FE®A MR, XM a8 “HoR” FEAER T .

MRBFTERSRERKSER T, VM B AREKERESR. SEF2 s RalE Hil R
hinER:, Mok EEROFEES. ARAEERESHERE, XEENMAEIERNECER.

T %ikssa] LLE LN HFEF AndroidManifest.xml H 1\ android:vmSafeMode= “rue” 3
SR, 4IREE T S0 PR 882 015 R E 1T A IE & BIRHE AT LAE % IhRE .

3.46 ZEBITHW

R EEHRWLLL WITH_DEADLOCK PREDICTION Z¥4%1%, A4 FEA1 Tl 2% £ 7E-X deadlockpredict
ZH PR (dalvikvm - help 2 HIFIREDILE B FEH —7E Configured 1% 17 H K
deadlock_prediction). XML BRIV — HERERXT KBRS, wREREFRENEZ
HIE BIASE R IR B — 28, L log — warning HA G FEHIH 7% .

WwARTSHZE T dalvik.vm.deadlock-predict K PE 1 E I, [EMKER “off”, RARAMERE
(BRIAN): “wamn” R log A B{H 24k £ 4T: “err” F/RM monitor-enter 84 5] K—4
dalvik.system.PotentialDeadlockError 5% ; “abort” F/RZILBAERINL. BH AT LUX A H-
| adbshell setprop dalvik.vm.deadlock-predict err

BRAETT LATE log 15 BIRBIHII (R —E RIS . ERX MRS, ARSI —&
LHHTSEES, EYREIRRZ EA 2T IHE (XEE THRE, BETEFREEIMITR). £
IR P PAT kill -3 B AT LUK — 88,  FF BT LAFE Log {5 B A0 2.

XERE T HERF, A EFEMEMRFEE 5L, mHAZE RN,
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® 3% Dalvik A1 ART £

3.4.7 dump HEHRIBER

AHE A S T RN —#4F, Dalvik BERIFLIKE] SIGQUIT (Ctrl\ B kill -3) i, £AFTHK
B dump B HIMEARIEER . EBRIAS A Android ) log, {HEMA AN —A X

dalvik.vm.stack-trace-file FFtE MVFRTE € ERAEMRIEERS AN XG4, WRAFE, ¥
B, FHESREMEISCFRE, U4 iid-Xstacktracefile Z3 5 N ERIHL. Flin:

| adbshell setprop dalvik.vm.stack-trace-file /tmp/stack-traces.txt

WREAFEBABE X, BN EREIXAME S hPR B ERS 2 5\ Android log.

3.4.8 dex XHFIRE

HTHEEEEE, AT dex XHMREBBEE T, XBEEMEE, FAXHRERS L™
A1), BB IEBEEIRR.

ERMBREHNFEEATE, HSRKEHERE, XEERNAERENEUIHAT. AT
PEIZ WX PR, BN AL T-Xcheckdexsum S4, WRKRE T, ENBFHHERZ AR
dex AR AT AR . G0 dalvik.vm.check-dex-sum RFPEBfERE, FBA N FHHELE &7 EHNL
IR R ELX NS5

T EREHISMNE dex FIELLS, BTLAA LT Ay 4 528

| adbshell setprop dalvik.vm.check-dex-sum true

A IERH ARG 2 HA dex BUBERIMER, PEERHBN log XM, MR EEYELELIXRFE
&, A J%JX/\% 45 N /data/local.prop 1R 5 F .

349 FEMREN
£ “Honeycomb” JRAHIIAT —RFIMCSH, ENLELIREA SN B

l adb shell setprop dalvik.vm.extra-opts "flaglflag2 .. flagN"

IR EM 2 B TR ERTERIT. ATUEERERZHREM, RAEENERGHEENK
FEVEEIP, HETR 92 M4

RS IARE AL B INE] G AT R R, BREEMNSBRIATHIRE. K& LA T
AR -Xmx #0918, BIfE Android HERE CARRET T .

BE% Android 4.4 F1 Android L R A {3 H , Dalvik VM RS RS M7, BUTIAAZ I ART
IBATHLH] . ART L4 HRA: Android runtime, &M Android 4.4 R G 4EH I8 B —Fh S FHIZAT
W, 54 Dalvik #MAAE, ART B A LLSLIE NS K L E R G4, XFRFRE,

RERH ART AL RS AREMRY, At RETE Android 4.4 DL ERGHRAMIIEE. EX
BRIAEF, BVEAUHE ART BOREIZERIENR, NEEE S ARG AR 2 ST T EA,

351 fH4R ART &=
ART B FTERLZFRR Androidruntime, 58 EA KX RMALIR T 7T A AT WIEH) — K 4




3.5 ART #l#IEm

A Flexycore HI/AH], %AE —HB AT Android R HILIL, T ART A REZA TR
7% biE# k. ART fIVLHS Dalvik ANE. fE Dalvik T, MASKESITHINE, FHEHT
T BB g R A BN S 6D, XS HEE R R IZ 1T 20K 1fI4E ART S8id, MFATES —IK%E
FHR 5, FIATRYH S PR R LD, (EHBCVEIEM AN . XAEERA T
(AOT, Ahead-Of-Time). X#f, N KA SIMPATE G F INERE.

ART #R 5 Dalvik B KA EET, EBH ART A5, RGELENA K E#
17— IR, ELFENAREFNSERREERANSE S AR, XHEEBTERFN
A IREHAT —IRIWMET, BATHERM KK WX HTHRE, ART HBHHSCREW DS
Android V& —HURE#RAM FHEMZM, B5—HH, NMHASLEMEFEENEE, DENAH
RERBIZHEABRTEE S ZEN RS FHEE T REEHHESEL 2R EE ART X
HAIMRARBRL AHR.

(1) FEEER.

5 i0S M, Android fFH P AR50 2 258 AN B BEE Google B4 SN FIRE A 7 ) il 57,
Android &2 BE& MRS, ZFEEKERT . EHEREY, Google WELHEEKMTIL. B
BEHM— N REMBIERAF, BN —AERITAH AR AAF. M Android 4.0 FH44,
Android #iFH T H W IHES MM H®RITES . SHER, Google th7EE TR R A&,
Android 4.1 8 R 4L N @47 # S NI4%, 10 Android 4.2 327+ 7 AAAEHL, B R4 AHIIFE
ATTERE I B R SR AR & b

BE, i XEEEA BRRZ LS, HENAZITHSE: Dalvik VM MEHFARE&H .
M Android 4.4 JF 1, Google F % # 53¢ T ##) Android IZ1T¥A 3% ART. Android B /7K HEAH
B ERWL, LAERIEH Dalvik VM.

PRAE — Lo L HEMK, HT IS AT IR AR 8813 K 2 2508 F B AT B [RI98Y: . IX PR, CPU JH#E
K. IZATH A R FE A 65 S N sth 52 R, 10— MR A LAt RESE INYAL NG, BL G2l i R B i
filds O E B . EZRAEBNRE L, 2HEFBFATRTEESEOZC, HEREEITFH
FIF ARM 1] big.LITTLE 244, 54F, EWNSRERFABMMEMEEI AR RGHITERE.

TigmiE ek — ek m. —J77H, H8E5HANFRETEER. FHiREANSLEE,
ATRE AN 10%~20%, AEEMARF, ATHATHAREEE RE—H0. WnEHH Googlet+
APK # 283 MB, HERIEBRA 6.9MB. B—HH, NAKNZERRILSETK. Z2TFEKE DA,
BRTMHAAS, —H2ERFINAH, W Facebook fl Google+, & ib{REFRFEKMH.,

(2) Android RAEREIRTT Z B .

Dalvik BEFfMWLIEA Android “F & LAY 2 —, AFIERRMNFZRES RN BT
A EAUHLSER] . Dalvik MEMNLIEI LR 77 4 £ R .

O DEX fRA% %3 88— IR A MERET odex {LALEE.

O Android 2.2 FRASZAE T JIT HLHIIRFH AL, SRMERERT 3~5 f&.

Q RAFEHEE, ELH CPU, EEMER CPU. ¥ KM RAM %,

{H/2 Android I RAHHEE i10S RALERE —E%FE. Android RS %AUSATTE Dalvik &
WAL L, T i0S EEEAMAN, HAEERWARFHEZHF. R Android REGHEFHF S i0S £4
R RS 1ERE, Dalvik EERINUZ AT YL Android R4 REIRFHME—KIFEAS .

M Android 4.4 FFER#R4E T —F0 5 Dalvik BA N FEHIIZTHE——ART (Android Runtime)
B3

(3) ART %2#4,

ART T2 #A Dalvik FIFAi0#& K dex, FHitk, AFRERESRMEASZRRT, HLEFHL
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HAMR M. ART F— KR, EAMMUCFINGE JIT), mHEZEFMmEHmIFE (AOT). £
Dalvik b, BIKKMHIEIT, #FEMNETIEEERNEENRY, ART JURGHE—K. RE, K4S
WIEATH, $ATHRIFLFRAERD. FARFEEAFMOMATRT Taett. RN, XHUSHEK
FHMLEN, FANREZITHARSET, AR T CPU M{EHME, BKTH

HEAE ART thfg —Sufh . Hh 2z —&: W& E KBz LR E KB RS K. A,
Google EM UL, XFERARIRK, WHMTSAXFTESE S, FHELIEZ#EE Dalvik. 5
— AR AR EAENRR S HERE LR, A, BERERN T RIBAZE LS.

(4) hR[E.

Android EHNIRHBIAFERE, IMARXMRARFRELTHOAFERE, RARAK
FZRETERR, KT REASHINE . Dalvik FB3% BEUWHLEIRIER RS FHHRERZ —.
£ Dalvik EIWLF, J&ahhk BEUHLEISIEREIRE T (—IREBFHNER, —IKERIZHBD.
FrigE %, MENAKERESAFERT. mREEERNEEK, MAERSHRSHREN. H
FARSS ERE, RS E AT BB 5 IR

Google E#R, Neuxs 5 HIFHEER A2 54 ms, &5RME, BIROIREEE), FEHEbiZ
4 i, MENARSENE, HRSEMERE. Anandtech Wik T FIFA %k, Dalvik #5F, /&
FINAKTL R, BEkEWES 9 R, NAEER RLEAA 603 ms, S3LHEWN 214 Wi. 7E ART
T, BHATHRASE. FFEREE, RAEERESRR 12364 ms (4 KATERRE, 2 K
fEEHREND, MILHEWR 63 .

ART REWMBIX— &, RENMAA ST R ERK—S T/, S3REREEE, AEL
PREE, WR—IREE. EEBNE, MNAAFTEGE, MirichrB e Ena i X Rg85,
F N Google f# ] 7 —F#HHiR (packard pre-cleaning), fEEERIZMG T L EE, WE 7EE
B TAEE. Google &if, A ICLIEFIEFHAIFES] T 3 ms, @i@#id Dalvik BRI [EIYL.

5 k[FEIR, Google ekt T WAL RS, 4 BEBEMRT 10 . bR EWEEWR#HT
THEE, CASSRAH RS, 8GN AT .

(5) 64 PL3CFF.

ART % 64 (LR %, X&HRMERE LR, &R/ KiEsul, FNRFESHAE 32 41
MARHRENE. SERAFEMLE, Google [ T84 ESE, LLBREHRE 64 f1/5, =M HHK
TEIGm, HEDVLIIRRZ 32 et

Google E#R, LA Play Store FRIFH, 85%#Rn] LI L3 64 £, FTH 15%F AR,
FEEFHRFE. DHOR, BT 64 (LR EREE RN SERK .

L LR, Google WILT HIRFMEREMIATE, MU T WL Android MERERIER M. JEk
Android ] —Ha 55 S REANEFEENHAMBSNFERE RS, ART EXEHEME 7 KEH
e B2, ENAMRSEFEES T, Android A FAIE i0S —HRETF 7.

3.5.2 ART A&l
e M 2 FRY, Dalvik Runtime KA MIARB AT R

dex2opt (http://124.16.139.131:24080/1xr/source/dalvik/dexopt/OptMain.cpp? v= android-4.0.4#f_
OptMain.cpp )

M ART Runtime KA FIARES R FT A

| dex2oat (https://android.googlesource.com/platform/art/+/kitkat-release/dex2oat/dex2o0at.cc)

Dalvik IZTH A ART 2173527 A RO R ABD B8 42 B S A2 ER -



3.5 ART Pl EHt

| /data/dalvik-cache/app/data@app@{package name}.apk@classes.dex

ART 3F35 7% (YR ALARRD S A4/ B 2 b Dalvik BB 2E K
7 Android L R%ih, ART MBRHSCBIIER IR A7 Android L VERIAH H % “ant” i, 4

3-5 7o

Lo.git 2014/7/4 8:21

@ build 2014/7/4 8:21

& compiler 2014/7/4 8:21

& dalvikm 2014/7/4 8:21

& dexZoat 2014/7/4 8:21

@ disessenbler 2014/7/4 8:21

& oatdump 2014/7/4 8:21

@ runtime 2014/7/4 8:21

| & sigehainlib 2014/7/4 8:21
| & test 2014/7/4 8:21

| @ tools 2014/7/4 8:21

| &) gitignore 2014/7/4 8:21
@) Android mk 2014/7/4 8:21
| &) MODULE_LICENSE_APACHEZ 2014/7/4 8:21
| &) wrmce 2014/7/4 8:21

X%
Pk
prdi23
Xk
Xtk
XfFk
sk
pdi= s
e
prai =
Rk
EXH
VisualStudio.m. ..
poais
Rt

1 KB
21 KB
0 KB
11 kB

& 3-5 ART RRAVERD

MUIEBARIG A B F AR DRIE R T & SO R R ThRE, R RN EEME

compiler, dex2oa i runtime iX 3 309, BEAAHBHI T Fins.
Q compiler: FE 4177 Dalvik F 12| A ACHD )5 #:, 4%i%A libart-compiler.so.
O dex2oat: 58/ DEX %] ELF U84, 4iEA dex2oat.
Q runtime: Android ART iZ4T I UEACES, %Ri%A libart.so.
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d4wt srbr INI

INI /& Java Native Interface 1485, ¥4 Java A0 . INI ApdE R Java “FHII—#4%, OUF
Java REBANHARIE 55 FARRSATACH. INI BAMGFER O, RES57E Java EIUNL (VM) ARz
1THY Java FSIEE S 5 HADRFEIE 5 (0 C. CHANLHIE S) 0 5 HON FIFEFF FE#EAT 38 H 1R 1E
F5h, AT UHE INLE Java A1 C/CH2Z B FIYER, R PH# 1 INI 7E media #E I .

m i i i L

fE Android 24+, INI A& 3EHE Java #50 F C/CH+E04r ALy . BEAE Se b FH INT, 75 BAT
M4 HT Java XIS AT C/C+HARED .. #E Android
B R AL INT B 5 =X, ik Java FEFF AT LU CHICHLB BT JavaszBil

Al CiBZ . Android TS Tava K85 | ) (R
BA Native (ZHh) B0, X O HAH Exception
%ﬂ‘n %E?ﬂ]ﬂﬂ%%qﬂo Functior\ns C:D <:> SR Ak B

INUBFIfR AR B, BN 3 X N Classes
JZ, 7 Android RZiHiX 3 B LB TiRK — sitgn [V
A: Java>INI>C/C++ (SO FE), Java ] o — o
BAF ] C/C+H ik, e C/C++aT B N
1@35(‘Java‘5€'1%, B 4-1 B A TIX = Bai I AR
FHZEFREAX R,

I 4-1 AT 40, INI HIEH <R N:

Java JNI Native

£ Android 4.4 HI¥ERD S, T EA INT AR EAE L fEg42 .
| frameworks/base/core/jni/

R A5 A B A4 S PR PE libandroid runtime.so, XA — M MEMEIAE, WSCE E H b
R “Isystem/lib” HE Fo. 54b, Android Hil7F7E AR INT F, HSE INT F 19 &4 S0k
RFIER C+HES M £E Android 1 SEHIT INI FE, T EERES)AFE libnativehelper.sos

EHREFFHE INI AR, BEMN Java KA. WA ERGL, Java i 5 K217 582K
TRIAGI Xt Java KRG HEAT REAIAAT . RORIRARH Java o] LA URACES 4 2 iR.class 2 28 ()
A% 2 ] SO, BTCLX PP AL FR S AR Java BIAHEITHEE . REWM, FEAMBATH L4
RAT, HEAGI% (FFRZ A IVM) R#4T. 5 Python. Perl Z R4 IAALL, HEIEHA
TR 7T M 2. 55, Java KA — I H AN RiEF ol OB N ThREE . 440
XA EREDFTAE LS L2)E, BARXNHARB ARSI “BFE” T, HRZHN
JIA 5| SR 7 — MR B E R, ST LLUET C/ICHHRm SRR, F7E I o iff Flax sepiibe .,



4.1 JINI F9KR

Java EFEHNLE, Java —E BEARGE—FEMAF A C/CHR S MBS, A4 ReFRTE LR —
X TR I A S| 2

MAFE EXKFE, Android “F& & H arm-linux #:E KRG A — N4 Dalvik [ Java BRI AL .
FiE#E Android 2 FE BT B RE LA Java BEEHREM, BEiEEFFEAAN K
“frameworks/base” H3k. HULA WL, Dalvik RZRM T —MrdERISE INI K Java BHRAIER
5. £ Android “F &, R INI BoREHE T Fr (AREFAR <A ERAE, 18I Java 53R INI B8R,
T INT B A C/C++1 ] Android 45 ] arm-linux /285, IXFEESHL T SRR .

£ Android 4.4 FIURIG A, A1 INT AHE SO0 R Bk

./frameworks/base/media/java/android/media/MediaScanner.java
./frameworks/base/media/jni/android _media_MediaScanner.cpp
./frameworks/base/media/jni/android _media_MediaPlayer.cpp
./frameworks/base/media/jni/AndroidRuntime.cpp
./libnativehelper/JNIHelp.cpp

FHULTET L, F0 INI 2 V)4 55 & Media R4, 1 Media £ 4t (283 Ail & MediaScanner. 7E
A3 Android RG], #iaEHHRSFH Media SUHHEELEM M, BEA IR,
A JUHA AT ER A, I HIE T B B EHAH P ISR E . 76 Android R&EH, FIH
PRI Z VIS K Musics Gallery #&EN H, 23T MediaScanner (338 DHRER
MediaScanner f7F Android 4.4y Y3 #40F B4
| packages/providers/MediaProvider

— MediaScanner B8 T 3 M F Z#4: MediaScannerReceiver. MediaScannerService #1l
MediaProvider. f£ “MediaProvider” H3X F[#] AndroidManifest ] LIX% MediaProvider 1344244,

e 4-2 FoR.
MediaProvider Manifest
MediaProvider authorities: "media"
MediaScannerReceiver
MediaScannerService IMediaScannerService
ContentProvider
R onCreate()
BroadcastReceiver que?t()
m
BroadcastR_eceiver upideatéz)
onReceiver delete()
ZF getType()
MediaScannerReceiver
MediaProvider
r""’ \\‘~
Receiver:
Intent. ACTION_BOOT_COMPLETED android.intent.action. BOOT COMPLETED
Intent. ACTION_MEDIA_MOUNTED android.intent.action. MEDIA_ MOUNTED
Intent ACTION_MEDIA_SACANNER_SCAN_FILE android.intentaction MEDIA_SACANNER_SCAN_FILE

-

I

I

|

! B —0

I

|

i Service IMediaScannerService IMediaScannerListener

|

I

! requestScanFile

i lr scanFile scanCompleted
~

MediaScannerService + mBinder —7 IMediaScannerService.Stub

& 4-2 MediaProvider F9EAZEH
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Z4FE 44 NI

O MediaScannerReceiver: f&—* BroadcastReceiver (W %), ITheeRBHTHAARH, X
/2 MediaScanner 2ELZA4MN AN 2 —. IR #8 2 J5 5 3l MediaScannerService ELA&$7H
.

Q MediaScannerService: & —7 Service, fFEAEMH, ©XEEHE Framework F K
MediaScanner R 3£ [F 52l B AR TIE, AL R MediaProvider $2 L %3EE .

Q MediaProvider: #&—7 ContentProvider, {47 (Images/Audio/Video/Playlist 55) ¥
RAULE . AFTHRESIRE, RS HIFET insert. query. delete. update % #:{f .

FEAZEL T RIAR S, LA MediaScanner JFFS 7T 1E A ZERY, 4 1E4H 534 INI 7E Android &
G HIfEA .

MediaScanner ------------- libmedia_jni.so ------=-=m--- libmedia.so

fE Android £%4iH, MediaScanner M ZhRER AR EA M, BEE WM. W{EES
BE, FHFRXLE BB EEEEE S, D HAARREEFEH.

7E INI R #, Java |2 MediaScanner ) SZEL SR

I /frameworks/base/media/java/android/media/MediaScanner.java

EAFTHINET, BIEMiH#E MediaScanner 24t Java B B AL 2.

421 Ho# NI E

£ 3014 MediaScannerjava F, B 465 X3 MediaScanner 3-1%% INI FE, #RJ5 52 X INI ] Native
() K. TERBOTHR:

public class MediaScanner
{
static {
System.loadLibrary("media_jni");
native_init();

}

private final static String TAG = "MediaScanner";

private static final String[] FILES_PRESCAN_PROJECTION = new String[] {
Files.FileColumns._ID, // O
Files.FileColumns.DATA, // 1
Files.FileColumns.FORMAT, // 2
Files.FileColumns.DATE MODIFIED, // 3
}i

private static final String[] ID_PROJECTION = new String[] ({
Files.FileColumns._ID,
i

private static final int FILES_PRESCAN_ID_COLUMN_INDEX = 0;

private static final int FILES_PRESCAN_PATH_COLUMN_INDEX = 1;

private static final int FILES_PRESCAN_FORMAT_COLUMN_INDEX = 2;
private static final int FILES_PRESCAN_DATE_MODIFIED_COLUMN_INDEX = 3;

private static final String[] PLAYLIST MEMBERS_PROJECTION = new String[] {
Audio.Playlists.Members.PLAYLIST ID, // 0O
}i

private static final int ID_PLAYLISTS_COLUMN_INDEX = 0;



4.2 4HrfrJava B

private static final int PATH_PLAYLISTS_COLUMN_INDEX = 1;
private static final int DATE_MODIFIED_PLAYLISTS_COLUMN_INDEX = 2;

private static final String RINGTONES_DIR = "/ringtones/";

private static final String NOTIFICATIONS_DIR = "/notifications/";

private static final String ALARMS_DIR = "/alarms/";

private static final String MUSIC_DIR = "/music/";

private static final String PODCAST_DIR = "/podcasts/";

private static native final void native_init();//BBH—4 native &A¥{, native AXEF
private native final void native_setup();

B % native_init 7 740 android.media #, H5ZE#HKRELAN:

I android.media.MediaScanner.nantive_init

AR RN L X A TN 2 bR 42 KON -

l android _media_MediaScanner_native_init

FE VR I bR 4 native Z BT 7 TS mE INI B, — RIEEM static WA &K
System.loadLibrary(). 7EINEK 7 #HRL INI 2 J& » 10 SR E2 48 A AH R ) native A%, R 7 native
7 B R A A A R B T

private native void processDirectory(String path, String extensions, MediaScannerClient client);
private native void processFile(String path, String mimeType, MediaScannerClient client);
public native void setlocale(String locale);

422 SEIMPHWIE
1E 314 MediaScannerjava H, Bid &%} scanDirectories SLERFHE T1E, BAKSZIAFLU T Frs:

public void scanDirectories(String[] directories, String volumeName) {
try {
long start = System.currentTimeMillis();
initialize (volumeName) ; //#1%41%
prescan(null, true);//PHEBINTAE
long prescan = System.currentTimeMillis();

if (ENABLE_BULK_INSERTS) {
// create MedialInserter for bulk inserts
mMedialnserter = new Medialnserter (mMediaProvider, 500);
}
//&¥f processDirectory —/ Native &¥, HEERXN BARXHH#THE
for (int i = 0; i < directories.length; i++) {
processDirectory(directories[i], mClient);

}

if (ENABLE_BULK_INSERTS) {
// flush remaining inserts
mMedialnserter.flushAll();
mMediaInserter = null;

}

long scan = System.currentTimeMillis();
postscan (directories);//HEHNLE
long end = System.currentTimeMillis();

if (false) {
Log.d(TAG, " prescan time: " + (prescan - start) + "ms\n");
Log.d(TAG, " scan time: " + (scan - prescan) + "ms\n");
Log.d(TAG, "postscan time: " + (end - scan) + "ms\n");
Log.d(TAG, " total time: " + (end - start) + "ms\n");

}
} catch (SQLException e) {
// this might happen if the SD card is removed while the media scanner is running
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Log.e (TAG, "SQLException in MediaScanner.scan()", e);

} catch (UnsupportedOperationException e) {
// this might happen if the SD card is removed while the media scanner is running
Log.e (TAG, "UnsupportedOperationException in MediaScanner.scan()", e);:

} catch (RemoteException e) {
Log.e (TAG, "RemoteException in MediaScanner.scan()", e);

}

}

£ BRG] T R %L initialize, MLEREEITIRER ST AIGIRSE, BARSTELARLM T AR:

private void initialize(String volumeName) {
//4THF MediaProvider, EEEM—PLH
mMed1aProv1der = mContext.getContentResolver () .acquireProvider ("media") ;
// BB - uri
mAudioUri = Audio.Media.getContentUri (volumeName) ;
mVideoUri = Video.Media.getContentUri (volumeNane) ;
mImagesUri = Images.Media.getContentUri (volumeName) ;
mThumbsUri = Images.Thumbnails.getContentUri (volumeName) ;
mFilesUri = Files.getContentUri (volumeName) ;
/ /R BEEINDEEOE, WTRREHERSIR, BEFHEM, FL0mGenreCache &
if (!volumeName.equals("internal")) {
// we only support playlists on external media
mProcessPlaylists = true;
mProcessGenres = true;
mPlaylistsUri = Playlists.getContentUri (volumeName) ;
mCaselInsensitivePaths = true;

423 BEBRHRFER

FE 14 MediaScannerjava #, BR%Y prescan K ThAER EELZ AT B H0HE EE A A0 STAAE SR
S RIHRAFAER, R EEIE T —) FileCache, FREFHF A —LER, Bl last_modified
&, X/ FileCache & M MediaProvider ¥ 2 F 5 BB H KK, tHHRHEEE. FHBHEDR
BRFEERSNEH T LEE . B prescan FI ARSI T Fiow:

private void prescan(String filePath, boolean prescanFiles) throws RemoteException {
Cursor c = null;
String where = null;
String[] selectionArgs = null;
// mPlaylists REFMEIBEPRIKER
if (mPlayLists == null) {
mPlayLists = new ArrayList<FileEntry>();
} else {
mPlayLists.clear();

}

if (filePath != null) {
//RFE—IXHEN
where = MediaStore.Files.FileColumns._ID + ">?" +
" AND " + Files.FileColumns.DATA + "=2";

selectionArgs = new String[] { "", filePath };

} else {
where = MediaStore.Files.FileColumns._ID + ">?";
selectionArgs = new String[] { "" };

}

[ 1 EFREEE MRS .

[/ URTBEM BRI, NBEEEREIMYBRIX T HHLE

/XTI REE R A AW REFARFEERRNUZAIRE

Uri.Builder builder = mFilesUri.buildUpon();

builder.appendQueryParameter (MediaStore.PARAM DELETE_DATA, "false");
MediaBulkDeleter deleter = new MediaBulkDeleter (mMediaProvider, builder.build())

[ IRRARIRME R UK
try {
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}
}

if (prescanFiles)

NﬁiMi#%ﬁﬂﬂﬁiﬁ
/! BATHEGENBRAEEXHOER, BB/ N2 6 LB EERE B8 DS & 1X /) &) 2
long lastId = Long.MIN_VALUE;

Uri limitUri = mFilesUri.buildUpon () .appendQueryParameter ("1imit", "1000").build();
mWasEmptyPriorToScan = true;

while (true) {

selectionArgs[0] = "" + lastId;
if (c !'= null) {

c.close();

c = null;
}
¢ = mMediaProvider.query(limitUri, FILES_PRESCAN_PROJECTION,

where, selectionArgs, MediaStore.Files.FileColumns._ID, null);

if (¢ == null) {

break;

}
int num = c.getCount();

if (num == 0) {
break;

}

mWasEmptyPriorToScan = false;

while (c.moveToNext()) {
long rowld = c.getLong (FILES_PRESCAN_ID_COLUMN_INDEX) ;
String path = c.getString (FILES_PRESCAN_PATH_COLUMN_INDEX) ;
int format = €.getInt (FILES_PRESCAN_FORMAT_COLUMN_INDEX) ;

long lastModified = c.getLong (FILES_PRESCAN_DATE_MODIFIED_COLUMN_INDEX) ;
lastId = rowId;

// Only consider entries with absolute path names.
// This allows storing URIs in the database without the
// media scanner removing them.
if (path != null && path.startsWith("/")) {
boclean exists = false;
try {
exists = Libcore.os.access (path, libcore.io.OsConstants.F_OK);
} catch (ErrnoException el) {
}
if (!exists && !MtpConstants.isAbstractObject (format)) |
// do not delete missing playlists, since they may have been
// modified by the user.
// The user can delete them in the media player instead.
// instead, clear the path and lastModified fields in the row
MediaFile.MediaFileType mediaFileType = MediaFile.getFileType (path);
int fileType = (mediaFileType == null ? 0 : mediaFileType.fileType):

if (!MediaFile.isPlayListFileType (fileType)) {
deleter.delete (rowld) ;
if (path.toLowerCase (Locale.US).endsWith("/.nomedia")) {
deleter.flush();
String parent = new File(path).getParent();
mMediaProvider.call (MediaStore.UNHIDE_CALL, parent, null);

finally {
if (c != null) {

}

c.close();

deleter. flush();

57



B =iz awaN

/ T EBBORER T
mOriginalCount = 0;
¢ = mMediaProvider.query (mImagesUri, ID_PROJECTION, null, null, null, null);
if (¢ != null) {
mOriginalCount = c.getCount();
c.close();

}

4.2.4 MR SD FHIMAEE

FESCff MediaScannerjava ', ¥ postscan KT AERMPEFAAFAET SD R HREE. &
¥ postscan #7 B AR SLILARD 10 F Fras:

private void postscan(String[] directories) throws RemoteException {

/ BB RS RE S KBRS R T Y SR A

if (mProcessPlaylists) {

processPlaylists () ;

}

if (mOriginalCount == 0 && mImagesUri.equals(Images.Media.getContentUri ("external")))
pruneDeadThumbnailFiles () ;

/1% cc ER

mPlayLists = null;
mMediaProvider = null;

}

425 EHEFE INI

#£ X MediaScanner.java #, processDirectory &2 — M4 777k, GRS EEH A INI. A&k
ARSI FR

static void android_media_MediaScanner_processDirectory (JNIEnv *env, jobject thiz, jstring path,
jstring extensions, jobject client)
{ //3 B MediaScanner
MediaScanner *mp = (MediaScanner *)env->GetIntField(thiz, fields.context);
/1BE A, HRHFE
if (path == NULL) ({
jniThrowException(env, "java/lang/IllegalArgumentException", NULL);

return;

}

if (extensions == NULL) {
jniThrowException (env, "java/lang/IllegalArgumentException", NULL);
return;

}

const char *pathStr = env->GetStringUTFChars(path, NULL);

if (pathStr == NULL) { // Out of memory
jniThrowException(env, "java/lang/RuntimeException", "Out of memory");
return;

}

const char *extensionsStr = env->GetStringUTFChars (extensions, NULL);

if (extensionsStr == NULL) { // Out of memory
env->ReleaseStringUTFChars (path, pathStr);
jniThrowException(env, "java/lang/RuntimeException", "Out of memory"):
return;

}

/ /51 client KB

MyMediaScannerClient myClient (env, client);

//mp A processDirectory

mp->processDirectory (pathStr, extensionsStr, myClient, ExceptionCheck, env);
//qc

env->ReleaseStringUTFChars (path, pathStr);

env->ReleaseStringUTFChars (extensions, extensionsStr);
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4.2.6 HtiekE scanFile

FELCUHAE Java JZ HIBR %Y scanFile, ZhRER AR BAEL doScanFile 348 € ML REAT 135, Rk
SEIATG I T s :

public void scanFile(String path, long lastModified, long fileSize,
boolean isDirectory, boolean noMedia) {

/XK E A HARILH EA R
// Log.v(TAG, "scanFile: "+path);
doScanFile (path, null, lastModified, fileSize, isDirectory, false, noMedia);

}

427 INI P FRELE

AT RH Java SEBH T HEFEE C/CHSEBLH T ET L B9 Java 7%, INI iRt T —& R
WA RS, FIIHTRE. MFNLERERL. FINEXH nih b, BXTEEZNR
HRE, RARET R

/ /P RE

jint (*Throw) (JNIEnv*, jthrowable);

/TR RE

jint (*ThrowNew) (JNIEnv *, jclass, const char *);
/I RBEE

jthrowable (*ExceptionOccurred) (JNIEnv*);

void (*ExceptionDescribe)(JNIEnv*);

/1 BEBREE

void (*ExceptionClear) (JNIEnv¥*) ;

void (*FatalError) (JNIEnv*, const char¥*);

Bl anfE Camera #R P2 T FHAHE, 7EXH android_hardware Camera.cpp H, tHi¥ K
BT mESRE BERBFIWTFR:

void JNICameraContext::copyAndPost (JINIEnv* env, const sp<IMemory>& dataPtr, int
msgType)

if (obj == NULL) ({
LOGE ("Couldn't allocate byte array for JPEG data");
env->ExceptionClear() ;
} else {
env->SetByteArrayRegion(obj, 0, size, data);
}
} else {
LOGE ("image heap is NULL");
}

}

£ X 1% android_hardware_Camera.cpp ', 2% android_hardware Camera_startPreview()tH [F]#
3T 7EAENS, BAERBWT R

static void android hardware_Camera_startPreview (JNIEnv *env, jobject thiz)
{

LOGV ("startPreview") ;

sp<Camera> camera = get_native_camera(env, thiz, NULL);

if (camera == 0) return;

if (camera->startPreview() != NO_ERROR) {
jniThrowRuntimeException(env, "startPreview failed");
return;

}
7 _ERRAZ, android_hardware Camera_startPreview()il 5 & 3 startPreview() B8 HUR [B] 4512,
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WAl 7 HFR Bl XEEFE S Java FEIFEEHIHIRMACL, 35T U e TR R

BT Android )5 JZBIZEER 2 DA Java B, iXLE Java K4 A Dex B Bytecode 2 J& »
WHAUEB) Dalvik EERIHL (Vitual Machine, VM) RHATH LI . VM 7E Android RZHHE 7 —
MREEMMAE, HEEPAT Java BHdFEd, WR Java BRF/EE C HFEER, VM &%
A CHMHF, A1k Java B EURFI ML 2] C HAER RS R, VM BHEERRKA G, ik
Java 5 C A {REIE I FRAERT INT AT AH Y18 .

ML Java XRIEEIWL EATH, T C HHFEARTE VM EHAT. 0R Java F2F XER
VM #A (Load) FrigEM C 44, W EAMER AT Fiasiifs & LIS Thke:

I System.loadLibrary(*.so fI#ERE);

Biltn, 7E Android HEZSE B B3Rt ) MediaPlayerjava ¥ A4 T FTHAIES

public class MediaPlayer({
static {

System. loadLibrary("media_jni");
} }
IXE SR VM 3\ Android f]/system/lib/libmedia_jni.so FE. # A *.s0 J5, Java K 5*so R4E
I ERR AT,
1E NI 2+, MediaScanner F{%3 N SO

l . /frameworks/base/media/jni/android media MediaScanner.cpp

ERTHRIAZRED, BIE4UHR INI BRI ERIFED,
4.3.1 & Native I REIEFHRET Java TR

TE 34 android_media_MediaScanner.cpp #', B android_media_MediaScanner native_init ]
Thae K Native X R IFEEHRAE R Java ST E . K% android media MediaScanner native_init [¥]
BRI T Frs:

static const char* const kClassMediaScanner =
"android/media/MediaScanner";

/*native_init R¥H INI BLH*/
static void android_media_MediaScanner_native_init (JNIEnv *env)
{

ALOGV ("native_init");

jclass clazz = env->FindClass (kClassMediaScanner) ;

if (clazz == NULL) { '

return;
}
fields.context = env->GetFieldID(clazz, "mNativeContext", "I");
if (fields.context == NULL) {

return;

}

}

4.3.2 €IJ# Native Z# MediaScanner £

fEXfF android_media_MediaScanner.cpp #, Bi%{ android_media_MediaScanner native_setup
MThRE R & —A Native 2] MediaScanner X%, {H& M & ¥ K2 Opencore AL

60



4.4 Native (£H#th ) B

PVMediaScanner. &% android media_MediaScanner native setup ] EAKSZIN IS0 T Fiow:

static void android _media MediaScanner native setup (JNIEnv *env, jobject thiz)
{
ALOGV ("native_setup");
MediaScanner *mp = new StagefrightMediaScanner;
if (mp == NULL) {
jniThrowException(env, kRunTimeException, "Out of memory"):
return;

}
env->SetIntField (thiz, fields.context, (int)mp);

Java ] Native iR¥{5 INI sREURE—— X R fIX R, 7E Android F{#FH JNI NativeMethod HI45414

KIDFIXFR LR TR FEATIHIAES, #E450 47 Mediascanner RGEH ] Native JZ i) SEILIERD .

4.4.1 JEM INI &

£ Andoird RGEH, R T — 7 “HFE” K77 3R E X Native B#, X 51548%E X Java NI
W XAEREN. HPREZERNX AR Andorid /T —F Java f1 C REIBU REAH, I
ERPHR T RHNSHMREE. XANHAKER R ININativeMethod, B4 5E LT Fis:

typedef struct {

const char* name; /*Java PEENEF*/
const char* signature; /R T RIS EARE{E*/

void* fnPtr; /* & BIEE, 15 C R/
} JNINativeMethod; .

£ EARRES, HEAEURBHEE -NSH, Fln:
“()v"

“(II)V"

"(Ljava/lang/String;Ljava/lang/String;)Vv"

Lhr EXEFRFRSRBASHLE ——HNEK, BEERADNTAHIR.

Q “0” FHFFERASH, FEMOUNARRREME. Bl “OV” 3ER void Func().
Q “@nv"” 7~ void Func(int, int).

BAME— N2 RHHXT X R T AIR:

TR Java 2% C %H

A" void void

Z jboolean boolean
I jint int

J jlong long
D jdouble double
F jfloat float
B jbyte byte
C jchar char
S jshort short
TN LA “[” FF4k, AR FRRR:
[ jintArray int[]

[F jfloatArray float[]
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(B jbyteArray bytef]

[C jcharArray char[]
[S jshortArray short[]
[D jdoubleArray double[]
[J jlongArray long|[]

[Z jbooleanArray boolean([]

FHEMEREARE, WE Java R SER class, WLL “L” FFk, L “” SGE, HiEE
SRARITERES . THMME C R E KNS HNA jobject. — M52 String 3, HXF
RLEYHA jstring, E]:

QO Ljava/lang/String ] String jstring;

Q Ljava/net/Socket H'H] Socket jobject.

R Java BRBAL T —MRAK, NERSEARLRIKSER. Fill.

| (Ljava/lang/String;Landroid/os/FileUtils$FileStatus;)zZ"

& X FHVEM ININativeMethod #(4H, %M HSEEARRS AN R Fizs

/*EX— ININativeMethod #4A*/
static JNINativeMethod gMethods[] = {
{
"processDirectory",
"(Ljava/lang/String;Landroid/media/MediaScannerClient;)V",
(void *)android_media_MediaScanner_processDirectory

"processFile",
"(Ljava/lang/String;Ljava/lang/String;Landroid/media/MediaScannerClient;)V",
(void *)android_media_MediaScanner_processFile

}I

"setLocale",
"(Ljava/lang/String;) V",
(void *)android_media_MediaScanner_setLocale

"extractAlbumArt",
"(Ljava/io/FileDescriptor;) [B",
(void *)android media_MediaScanner_extractAlbumArt

"native_init",
"()V",
(void *)android_media_MediaScanner_native_init

"native_setup”,

ll()v"’

(void *)android_media_MediaScanner_native_setup
)I

"native_finalize",
" () Vll i
(void *)android_media_MediaScanner_native_finalize
)I
bi
/*3EM ININativeMethod ¥4+ /
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int register_android media MediaScanner (JNIEnv *env)
{
return AndroidRuntime::registerNativeMethods (env,
kClassMediaScanner, gMethods, NELEM(gMethods)) ;
}

442 SERCEMIE

5 UIEVENSCA ININativeMethod J5 , 1% 75 %518 FHl B 3K registerNativeMethods 352 A T
fE. BR¥Y registerNativeMethods 7E 3L AndroidRuntime.cpp 528, BARSLHIAR T fros:

int AndroidRuntime::registerNativeMethods (JNIEnv* env,

const char* className, const JNINativeMethod* gMethods, int numMethods)
{

return jniRegisterNativeMethods (env, className, gMethods, numMethods);

1

£ R4S, jniRegisterNativeMethods #& Android 778 INT 15 F i #& £ ) — /> 35 Bh s 3
1 bR BU7E SO INTHelp.cpp F 563,  BASEIAE InF Bias:

extern "C" int jniRegisterNativeMethods(C_JNIEnv* env, const char* className,
const JNINativeMethod* gMethods, int numMethods)
{

JINIEnv* e = reinterpret_cast<INIEnv*>(env);

ALOGV ("Registering %s natives", className);
scoped_local_ref<jclass> c(env, findClass(env, className));

if (c.get() == NULL) {
ALOGE ("Native registration unable to find class '%s', aborting", className);
abort () :

if ((*env)->RegisterNatives(e, c.get(), gMethods, numMethods) < 0) {
ALOGE ("RegisterNatives failed for '%s', aborting"”, className);
abort () ;
}
return 0;
}

it EIRACHG AT DA T # BR B registerNativeMethods FI/EF . N E /) Java FEHI % it VM I
MR AR, XAMEREE LR VM £33, “*so” BAEXFPIAMEE. mRFEE
SEPREIR, WREGKREIKE, ISZHBRREHE. K, AHFRARATULETH
VM BieAMiE$. a0, 7E Android /system/lib/libmedia_jni.so #45& B /RS Fr BN T Bz :

//#define LOG_NDEBUG 0
#define LOG_TAG "MediaPlayer-JNI"
static JNINativeMethod gMethods[] = {
{"setDataSource", "(Ljava/lang/String;)V",
(void *)android_media_MediaPlayer_setDataSource},
{"setDataSource", "(Ljava/io/FileDescriptor;JJ)Vv",
(void *)android_media_MediaPlayer_setDataSourceFD},

{"prepare", "(v", (void *)android_media_ MediaPlayer_prepare},

{"prepareAsync", "()V", (void *)android media MediaPlayer prepareAsync},
{"_start", wov", (void *)android_media_MediaPlayer_start},

{"_stop", "()yv", (void *)android _media_MediaPlayer_stop},

{"getVideoWidth", w ey L, (void *)android_media_MediaPlayer_getVideoWidth},
{"getVideoHeight", "H1v, (void *)android_media MediaPlayer getVideoHeight},
{"seekTo", "(ryv", (void *)android_media_MediaPlayer_seekTo},

{"_pause", wV, (void *)android _media_MediaPlayer_pause},
{"isPlaying", "{)%Y, (void *)android _media_MediaPlayer_isPlaying},
{"getCurrentPosition", " ()I", (void *)android media_MediaPlayer_getCurrentPosition},
{"getDuration", "I, (void *)android_media_MediaPlayer_getDuration},
{"_release", W, (void *)android _media MediaPlayer_release},

{" _reset", "V, (void *)android media MediaPlayer reset},
{"setAudioStreamType", " (I)V", (void *)android_media MediaPlayer_ setAudioStreamType},
{"setLooping", "(z)yv", (void *)android media_MediaPlayer setLooping},
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{"setVolume", "(FF)V", (void *)android _media MediaPlayer_setVolume},
{"getFrameAt", " (I)Landroid/graphics/Bitmap;",
(void *)android_media_MediaPlayer getFrameAt},
{"native_setup", " (Ljava/lang/Object;)V",
(void *)android_media MediaPlayer_native_setup},
{"native_finalize", move, (void *)android media MediaPlayer_native_finalize},
i
static int register_android media_MediaPlayer (JNIEnv *env) {
return AndroidRuntime::registerNativeMethods (env,
"android/media/MediaPlayer", gMethods, NELEM(gMethods));
}
jint JNI_OnLoad(JavaVM* vm, void* reserved) {
if (register_android media_MediaPlayer (env) < 0) {
LOGE ("ERROR: MediaPlayer native registration failed\n");
goto bail;

}

IXFE2 VM #K libmedia_jni.so £45ERT, HMFAYR%L NI OnLoad(), #8/5 INI_OnLoad()FFHHBf
¥{ register_android_media MediaPlayer(). JLAY, #tiPAF]E % AndroidRuntime::registerNativeMethods(),
3 1A VM(Bl AndroidRuntime) & it £ 4l gMethods[] R&FT S I AR ¥ . LA A, R
registerNativeMethods F &40~ Fi7R KIPI N ThEE .

Q BERREMKIRE.

Q AT AEBAT I AT e . (A gMethods[ 12— “<&FK, REfgs>” BAMIXTERE,
it CAZE $0UAT FE R I AT LLGE I 25 YRR BRi 8 registerNativeMethods() i /7 35K 58 #e A h pR 8 2 fa %t -

443 mHEEM

%4 Java JZifiT System.loadLibrary MN#5E INI 1A EfE, BESLEIREEINIL OnLoad, &Eid
18 F e& 3 INI_OnLoad 52 s &7 M TAE . 5 #{ INI_OnLoad 7£ 3L ff android_media_MediaPlayer.cpp
tSEE, BRI T B

jint JNI_OnLoad(JavaVM* vm, void* reserved)
{
JNIEnv* env
jint result

NULL;
=1;

nn

if (vm->GetEnv ((void**) &env, JNI_VERSION_1_4) != JNI_OK) {
ALOGE ("ERROR: GetEnv failed\n");
goto bail;

}

assert (env != NULL);

if (register_android_media_MediaScanner (env) < 0) {
ALOGE ("ERROR: MediaScanner native registration failed\n");
goto bail;

/* B ——NREFHHRES </

result = JNI_VERSION_1 4;
bail:

return result;

}

R %1 INI_OnLoad £ [6]4£ INI_VERSION_1_4 fJ{E% VM, iXik VM BE# &A1& BT A INT BIRR
ARMA L. WA, BHHET —SYBKEE (TR ERIAH R ED, Fla T HEES -

if (register_android_media_MediaPlayer (env) < 0) {
LOGE ("ERROR: MediaPlayer native registration failed\n");
goto bail;
}

XEERS AR B A AR # (Native Function) ZicZE| VM B, LIEREINR /G S0
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My 2 b 2 $ 0K

B % INI_OnUnload()5 JNI_OnLoad() /& fHXT R[] fEZ N C 2H AT 2 S EIIEIY JNI_OnLoad()
AT R BIIIEE; T34 VM BHGZ C 4L4ER, N4 FENY INT OnUnload()i ¥0R# 1T # /515
BzhfE. 24 VM FERY JNI_OnLoad()2% JNI_Unload()ER ¥, #5144 VM K364+ (Pointer) f5i%%4
efll, HSEWTFR:

jint JNI_OnLoad (JavaVM* wvm, void* reserved) { }
jint JNI_OnUnload (JavaVM* vm, void* reserved) { }

7E INL_OnLoad()i ¥ 8, #i#Eid VM HIFaFRMHE INIEny MIFEFRE, FHIEA env FRIFEH
B, mFRiES:

jint JNI_OnLoad (JavaVM* vm, void* reserved) {
JNIEnv* env = NULL;

jint result = -1;

if (vm->GetEnv((void**) &env, JNI_VERSION_1 4) != JNI_OK) {
LOGE ("ERROR: GetEnv failed\n");
goto bail;

}

}

HT VM @ & ZHIT4% (Multi-threading) FIHATHEE . B—PMATETEREM INI_OnLoad()
i, ikt ki) INIEny B ERRARK .. ATEEXMESITENHE, C AHIFREER
EARMKHE, TfEHE INIEny fEFMERA R RPITE M TR R B, TR
A PR RE R 2 TE Android ) ZHUTH VM B2 &P aT. B TFXAHEH, HEFFY C A4H
BB, #L INIEny fEtnEARS T, SRR T AR:

jint JNI_OnLoad (JavaVM* vm, void* reserved)

{

JNIEnv* env = NULL;
if (register_android media MediaPlayer(env) < 0) {
}

}

IXFEZ INI_OnLoad()FFNY ek %1 register_android_media_MediaPlayer(env)f}, B# env fEbr{E
fEifit <. IXFERR B register_android_media_MediaPlayer()if GE S F iZAR B R X B A R 4T,
DAfEE ff e Rk v 2R ) 1) R

4, 7E register_android media_MediaPlayerOB ¥ 2, WL S W TFATRKTES !

I if ((*env)->MonitorEnter (env, obj) != JNI_OK) {
}

St AT AR 2 B A R BATEFH#AD I, REE, MESATRENZIERPAITT .
HHART LRSI TR 2

I if ((*env)->MonitorExit (env, obj) != JNI_OK) {
}

XA DER R B UHIT EEMIEARIT, MRE, KBTI,
444 HERESH

7E 3L frameworks/base/media/libmedia/MediaScanner.cpp #', B%{ processDirectory f)ZhfE 2
Xt g5 S BT 7 — 4T, 8 doProcessDirectory. KIS H “@extensions” A fE A& E A
TR%, By REZMEMA “” 2RIF. BB T FR:

status_t MediaScanner::processDirectory(
const char *path, const char *extensions,
MediaScannerClient &client,
ExceptionCheck exceptionCheck, void *exceptionEnv) {
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int pathLength = strlen(path);
if (pathLength >= PATH_MAX) ({
return UNKNOWN_ERROR;
}
char* pathBuffer = (char *)malloc(PATH MAX + 1);
if (!pathBuffer) {
return UNKNOWN_ERROR;
}

int pathRemaining = PATH_MAX - pathLength;

strcpy (pathBuffer, path);

if (pathLength > 0 && pathBuffer([pathLength - 1] != "/") {
pathBuffer[pathLength] = '/';
pathBuffer[pathLength + 1] = 0;
--pathRemaining;

}

client.setLocale (locale());
status_t result =
doProcessDirectory (
pathBuffer, pathRemaining, extensions, client,
exceptionCheck, exceptionEnv);

free (pathBuffer) ;

return result;

}

445 XK

B EIEHEN CHRERE, 2R B scanFile RATMIXAN 0. BRE scanFile H A4
LA T B :

virtual bool scanFile (const char* path, long long lastModified, long long fileSize)
{

jstring pathStr;
if ((pathStr = mEnv->NewStringUTF(path)) == NULL) return false;
/ /B Java Bl mClient 8 scanFile A%
mEnv->CallVoidMethod (mClient, mScanFileMethodID, pathStr, lastModified, fileSize);
mEnv->DeleteLocalRef (pathStr);
return (!mEnv->ExceptionCheck());

446 FAITAGER

7£ 3048 \frameworks\av\media\libmedia\MediaScannerClient.cpp #, i#il &%} addStringTag ¥
TAG {5 8. X/ MediaScannerClient 27F opencore H /{4 MediaScanner.cpp SLELHI, T /4
android_media_MediaScanner.cpp 4 #Y) MyMediaScannerClient & M\ MediaScannerClient J& 4 T R H .
#K 3 addStringTag B A& SEHARIS 1T Bros:

status_t MediaScannerClient::addStringTag(const char* name, const char* value)
{
if (mLocaleEncoding != kEncodingNone) {
/I REZHFEHRE ASCII FH B
/ /"W handlestringtag HERE
/1BEEEFREEEASCII 2, NiZ2 uTFs)
bool nonAscii = false;
const char* chp = value;
char ch;
while ((ch = *chp++)) {
if (ch & 0x80) {
nonAscii = true;
break;
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//#¥7 name #l value MGRIDEF R ASCIT, FEMHEFE mNames F mvalues P
// save the strings for later so they can be used for native encoding detection
mNames->push_back (name) ;
mValues->push _back(value);
return OK;

}
/ 1 RA KB
}
//IORFFRRILE Asc1T, MEMAEH handlestringTag

return handleStringTag(name, value);

}

447 RERE INI_OnlLoad()5 &% JNI_OnUnload() 8 A%

%4 Android [1] VM(Virtual Machine)$447 %/ System.loadLibrary() SR #ii, B4 34T C Al
H [ INI_OnLoad( &%, HAHBEIMTH A

(1) HVF VM It C A B —A INI fRAS . 0RIREI*.s0 R4 $& 4 INI_OnLoad() &k %4,
VM 2B Ni%*.so AR B2 1T INI 1.1 B4R BT HTAR I INT 8 T 29 78, R T|EMEA INI
HIFTRR I EE, B140 INT 1.4 (] java.nio.ByteBuffer, #tAZ0#E B INI_OnLoad() BRIk & 41 VM.

(2) #T VM #4473 System.loadLibrary() ek #tit, 4 ZBI5EEAY INI_OnLoad(), FrbA C 4
PHEFF R % W] LAFE B INI_OnLoad()3Ri4T C 4144 P T HI4E 1 15 5 (Initialization) .

40, 7E Android H/system/lib/libmedia_jni.so #4558, HiIEHE T INI_OnLoad()pfi%k, HAUE
A B R B R

//#define LOG_NDEBUG 0
#define LOG_TAG "MediaPlayer-JNI"
jint JNI_OnLoad (JavaVM* vm, void* reserved)
{
JNIEnv* env = NULL;
jint result = -1;
if (vm->GetEnv((void**) &env, JNI_VERSION_ 1 4) != JNI_OK) ({
LOGE ("ERROR: GetEnv failed\n");
goto bail;

}

assert (env != NULL);

if (register_android media_MediaPlayer(env) < 0) {
LOGE ("ERROR: MediaPlayer native registration failed\n");
goto bail;

if (register_android_media_MediaRecorder (env) < 0) {
LOGE ("ERROR: MediaRecorder native registration failed\n");
goto bail;

if (register_android media MediaScanner(env) < 0) {
LOGE ("ERROR: MediaScanner native registration failed\n");
goto bail;

if (register_android media MediaMetadataRetriever(env) < 0) {
LOGE ("ERROR: MediaMetadataRetriever native registration failed\n");
goto bail;
1
/* success -- return valid version number */
result = JNI_VERSION_1_4;
bail:
return result;
}

PR # B 4% INI_VERSION 1 _4 {54 VM, T2 VM {E40i8 7 H B s A /) INT fIR A .

4.4.8 Java 5 NI B XEERKE iR
Java 5 INI ZEAKIE KB H(E BWFE 4-1 Fior.
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* 41 BEARRIEEB IR AR
Java Native 288! At C R F K
boolean jboolean P i 8 fiL
byte Jbyte TS 8 fir
char jchar THS 16 fiL
short jshort BHS 16 fiL
int jint Rt 32 i
long jlong %S 64 i
float jfloat RS 32 i
double jdouble RS 64 fir
FAREIRIR RIR R AR 4-2 s
*4-2 HBAKEAB MR KR
FOH Java %7 (of:1}
I jintArray int[]
[F jfloatArray float[]
B jbyteArray byte[]
[C jshortArray short[]
[D jdoubleArrary double[]
[J jlongArray long(]
[S jshortArray short[]
[Z jbooleanArray booean(]
Xt G AR R T HIX MK R SR 4-3 BT
%43 X R IR R RO X L X R
R Java A C#a
Ljava/lang/String String jstring
Ljava/net/Socket Socket jobject

51 SRR f R ok R 4-3 Fin.

jobject (all objects)
— jclass (java.lang.Class instances)
— jstring (java.lang String instances)
— jarray (arrays)
| jobjectArray (Object[])
| jbooleanArray (boolean[])
—— ibyteArray (byte[])
— jcharArray (char(])
—— jshortArray (short[])
— jintArray (int[])
— jlongArray (long[])
—— jfloatArray (float[])
— jdoubleArray (double(])
L jthrowable (java.lang. Throwable objects)

B 4-3 S| AEIRXBMERBXR



4.4 Native (&) B

4.4.9 UNIEnv 0O

INIEnv £ ERLZRFEFEH], 7E Native Method (AMs777%) &1, INIEnv fENZE —ANSEIEAN
INIEnv {3 WNE 4-4 Fios.

B 4-4  INIEnv BIRERLEHE

7E INIEnv NMEAS EfE NHIBRHR, INT3RAE T 40 F o lIB AN R BLIREE

O (*jvm)->AttachCurrentThread(jvm, (void**)&env, NULL).

Q (*jvm) ->GetEnv(jvm, (void**)&env, INI_VERSION_1_2).

ERFAS R BE A A JavaVM 82 O3R48 INIEnv 820, FFH INI 7] LUK RT3 9 INIEnv 338 6
—/NER%. B

JNIEnv* JNU_GetEnv ()

{
JNIEnv* env;
(*g_jvm)->GetEnv (g_jvm, (void**)&env, JINI_VERSION_1_2);
return env;

}

Java i@id INI HLHIEF C/C++5 K native F2/F7, C/C++FF & ) Native 725 75 BB — & 1 INI
. 0T m Rt R —A INT R =

JNIEXPORT jint JNICALL Java_jnitest_MyTest_test
(ONIEnv * env, jobject obj, jint arg0);

JVM 3 M Java Stack # A\ C/C++ Native Stack. 34 Java A INI I, BT REEGHS
¥ (arg0)sM &% KNS E: INIEnv F84HA1 jobject 84F. H INIEnv 8412 TVM tl&H, AT
Native K] C/C++77 %14\ Java AT F HIEHE, ELUN Java Class, Java Method 5.

B4, INIXHT INIEnv RMERAREL T BMERE, IR CIEEMK CHHifk. H CiBEkR:

l jsize len = (*env)->GetArraylLength(env,array);

CHHBER:

l jsize len =env->GetArrayLength (array);

FR CESHAXRENRMME, Ll CIBETREL env EAE—NMSHEN, XEMUT
CHHIRE XS4 this $R4F.

5i5h, 7EfER INIEnv £, 7R ERAEU N From B9PABet BRI
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(1) INIEnv #84t# %3t H T Thread Local Storage(TLS)ZE &, #5215 % —> Thread, INIEnv
ZEHA MK Copy. YRAEEIE Thead#1 {# I INIEnv #545 Thread#2 .

(2) 7E INIEnv € X T —4H R ¥iFa4r, C/C++ Native F2 /7 /2 1B 1X L5 bR Fr e 1 Java %
. XEERITHNEFAR, C/ICH BFAREMRBUEM R ESE DLL. BT JVM el A FE )
J RS, AR EA B AR IND SEL, R E SR e 2R 5 4 S I I — e Sk ST R
XARRER . T BRI R A —NMFE R, TVM 7] LUREE B3 S s & # INI
SEH.

fE jint INI_OnLoad(JavaVM* vm, void* reserved)1 8N 2 R G — JavaVM X &, 7] LA{RFF
HAEAETH 7 . FIF JavaVM H [ AttachCurrentThread e&i%§, AT LATR FIXALLFZH] INIEnv
2Rk, F|H DetachCurrnetThread T J8UAH B BE IR o

4410 INI fHIHRRTE

£ Android RZHHIFTARESE INI ERREY, 2FEFIREPHE INEEnv KNS,
4024 frameworks/base/core/jni/android_hardware_Camera.c #F f40 F S

static void android_hardware_Camera_startPreview (JNIEnv *env, jobject thiz)
{

LOGV ("startPreview");

sp<Camera> camera = get_native_camera(env, thiz, NULL);

if (camera == 0) return;

if (camera->startPreview() != NO_ERROR) {
jniThrowRuntimeException (env, "startPreview failed");
return;

}
}
£ BRI, H—NSH08 INIEnv *Env, ALK INIEnv *3E% R —ME[H INI S5 H 1R
#t, INIEnv *2EB47E S Inih 5 X, FESLEGSHMIAFRR RS T —L INI A A 2 80 B 0 — 4 iR 3
a4, C/CHIERIEIT XL iR HIEE KERME Java BREH. INIEnv ZHEFE S jnih HEN, A
PR SEBARESA0 T BT s -

struct _JNIEnv {
jint GetVersion()
{ return functions->GetVersion (this); }

jclass FindClass (const char* name)

{ return functions->FindClass(this, name); }

void CallVoidMethodA (jobject obj, jmethodID methodID, jvalue* args)

{ functions->CallVoidMethodA (this, obj, methodID, args); }

jmethodID GetStaticMethodID(jclass clazz, const char* name, const char* sig)
{ return functions->GetStaticMethodID(this, clazz, name, sig); }

i FARREERTLURIR, BRI XA INIEny FE5F 4 Re 8 A — L INT SR8 b 1 5 7.
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ARFTREE, AfFRTENNEERFZ —, RASESS CPU AEBATIHERFR. NF
(Memory) HFRANEEES, HINGERER R CPU P RIZHEHE, UK SEMAEIRIF#ER
ZHE B RERBTHEHEN, CPUMKEREZHENHHE AR AF T EHAE, 4
IBHER)E CPU R G RACIA R, EATRNAT, AKX —EHT Android W7 RS E
ARNR, REF PR EERIRE S T T2,

BRI Android RGN, FEE% TH# Android FINFF RS, TN FFREHIEE
RIZAT RIS AT AE S, FHHAK —EHIT 24T Android FIBEFZE EH1H .

5.1.1 Android 8%z [E&1E ( IPC) #L% Binder

fE Android R4, §— /N HAREFEZEE L Activity F1 Service A, —f Service iz
ITERSLRR S, T Activity A BEIZ{TE R — AN itiEd, WA RIREBITEANRKHIER . KT
Ji%1, Android R&iR# T Linux W%, T Linux AZ%ARFKE 7+ &K Unix REEFRERLE
5 (IPC) Hll. AESKEIE (Pipe). {55 (Signal) FMPREE (Trace), X=TiBEFBHE
TARHBEMF RN, SEFRATBHEZR. EREARANERE, FERENT mLEE
(Named Pipe), XAEFGHAEZ B FBEAHRR T FHEERE NpEZ R, N T EiFihsZ
RN AP FESAE, 76 AT&T ) Unix KRGV H, XEINTWTF 3 #FRA “System V IPC”
ibri = CIBTR I 8

Q #&3CBAFI (Message).

Q *XERNF (Share Memory).

Q {5 & (Semaphore).

Android RZ&H KA LR RB K& MR ELESHLH], 72K Binder Hl. 5L Binder
FFA R Android 12 Hi K # —EH R H R REEHIH], ER%E T OpenBinder KEIH. Binder & —
PRt FEALEE L], HEMLIT COM Al CORBA 434 A 284 . BAAR, HLRIRHE 7k
A (RPC) DhfE.

{E Android &%, Binder #l#|H Client. Server. Service Manager fl Binder N2 F % — &
G4 R . H R Client. Server A1 Service Manager iZ4T7E Fi /* 2 [d], Binder N2 FiZ{T#
W28, Binder B £ —fMLX 4 MIBREE—EWF LS. £ LR Binder AffF, 0
114 2 Binder HBNFEF¥ . Service Manager &4t T 4H BV E FEFITNEE, Client A1 Server IE/Z7E Binder
IXZh Al Service Manager #2 fit (1) ZL ifi ¥ i I LB Client/Server 2 [8]3# 15 T #E K . Service Manager
M Binder WL Android FEFLITE, FREHREXBHIELIE K Client A




72

%5 3 AMTAERG

Server 4 4B T] .

X THI%E KU, Android RSHI Binder LR HAEFEMH) T, 1 Binder AL T2 MRS
RIERMNAFFREAFERE, #Z Android RGP REERAM, FrLMRAELERAT # Binder
B TAE . BEIRAT #& Binder B TAEH X, HEFHI77 A& RIEL Binder #HX VRS T .

EAEVR N EEAE Binder HlH, 20 T #% Binder £ P 2381 3 N4 Client. Server il Service
Manager 2 [BIFIAHE X R, I TEAZZEF Binder WANFEFHIFIEE WAL EEE ., B4R,
Android % 4t Binder HL#|= ] 4 N4 14 Client. Server. Service Manager 1 Binder IXZNFEF % &
ik 5-1 Fiose

iV
=z [H]

P
%5 (8]

B 5-1 %% Client. Server. Service Manager 1 Binder R FHIX R

B 5-1 F ARk R RAAU AT .

(1) Client. Server F Service Manager SEIR/EA /- 258+, Binder JBIF2FLIMAE N Z TR H

(2) Binder X0 Service Manager 7E Android ‘F & 4L, ARERTFTEEAFZ
8] SEER H S Client A1 Server.

(3) Binder WEHFEFARAL R & 3 “/dev/binder “ S5 P23 H., Client. Server 1 Service
Manager JB i U4 1E R % open() AT ioctl()5 Binder WXFFEFFEATIEE .

(4) Client F1 Server 2 [E] {133 2 8] 18 {5 @it Binder WX BHF2 A 82 5L I

(5) Service Manager & — /MR HFE, FAREH Server, F[[ Client F2HALE#) Server £ LK
BE7.

5.1.2 Service Manager 2 Binder #l# 5 L T X EEE

#£ Android &4+, Service Manager 1 7 5 &1 Binder JX5) 2 /5 & &2 Binder HlH|#) & T 3CEE
# . Service Manager /2% Binder M| IR AR, FAREEFF KE QIR & Server, FHHM
Client £t #] Server LAZHE O HIThAE

K4 Service Manager 40442 Fi 5RE # Server 3 B[ Client $2& 4t 2 #] Server imf2H: O KITIEE,
T LA Service Manager ‘4R E fll Server LA K& Client #4785 . Service Manger. Client 1 Server =#
A B R ATEE RS B RE S P ), IXREEATZ Rl {5t 8 Tt A2 (B f@ S , T B 2 KA Binder
PLEE AT F2RE{S . (UL, Service Manager 7 78 24 Binder ML KR A2 K M B [F B thE R
2 Server KA, HE—FMHRFRA Server.

Service Manager 7F F /7 25 (8] RIEARFS AL T “frameworks/base/cmds/servicemanager” H3E T,
F R 114 binder.h. binder.c f service_manager.c 4. Service Manager 7E Binder HL#i H f#) 3
APATHRAZWE 5-2 iR,
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binder_open FTHBinderist & S #

FIFF B8 3L/ dev/

open binder”
misc_register BB & S
binder_proc ﬁﬁﬂgrf_;ﬁiﬁ ggﬁfﬂ
FTFF A SO TN

binder_mmap TR S #E

. F0— Ay B T TG ()
binder_update_page S P B2 R e
range i

& 5-2 Service Manager 7 Binder HL&| B AHITHRE

7 Service Manager fI [ 3L service_manager.c ', F K% main HISEELARRL 20T Brs:

int main(int argc, char **argv) {
struct binder_state *bs;
void *svcmgr = BINDER_SERVICE_MANAGER;
bs = binder_open(128*1024);
if (binder_become_context_manager (bs)) {
LOGE ("cannot become context manager (%s)\n", strerror(errno));
return -1;

}

svcemgr_handle = svcmgr;
binder_loop(bs, svcmgr_handler);
return 0;

AR main()FZAFLLTF 3 IhhE.

Q #T7F Binder W& 314

Q % F Binder lENFE/F H C & Binder F FICEHE#E, BRI HAET #E.

Q #EA—NEFEH, 724 Server KA, FFF Client FIHE K.

FESr A B3k 3 DNINREZ AT, SekE— TX B AR KIS binder_state. 7 BINDER_SERVICE _
MANAGER 15 .. 51k binder state 7E3CfF frameworks/base/cmds/servicemanager/binder.c %
X, ARSI TFFR:

struct binder_state {
int fd;
void *mapped;
unsigned mapsize;

}i
Ho fd R KRR TF, BIRRITHE “/dev/binder” & LR TF; mapped HRiBiR &
A% “/dev/binder” BREIEHEZE IR EHEE: mapsize s B A AFBLE 2RI K.
%: BINDER_SERVICE_MANAGER 7£ 3§ frameworks/base/cmds/servicemanager/binder.h # 5&
X, ARESITF FiR:

/* the one magic object */
#define BINDER_SERVICE_MANAGER ((void*) 0)
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IXF 7~ Service Manager f1EJH8 A 0, Binder i@ 15 WL {# A A) MR R ITFERE .
PREE 53T JF Binder %2 U4 RI#R/E R %L binder_open(), HEREHIE AL T30 frameworks/

base/cmds/servicemanager/binder.c #, XALUIF FR:

struct binder_state *binder_open (unsigned mapsize) {
struct binder_state *bs;
bs = malloc(sizeof (*bs));
if (!bs) {
errno = ENOMEM;
return 0;
}
bs->fd = open("/dev/binder", O_RDWR);
if (bs->fd < 0) {
fprintf (stderr, "binder: cannot open device (%s)\n",
strerror (errno)) ;
goto fail_open;
}
bs->mapsize = mapsize;
bs->mapped = mmap (NULL, mapsize, PROT_READ, MAP_PRIVATE, bs->fd, 0);
if (bs->mapped == MAP_FAILED) {
fprintf (stderr, "binder: cannot map device (%s)\n",
strerror (errno));
goto fail _map;
}
/* TODO: check version */
return bs;
fail map:
close (bs->fd) ;
fail open:
free(bs);
return 0;

BT SR 2R B open(O)FT FF & & XM “/dev/binder”, M & U4 R AE Binder IRENFEF R

VIR R B, B TFREF —TEXNMREHH 2T, K3 kernel/common/drivers/
staging/android H3%, #TFF3CfF binder.c, ] LLE B0 FAEHFIIEMA O binder _init:

static struct file_operations binder_fops = {
.owner = THIS_MODULE,
.poll = binder_poll,
.unlocked_ioctl = binder ioctl,
.mmap = binder_mmap,
.open = binder_open,
.flush = binder_flush,
.release = binder_release,

bi

static struct miscdevice binder miscdev = {
.minor = MISC_DYNAMIC_MINOR,
.name = "binder",

.fops = &binder_fops
b

static int __init binder_init (void)
{

int ret;

binder_proc_dir_entry_root = proc_mkdir ("binder", NULL);
if (binder_proc_dir_entry_root)
binder _proc_dir_entry proc = proc_mkdir ("proc", binder proc_dir_entry root);
ret = misc_register(&binder_miscdev) ;
if (binder_proc_dir_entry root) ({
create proc read entry("state", S_IRUGO, binder_ proc dir_entry root, binder_read proc state,
NULL) ;
create proc_read entry("stats", S_IRUGO, binder proc dir entry root, binder read proc stats,
NULL) ;
create_proc_read_entry("transactions", S_IRUGO, binder proc_dir_entry_root,
binder_read_proc_transactions, NULL);



5.1 ﬁtﬁ- Android B’*Jiﬁﬁ'—:iﬁféﬂﬂ

create_proc_read_entry("transaction_log", S_IRUGO, binder_proc_dir_entry_root,
binder_read proc_transaction_log, &binder_transaction_log);
create_proc_read _entry("failed transaction_log", S_IRUGO, binder proc_dir_entry_ root,
binder read proc_transaction_log, &binder transaction_log_ failed);
}

return ret;

}

device_initcall (binder_init);

FERRE misc_register)H LI T B W& CHMIIEE, FLIMT misc WEAMFEM TIE, &
“/proc” HxH AR T & FF Binder #HCHI UL 7 V510 . i#id 40 T 2K %X binder_open AT &)
B A2k A\ % Binder JX 3027 #] binder_open()E&i %{(:

| bs->fd = open("/dev/binder", O_RDWR);

B8 3§ binder_open()f) LIRS0 T A7 :

static int binder_open(struct inode *nodp, struct file *filp)
{

struct binder_proc *proc;

if (binder_debug mask & BINDER_DEBUG_OPEN_CLOSE)
printk (KERN_INFO "binder_ open: %d:%d\n", current->group_leader->pid, current->pid);

proc = kzalloc(sizeof (*proc), GFP_KERNEL) ;
if (proc == NULL)

return -ENOMEM;
get_task_struct (current) ;
proc->tsk = current;
INIT_LIST_HEAD (&proc->todo) ;
init_waitqueue_head (&proc->wait);
proc->default_priority = task_nice (current);
mutex_lock (&binder_ lock) ;
binder stats.obj_created[BINDER_STAT_PROC]++;
hlist_add_head (&proc->proc_node, &binder_procs):;
proc->pid = current->group_leader->pid;
INIT_LIST_HEAD (&proc->delivered_death);
filp->private_data = proc;
mutex_unlock (&binder_lock);

if (binder_proc_dir_entry_proc) {
char strbuf[11];
snprintf (strbuf, sizeof (strbuf), "%u", proc->pid);
remove_proc_entry(strbuf, binder_proc_dir_entry_proc);
create_proc_read_entry(strbuf, S_IRUGO, binder proc dir_entry proc, binder_read proc_proc,
proc) ;
}
return 0;

P %4 binder_open()FIE EINEERAIE — /N4 N binder_proc HIEIE LA, fF I EIRSE #nT LA
RAEFFT R E XM “/dev/binder” IR ETFXER, FHHRXAHE LT XS BRFEITIF
XAEEE file BIFAE B3R AL A & & private_data .

T &5 #4445 struct binder _proc 14 & X AE X1 “kernel/common/drivers/staging/android/binder.c”
o, BRI T s

struct binder_proc {
struct hlist_node proc_node;
struct rb_root threads;
struct rb_root nodes;
struct rb_root refs by desc;
struct rb_root refs_by_node;
int pid;
struct vm_area_struct *vma;
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bi
+

struct task_struct *tsk;

struct files_struct *files;
struct hlist_node deferred_work_node;
int deferred_work;

void *buffer;

ptrdiff_t user_buffer_ offset;
struct list_head buffers;

struct rb_root free buffers;
struct rb_root allocated_buffers;
size_t free_async_space;

struct page **pages;

size_t buffer_size;

uint32_t buffer_free;

struct list_head todo;
wait_queue_head_t wait;

struct binder_stats stats;

struct list head delivered_death;
int max_threads;

int requested_threads;

int requested_threads_started;
int ready_threads;

long default_priority;

O refs by node.
iR 4 MR BESR RS B HY 2, B binder_proc 4> HIEELE 4 NMLEMT, B4AUH

TR

Q threads #: FSR{RFF binder_proc #FE A FH FAEHFE RIILRE, ©HHBEAEEH max_

threads R 5E o

O node #: FRARFF binder_proc ##E A () Binder SE1& .

O refs_by_desc %/l refs_by node #f: FR{RAF binder_proc 3£ A i Binder 5| A, I 5| FHE)
H A2 H) Binder L&, BRI ARAHFI BN, —FMEUAMIER key ERAH, —
R DAS| FH BSE AT A E AR R key [ERAH, BAIHRRAFA—HRA, RATRATH

BRI E AR LRBRRET

XSS T T T 4 S0 /dev/binder {1 TAE, TR BRI 80 & STIFEEAT W AF S

#/F mmap:

bs->mapped = mmap (NULL, mapsize,

{

int ret;
struct vm_struct *area;

struct binder_proc *proc = filp->private_data;

const char *failure_string;
struct binder_buffer *buffer;

if ((vma->vm_end - vma->vm_start) > SZ_4M)
vma->vm_end = vma->vm_start + SZ_4M;
if (binder_debug_mask & BINDER_DEBUG_OPEN_CLOSE)

printk (KERN_INFO

"binder_mmap: %d %1x-%1x (%1d K) vma %1x pagep %1x\n",
proc->pid, wvma->vm_start, vma->vm_end,

(vma->vm_end - vma->vm_start)
(unsigned long)pgprot_val (vma->vm_page_prot));

REMEFRIRRANEZ, HPRAEENEZIDT 4 MRAEE.
O Threads.

O Nodes.

Q refs_by_desc.

PROT_READ, MAP_PRIVATE, bs->fd,

%t B Binder 3X 502 2 B %L binder mmap(), SLEAIL I T Fos:

static int binder_mmap (struct file *filp, struct vm_area_struct *vma)

vma->vm_flags,
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if (vma->vm_flags & FORBIDDEN_MMAP_FLAGS) ({
ret = -EPERM;
failure_string = "bad vm_flags";
goto err_bad_arg;
}
vma->vm_flags = (vma->vm_flags | VM_DONTCOPY) & ~VM_MAYWRITE;

if (proc->buffer) ({
ret = -EBUSY;
failure_string = "already mapped";
goto err_already mapped;

area = get_vm_area(vma->vm_end - vma->vm_start, VM_IOREMAP) ;

if (area == NULL) {
ret = -ENOMEM;
failure_string = "get_vm_area";

goto err_get_vm_area_failed;
}
proc->buffer = area->addr;
proc—>user_buffer offset = vma->vm_start - (uintptr_t)proc—->buffer;

#ifdef CONFIG_CPU_CACHE_VIPT
if (cache_is_vipt_aliasing()) {
while (CACHE_COLOUR((vma->vm_start ~ (uint32_t)proc->buffer))) {
printk (KERN_INFO "binder mmap: %d $1x-%1x maps %p bad alignment\n", proc->pid,
vma->vm_start, vma->vm_end, proc->buffer);
vma->vm_start += PAGE_SIZE;

}
#endif
proc->pages = kzalloc(sizeof (proc->pages[0]) * ((vma->vm_end - vma->vm_start) /
PAGE_SIZE), GFP_KERNEL) ;
if (proc->pages == NULL) {
ret = -ENOMEM;
failure_string = "alloc page array";
goto err_alloc_pages_failed;
}

proc—>buffer size = vma->vm_end - vma->vm_start;

vma->vm_ops = &binder_vm_ops;
vma->vm_private_data = proc;

if (binder_update_page_range (proc, 1, proc->buffer, proc->buffer + PAGE_SIZE, vma))

ret = -ENOMEM;
failure_string = "alloc small buf";
goto err_alloc_small _buf_ failed;
}
buffer = proc->buffer;
INIT_LIST_HEAD (&proc->buffers);
list_add(&buffer->entry, &proc->buffers);
buffer->free = 1;
binder_insert_free_buffer (proc, buffer);
proc->free_async_space = proc->buffer_size / 2;
barrier () :
proc->files = get_files_struct (current);
proc->vma = vma;

/*printk (KERN_INFO "binder mmap: %d %1x-%1lx maps %p\n", proc->pid, vma->vm_start,
vma->vm_end, proc->buffer);*/
return 0;

err_alloc_small_buf_failed:
kfree (proc->pages) ;
proc->pages = NULL;
err_alloc_pages_failed:
vfree (proc->buffer);
proc->buffer = NULL;

77



78

EE5FE MMTATRE

err_get_vm_area_failed:
err_already_mapped:
err_bad_arg:
printk (KERN_ERR "binder mmap: %d %$1x-%1x %s failed %d\n", proc->pid, vma->vm_start,
vma->vm_end, failure_string, ret):
return ret;

}

7€ iR B % binder_ mmap(), & 4ci@id filp->private_data 13 F|7EFT FF & & L4 “/dev/binder”
i A2 454 binder_proc, fE vma S HRFNFHHEE. b vma MEIELTZEW
vm_area_struct, ERRNIIR—HUELN BRI TR X, 5H5b, S vm_struct Rox—HuiE
S8 1) 400 Hth 1k 2 8] [X 55K

BRI binder_proc FHIWI K AL E .

Q buffer: &— void*#8k, BR/NEMGFHRYWEANFENZT R HREEE.

Q buffer_size: & size t REE R, RREMFHAFHRIRD.

Q pages: & struct page* K H %4, struct page /& FH KAk 4 3 UL ] A B8 4544

Q user_buffer_offset: &— 4 ptrdiff t REFFE, ERRIRNIZEH K ES I 52
8 F B R A b bk 2 (R ) 224, B G0 SR A3 DU £E P9 % 2 (8] b s B A e DA s ik addr, XA
) B T TR A A 2 () 0k 8 P R 400tttk sl g R % 2K

| addr + user buffer offset

BETFREFEE—T Binder W2 FE T A FBG bk 228 ) 7%, BlnfEE buffer~
(buffer + buffer size)iXBtibht 28], XA bt BRI N —B—BOREH, B BREMHEWE
binder buffer kiR, HAARDW T Fins:

struct binder_ buffer {
struct list_head entry; /* free and allocated entries by addesss */
struct rb_node rb_node; /* free entry by size or allocated entry */
/* by address */
unsigned free : 1;
unsigned allow_user_free : 1;
unsigned async_transaction : 1;
unsigned debug_id : 29;
struct binder_ transaction *transaction;
struct binder_node *target_node;
size_t data_size;
size t offsets_size;
uint8_t data(0];
b

f— binder_buffer BT H KA entry L MKHilER| = HbhkZEANE] struct binder proc ]
buffers #7~ KEER+ 2, H HE 1 binder_buffer X/ AIEFEEH KA M, Bl free i 2
BRKX4r. ZFH M binder_buffer {&BhZE & rb_node K F| struct binder_proc Fff] free_buffers £~ H]
LB Z:, MALLIEEM R binder buffer, EiLM 2R b _node #E AF| binder proc ]
allocated_buffers Ron KL B 2% . XFEME B BR, 7 EERMZE XYt 236] .

4k 2557 #7 R 3L binder_update_page _range(), & & Binder I3 2 74— N4 5 T [ (5] B B 5t 2]
W RIFERER A . BASIARTTR:

static int binder_update_page_range(struct binder proc *proc, int allocate,
void *start, void *end, struct vm_area_struct *vma)

{
void *page_addr;
unsigned long user_page_addr;
struct vm_struct tmp_area;
struct page **page;
struct mm_struct *mm;
if (binder_debug_mask & BINDER_DEBUG_BUFFER_ALLOC)




if

if

if

}

for (page_addr =
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printk (KERN_INFO "binder: %d: %s pages %p-%p\n",
proc->pid, allocate ? "allocate" "free",

(end <= start)

return 0;

(vma)

mm = NULL;

start, end);

else

mm = get_task_mm(proc->tsk);
(mm) {

down_write (&mm->mmap_sem) ;
vma = proc->vma;

(allocate == 0)

goto free_range;

(vma == NULL) {

printk (KERN_ERR "binder: %d: binder_alloc _buf failed to "
"map pages in userspace, no vma\n", proc->pid);

goto err_no_vma;

start; page_addr < end; page_addr += PAGE_SIZE)
int rety
struct page **page_array_ptr;
page = &proc->pages|[ (page_addr - proc->buffer)
BUG_ON (*page) ;
*page = alloc_page (GFP_KERNEL | _ GFP_ZERO);
if (*page == NULL) {

printk (KERN_ERR "binder: %d: binder_alloc_buf failed "

"for page at %p\n", proc->pid, page_addr);
goto err_alloc_page_failed;

/ PAGE_SIZE];

}
tmp_area.addr = page_addr;
tmp_area.size = PAGE_SIZE + PAGE_SIZE /* guard page? */;
page_array_ptr = page;
ret = map_vm_area (&tmp_area,
if (ret) {
printk (KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %p in kernel\n",
proc->pid, page_addr);
goto err_map_kernel failed;

PAGE_KERNEL, &page_array_ptr);

}
user_page_addr =
(uintptr_t)page_addr + proc->user_buffer offset;
ret = vm_insert_page(vma, user_page_addr, page[0]):
if (ret) |
printk (KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %1x in userspace\n",
proc->pid, user_page_addr);
goto err_vm_insert_page_failed;
}

/* vm_insert_page does not seem to increment the refcount */
}
if (mm) {
up_write (&mm->mmap_sem) ;
mmput (mm) ;
}
return 0;
free_range:
for (page_addr = end - PAGE_SIZE; page_addr >= start;
page_addr -= PAGE_SIZE) {
page = &proc->pages|(page_addr - proc->buffer) / PAGE_SIZE];

if (vma)
zap_page_range (vma,

proc->user_buffer offset,

(uintptr_t)page_addr +
PAGE_SIZE, NULL);

err_vm_insert_page_failed:

unmap_kernel_range ((unsigned long)page_addr, PAGE_SIZE);

err_map_kernel failed:

__free_page (*page) ;
*page = NULL;

err_alloc_page_failed:

{
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}
err_no_vma:
if (mm) {
up_write (&mm->mmap_sem) ;
mmput (mm) ;
}
return -ENOMEM;

iEid ERACEEAE AT LA EE B ST, 0 LT AR SRR B TUE, 3X 7T LLIEIE 23 allocate
RIX 5, 7R R 7 5 2 Bty 2 TUR B 1% O 2253 Ao TR A R4l ik 22 (B] S B A (start~end),
REEIHN—EREEERAE T, ATEREF PR for HHRL, BEERBWTHR:

for (page_addr = start; page_addr < end; page_addr += PAGE_SIZE) {
int ret;
struct page **page_array ptr;
page = &proc->pages | (page_addr - proc->buffer) / PAGE_SIZE];
BUG_ON (*page) ;
*page = alloc_page (GFP_KERNEL | _ GFP_ZERO);
if (*page == NULL) {
printk (KERN_ERR "binder: %d: binder_alloc buf failed "
"for page at %p\n", proc->pid, page_addr);
goto err_alloc_page_failed;
}
tmp_area.addr = page_addr;
tmp_area.size = PAGE_SIZE + PAGE_SIZE /* guard page? */;
page_array_ptr = page;
ret = map_vm_area (&tmp_area, PAGE_KERNEL, &page_array ptr):;
if (ret) {
printk (KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %$p in kernel\n",
proc->pid, page_addr);
goto err_map_kernel_failed;
}
user_page_addr =
(uintptr_t)page_addr + proc->user_buffer_offset;
ret = vm_insert_page(vma, user_page_addr, page[0]);
if (ret) {
printk (KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %lx in userspace\n",
proc->pid, user_page_addr);
goto err_vm_insert_page_failed;
}
/* vm_insert_page does not seem to increment the refcount */

}

R A B B AR SIS I T TR .

(1) A alloc_page()7Ee— M TUMH, MHEREURE—NEWIE page VBT HEFHRTF, B
PEIX A HaR 1) N BV IR IF 5 #34K vm_struct tmp_area.

(2) i#d map_vm_area KX MY 0L 46 A 3 tmp_area AR K NZ ] H.

(3) ifit page_addr + proc->user_buffer_offset K753 F2 i 125 (6] Mttt .

(4) BB vm_insert_page(VRHXMEE L E A B R UL E]Z, S8 vma RAEHR
AN bri i oo el 18

BIR[E 2| SCH “frameworks/base/cmds/servicemanager/service_manager.c” 9 f) main() & %1,
# T R 7 Z i/ F binder_become_context_manager i &1 Binder JX3) 2 H © & Binder H1# # £
T X EHEHE, BRI #HE. FH binder become context manager()7E X {4 “frameworks/base/cmds/
servicemanager/binder.c” HE X, BARELW T FR:

int binder_become_context_manager (struct binder_state *bs) {
return ioctl (bs->fd, BINDER_SET_CONTEXT_MGR, 0);

}
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FE 8 IS 18 A doctl SO #RYE B BUE AN Binder WENFEFF H QR R 2, #1452 BINDER_
SET CONTEXT MGR, #&A{E{MS%. BINDER SET CONTEXT MGR & H:
I #define BINDER_SET_CONTEXT MGR _IOW('b', 7, int)

XA\ B Binder HXENFE/F K3 binder_ioctl(), 7EML A 3&vEHF BINDER_SET_
CONTEXT_MGR 4 B18], BAAARISW T EiR:

static long binder_ioctl (struct file *filp, unsigned int cmd, unsigned long arg)
{
int ret;
struct binder_proc *proc = filp->private_data;
struct binder_thread *thread;
unsigned int size = _IOC_SIZE (cmd);
void __user *ubuf = (void __user *)arg;
/*printk (KERN_INFO "binder_ioctl: %d:%d %x %1x\n", proc->pid, current->pid, cmd, arg);*/
ret = wait_event interruptible (binder_ user_error_wait, binder_stop_on_user_error < 2);
if (ret)
return ret;
mutex_lock(&binder_lock) ;
thread = binder_get_thread(proc);
if (thread == NULL) {
ret = —-ENOMEM;
goto err;
}
switch (cmd) {

case BINDER_SET_CONTEXT_MGR:

if (binder_context_mgr_node != NULL) {
printk (KERN_ERR "binder: BINDER_SET_CONTEXT_MGR already set\n");
ret = -EBUSY;

goto err;

if (binder_context_mgr_uid != -1) {
if (binder_context_mgr_uid != current->cred->euid) {
printk (KERN_ERR "binder: BINDER_SET_"
"CONTEXT_MGR bad uid %d != %d\n",
current->cred->euid,
binder_context_mgr_uid) ;
ret = -EPERM;
goto err;
}
} else
binder_context_mgr_uid = current->cred->euid;
binder_context_mgr_node = binder new_node (proc, NULL, NULL);
if (binder_context_mgr_node == NULL) {
ret = —-ENOMEM;
goto err;
}
binder_context_mgr_node->local_weak_refst+;
binder_context_mgr_node->local_strong_refs++;
binder_context_mgr_node->has_strong_ref = 1;
binder_context _mgr_node->has_weak_ref = 1;
break;
default:
ret = —-EINVAL;
goto err;
}
ret = 0;
err:
if (thread)
thread->looper &= ~BINDER_LOOPER_STATE_NEED_RETURN;
mutex_unlock (&binder lock) ;
wait_event_interruptible (binder_user_error_wait, binder_stop_on_user_error < 2);
if (ret && ret != —-ERESTARTSYS)
printk (KERN_INFO "binder: %d:%d ioctl %$x $1x returned %d\n", proc->pid, current->pid,
cmd, arg, ret):
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I return ret;
}

FE5 TR E binder ioctl)Z AT, TELEFHABW FHENMEELEREE L.
(1) Z5#31% binder_thread: T/ —NEFE, X EEL AT binder become context manager()
REMERE. BRI TR:

struct binder_thread {

struct binder_proc *proc;

struct rb_node rb node;

int pid;

int looper;

struct binder_transaction *transaction_stack;

struct list_head todo;

uint32_t return_error; /* Write failed, return error code in read buf */

uint32_t return_error2; /* Write failed, return error code in read */
/* buffer. Used when sending a reply to a dead process that */
/* we are also waiting on */

wait_queue_head_t wait;

struct binder_stats stats;

}i

£ EIR AT, proc R RIXNEFEFTEFIEHFE. 514K binder_proc A% A ZE & thread )
KRR rb_root, 'BRA IR BN, BB TIX NIRRT A REE AL R, S541E binder thread
MR R & rb_node BLRFAREANXBRLENKTT LT . looper RATERREENRE, WL
Han F B B4E -

enum {
BINDER_LOOPER_STATE_REGISTERED = 0x01,

BINDER_LOOPER_STATE_ENTERED = 0x02,
BINDER_LOOPER_STATE_EXITED = 0x04,
BINDER_LOOPER_STATE_INVALID = 0x08,
BINDER_LOOPER_STATE WAITING = 0x10,

BINDER_LOOPER_STATE_NEED_RETURN = 0x20

b

7 4b, transaction stack R/NLFEIEFERREEMF K, todo RANREZLENEIESIE,
return_error A return_error2 RERIES RIRFIFD, wait R ZLBEE/FEDNHHMRE, stats
RARGRFE—LEEIHER. XERAZTEBBIMEHEETENRER.

(2) ¥R binder_node: FTin—" binder SL4&, BARRL U FAIR:

struct binder node ({
int debug_id;
struct binder_ work work;
union {
struct rb_node rb_node:;
struct hlist_node dead_node;
bi
struct binder_proc *proc;
struct hlist_head refs;
int internal_strong_refs;
int local_weak_refs;
int local_strong_refs;
void __user *ptr;
void _ user *cookie;
unsigned has_strong_ref : 1;
unsigned pending_strong_ref : 1;
unsigned has_weak_ref : 1;
unsigned pending weak_ref : 1;
unsigned has_async_transaction : 1;
unsigned accept_fds : 1;
int min_priority : 8;
struct list_head async_todo;
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BRI WL, rb_node F dead node AR T —ANBCA K, BARKRUL AWMTHMER.

O nHRiX/ Binder SEAREIEIER R, N#H rb_node RIEN “proc->nodes” FTiR/~HIL R
PR A, IXAR L B A SRA LR B T XAV FTE Binder S544.

Q RIXA Binder SLARFT R HIHHFE A5, MIXA Binder SEf& X HARBEFZRTSI A, N
iX/™ Binder S4£i# 3T dead node A F|— A AR EAEH. proc ki A B &R NIX 4 Binder
SEBIATR T HE T .

1 R #4544 binder_node F1, FE AT KRR U BTN T Bras.

Q refs: EATA 5 F T % Binder L4/ Binder 5| FliEE KM —MEER .

O internal_strong refs. local weak_refs #1local strong refs: FR7/~iX> Binder SH&H)F| A4

Q ptr 1 cookie: 43l FRIXA™ Binder SEARTE F P 25 (8] (b ik DL K2 IR -

3T 3k A 2 K # binder ioctl)F, H4ERIMEIL “filp->private_data” K73 proc BE, ALK
¥ binder mmap()2—#HEHI, R/FEIL B binder_get threadIRBLFEE S, HWEREHIAE T
F

static struct binder_thread *binder_get_thread(struct binder_proc *proc)
{

struct binder_thread *thread = NULL;

struct rb_node *parent = NULL;

struct rb_node **p = &proc->threads.rb_node;
while (*p) {
parent = *p;
thread = rb_entry(parent, struct binder_thread, rb_node);

if (current->pid < thread->pid)
p = &(*p)->rb_left;

else if (current->pid > thread->pid)
p = &(*p)->rb_right;

else
break;

if (*p == NULL) {
thread = kzalloc(sizeof (*thread), GFP_KERNEL) ;
if (thread == NULL)

return NULL;

binder_stats.obj_created[BINDER_STAT _THREAD] ++;
thread->proc = proc;
thread->pid = current->pid;
init_waitqueue_head (&thread->wait) ;
INIT LIST HEAD(&thread->todo);
rb_link_node (&thread->rb_node, parent, p);
rb_insert_color (&thread->rb_node, &proc->threads);
thread->looper |= BINDER LOOPER_STATE NEED_RETURN;
thread->return_error = BR_OK;
thread->return_error2 = BR_OK;

}

return thread;

}

E ERARAS S, Y RTLRFE current [ pid E NEE{E, 7EHEFE proc->threads FRn 4L B it
TER, BRABCLNUILIZEIET T binder_thread 5 8. FEXMFR T, HTHUITLERSE
— VGBI, FTLLE ERAE], El*p == NULL &Koz, T2, MANiEEtgE — 482 LT
{5 B4 HI1A binder_thread, HHIMHWAN R &, FH4EANZF] proc->threads &7 L1 A oft
%, FREMEAR AT LA proc F1#R3| T . EFE, XEM thread->looper = BINDER_LOOPER _
STATE NEED RETURN.

P[5 3 5K %4 binder_ioctl)H, 4% T 47 binder_context mgr node 1 binder_context_mgr uid
N ERTE, & TR
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static struct binder_node *binder_context_mgr_node;
static uid_t binder_context_mgr_uid = -1;

.+ binder_context_mgr node FIR3K 7~ Service Manager SZ44, binder context _mgr uid &7~
Service Manager fRIFHFEN vide ERXNHH T, HT HATERERE —RHBXE, L
binder_context_mgr node Ay NULL, binder context mgr uid A—1, F/Z&¥]44k binder context mgr uid
N current->cred->euid, IXFEXMATLLFEFAN Binder HUHIHIRI#HFE T, F+HiBid binder new node
A Service Manager fi] & Binder 34

static struct binder_node *
binder_new_node (struct binder_proc *proc, void __user *ptr, void _ _user *cookie)
{
struct rb_node **p = &proc->nodes.rb_node;
struct rb_node *parent = NULL;
struct binder_node *node;
while (*p) {
parent = *p;
node = rb_entry(parent, struct binder_node, rb_node):;
if (ptr < node->ptr)
P = &(*p)->rb_left;
else if (ptr > node->ptr)
p = &(*p)->rb_right;
else
return NULL;
}
node = kzalloc(sizeof (*node), GFP_KERNEL) ;
if (node == NULL)
return NULL;
binder_stats.obj_created[BINDER_STAT_NODE]++;
rb_link_node (&node->rb_node, parent, p);
rb_insert_color (&node->rb_node, &proc->nodes) ;
node->debug_id = ++binder last_id;
node->proc = proc;
node->ptr = ptr;
node->cookie = cookie;
node->work.type = BINDER_WORK_NODE;
INIT_LIST_HEAD (&node->work.entry);
INIT_LIST_HEAD (&node->async_todo);
if (binder_debug_mask & BINDER_DEBUG_INTERNAL_REFS)
printk (KERN_INFO "binder: %d:%d node %d u%p c%p created\n",
proc->pid, current->pid, node->debug_id,
node->ptr, node->cookie);
return node;

TEIX B AL R ptr F cookie #A NULL. biR R £ e & proc->nodes 4 B H R E LS
LFEU ptr ABEN node, MEELKFENRE NULL, ERXAMGRT, HTYAILERE—
WHNEIIXE, T EAFEE, TEMFET — ptr 5 NULL ¥ binder_node, Ff HA¥IGELHE
fhpk RAE &, FHiEAZ| proc->nodes L B % .

¥4 binder_new_node iR [A] £ K % binder ioctl()f5, S H E A binder node 54 {RFFAE
binder_context_mgr node ', #RJ5 X HI4h4k binder context mgr node KI5 FHiH¥uE . XHEEHAT
BINDER_SET_CONTEXT_MGR 4 555, TERH binder ioctl()i& [F] Z AT 447 T M K115 A :

if (thread)
thread->looper &= ~BINDER_LOOPER_STATE_NEED_RETURN;

B K [E B X “frameworks/base/cmds/servicemanager/service_manager.c” 7 ] main()EE ¥, £
TR Z R FH R % binder_loop)HEANTEFR, 5F#F Client KiX1EK. ¥ binder loop()iE X TE X
“frameworks/base/cmds/servicemanager/binder.c” :

I void binder_loop(struct binder_state *bs, binder_handler func)
{
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int res;
struct binder_write_read bwr;
unsigned readbuf [32];

bwr.write_size = 0;
bwr.write_consumed
bwr.write_buffer =

= 0;
0;

readbuf (0] = BC_ENTER_LOOPER;
binder_write (bs, readbuf, sizeof (unsigned)):;
for (::) {
bwr.read_size = sizeof (readbuf);
bwr.read_consumed = 0;
bwr.read buffer = (unsigned) readbuf;
res = ioctl (bs->fd, BINDER_WRITE_READ, &bwr):;
if (res < 0) {
LOGE ("binder_loop: ioctl failed (%s)\n", strerror(errno)):
break;
}
res = binder_parse(bs, 0, readbuf, bwr.read_consumed, func):

if (res == 0) {
LOGE ("binder_loop: unexpected reply?!\n");
break;

}

if (res < 0) {
LOGE ("binder_loop: io error %d %s\n", res, strerror(errno));
break;

£ ERAREH, H5Li@EL K binder_write)# /T BC_ENTER_LOOPER #y4* bL %5 Jf Binder 3%
ZFEF, Service Manager & Bt AJEIF . 7E i 7 E MR & UM “/dev/binder” #E R EL ioctl
#14#:{E7S BINDER WRITE READ, H4ABHEX:

| #define BINDER_WRITE_READ _IOWR('b', 1, struct binder_write_read)

M 10 BE{ERDE — /NN struct binder write_read 1%, BT

struct binder write_read {
signed long write_size; /* bytes to write */
signed long write_consumed; /* bytes consumed by driver */
unsigned long write buffer;
signed long read_size; /* bytes to read */
signed long read_consumed; /* bytes consumed by driver */
unsigned long read buffer;

bi

FA P 23 [ #2 /7 A0 Binder 3R30F2 538 BT, K £ ¥ 218)d BINDER_WRITE_READ 754 3L 1),
write_bufffer 1 read_buffer Frig AR EE LML IEE T R A ERITHIEEIE, write_bufffer
read_buffer Frfg [A) (45 #9442 binder transaction data, & S IH&E 4k i) B ARACRS 0 T s

struct binder_transaction data {
/* The first two are only used for bcTRANSACTION and brTRANSACTION,
* identifying the target and contents of the transaction.

*]

union ({
size_t handle; /* target descriptor of command transaction */
void *ptr; /* target descriptor of return transaction */

} target;

void *cookie; /* target object cookie */

unsigned int code; /* transaction command */

/* General information about the transaction. */
unsigned int flags;

pid_t sender_pid;
uid_t sender_euid;
size_t data_size; /* number of bytes of data */
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size_t offsets_size; /* number of bytes of offsets */
/* If this transaction is inline, the data immediately
* follows here; otherwise, it ends with a pointer to
* the data buffer.
*/
union {
struct {
/* transaction data */
const void *buffer;
/* offsets from buffer to flat_binder_object structs */
const void *offsets;
} ptr;
uint8_t buf[8];
} data;
}

B AIE, B2 NERKE—5—H #4475 Service Manager #2 @118 il 4 Android ##2 B85
(IPC) HL#| Binder {RI RN . TEBTRIAAES, B4 Service Manager %4 Android #2
[Elif{S (IPC) #l#i| Binder fRIHFRHII R

(1) FTFF/dev/binder 14 :

I open("/dev/binder", O_RDWR);

(2) BT 128K N FFHLET:

| mmap (NULL, mapsize, PROT_READ, MAP_PRIVATE, bs->fd, 0);

(3) %0 Binder IXFIFEFE & RYHE:

I binder_become_context_manager (bs) ;

(4) HENTEFAFAHE R K-
| binder loop(bs, svcmgr_handler):

XA EfEF, 7£ Binder WEHFEFHBEIL T —A struct binder proc 5. —A struct
binder_thread 45#J#1—- struct binder_node £5#J, iX#¥, Service Manager #i7E Android &%t
TR BB S AL # Binder 8 f & R FFEAIERTT T -

5.1.3 Service Manager AR5

MRFTFE A1, Service Manager 7E Binder Bl EEF YR HEN AT, RN Server
fats, EHEEXNES M Server A—FE. XTI A Server K, Client WIFEEIRTG Server £
RO, WAUEIT Service Manager i fEH: 2 £ getService B KRB, XAHFHE —ME
FH Binder #1333 1T BEFE R85 I 2 . M X T Service Manager iX /™ Server Kiji, Client f1548
F1Rk73 Service Manager imfE8: (0, HA Ll H R EESHLHIRIKE, FEA Service Manager it
FEB: O & —/MF5R I Binder 51 A, €M5| AR —EZ 0.

3K BU Service Manager it £ # [ () & ${ 2 defaultServiceManager() , Ut Bf ¥ 7£ 3C 4
“frameworks/base/include/binder/IServiceManager.h” A, BEARIL 0T Frox:

| sp<IServiceManager> defaultServiceManager() ;

B $ defaultServiceManager()7E 3L frameworks/base/libs/binder/IServiceManager.cpp " SEEE ,
BRI T Ars:

sp<IServiceManager> defaultServiceManager ()

{

if (gDefaultServiceManager != NULL) return gDefaultServiceManager;

{

AutoMutex _l (gDefaultServiceManagerLock) ;
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if (gDefaultServiceManager == NULL) {
gDefaultServiceManager = interface_cast<IServiceManager> (
ProcessState::self () ->getContextObject (NULL)) ;
}
}
return gDefaultServiceManager;

}

H o gDefaultServiceManagerLock 1 gDefaultServiceManager &4 A28 &, 73X “frameworks/
base/libs/binder/Static.cpp” & X, BAERELITHrR:

Mutex gDefaultServiceManagerLock;
sp<IServiceManager> gDefaultServiceManager;

M ERREFTLAE i, gDefaultServiceManager & #FIHER, 7EFI R defaultServiceManager()f,
MR CLA8E gDefaultServiceManager | M| B #2iR [, 75 W@ id interface cast<IServiceManager>
(ProcessState::self{)->getContextObject(NULL)) i —/>, FFRIFIESHAE R gDefaultServiceManager H.

{E Binder ML #, 2§ BpServiceManager 47K T 2% Bplnterface<IServiceManager>, Bplnterface
RB—MEWRE, E3C “frameworks/base/include/binder/IInterface.h” H15E X, EA&RELI T Fis:

template<typename INTERFACE>
class BpInterface : public INTERFACE, public BpRefBase {
public:
BpInterface (const sp<IBinder>& remote);
protected:
virtual IBinder* onAsBinder();
bi
% IServiceManager 447K T 2§ Iinterface, M2 IInterface 12§ BpRefBase X 434k 1K

RefBase.
T H 26 Service Manager Zf2#: O i) F B 5

gDefaultServiceManager = interface_cast<IServiceManager> (
ProcessState: :self () ->getContextObject (NULL));

fE ERACRSH, H4eAA T ProcessState I A AR 7 8K 4 ProcessState::self, IEREHITIAER
1R[] —/N 4 5 ME— [ ProcessState SEFI 38 &, H X RO, AR LA gProcess. AIRAK
il gProcess M AT & #EAF . 7E ProcessState MG R E , &L SUHF#RAE K2 open()FT FF % %
XA “/dev/binder”, FF HKfIR [B1 K (15 & SCHF IR FF R A7 7E AR 22 B mDriverFD Ho

7 18 F BR 1 gProcess->getContextObject() 373 — /N EJ#R{E A 0 K Binder 5| A BpBinder.
% R ¥ interface_cast<IServiceManager>¥] B4 SCHN, HBAR bR F(7E S framework/base/include/
binder/IInterface.h” H5E X, BRI T Fis:

template<typename INTERFACE>

inline sp<INTERFACE> interface_cast(const sp<IBinder>& obj) {
return INTERFACE::asInterface (obj);

}

£ FiRAASH, INTERFACE & IServiceManager, i T Bfi%{ [ServiceManager::asInterface().
bR Y IServiceManager::asInterface() /2 if DECLARE_META_INTERFACE(ServiceManager) % £
IServiceManager *F FBA ), BT X “framework/base/include/binder/IServiceManager.h” #, f&
FHIE AR R B s

#define DECLARE_META_INTERFACE (ServiceManager)
static const android::Stringlé descriptor;
static android::sp<IServiceManager> asInterface (
const android::sp<android::IBinder>& obj):
virtual const android::Stringl6& getInterfaceDescriptor() const;
IServiceManager () ;
virtual ~IServiceManager();
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IServiceManager::asinterface /& j& it %2 IMPLEMENT _META_INTERFACE(ServiceManager,
"android.os.IServiceManager") € X 1], ‘&AL T 3C 4 “ framework/base/libs/binder/IServiceManager.cpp ”
t, RBIFERAREW T k.

$#define IMPLEMENT META_INTERFACE (ServiceManager, "android.os.IServiceManager")
const android: :Stringlé IServiceManager::descriptor ("android.os.IServiceManager") ;
const android::Stringléé&
IServiceManager: :getInterfaceDescriptor () const {
return IServiceManager: :descriptor;
}
android: :sp<IServiceManager> IServiceManager::asInterface(
const android::sp<android::IBinder>& obj)
{
android: :sp<IServiceManager> intr;
if (obj != NULL) {
intr = static_cast<IServiceManager*>(
obj->querylLocallInterface (
IServiceManager: :descriptor) .get ()):
if (intr == NULL) {
intr = new BpServiceManager (obj) ;
}
}
return intr;
}
IServiceManager: :IServiceManager () { }
IServiceManager: :~IServiceManager () { }

IServiceManager::asInterface F] B AASCHIARRD 40 F A 7R «

android::sp<IServiceManager> IServiceManager::asInterface(const android::sp<android::IBinder>&
obj)
{

android: :sp<IServiceManager> intr;

if (obj != NULL) {
intr = static_cast<IServiceManager*>(
obj->queryLocallnterface (IServiceManager: :descriptor) .get());

if (intr == NULL) {
intr = new BpServiceManager (obj);
}
|

return intr;

WA LB R ZE obj BtENIAGIZERK new BpBinder(0), 28 BpBinder 5 ]k 7 iR ¥
queryLocalInterface()4k 7& [ 2£35 IBinder, ¥} IBinder::queryLocallnterface()f, T (4 “framework/
base/libs/binder/Binder.cpp” &, BARLIAAIW T Frx:

sp<IInterface> IBinder::querylocallnterface(const Stringl6& descriptor)
{

return NULL;
}

BT W, 7E K%K IServiceManager::asInterface() " < F A T i&4):
| intr = new BpServiceManager (obj);
Bl

I intr = new BpServiceManager (new BpBinder (0));

]2 ) Service Manager 2 #: O A i _E & —> BpServiceManager, & 7 —/MIHR{EHN 0 #)
Binder 5| A
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Lt

Android R R4 T HFFHIE L ILENF T RS Ashmem (Anonymous Shared Memory ),
EURSEF R ALRAENZTEF . Ashmem B U FH N H.

Q REBHBINFEE RGRA B EE I HEH A NFR.

Q 852 Binder #F2[E] 38 {5 B SR SE IR A] () N FE 3L 2

T Android RAME L ILZNF TR, H 342 LLIREHFE P i 7 NS B 7E P 4% 25 1]
1, Frf, ERGEITHERMNARFELZRE T RED. EPERFSITNERRET
C/IC+HiAR#EN, MEMNARFELERMET Java HAED. FlBEREINHBFERER
BLH Java 18 B O R ILIHE 3L E N F T RS Ashmem (8 777, HEFEAE Android JF & K A2
Frit, RET Java BF K. HLX T Android R HINFARFEZRER Java B ORI, £
I INI ER A RGBT ERN CICHABE D, &JaHE# AT A% K Ashmem 3%
R 2.

Android R4t HE L ILE NI Ashmem IKFNFEF, FIH Linux MEZERNGFTRE S HAE
FSRSCHLE CfThAE. 7€ Android RAELZILERNF ARG H, HZOhEERLHEIZE (open). BR
% (mmap). 5 (read/write) P K 8 5& MfES (pinfunpin) . AT HINEF, H A Android
EL4LZENGFETFRENESHIA.

521 ERHEIELEW

fE Ashmem WFNEFHTEME 3 ANEHE, 252 ashmem area. ashmem range Fl
ashmem_range. HFFIPANEEAELE S “kernel/goldfish/mm/ashmem.c” F1 58 X, EA&RSLIARG
W B

struct ashmem_area {
char name[ASHMEM FULL_NAME LEN]; /* B2HEZHENBIR +/

struct list_head unpinned_list; /* BYIRTFIIFR */
struct file *file; /* FEMEIGER XH RS tmpfs PH— DX +/
size_t size; J* RN */
unsigned long prot_mask; /> ERXZAFHRBERIPA */
}
struct ashmem_range {
struct list_head lru; /* RIEFMMERNTIR */
struct list_head unpinned; /* entry in its area's unpinned list */
struct ashmem_area *asma; /* associated area */
size_t pgstart; /* SFRBBURS AFHF s ~/
size_t pgend; /* T RSUKS AR SRttt ~/
unsigned int purged; /* BYPAFREHIKRE */

}

Z5¥91K ashmem area Fl TR —HRELILZENIFHIT, 451K ashmem range Fl TRRAT
RYRE A F.

Z5H 1% ashmem range A TR NHBE MBI N AE, £ “kernel/goldfish/include/
linux/ashmem.h” € 3, FEARLIABSYLT FrR:

struct ashmem _pin {
_u32 offset; /* XRAFHREE/
__u32 len; /* XRRFHE RN */

}
ZEH K ashmem_fops & X7 “dev/ashmem” HI#R{E 75K, BASLIARE W T FR:

static struct file_operations ashmem_fops = ({
.owner = THIS_MODULE,
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.open = ashmem_open,

.release = ashmem_release,
.mmap = ashmem_mmap,

.unlocked _ioctl = ashmem_ioctl,
.compat_ioctl = ashmem_ioctl,

}

5.2.2 #iafkahiE

iEid Ashmem RFNIVIEEILEREL, BT LASREL AN T M S 2o

Q Ashmem AP BERE THaED, BIOIE THAFRRE X F.

Q Ashmem 24t T 4 RECRERIEIX AN & U

Ashmem WXENFEFE X “kernel/common/mm/ashmem.c” 1 3LHL, H 4 K% ashmem init
T LRI A, FESLIARRS W T AT s

static struct miscdevice ashmem misc =
.minor = MISC_DYNAMIC_MINOR,
.name = "ashmem",
.fops = &ashmem_fops,

bi

static int _ _init ashmem_init (void)

ret = misc_register (&ashmem_misc) ;

if (unlikely(ret)) {
printk (KERN_ERR "ashmem: failed to register misc device!\n"):;
return ret;

return 0;

}

7 B ARESH, TEIN# Ahshmem IRFNFE 7T £ B8 — M & XAF “/dev/ashmem”, X & —A
misc KRIF) %% . BidEBE misc_register RiEM misc & &, HHXNEREHESE “/dev” HETF
AR — ashmem W& . EREXHFF—3LREET open. mmap. release Fl ioctl 4 FhgfE,
AL FF A read Al write #4E, FRERIESILEANFFK A ERED A FBRS b R#HATH, @il
mmap F 4t A AR X MG & SO RS B b S E . SHER, B8N AT TS 8ME,
AT Ei@id read 1 write J7 AT SCHERAE .

E 2L E N O ThEE & 7E U “ frameworks/base/core/java/android/os/MemoryFile java” 152
IE, MM T3 MemoryFile F1#43& K%, MemoryFile HIMERECAHE T INI 8%
native_open, XFEEAIE T L NAFILZECM. INI 5k native_open 7E3CfF “frameworks/base/core/
jni/adroid_os_MemoryFile.cpp” HSZHL, BEARMRELIFFiR:

static jobject android_os_MemoryFile_open (JNIEnv* env, jobject clazz, jstring name, jint length)
{
const char* namestr = (name ? env->GetStringUTFChars(name, NULL) : NULL);

int result = ashmem_create_region(namestr, length);

if (name)
env->ReleaseStringUTFChars (name, namestr);

if (result < 0) {
jniThrowException(env, "java/io/IOException", "ashmem create_region failed"):
return NULL;

}

return jniCreateFileDescriptor(env, result);
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PR % native_open J#iLiZ 1T i FE R L 142 O ashmem _create_region QI E ZILZ N, XME
[ 7E 3044 system/core/libcutils/ashmem-dev.c F2EHE, EAAARRG T FiR:

int ashmem_create_region(const char *name, size_t size)
{
int fd, ret;

fd = open (ASHMEM_DEVICE, O_RDWR);
if (fd < 0)
return fd;

if (name) {
char buf [ASHMEM_NAME_LEN] ;

strlcpy(buf, name, sizeof (buf));
ret = ioctl(fd, ASHMEM_SET_NAME, buf);
if (ret < 0)
goto error;
}

ret = ioctl (fd, ASHMEM_SET_SIZE, size);
if (ret < 0)
goto error;

return fd;

error:
close (fd);
return ret;

}

£ ER ARG, BT 3 AN UHRERGIAAN AT RS Ashmem BENFEFHAITZH. @il
open #{E4T & & X “ASHMEM_DEVICE”, &id ioctl #fE R B E &L ZE N FKBFRFIAD.

523 HAEZHZNFREXH

24 open HEAWKIG, 28 K% ashmem_open 3T FFE LI E N AR &M, HEREAEB N
FEF B8 — ashmem_area Z5#491E, BAASLEIS W T Fin:

static int ashmem_open(struct inode *inode, struct file *file)
{

struct ashmem_area *asma;
int ret;
ret = nonseekable_open(inode, file);
if (unlikely(ret))
return ret;
asma = kmem_cache_zalloc (ashmem_area_cachep, GFP_KERNEL);
if (unlikely(!asma))
return -ENOMEM;
INIT_LIST_HEAD (&asma->unpinned_list);
memcpy (asma->name, ASHMEM NAME PREFIX, ASHMEM NAME PREFIX_LEN) ;
asma->prot_mask = PROT_MASK;
file->private_data = asma;
return 0;

}

LR HRAT R T R,

Q ifid B % nonseekable_open & BIX AN A AT ABAT EOLERAE, BENAFIHRAT seek S ERAE.

O @i kmem cache zalloc 7ERIGIZEH) slab L2 [X ashmem area cachep HEIE—1
ashmem_area £k, FH¥OIE K4 MERFEERIAE asma .

Q ¥aHBE asma MHAE, H R name ¥IZA A% ASHMEM NAME PREFIX, %
ASHMEM NAME_PREFIX H & XARRE A :
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#define ASHMEM_NAME_PREFIX "dev/ashmem/"
#define ASHMEM NAME_PREFIX LEN (sizeof (ASHMEM NAME PREFIX) - 1)

Q 4 45H) ashmem area TRIFAEIT I L5 K] private_data 38, i@ Ashmem
IRENFEFF, A LAZE H AR ELE T private_data 3R EE3X /> ashmem_area Z5#4) .

£ bR ${ ashmem_create_region F i T PIIK ioctl XHH#1E, THRERWEHEE L ILZNEN
ZZF KN EXHE “ kernel/comon/mm/include/ashmem.h ” 1, ASHMEM _SET NAME
ASHMEM_SET_SIZE 71 HIR T2 N2 FAAD, BARE ARSI T Brs:

#define ASHMEM_NAME_LEN 256

#define _ ASHMEMIOC 0x77

#define ASHMEM_SET NAME _IOW (__ASHMEMIOC, 1, char [ASHMEM NAME LEN])
#define ASHMEM_SET_ SIZE _IOW (__ASHMEMIOC, 3, size_t)

HF ASHMEM_SET_NAME ] ioctl i <1 A\ 2| Ashmem X302 iR % ashmem_ioctl #,
IR BB 0 I 7 AR R I BE B E N F K /MERFFEXT R asma->size HF . K
ashmem_ioct] {1 SEIAAL 4N F FioRs:

static long ashmem ioctl (struct file *file, unsigned int cmd, unsigned long arg)
{
struct ashmem_area *asma = file->private_data;
long ret = -ENOTTY;
switch (emd) {
case ASHMEM_SET_NAME:
ret = set_name(asma, (void _ _user *) arg);
break;
case ASHMEM_GET_NAME:
ret = get_name (asma, (void __user *) argqg);
break;
case ASHMEM_SET_SIZE:
ret = -EINVAL;
if (!asma->file) {
ret = 0;
asma->size = (size_t) arg;
}
break;
case ASHMEM GET_SIZE:
ret = asma->size;
break:;
case ASHMEM_SET_PROT_MASK:
ret = set_prot_mask(asma, arqg);
break;
case ASHMEM_GET_PROT_MASK:
ret = asma->prot_mask;
break;
case ASHMEM PIN:
case ASHMEM UNPIN:
case ASHMEM _GET_PIN_STATUS:
ret = ashmem_pin_unpin(asma, cmd, (void __user *) argqg);
break;
case ASHMEM_PURGE_ALL_CACHES:
ret = —-EPERM;
if (capable (CAP_SYS_ADMIN)) {
ret = ashmem_shrink (0, GFP_KERNEL) ;
ashmem_shrink (ret, GFP_KERNEL) ;
}
break;
}
return ret;

RS T E R T AN ThEE
Q struct ashmem_area *asma = file->private_data: FREUHHIAK B X4 HIE &I ZE N FF asma.
O ret = set_name(asma, (void __user *) arg): il i $} set_name BE{E L L E A FER LK.



BRI ¥ set_name & 7E 3044 “kernel/goldfish/mm/ashmem.c”  SEELH, ThEERIEH /25 [E)4E
KM £ ILEANF L F IR E F asma->name HH . K set_name K EAASLIACRL U AR

static int set_name (struct ashmem_area *asma, void _ user *name)
{
int ret = 0;
mutex_lock (&ashmem mutex) ;
/* cannot change an existing mapping's name */
if (unlikely(asma->file)) {
ret = -EINVAL;
goto out;
}
if (unlikely (copy_from user (asma->name + ASHMEM _NAME_PREFIX_LEN,
name, ASHMEM_NAME_LEN)))
ret = -EFAULT;
asma->name [ASHMEM_FULL_NAME_LEN-1] = "\0';
out:
mutex_unlock (&ashmem_mutex) ;
return ret;

)
Ak, RIBELAXZENFHNLERETNATET .

524 WHERE

Ashmem WRENFEFH AIRHEAF K read BREM write BAE, WRBFBEEV RXMLEANF,
T IAZFCREIE AN A SO B B CRIBE T R, SRJE A REREAT WAV, 7E3€ MemoryFile RIS
HER, GIREZILENFE TR EEELHEAFRE S BIHFEE. R DRE B A INT
751 native_mmap SEILAT, I INT 5IE7E S “ frameworks/base/core/jni/adroid_os_MemoryFile.cpp”
B, BRI ps:

static jint android_os_MemoryFile_mmap (JNIEnv* env, jobject clazz, jobject fileDescriptor,
jint length, jint prot)
{
int fd = jniGetFDFromFileDescriptor(env, fileDescriptor);
jint result = (jint)mmap (NULL, length, prot, MAP_SHARED, fd, 0):
if (!result)
jniThrowException (env, "java/io/IOException”, "mmap failed");
return result;

}

£ EiRARAS, 7E open B4 RE XM “/deviashmem” IRE LHHRFF fd. H T IX/NUH-HE
REFE, BT A EESE T R mmap BT B ERIE T . 2518 A R 30 mmap FT PR B AR A HE
hE=zs (Al R, 232 B$h4T ashmem  f] e&i % ashmem_mmap. B%%{ ashmem_mmap fI3I6ER, AA Linux
P I 24 shmem_file_setup ZEIIN SCHFFRY: tmpfs FH G — MR SCHF, 3 MY ST Ashmen
e AR E L L FEANGFEXN M. K3 ashmem_mmap £ 3 “kernel/goldfish/mm/ashmem.c”
sE X, BAASSIART TATR:

static int ashmem mmap (struct file *file, struct vm_area_struct *vma)
{
struct ashmem_area *asma = file->private_data;
int ret = 0;
mutex_lock(&ashmem mutex) ;
/* user needs to SET_SIZE before mapping */
if (unlikely(!asma->size)) {
ret = —-EINVAL;
goto out;
}
/* requested protection bits must match our allowed protection mask */
if (unlikely((vma->vm_flags & ~asma->prot_mask) & PROT_MASK)) {
ret = -EPERM;
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goto out;

}

if (lasma->file) {
char *name = ASHMEM_NAME_DEF;
struct file *vmfile;

if (asma->name[ASHMEM_NAME PREFIX LEN] != '\0")
name = asma-—>name;
/* ... and allocate the backing shmem file */

vmfile = shmem_file_setup(name, asma->size, vma->vm_flags);
if (unlikely (IS_ERR(vmfile))) {
ret = PTR_ERR (vmfile);
goto out;
}
asma->file = vmfile;
}
get_file (asma->file);
if (vma->vm_flags & VM_SHARED)
shmem_set_file(vma, asma->file);
else {
if (vma->vm_£file)
fput (vma->vm_file);
vma->vm_file = asma->file;
}
vma->vm_flags |= VM_CAN_NONLINEAR;
out:
mutex_unlock (&ashmem mutex) ;
return ret;

£ LR, BE 7EMNAY vma BB RFEARRBZ ALRLE. mRoir, WiEA
BR % shmem_set_file R0 B & HIBRS SUAF AN N TR ER1E T 3R

5.25 RE#RIE
MK MemoryFile 7] VERFHE S BRIERVIERE, X RLH) KBRS 10 F B :

private static native int native_read(FileDescriptor fd, int address, byte[] buffer,
int srcOffset, int destOffset, int count, boolean isUnpinned) throws IOException;
private static native void native_write(FileDescriptor fd, int address, byte[] buffer,
int srcOffset, int destOffset, int count, boolean isUnpinned) throws IOException;

private FileDescriptor mFD; // ashmem file descriptor
private int mAddress; // address of ashmem memory
private int mLength; // total length of our ashmem region

private boolean mAllowPurging = false; // true if our ashmem region is unpinned
public int readBytes(byte[] buffer, int srcOffset, int destOffset, int count)
throws IOException {
if (isDeactivated()) {
throw new IOException("Can't read from deactivated memory file.");
}
if (destOffset < 0 || destOffset > buffer.length || count < 0
|| count > buffer.length - destOffset
|| srcOffset < 0 || srcOffset > mLength
|| count > mLength - srcOffset) ({
throw new IndexOutOfBoundsException();
}
return native_read (mFD, mAddress, buffer, srcOffset, destOffset, count, mAllowPurging) ;
}
public void writeBytes(byte[] buffer, int srcOffset, int destOffset, int count)
throws IOException {
if (isDeactivated()) {
throw new IOException("Can't write to deactivated memory file.");
}
if (srcOffset < 0 || srcOffset > buffer.length || count < 0
|| count > buffer.length - srcOffset
|| destOffset < 0 || destOffset > mLength
|| count > mLength - destOffset) {
throw new IndexOutOfBoundsException():;
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native write (mFD, mAddress, buffer, srcOffset, destOffset, count, mAllowPurging):

i ERARBE ST en, 2EiEEE INI AELIESEZ L ZENFERETIRE. 28R E
H INI J712:42 native_read, S#AEH] NI 775& native_write, XA 17 VEERE LA “ frameworks/base/
core/jni/adroid_os_MemoryFile.cpp” H5E X, BARSLIARL T Fis:

static jint android_os_MemoryFile_read (JNIEnv* env, jobject clazz,
jobject fileDescriptor, jint address, jbyteArray buffer, jint srcOffset, jint destOffset,
jint count, jboolean unpinned)

int fd = jniGetFDFromFileDescriptor (env, fileDescriptor);

if (unpinned && ashmem_pin_region(fd, 0, 0) == ASHMEM_WAS_PURGED) {
ashmem_unpin_region(fd, 0, 0);
jniThrowException(env, "java/io/IOException", "ashmem region was purged");

return -1;

}
env->SetByteArrayRegion (buffer, destOffset, count, (const jbyte *)address + srcOffset);

if (unpinned) {
ashmem_unpin_region (fd, 0, 0);

}

return count;

}

static jint android_os_MemoryFile write (JNIEnv* env, jobject clazz,
jobject fileDescriptor, jint address, jbyteArray buffer, jint srcOffset, jint destOffset,
jint count, jboolean unpinned)

int fd = jniGetFDFromFileDescriptor(env, fileDescriptor);

if (unpinned && ashmem_pin_region(fd, 0, 0) == ASHMEM_WAS_PURGED) {
ashmem_unpin_region(fd, 0, 0);
jniThrowException (env, "java/io/IOException"”, "ashmem region was purged");

return -1;
}
env->GetByteArrayRegion (buffer, srcOffset, count, (jbyte *)address + destOffset):
if (unpinned) ({
ashmem_unpin_region (fd, 0, 0);
}

return count;

7£ LR A%, BR%( ashmem_pin_region F ashmem_unpin_region T4 & Gtid 171 1 FE$R {3t
O, DERERMTELILZAFNYEMBBIRIE. XFEER%IER Ashmem W2 FHRLL: A 77
W IEEMAR, BETFEDE, WHEATEMEH, BLen] RS IXFAREHE U “system/core/
libcutils/ashmem-dev.c” HE X, BARLIARG W T Frx:

int ashmem_pin_region(int fd, size_t offset, size_t len)
{
struct ashmem pin pin = { offset, len };
return ioctl (fd, ASHMEM_PIN, &pin);
}
int ashmem_unpin_region(int fd, size_t offset, size_t len)
{
struct ashmem _pin pin = { offset, len };
return ioctl (fd, ASHMEM_UNPIN, &pin);

}
2l EiRBEZ G, Ashmem WENBEFHMAIUMEBRIMAFEERETEEANTT .

526 #HiEFBB

fE Android R4, LI TR joct] HF STHLE 2 3L E A2 B BUE AR SR 1F
QO ASHMEM PIN.
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O ASHMEM UNPIN.
ASHMEM_PIN FI ASHMEM_UNPIN 7E 3 f4“kernel/common/include/linux/ashmem.h” 1 & X,

% REAREG I T R
#define _ ASHMEMIOC 0x77
#define ASHMEM_PIN _TIOW(__ASHMEMIOC, 7, struct ashmem_pin)
#define ASHMEM_UNPIN _IOW (__ASHMEMIOC, 8, struct ashmem_pin)
struct ashmem_pin {
_u32 offset; /* offset into region, in bytes, page-aligned */
_u32 len; /* length forward from offset, in bytes, page-aligned */

}

& R % ashmem_ioctl, 7EH LIS H 5 ASHMEM PIN 1 ASHMEM UNPIN iX B/ &1
R T R

static long ashmem_ioctl (struct file *file, unsigned int cmd, unsigned long arg)
{
struct ashmem_area *asma = file->private_data;
long ret = -ENOTTY;
switch (cmd) {
case ASHMEM_PIN:
case ASHMEM_UNPIN:
ret = ashmem_pin_unpin(asma, cmd, (void _ user *) arg);
break;

return ret;

}

£ LS+, A KH ashmem pin unpin Zb¥E 44 ASHMEM PIN f1 ASHMEM_
UNPIN. pRi#{ ashmem_pin_unpin FSCILFED F AR .

Q REUERFIH A ZEASE, FFHRERFES AR pin . X — struct ashmem_
pin BRI EMART, £EEASE T E pin/unpin AFRFEIEHIBERIK /).

Q FE A&t RN R IR FT, FrlEd A E A T E A SRR . FREEE
HiAF & pgstart M pgend H .

Q MEXNSEHTRZEMERESN,, FERRAZNHFZREHRAAFRAOKMER O,
FHIANARE pin/unpin BMNELZHEXEARE.

Q AW LRI EHRATRENRT, HRHE ASHMEM_PIN #:{EF1 ASHMEM_UNPIN ##1E 4 5k
T ashmem_pin 1 ashmem_unpin.

Q HEEERAFLZEANTFR, FARIAKAFER pinned REH, REHFEF Ashmem 3K
FFEFE unpin K= —HR AR, Ashmem IRFNFEF A SHEX R A FF unpin.

Q A& Ashmem MRZNFEF E T pin F—R AT unpin iR BR, XFEEERSKG L NFEMN
unpinned R pinned ARZ .

PR % ashmem_pin_unpin 7304 “kemel/goldfish/ashmem.c” 15 3, EARKISLIARID N T AR:

static int ashmem pin_unpin(struct ashmem_area *asma, unsigned long cmd,
void __user *p)
{
struct ashmem_pin pin;
size_t pgstart, pgend;
int ret = -EINVAL;

if (unlikely(!asma->file))
return -EINVAL;

if (unlikely (copy_from_user(&pin, p, sizeof(pin))))
return -EFAULT;
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/* per custom, you can pass zero for len to mean "everything onward" */
if (!pin.len)
pin.len = PAGE_ALIGN (asma->size) - pin.offset;

if (unlikely((pin.offset | pin.len) & ~PAGE_MASK))
return -EINVAL;

if (unlikely(((_u32) -1) - pin.offset < pin.len))
return -EINVAL;

if (unlikely (PAGE_ALIGN (asma->size) < pin.offset + pin.len))
return -EINVAL;

pgstart = pin.offset / PAGE_SIZE;
pgend = pgstart + (pin.len / PAGE_SIZE) - 1;

mutex_lock (&ashmem _mutex) ;

switch (cmd) {

case ASHMEM PIN:
ret = ashmem_pin(asma, pgstart, pgend);
break;

case ASHMEM_UNPIN:
ret = ashmem_unpin(asma, pgstart, pgend):;
break;

case ASHMEM _GET_PIN_STATUS:
ret = ashmem_get_pin_status(asma, pgstart, pgend);
break;

}

mutex_unlock (&ashmem mutex) ;

return ret;

EHIEAT L, 3447 ASHMEM PIN #:4E/ H Arxt R A6 50R —H 4L T unpinned R KA 5

bR #( ashmem_unpin M DIEERN FE—RE £ L Z NFHTHBUERE, RELBRBO TR,

Q 7Ei&Jfj asma->unpinned_list &K}, 3R 287 40 T unpinned AR F A FHE B 54 Z unpin
B P9 f7 B [pgstart, pgend|AH3Z, dnRAH R ML B AT & 8 1E 12 pgstart F1 pgend KK/,

Q VA ek % range_del M5k F R ) © 44 unpinned i B FHR .

Q VAR range_alloc E#T unpinned 1T J5 ) A FHR [pestart, pgend], LI HT I A FEE
[pgstart, pgend) &5 T WA AT A # M H) unpinned SRS A F .

O mRRBHEZHWANGFER, HHIFAET pestart M pgend W K/IZJE, TEEFHME
asma->unpinned _list 3% . [ 2 1) N7 R [pgstart, pgend] 7 G 570 /5 4L T unpinned R&HKI A
FFRRAER .

PR % ashmem_unpin 7£ 34 “kernel/goldfish/ashmem.c” #5E X, BEAAKISLEARS T Fis:

static int ashmem unpin(struct ashmem_area *asma, size_t pgstart, size_t pgend)
{

struct ashmem_range *range, *next;

unsigned int purged = ASHMEM_NOT_PURGED;

restart:
list_for_each_entry_safe (range, next, &asma->unpinned_list, unpinned) {
/* short circuit: this is our insertion point */
if (range_before_page(range, pgstart))
break;

/*
* The user can ask us to unpin pages that are already entirely
* or partially pinned. We handle those two cases here.

xf
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if (page_range_subsumed_ by range (range, pgstart, pgend))
return 0;
if (page_range_in_range (range, pgstart, pgend)) {
pgstart = min_t(size_t, range->pgstart, pgstart),
pgend = max_t (size_t, range->pgend, pgend) ;
purged |= range->purged;
range_del (range) ;
goto restart;
}
}
return range_alloc(asma, range, purged, pgstart, pgend):;

}

range_before_page HI#RIER — N2 X, TEERHIWT range #IAKI N 7R R B E page T Z
BT, WMRRNFRRGEHRE /MR . asma->unpinned list 51|38 2 1% THE S MK/ THEFI I,
I B8 — ¥, unpin I FHE R HHAZH . range_before_pag KIE AR T BT s:

#define range_before_page (range, page)
((range)->pgend < (page))

page_range_subsumed_by_range [ ERAE R — 7% 58 3, ThRE R T 3 A7 52 5 A & [start, end]
AW, RS N 24 R0 2 unpin I AFREZ 4T unpinned IR . WRMH 4 AR
YENE#2iR [H] . page range subsumed by range [ X ARKS 40 F B :

#define page_range_subsumed by_range (range, start, end) \
(((range)->pgstart <= (start)) && ((range)->pgend >= (end)))

page range in_range HI#R{EtHLR —/NEE X, THRER AW 7FE [start, end] R EAHAERE
A% . page_range_in_range )€ XARFSI0F Fizs:

#define page_range_in_range (range, start, end) \
(page_in_range (range, start) || page_in_range(range, end) || \
page_range_subsumes_range (range, start, end))

page range_subsumed by range (ER{EtH R — 7€ X, ThEE R HIWT N FFHR range R B A SN
FEHR [start, end]. page range subsumed_by range i€ X ACHS 0T Frons:

#define page_range_subsumed_by_range (range, start, end) \
(((range)->pgstart <= (start)) && ((range)->pgend >= (end)))

range_in_range (IR {EtHRE —NEE L, ThEERE HIM N7t page & 758 7 W FFHR range
H. range_in_range K€ AW T Frs:

#define page_in_range (range, page) \
(((range) ->pgstart <= (page)) && ((range)->pgend >= (page)))

& KRB range_del, ThEER M asma->unpinned_list FMlHE AFEER, FHFAMEREE Iru 5IF
. BR%Y range del H)RARSEILAAD 0T Frs:

static void range_del (struct ashmem_range *range)
{
list_del (&range->unpinned) ;
if (range_on_lru(range))
lru_del (range) ;
kmem_cache_free (ashmem_range_cachep, range);

}

BE R Iru_del, WAFAHRHEPIRE purged {28 ASHMEM_NOT_PURGED, #PL7E %A Wi [H
xf B2 B DU , AR WAFEERAL T lru B, T AE A R 2K Iru_del BIBRX AN A 7R B8 Iru_del
) B SE AR 1 R B :

static inline void lru_del (struct ashmem_range *range)
{
list_del (&range->1lru);
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I lru_count -= range_size(range);
}

FATER % ashmem_unpin F A K range alloc %, HINRER M slab ZrF X+ ashmem
range_cachep 43 L — 1> ashmem range, Ff#E4T AHRL W] 4640 AL 3 . 2R J5 JCAE X B B 31 R
ashmem_area->unpinned_list 7, Ff¥|W7iX/> range i) purged & 754+ ASHMEM NOT_PURGED
RA, TR RN EIERAE Iru FFR . BRE range_alloc £ “kernel/goldfish/ashmem.c” H15E
W, BRI T BR:

static int range_alloc(struct ashmem area *asma,

struct ashmem_range *prev_range, unsigned int purged,
size_t start, size_t end)

struct ashmem_range *range;
range = kmem_cache_zalloc (ashmem_range_cachep, GFP_KERNEL) ;
if (unlikely(!range))
return -ENOMEM;
range->asma = asma;
range->pgstart = start;
range->pgend = end;
range->purged = purged;
list_add_tail (&range->unpinned, &prev_range->unpinned);
if (range_on_lru(range))
lru_add(range) ;
return 0;

HE R Iru_add, HITRERHK R EWE CESAFHER IR 4 R 73K ashmem _lru_list #1.
BR# Iru_add 7E ¥ “kernel/goldfish/ashmem.c” #sEEL, BEARMSEIAARE W T Fias:

static inline void lru_add(struct ashmem_range *range)
{
list_add_tail (érange->1ru, &ashmem_lru_list);
lru_count += range_size(range);

FERE ashmem pin, IIRERPUE —PELILZNFEXE. # pin KNG EBRRFLE
unpinned_list 5|&F, MBRAENF LA BEAEAWE unpinned list FIRFRZGBFE pin
() P A B, 75 3@ i 8 7 asma->unpinned_list 51 2% {77 3% H -5 Z A5 1 A 73R - B # ashmem_pin
fEXXAF “kernel/goldfish/ashmem.c” ' 5EEl, BEARM LIRS U T Frans:

static int ashmem pin(struct ashmem_area *asma, size_t pgstart, size_t pgend)
{

struct ashmem_range *range, *next;

int ret = ASHMEM _NOT_PURGED;

list_for _each_entry safe(range, next, &asma->unpinned_list, unpinned) {
/* moved past last applicable page; we can short circuit */
if (range_before_page(range, pgstart))

break;
if (page_range_in_range (range, pgstart, pgend)) {
ret |= range->purged;

/* Case #1: Easy. Just nuke the whole thing. */

if (page_range_subsumes_range(range, pgstart, pgend)) {
range_del (range) ;
continue;

/* Case #2: We overlap from the start, so adjust it */
if (range->pgstart >= pgstart) ({
range_shrink(range, pgend + 1, range->pgend);
continue;
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/* Case #3: We overlap from the rear, so adjust it */
if (range->pgend <= pgend) {
range_shrink(range, range->pgstart, pgstart-1);
continue;

}

/*

* Case #4: We eat a chunk out of the middle. A bit
* more complicated, we allocate a new range for the
* second half and adjust the first chunk's endpoint.
i/

range_alloc(asma, range, range->purged,

pgend + 1, range->pgend);
range_shrink(range, range->pgstart, pgstart - 1);
break;
}
}

return ret;

}

FE_ERACHD ot BBl N AP R SC T T AN, @ i iE R AL T A0 R B 4 FRE

Q f&E Z8 e WA [start, end| B & T EBUIRA B A 7R range, BB R B MBUREHA
173k range NI TE £ B 2 32 A7 HIES A F 53R unpinned_list = MIFREI AT

Q A& IFEBE NP [pgstart,pgend] 5 F 7 FI AR SR A I F2 R range MIRT 504, LU R4
R NAFER range IFTaE IR B OV E I E W AFS R B #bhik it F — A>T bk .

Q & HFEBE N A7 R [pgstart,pgend] 5T 78 73 MIAR SRS N FE 3R range 155057, 0BT 45 Bl
RN FFR range HR BHINE I B AEYE N F I T aE k) R — A>T Hbbk .

Q B Z8 E N AR [pgstart,pgend | £ & 7E R BUIR S W £ 3R range .

P& K range_shrink, DJRER W E range RN AR ETNEH S, WMREFET Iu FF
o, R Iru 53R S T #OK /. BT range_shrink 7E 04 “kernel/goldfish/ashmem.c”
HE X, BARESEEARD 0 R B R

static inline void range_shrink(struct ashmem_range *range,
size_t start, size_t end)

{

size_t pre = range_size(range);

range->pgstart = start;
range->pgend = end;

if (range_on_lru(range))
lru_count -= pre - range_size(range);

}

52.7 BEIRATFR

BTRITGERE —F: FNRELLZAFR. BREZHEN BRGNS ER, &F
Ashmem IXFHEEAG R EL ashmem init, K% 2> 1 FH BR 3 register_shrinker [A] N7 B & GiiE fift
—AAFEIU SRR, BRI s

static struct shrinker ashmem_shrinker = {
.shrink = ashmem_shrink,
.seeks = DEFAULT_SEEKS * 4,

}i

static int _ init ashmem_init (void)

register_shrinker (&ashmem_shrinker);
printk (KERN_INFO "ashmem: initialized\n");
return 0;

}
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HE7E Linux AR, YRGNEABHN, NFEEERGHMSESEHRFEEEE
177 MR B A A N, XN FEANDENFRER, XETUENMENFNEER.
i LATE Android R %t & A T iXFRLAG], 24 778 3 & Ge B A 77 B 2 18 F B % ashmem_shrink
VAT AR B {E . K%L ashmem_shrink 7E {4 “kernel/goldfish/ashmem.c” F3E3, BARHIE
BARES I iR .

static int ashmem_shrink(struct shrinker *s, struct shrink control *sc)
{
struct ashmem_range *range, *next;
/* We might recurse into filesystem code, so bail out if necessary */
if (sc->nr_to_scan && ! (sc->gfp mask & _ GFP_FS))
return -1;
if (!sc->nr_to_scan)
return lru count;
mutex_lock (&ashmem _mutex) ;
list_for_each_entry safe(range, next, &ashmem_ lru_list, 1lru) ({
loff_t start = range->pgstart * PAGE_SIZE;
loff_t end = (range->pgend + 1) * PAGE_SIZE;
do_fallocate (range->asma->file,
FALLOC_FL_PUNCH_HOLE | FALLOC_FL_KEEP_SIZE,
start, end - start);
range->purged = ASHMEM WAS_PURGED;
lru_del (range);

sc->nr_to_scan -= range_size(range);
if (sc->nr_to_scan <= 0)
break;

}
mutex_unlock (&ashmem mutex) ;
return lru_count;

‘ i

MR Android FREZAFAEZ - NMZTEBMNELAZANEFSR, TELFAAED
MemoryHeapBase K3LHL; WR R RBEHEZ ML ZELLZNFRFE—Hor, 7TRUEE
W # 0 MemoryBase KL . TEATHIART, KFHAHE CHUiREZEDEREER AR,

5.3.1 0O MemoryBase

#:0 MemoryBase P1#: [0 MemoryHeapBase A Z:Al, X~ O& AT LL/EA—A Binder X &
TE33HFE 2 [8]33 4T t 50 . R A $2 0 MemoryHeapBase /& — Binder Xt %, F7 LA## Server ¥xf R (L
UL —A Bnlnterface #: 1) F Client 3w 5| (WZIZE LI — Bplnterface #1) KIHEE.

1. BR%A|_ImEI

7E Server ¥ I SCELIE #2 7, 20 MemoryHeapBase 1] LUK BT ¥ KX BIHIE5r AL T 3 Fh8HY,

Q MeFAHRE.: HERERFZENFERMEMKKE, B45F MemoryHeapBase. BnMemoryHeap.
IMemoryHeap.

Q Binder #F2E(E: EIA Binder #FZEEVLMIFERHIZ, EFE linterface. Bnlnterface.
IBinder. BBinder. ProcessState 1 IPCThreadState.

O %EEfe%T2: RefBase.

fE big 3 #2584, Binder HHZBE XN ERIBH AR EABEEMENT P AT, £H
O IMemoryBase H5& X T MEE ZILEZAFRILAFE, EOTEH “frameworks\native\
include\binder\IMemory.h” 1 5E X, BASLIAIL AT ATR:
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class IMemoryHeap : public IInterface
{
public:

DECLARE_META_INTERFACE (MemoryHeap) ;

// flags returned by getFlags()

enum {

READ ONLY = 0x00000001
bi
virtual int getHeapID() const = 0;
virtual void* getBase() const = 0;
virtual size_t getSize() const = 0;

virtual uint32_t getFlags() const = 0;
virtual uint32_t getOffset () const = 0;

// these are there just for backward source compatibility
int32_t heapID() const { return getHeapID(); }

void* base() const { return getBase(); }

size_t virtualSize() const { return getSize(); }

e b X AREH, BT 3 ANEEM KRR
Q getHeapID: IhfERIR1FE 4 L= NFRIIT I U HIRTF

Q getBase: Dt RIRBE L ILEAFHRIFEMIE, BT XAk ol AR o BE3EV7 HiX
BILENTF

Q getSize: INRERIRBELILZENFRIIK .

2& BnMemoryHeap f& — A ixt R2, 24 Client 345 5| Bl 153K Server I ¥t R $44T fir & Bt , Binder
R Y5218 F1 25 BaMemoryHeap HIEY 5 B8 % onTransact $14T A& K44 . % onTransact 734
“frameworks\native\libs\binder\IMemory.cpp” & X, BRI T Fis:

status_t BnMemory::onTransact (

uint32_t code, const Parcel& data, Parcel* reply, uint32_t flags)
{

switch(code) {

case GET_MEMORY: {
CHECK_INTERFACE (IMemory, data, reply);
ssize t offset;
size t size;
reply->writeStrongBinder ( getMemory (&offset, &size)->asBinder() );:
reply->writeInt32 (offset);
reply->writeInt32(size);
return NO_ERROR;

} break;

default:

return BBinder::onTransact (code, data, reply, flags);

2% MemoryHeapBase 47K | 28 BnMemoryHeap, fE’A Binder HlilH ] Server £ a7 E LI
IMemoryBase #: [, FEINEERLIHE IMemoryBase FHIH IR AKE, #HRT —RELILERX

PR . EEXH “frameworks\native\include\binder\MemoryHeapBase.h” H5E X, BARSLIACHS
W FR:

class MemoryHeapBase : public virtual BnMemoryHeap

{
public:
enum {
READ_ONLY = IMemoryHeap::READ_ONLY,

// memory won't be mapped locally, but will be mapped in the remote
// process.

DONT_MAP_LOCALLY = 0x00000100,

NO_CACHING = 0x00000200
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i

/*

* maps the memory referenced by fd. but DOESN'T take ownership

* of the filedescriptor (it makes a copy with dup()

wf

MemoryHeapBase (int fd, size_t size, uint32_t flags = 0, uint32_t offset = 0);

/*

* maps memory from the given device

*f

MemoryHeapBase (const char* device, size_t size = 0, uint32_t flags = 0);

/*
* maps memory from ashmem, with the given name for debugging
*/

MemoryHeapBase (size_t size, uint32_t flags = 0, char const* name = NULL);
virtual ~MemoryHeapBase () ;

/* implement IMemoryHeap interface */
virtual int getHeapID() const;

/* virtual address of the heap. returns MAP_FAILED in case of error */
virtual void* getBase () const;

virtual size_t getSize() const;
virtual uint32_t getFlags() const;
virtual uint32_t getOffset () const;

const char* getDevice () const;

/* this closes this heap -- use carefully */
void dispose();

/* this is only needed as a workaround, use only if you know
* what you are doing */
status_t setDevice (const char* device) {
if (mDevice == 0)
mDevice = device;
return mDevice ? NO_ERROR : ALREADY EXISTS:;
}

protected:
MemoryHeapBase () ;
// init() takes ownership of fd
status_t init(int fd, void *base, int size,
int flags = 0, const char* device = NULL);

private:
status_t mapfd(int fd, size_t size, uint32_t offset = 0);

int mED; //B— XU HERE, BETHREXM /dev/ashmen EHEEN, EBRA—IEZLZTRER
size t mSize; //RTFHRHKN
void* mBase; //MTFIRAGBRGHHbIE
uint32_t  mFlags;//RERBFEERPL
const char* mDevice;
bool mNeedUnmap;
uint32_t mOffset;
}i

J& MemoryHeapBase £ 3CfF “ frameworks\native\libs\binder\MemoryHeapBase.cpp” 58, F

BOLIREREE T —RELXZERT. BRESIABEN TR

MemoryHeapBase: :MemoryHeapBase (size_t size, uint32_t flags, char const * name)
: mFD(-1), mSize(0), mBase(MAP_FAILED), mFlags(flags),
mDevice (0), mNeedUnmap(false), mOffset (0)

const size_t pagesize = getpagesize();
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size = ((size + pagesize-1) & ~(pagesize-1));
int fd = ashmem _create_region(name == NULL ? "MemoryHeapBase" : name, size);
ALOGE_IF (fd<0, "error creating ashmem region: %s", strerror(errno));
if (fd >= 0) {
if (mapfd(fd, size) == NO_ERROR) ({

if (flags & READ_ONLY) {
ashmem_set_prot_region(fd, PROT_READ);
}

£ B , BANSEE R AR T s,

Q size: RRECIBINERILZNTFRRA.

Q flags: REXRELILZAFNESE, FlmEs. RiE%.

Q name: WSHRRMERAXEEEAN, ATHRRELXZEAFNELEE, TURTHE.

$: T RKE MemoryHeapBase /i 7 BR # mapfd, HINEE KB BIHIE L ILERNER TR
kst B AR bE 25 (8] . BRI %M mapfd 7E XM “ frameworks\native\libs\binder\MemoryHeapBase.cpp”
HE X, BAESEI ARSI T ATR:

status_t MemoryHeapBase::mapfd(int fd, size_t size, uint32_t offset)
{
if (size == 0) {
// try to figure out the size automatically
$ifdef HAVE_ANDROID_OS
// first try the PMEM ioctl
pmem_region reg;
int err = ioctl(fd, PMEM_GET TOTAL_SIZE, &reg);
if (err == 0)
size = reg.len;
#endif
if (size == 0) { // try fstat
struct stat sb;
if (fstat(fd, &sb) == 0)
size = sb.st_size;
}
// if it didn't work, let mmap() fail.
}

if ((mFlags & DONT_MAP_LOCALLY) == 0) {//%HH true HHTREEA mmap KHAITR TR HIRIE
void* base = (uint8_t*)mmap (
0,// FrBMATRREXNELHLZ NFEIHEREDIZ B RGE
size,// RTEEBRSTNELEZRAFHAKN
PROT_READ|PROT_WRITE,// RERIMEZHZAFRTEEN
MAP_SHARED,
£d, //IETEMSNESRLEZ REFNSHRE
offset//RENXNXH R MRB A B 16U 5T
)i
if (base == MAP_FAILED) ({
ALOGE ("mmap (fd=%d, size=%u) failed (%s)",
fd, uint32_t(size), strerror(errno));
close (fd) ;
return -errno;
}
//ALOGD ("mmap (fd=%d, base=%p, size=%lu)", fd, base, size);
mBase = base;
mNeedUnmap = true;
} else {
mBase = 0; // not MAP_FAILED
mNeedUnmap = false;
}
mFD = fd;
mSize = size;
mOffset = offset;
return NO_ERROR;
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XEEFEBANEE mapfd 5, £FANBIAZZTRK ashmem IXzh T2 F A H AT B3
ashmem_map. /5% 7 R getHeaplD. getBase fl getSize (1 HARSLHL, BAASLIARBMT
FRi7R:

int MemoryHeapBase::getHeapID() const {
return mFD;

} .

void* MemoryHeapBase::getBase() const {
return mBase;

}
size_t MemoryHeapBase::getSize() const {
return mSize;

)
2. BEFIREH

EE P ImfSEd #29, #:0 MemoryHeapBase A LUK AT ¥ K& B #2543 A0 F FiaRif 3 #
KAH,

Q Ak FAHCE: BNERE & ILZE N HRIEAECHE, B35 BpMemoryHeap 1 IMemoryHeap.

O Binder #F2i@EE2E: BIAT Binder @ FEHIFIFHXHIZ, 15 lnterface. Bplnterface.
IBinder. BpBinder. ProcessState. BpRefBase 1 IPCThreadState.

Q E#EfE4r%: RefBase.

LR 3 M2ERdh, Binder #HRZEERMERIBH LB EABEAMNETHHTHE, EX
BN E AN AR,

% BpMemoryHeap &3¢ MemoryHeapBase 7E Client ¥t FE FIm B8 126, 24 Client ¥iHFE M
Service Manager k3 7 —~|> MemoryHeapBase Xf R 15| /5, £7E4#hfl|E —> BpMemoryHeap
X F KR RNXA 5 H. 3 BpMemoryHeap &M RefBase 24k & TR, tHESLH, IMemoryHeap
O, aTLUME R RE S .

% BpMemoryHeap 7E X “frameworks\native\libs\binder\IMemory.cpp” H 5 %, HEAA&SZHIAR
PR B

class BpMemoryHeap : public BpInterface<IMemoryHeap>
{
public:

BpMemoryHeap (const sp<IBinder>& impl);

virtual ~BpMemoryHeap() ;

virtual int getHeapID() const;
virtual void* getBase() const;
virtual size_ t getSize() const;
virtual uint32_t getFlags() const;
virtual uint32_t getOffset() const;

private:
friend class IMemory;
friend class HeapCache;

// for debugging in this module

static inline sp<IMemoryHeap> find_heap(const sp<IBinder>& binder) {
return gHeapCache->find_heap(binder);

}

static inline void free_heap(const sp<IBinder>& binder) ({
gHeapCache->free_heap (binder) ;

}

static inline sp<IMemoryHeap> get_heap (const sp<IBinder>& binder) {
return gHeapCache->get_heap (binder) ;

}

static inline void dump_heaps() {
gHeapCache->dump_heaps () ;
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1

void assertMapped() const;
void assertReallyMapped() const;

mutable volatile int32_t mHeapId;
mutable void* mBase;

mutable size_t mSize;

mutable uint32_t mFlags;
mutable uint32_t mOffset;
mutable bool mRealHeap;
mutable Mutex mLock;

2 BpMemoryHeap X B {441 Bf 302 BpMemoryHeap, E &SI T Fim:

BpMemoryHeap: :BpMemoryHeap (const sp<IBinder>& impl)
: BpInterface<IMemoryHeap> (impl),
mHeapId(-1), mBase(MAP_FAILED), mSize(0), mFlags(0), mRealHeap (false)

% 5 R 3 getHeapID. getBase F1 getSize H)SLIARFS 4N T Fi7R :

int BpMemoryHeap::getHeapID() const {
assertMapped () ;
return mHeapld;

}

void* BpMemoryHeap::getBase() const {
assertMapped() ;
return mBase;

}

size_t BpMemoryHeap::getSize() const {
assertMapped() ;
return mSize;

TEfE A Bk A R R $ 2 A, @it 8 A ek 3 assertMapped SRH{RTE Client ¥ LA HE& I | E 4
HEZENTF. R assertMapped 7E3CfF “frameworks\native\libs\binder\IMemory.cpp” 15 3, Eik
SEIARRD 0T B -

void BpMemoryHeap::assertMapped() const
{
if (mHeapld == -1) {
sp<IBinder> binder (const_cast<BpMemoryHeap*> (this)->asBinder()):
sp<BpMemoryHeap> heap(static_cast<BpMemoryHeap*>(find_heap (binder) .get()));
heap->assertReallyMapped () ;
if (heap->mBase != MAP_FAILED) {
Mutex::Autolock _l1 (mLock);

if (mHeapld == -1) {
mBase = heap->mBase;
mSize = heap->mSize;

android_atomic_write( dup( heap->mHeapld ), &mHeapId );
}
} else {
// something went wrong
free_heap (binder);

% HeapCache 7E3(ff “frameworks\native\libs\binder\IMemory.cpp” F & X, E&LIAHE M
THTR:

class HeapCache : public IBinder::DeathRecipient

{
public:
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HeapCache () ;
virtual ~HeapCache();

virtual void binderDied(const wp<IBinder>& who);

sp<IMemoryHeap> find_heap(const sp<IBinder>& binder);
void free_heap(const sp<IBinder>& binder);
sp<IMemoryHeap> get_heap (const sp<IBinder>& binder) ;
void dump_heaps|();

private:
// For IMemory.cpp
struct heap_info_t {
sp<IMemoryHeap> heap:;
int32_t count;

}i
void free_heap(const wp<IBinder>& binder);

Mutex mHeapCachelock;
KeyedVector< wp<IBinder>, heap_info_t > mHeapCache;

7E EIR ARG 5 X T A A A & mHeapCache, DhRE R 41 72 A 1 FTH BpMemoryHeap X % .
FAMERAE T B find_heap FI1ER %Y get heap KRB A EFT4EH ) BpMemoryHeap Xf R, XH A
BR B B AR B 0 R BTR .

Q A% find_heap: WISR7E mHeapCache A Z4H ) BpMemoryHeap X%, N4 BpMemoryHeap
X R M Z| mHeapCache # .

Q ¥ get heap: A2 Hzh BpMemoryHeap %t %l A #| mHeapCache 9.

BT RE RS find_heap, B 56 LAME K 15 3L binder /E A58 F7F mHeapCache F &, &
KRB FIEXT R heap_info Xf % info.

Q wRA: #i5| At info.count #I{E, F ~It BpBinder %R % T —MEMAE.

Q WREE: 88— F mHeapCache F ] heap_info X & info.

PR # find_heap 7E L 1F “frameworks\native\libs\binder\IMemory.cpp” & X, EALIHL I
THiR:

sp<IMemoryHeap> HeapCache::find_heap(const sp<IBinder>& binder)
{
Mutex::Autolock _1 (mHeapCacheLock);
ssize_t i1 = mHeapCache.indexOfKey (binder) ;
if (i>=0) {
heap_info_t& info = mHeapCache.editValueAt (i);
ALOGD_IF (VERBOSE,
"found binder=%p, heap=%p, size=%d, fd=%d, count=%d",
binder.get(), info.heap.get(),
static_cast<BpMemoryHeap*> (info.heap.get())->mSize,
static_cast<BpMemoryHeap*>(info.heap.get())->mHeapId,
info.count) ;
android_atomic_inc(&info.count);
return info.heap;
} else {
heap_info_t info;
info.heap = interface_cast<IMemoryHeap> (binder);
info.count = 1;
//BALOGD ("adding binder=%p, heap=%p, count=%d",
// binder.get (), info.heap.get(), info.count);
mHeapCache. add (binder, info):
return info.heap;
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B R SEEHARAS T4, BR¥ find_heap & BpMemoryHeap IR AEE, #EBAHLRLE
gHeapCache PAT BRI EEME. X R SLBARRSI0 T iz

class BpMemoryHeap : public BpInterface<IMemoryHeap>

private:
static inline sp<IMemoryHeap> find_heap (const sp<IBinder>& binder) {
return gHeapCache->find_heap (binder);
}

18 9 A R 3 find_heap 75 %] BpMemoryHeap X§ & 7 (] B $} assertReallyMapped, X+ A] LAHf
IWENFHELHLZNFRE LM 2HFE (A, K%Y assertReallyMapped 7E 344 “ frameworks\
native\libs\binder\IMemory.cpp” H & X, BEAALIAILU TEIR:

void BpMemoryHeap::assertReallyMapped () const

{
if (mHeapIld == -1) {

// remote call without mLock held, worse case scenario, we end up
// calling transact() from multiple threads, but that's not a problem,
// only mmap below must be in the critical section.

Parcel data, reply;
data.writeInterfaceToken (IMemoryHeap: :getInterfaceDescriptor());
status_t err = remote()->transact (HEAP_ID, data, &reply):

int parcel_fd = reply.readFileDescriptor();

ssize t size = reply.readInt32();

uint32_t flags = reply.readInt32();

uint32_t offset = reply.readInt32();

ALOGE_IF (err, "binder=%p transaction failed fd=%d, size=%1d, err=%d (%s)",
asBinder().get (), parcel fd, size, err, strerror(-err));

int fd = dup( parcel_fd );
ALOGE_IF (fd==-1, "cannot dup fd=%d, size=%1d, err=%d (%s)",
parcel_fd, size, err, strerror(errno));

int access = PROT_READ;

if (!(flags & READ_ONLY)) {
access |= PROT_WRITE;

}

Mutex::Autolock _1(mLock) :
if (mHeapIld == -1) {
mRealHeap = true;
mBase = mmap (0, size, access, MAP_SHARED, fd, offset);
if (mBase == MAP_FAILED) ({
ALOGE ("cannot map BpMemoryHeap (binder=%p), size=%1d, fd=%d (%s)",
asBinder() .get (), size, fd, strerror(errno));
close (fd) ;
} else {
mSize = size;
mFlags = flags;
mOffset = offset;
android_atomic_write(fd, &mHeapld);

}

5.3.2 30 MemoryBase

B0 MemoryBase #2 37 7E 2 [0 MemoryHeapBase 4l F (), ##& # A LLYEA—A Binder %t
RAEFHFRZ ] LB BRI E .
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1. £ Server #HYEH
B 5 H73E MemoryBase 7E Server ¥ifJ5EI, MemoryBase 7E Server ¥ij R & & 36 T

MemoryHeapBase f{ISZHl. 3¢ MemoryBase 7E Server i (] SEHLER S MemoryHeapBase 7E Server ¥
MISEELRML, R B/EREAKEEE LI FHE#REIA .

Q 32 IMemory #:/%3& ImemoryHeap.

Q 3 BnMemory #:/%38 BnMemoryHeap.

Q #23K MemoryBase #t 3¢ MemoryHeapBase.

% IMemory 7E {4 “frameworks\native\include\binder\IMemory.h” 1 sCEL, IhEER & XK

MemoryBase i & ZRISEIBED . X IMemory HILIRAHL T Frow:

class IMemory : public IInterface
{
public:
DECLARE_META_INTERFACE (Memory) ;
virtual sp<IMemoryHeap> getMemory (ssize_t* offset=0, size_t* size=0) const = 0;
// helpers
void* fastPointer (const sp<IBinder>& heap, ssize_t offset) const;
void* pointer() const;
size_t size() const;
ssize_t offset() const;

FEJ IMemory H15E X T 10 F B B R R ek L.

Q getMemory: IjfERIRELA & MemoryHeapBase % % ] IMemoryHeap £ .

Q pointer(): ThAEERIRAXA FRAT4E OB 42 3L Z N A7 O ik

Q size(): DhRERIRENA AT 44 RIE 2L E N FRTR/D.

Q offset(): THRERIRIMAMAET WELILENFEBNMELZREAFTHNRER.

% IMemory 7EA< 5 & SOEFEH LI T 3 AN 5 8K #: pointer . size 1 offset, HF 3 MemoryBase

RESLIRK A R getMemory BIT] . 2§ IMemory HIEASLIAE SCH “frameworks\native\libs\binder\
IMemory.cpp” 5 X, BEELZIARBIW T AR

void* IMemory::pointer () const {
ssize_t offset;
sp<IMemoryHeap> heap = getMemory(&offset);

void* const base = heap!=0 ? heap->base() : MAP_FAILED;
if (base == MAP_FAILED)
return 0;

return static_cast<char*>(base) + offset;

}

size_t IMemory::size() const {
size_t size;
getMemory (NULL, &size);
return size;

}

ssize_t IMemory::offset() const {
ssize_t offset;
getMemory (&offset);
return offset;

}
% MemoryBase & — /N2 Binder X152, 7E3044“frameworks\native\include\binder\MemoryBase.h”

T, RGBT

class MemoryBase : public BnMemory

{
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public:

MemoryBase (const sp<IMemoryHeap>& heap, ssize_t offset, size_t size);

virtual ~MemoryBase();

virtual sp<IMemoryHeap> getMemory(ssize t* offset, size_t* size) const;
protected:

size_t getSize() const { return mSize; }

ssize_t getOffset() const { return mOffset; }

const sp<IMemoryHeap>& getHeap() const { return mHeap; }

private:
size_t mSize;
ssize t mOffset;

sp<IMemoryHeap> mHeap;
}
} // namespace android
#endif // ANDROID_MEMORY BASE_H

2% MemoryBase [ B ARSLILLE L “ frameworks\native\libs\binder\MemoryBase.cpp” 7 & 3,
BARSEI AR B

MemoryBase: :MemoryBase (const
sp<IMemoryHeap>& heap, //35[6 MemoryHeapBase MR, EFNEZLZTAGEREREREIHN
ssize_t offset,//&RFXI MemoryBase HRFIEHRIPHXBIELAZTAGEEIEBRFTANFRINRBNE
size t size//FTR X MemoryBase WRFIEEPNXBAEZ HZANFHNAN
)
: mSize(size), mOffset(offset), mHeap(heap)
{
}
//hEERIRBI RS MemoryHeapBase X RH IMemoryHeap 0
[/ RFHKNSE of fset f size A NULL
/I ERERBEFNXBLEZHZNG, ERIEZHZRFRPNRBLE
/IR XBHELRZRFHRIEOLERE
sp<IMemoryHeap> MemoryBase::getMemory(ssize_t* offset, size_t* size) const
{
if (offset) *offset = mOffset;
if (size) *size = mSize;
return mHeap;

2. MemoryBase #7£ Client ¥m#I LI

FKE MemoryBase KFE Client ¥ifJSEH, € MemoryBase 7E Client %iffSEH 52 Memory
HeapBase £ Client s H)SEIIEML, R BFEDAT U T Frn i) 5 #: BV Al /8 MemoryHeapBase 7E Client
Ui ) SEFR

Q 73K IMemory #:/%2 ImemoryHeap.

Q #£2§ BpMemory #: 2 BpMemoryHeap.

% BpMemory F TH#iiA% MemoryBase AREHIMIEX R, 730 “frameworks\native\libs\
binder\IMemory.cpp” H& X, BEASLIALW T Fros:

class BpMemory : public BpInterface<IMemory>
{
public:
BpMemory (const sp<IBinder>& impl);
virtual ~BpMemory () ;
virtual sp<IMemoryHeap> getMemory(ssize_t* offset=0, size_t* size=0) const;

private:
mutable sp<IMemoryHeap> mHeap;// FEA IMemoryHeap, EIEBHZE—/ BpMemoryHeap MR
mutable ssize_t mOffset;// 3% BpMemory MR ELIPNEZLEZRNELERIELRZIRNER PHRIANE
mutable size t mSize;// FTXA BpMemory WEFELPHXBHEL{XZTREN KN

}
2 BpMemory R R # getMemory 7E3CfF “ frameworks\native\libs\binder\IMemory.cpp”
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sp<IMemoryHeap> BpMemory::getMemory (ssize_t* offset, size_t* size) const
{
if (mHeap == 0) {
Parcel data, reply;
data.writeInterfaceToken (IMemory::getInterfaceDescriptor());
if (remote()->transact (GET_MEMORY, data, &reply) == NO_ERROR) ({
sp<IBinder> heap = reply.readStrongBinder():
ssize_t o = reply.readInt32();
size_t s = reply.readInt32();
if (heap != 0) {
mHeap = interface_cast<IMemoryHeap> (heap);
if (mHeap != 0) {
mOffset = o;
mSize = s;

}
}
if (offset) *offset = mOffset;
if (size) *size = mSize;
return mHeap;

R AR 24 & mHeap HI{E 8 NULL, F/~IE BpMemory X RiE&H B GFE L L ENTF,
i< — Binder ##£Z Server Wi KELILENFEE. BIIIHEEFH Server Wt
MemoryHeapBase Xf % 15| fil heap, W LAZE Client % iE#2 & | # — > BpMemoryHeap iZf2#: 1,
B J5 #1X > BpMemoryHeap A28 O {RF/E AL R A & mHeap H, [EIBF M Server Y3k 13 HI(5 Bk
X E 2 I E N FERANE B I ZEANF PR ALE AR K.

m =

M EEZLEAFN CHYREORR, ERTNHHBSITH Java U5 HE 0B,
{E Android M. F R FFHESE 2 o , i3 {3 FI 4 1 MemoryFile SR 3B 4 St 2 . 2 S0 BB A A
#:0 MemoryFile 73 {4 “frameworks/base/core/java/android/os/MemoryFile java” H 5 X, HiksE
WAL T FTR:

public class MemoryFile
{

it

private static String TAG = "MemoryFile";

// mmap (2) protection flags from <sys/mman.h>
private static final int PROT_READ = 0x1;
private static final int PROT_WRITE = 0x2;

private static native FileDescriptor native_open(String name, int length) throws IOException;
// returns memory address for ashmem region
private static native int native_mmap (FileDescriptor fd, int length, int mode)
throws IOException;
private static native void native_munmap(int addr, int length) throws IOException;
private static native void native_close(FileDescriptor fd);
private static native int native_read(FileDescriptor fd, int address, byte[] buffer,
int srcOffset, int destOffset, int count, boolean isUnpinned) throws IOException;
private static native void native_write(FileDescriptor fd, int address, byte[] buffer,
int srcOffset, int destOffset, int count, boolean isUnpinned) throws IOException;
private static native void native_pin(FileDescriptor fd, boolean pin) throws IOException;
private static native int native_get_size(FileDescriptor fd) throws IOException;

private FileDescriptor mFD; // ashmem file descriptor
private int mAddress; // address of ashmem memory
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private int mLength; // total length of our ashmem region
private boolean mAllowPurging = false; // true if our ashmem region is unpinned

*

/

Allocates a new ashmem region. The region is initially not purgable.

@param name optional name for the file (can be null).
@param length of the memory file in bytes.
@throws IOException if the memory file could not be created.
/
public MemoryFile (String name, int length) throws IOException {
mLength = length;
mFD = native_open(name, length);
if (length > 0) {

mAddress = native_mmap (mFD, length, PROT_READ | PROT_WRITE) ;
} else {

mAddress = 0;

* Ok ok ¥ ok kN

}
}

£ ERARS A, #iEJ7 7L MemoryFile LAFE E I RF 8 A T INI J7¥% native_open, HHKI2
B —MEAFEEANFM, ZREATUERE AR, REEAXA RS HR
F NI J7¥ natvie_mmap, FFIEE &L AT OB BEFR 2518, SRR AT LAOE it Bkt 75 3
bk 73 18] (1 77 =X BBV 18] A7 5088 .

& INI % android os MemoryFile_get_size, I3 #EXfF “frameworks\base\core\jni\
android_os_MemoryFile.cpp” H5E X, BAASLHARBIN T Ars:

static jint android_os_MemoryFile_get_size (JNIEnv* env, jobject clazz,
jobject fileDescriptor) ({
int fd = jniGetFDFromFileDescriptor(env, fileDescriptor):
// Use ASHMEM GET_SIZE to find out if the fd refers to an ashmem region.
// ASHMEM GET SIZE should succeed for all ashmem regions, and the kernel
// should return ENOTTY for all other valid file descriptors
int result = ashmem get_size_region (fd);
if (result < 0) {
if (errno == ENOTTY) ({
// ENOTITY means that the ioctl does not apply to this object,
// i.e., it is not an ashmem region.
return (jint) -1;

}
// Some other error, throw exception
jniThrowIOException(env, errno);
return (jint) -1;

}

return (jint) result;

P& NI BR#{ android_os_MemoryFile_open, I8 % 7E L 14 “ frameworks\base\core\jni\android
os_MemoryFile.cpp” F & X, BARSZIAARL U T FIR:

static jobject android os_MemoryFile_open (JNIEnv* env, jobject clazz, jstring name, jint length)
{
const char* namestr = (name ? env->GetStringUTFChars (name, NULL) : NULL);

int result = ashmem create_region(namestr, length);

if (name)
env->ReleaseStringUTFChars (name, namestr);

if (result < 0) {
jniThrowException(env, "java/io/IOException", "ashmem_create_region failed");
return NULL;
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return jniCreateFileDescriptor (env, result);

7 INI 5% android_os_MemoryFile mmap, A7 X4 “frameworks\base\core\jni\android
os_MemoryFile.cpp” H& X, HEAESLIAR AT AIR:

static jint android_os_MemoryFile mmap (JNIEnv* env, jobject clazz, jobject fileDescriptor,
jint length, jint prot)
{
int fd = jniGetFDFromFileDescriptor (env, fileDescriptor);
jint result = (jint)mmap (NULL, length, prot, MAP_SHARED, fd, 0);
if (!result)
jniThrowException(env, "java/io/IOException”, "mmap failed");
return result;

£ 3L “frameworks/base/core/java/android/os/MemoryFile java” &, %3 MemoryFile f&
A PR % readBytes, DJREREME —RELHLZNFNAET. BAEKIALIW T FixR:

public int readBytes(byte[] buffer, int srcOffset, int destOffset, int count)
throws IOException ({
if (isDeactivated()) {
throw new IOException("Can't read from deactivated memory file.");
}
if (destOffset < 0 || destOffset > buffer.length || count < 0
|| count > buffer.length - destOffset
|| srcOffset < 0 || srcOffset > mLength
|| count > mLength - srcOffset) {
throw new IndexOutOfBoundsException():;
}
return native_read(mFD, mAddress, buffer, srcOffset, destOffset, count, mAllowPurging);
}

TEXfF “frameworks/base/core/java/android/os/MemoryFile.java” #, T3 IS MemoryFile ff %
AR writeBytes, BERBAX —HMELLZAGFKAE. BALIADIM T HR:

public void writeBytes(byte[] buffer, int srcOffset, int destOffset, int count)
throws IOException {
if (isDeactivated()) {
throw new IOException("Can't write to deactivated memory file.");

}
if (srcOffset < 0 || srcOffset > buffer.length || count < 0
|| count > buffer.length - srcOffset
|| destOffset < 0 || destOffset > mLength
|| count > mLength - destOffset) ({
throw new IndexOutOfBoundsException();
}
native_write (mFD, mAddress, buffer, srcOffset, destOffset, count, mAllowPurging);

fE3CM% “frameworks/base/core/java/android/os/MemoryFile.java” F, & MemoryFile FI&
RERH isDeactivated, DIRERIRIEE ZLENF O LW BBt =R+, BT ImAm
R R

void deactivate() {
if (!isDeactivated()) {
try {
native_munmap (mAddress, mLength);
mAddress = 0;
} catch (IOException ex) {
Log.e(TAG, ex.toString());
}
}
}

private boolean isDeactivated() {
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I return mAddress == 0;
}

NI %4 native_read #1 native_write 535l iz T C++Z i) A % android_os_MemoryFile_read £/l
android_os_MemoryFile write SEH, XA C++H R EAE X frameworks\base\core\jni\android
os_MemoryFile.cpp & X, BEASZIARE WM EIR:

static jint android_os_MemoryFile read(JNIEnv* env, jobject clazz,
jobject fileDescriptor, jint address, jbyteArray buffer, jint srcOffset, jint destOffset,
jint count, jboolean unpinned)

int fd = jniGetFDFromFileDescriptor (env, fileDescriptor);

if (unpinned && ashmem pin_region(fd, 0, 0) == ASHMEM_WAS_PURGED) {
ashmem_unpin_region(fd, 0, 0);
jniThrowException (env, "java/io/IOException", "ashmem region was purged");
return -1;

}
env->SetByteArrayRegion (buffer, destOffset, count, (const jbyte *)address + srcOffset);
if (unpinned) ({
ashmem_unpin_region(fd, 0, 0);
}
return count;
}
static jint android_os_MemoryFile write (JNIEnv* env, jobject clazz,
jobject fileDescriptor, jint address, jbyteArray buffer, jint srcOffset, jint destOffset,
jint count, jboolean unpinned)

int fd = jniGetFDFromFileDescriptor (env, fileDescriptor);

if (unpinned && ashmem pin_region(fd, 0, 0) == ASHMEM WAS_PURGED) ({
ashmem_unpin_region(fd, 0, 0);
jniThrowException (env, "java/io/IOException", "ashmem region was purged");
return -1;

}

env->GetByteArrayRegion (buffer, srcOffset, count, (jbyte *)address + destOffset);

if (unpinned) {
ashmem_unpin_region(fd, 0, 0);

}

return count;
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Android R INRE B RFMAED—F, A8 CHREME . MARFIE SRR EREFK
FEIERTE, EDFEHAREINE . EABERAET, HIFEHVH Android A EEKEAR
iR

AR =0 S ord et
m And
e i B

Android R —HME7 Linx Z EWFEBIFRFE, EHNENMEFHSBMLETE
Linux #fEd. H—MEFRAFELERIHOERN, ERHEER “H4E” T. SXIMEFEEL
ERIET TEHBRERTERYOX AN ER O AFR THMARFN, XAHEHR S 7. dHikn
LAEH, Android F/FHIA M ANIE R RERHTAREF B S BT .. ZRRSHEFHRK
B, SESEREMTFE THEFFRIE, RXBUREEFEEIMRUNEFRENTE
THEFH—RTHEER, HFEERLED. £ Android REEH, BFMAEGEBEHRERT
EANEW . TEARTRINE S, BN IH## Android 727 B4 f RO A HIIA .

6.1.1 HEFLE

YE—RBITEANAHFHINE, Android BB T —/ MR, EBAEL T, A WAL
BRFSTEXNEBEMERES . 4R, el DIk B A7 H A i g2 el KR izt .

7E Android R4t , H manifest file # 6| HAHE AT HIHAE . FEAAFHT M<ctivity>, <service>,
<receiver>#ll <provider>'1FI #EFEH— process @I, BILXAEMERT DL B H A SITHIHERE

Q "JRAERBAMGE— ML RET, SE 2 NEGER - HEEIT.

O MEXLERFILE—A User ID HAERMMPIR, 7IILEEANMEFE—ASHEFIET.

54b, fE<application>¥i S HAE T process BYE, FREEREFFITAAMFRENHRE.

i A E R R P LAN, RGN XEAAKRANELREST2E. g
M RMEMNFELERSE. — MK, mRHIa View.onKeyDown() F 7 #1E i 77 v Fd &0 i 77 v
WEFLETEZT. XUWHLAAE RGN, ARAZKEH [AIZ1TaE HERIE (NN ERE
SETERESIR), FAXHESHEEHE R ILMAL. Et ] DX A RIENELE S4BT
K. HEMEFHEELERIEENFR, Android AIRES KX EAE HIHE. I TKRE
EFrE, SEHEHNXLEHE.

L0 E AN BERE TR BB %, Android % BN X P EINA A . W Android £ il [H]
FRA—NEKABREARATMPEERERLF—NEE BREREE#E. BEXEA—HERE
FHAEHREPIRE.

EME RSB T ARFGERE, ANREUFERER>RARE. LA AEFERRNA
PR ATm N, (Rl SR R RRAE, WIMLIER:. T EEE AR & PR S5 25 B[R] AR AE ROz R
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¥ 6% Android R4 4 ERAEIE

HAb£kE.
1E Android {24t TR Z BRI EHEREN 1%, HliEid Looper fE LR ET—NMHE B
¥F, ¥ Handler 3% — 748, {# 5 HandlerThread 6l — A 1H BIE L FE.

6.1.2 #HEHNXE

TR E BB GEAR RS AR A, JTHZ Activity. Service 1 Intent Receiver. [ fi#ix it
HAE R e e SRR A AR, XIEFEE. WERAEMERXEES, TEaEH
RGA L EEPATEEES KN AR TR,

7E Android R4, RIEFHFE P LATA T iSRS A 410 E R B ARE HER#1T 2K,
HRERRAR T RESBEZHE S RO KEX R MK, fl, wRHERE A @dEHE
B 1% & Context.BIND AUTO_CREATE #7ic8¢{# F] ContentProvider #45 i& F|— R %% ( Service ),
A28 B R KET BADBEYE RS HE A FFEEZE. Android ARG FERERREY > AT
5 Ffio

(1) AI&#FE (Foreground).

S5RF 4 EAEMAEEEVIMERX. AE N HERF A% 8 A R K7 R e e i
BBRAME. EWTEM—T%EFT: EFEEERENRITRET —N5HA X ELKNES)
(Activity), EHK] onResume() /74 MA : BEFEH —IEfEIE/TH Intent Receiver (‘Eff Intent
Receiver.onReceive() 7% EEPAT): BUHER — MRS (Service), FF H7EMRS MR EE 3
(Service.onCreate(). Service.onStart()5{ Service.onDestroy()) WH IEEHITHIMRL, REKITHE
BHFFE.

(2) ®] Wi#FE (Visible).

BE AU AERE EBEBINES), EARERE 2R onPause) VAR . Filln,
AT & HESN R — N EE, LATRESIERENEEZ G, MaPX MR, o LikEdE
BEE, —RARTFHEEL, BRIERATRIENGHENZITHAERLLE.

(3) AR%3t#E (Service).

WH—NEELH startService() T /A s RS . BARAF TEEEEFIXEHE, HENMM
FIEFEHRA P rRLE (fEE MP3 BREE EMESEHIER E4ETH). Bk, REH—His
ITIXEHFR, BRIENFEA R LAER AR AT & SRR AW Wz .

(4) Ja&i#FE (Background).

WHE—NTHAHAEARRES) CER onStop( 7 EE A D . X LEFEFEX F PR R A B
fgem. MR ENEFPT TESVEMEY, RS0 UTEEER 2 & bz R U RN E, 4R
PLER AT 3 MARBMHBEMFH. RETEFEFRZIFNHEERZT, LIS XS EERAE
LRU %|FH, UHEYAFEDSEN AP BLERNHERE — ML L.

(5) ZH#iE (Empty).

AHFEETESN IR AT AR R RE PR ME— R R 2 E T IR R HEA
HAFTEEITHN, THEEHCIEHRE, X URREFEE.

m g PET R

£ Android ', —fH RGE BRI A A A . A EDAFHUAT BA 00— LeRe ki,
FrUA R EE S EREZD Android FFED KBTI A AEEL. FriBFORR e, %
AR TP A




6.2 Activity A4 &5 EH#A

(1) EFEAFIEHN, RZHEELTREEFINLE—MEFH -0, HFRTE
SRR A L T BRI HRAEEA R R & Ak () )4, &P LLEE Back (GR[E]) #F1 Home (F) £
KR E E—ANE O, A Back 8% Home MIBF LR AES ANH6 2 B9, {TATH& A /- #0RT DA
F Home BY Back 58 1T V) #2245 1) 7 .

(2) JEHEFHLE—EbF BRI S R A 02 9 i o o503 24 /1 A P BT R ER S, Blin i T
iER, EFHORBE, REEHMSMERRBIEEN T H.

TRTFIRARY LR E, BT RE N A Activity 7EA FIF B A 6 A .

6.2.1 Activity B9 JLRIRZS

EAR TR Activity ZEARRMT B A AR, BEFET M Activity FIJLFRZS . 24 Activity #
QI R, SFEWMT 4 FORE.

(1) Active (i&30).

L Activity FERRITmE 2 AT W), XEHEQWETE Activity FIRWIF A KA.
Android 27/ E— VIR R ZARIEERERYE, FENBFESRIERFEETH Activity,
XFE A ELORIE Active Activity 7 BRI BEIR. 25—/ Activity R Active REB, XML&
X Paused.

(2) Paused (E1{E),

FE—EERT, BT Activity (J MERAHAER, XN EREEFN. JHATHEHT Activity
2B SIEE R Activity Bf, THEM Activity i S BIIEX MRS . HEERN, XA Activity &
REIER Active I, (BEARESZH P RMANEH. EHRmMENL T, Android £ “R%E” —A* Paused
[ Activity Rk B B IRLE Active Activity. 23— Activity TEEAA] LA, BE#AE K Stopped.

(3) Stopped (fF1k).

L—A Activity NET L, ERL “/F1E” T. XA Activity TR BENGFERRETAERRS
M RER: B, EHAMTHRATENTN, BME “FBI0” E: “Hi” 7. 43—
Activity @ﬂ:ﬁ PRI BHE A A48T UDRS 2B EER . — B Activity 1B H B A, ‘B 82 B Inactive.

(4) Inactive (855%).

H—NELWEINE M Activity B« RIE7HT, B ALK Inactive . Inactive Activity 2 M Activity
BB, DEEHERAERANFERRES.

Activity RSB EIE 6-1 Fror.

B 6-1 FrasKPREHZRMRH Android RFEHEBRER, Android &5 JRAMLEEE
Inactive Activity RIS FHARFF, #AJ5 %M Stopped REMFETF . EWRIRIFEN T, SBER Paused KA
THIREF

6.2.2 S EEIHT Activity

(1) void onCreate(Bundle savedInstanceState).

X Activity $58 — K INEKBT AT onCreate(), H/E3I— NFFEF B %, HFEE1AH onCreate
HERESBPAT . WR Activity # onDestroy (#55%) J&, B EHT N Task ({£55) B, 3L onCreate()
HFE SR EFHIAT

(2) void onStart().

fE onCreate F {4 Z JE AT onStart(). BE LM ERHE X RIEERE, AP EFEEEHKE
e E T —BE, HECEMAT T onStop()F 1, (B2 & AFHEREH RA BHK,
P BREHEE QAN 2WAT onRestart)F 4, Zfa2Bkid onCreate)FH 4, B REWAT & &K
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onStart F1f.

ActivityJ33h

,—— onCreate()

FIBACK &%
Mt Activity

onStart() onRestart()

LERGHE onResume()

Activity
FERI QBT

H—MEFREIN A

l Activity
ISR AR ERTAIET

SEg onPause()

H—TESREINA
!
onStop()

onDestroy()

|

B Activity

& 6-1 Activity IRASHEHEE

(3) void onResume().

fE onStart FFZ AT ME UM ERWLHIBIEEE, EHAEREFTEERN, HHELE
AHE S, tRAEHITE onStop)FEH (HMEILLLAFAET Task ), M eBkit & 14K onCreate()
F1 onStart()FHF, HEPAT onResume()FH .

(4) void onPause().

BB 3 5 & B 4T onPause() .

(5) void onStop().

onPause()F 4 Z JEHMAT onStop(). MR —ENTRNHF KA EHER ZEEK, WZEEK
onStop()VEF K S H AT BRE P EHER T Back 8, BHZE M SHT Task B, BT
& 1A onStop()E {4 .

(6) void onRestart().

onStop FHHHATJEHAT onRestart(), WREEMILAENHABERAEHRRH, HEHFA X
ENEFZER, WESHATE AR onRestart F4, onRestart F4 5 2 Bkid & 14 1] onCreate() % 1
HEHAT onStart()FH 4.



6.2 Activity 94 &5 EHA

(7) void onDestroy().

Activity #8458 B R $04T onDestroy(). fE & &) onStop)F 42 f5, B KREHREE ZHE
&, Activity M| 288 .

6.23 JLTHENGR

ARYE AU T Activity £ fr A BIRIEAIR, WMUESHI T I RN .
(1) Activity N RBBZ1T, BATIFA:
I onCreate () -> onStart()-> onResume () ;
XR—NARENIRE, RAETE Activity # RAEEIBITH .
(2) Activity NIZ{TREF, BRSLERBET. PITHFA:

| onPause() -> onResume();

XA FERETE Activity #58) Activity BEE 74 UL, RETHPES, BB Activity
BHZE, XA Activity FRREFRBIET. EXMIEF, X Activity F)5EH R —EHFLE.
(3) Activity NIz 47 B#Z1E, PATIIFA:

| onPause() -> onStop();

XAME R R AT Activity ] UL 528 580 Activity JEE T, UREKETRHIAES. X
2 Activity FISEBIISREELE. Ebin, 24 Activity IEFEIZ{THY, 1% HOME £, i% Activity FE &4
PAT XA TR

(4) Activity IFIERZ1T, BATIRF A :

| onRestart () -> onStart()-> onResume () ;

4bF STOPPED R7 3 H LB IRFER Activity, B RS/, $irxAdE. x4
"R (3) KHdE, RREEMIT onRestart()ifi EF KRBT
(5) Activity NIBT RIS, BATIRFA:

| onPause () -> onStop() -> onDestroy();

XA S FERATE Activity SEEFF P T, FTLLZ Activity FISEFIEBAFET . i,
24 Activity IEFEIZEATHT, #% BACK 8, % Activity SiSBHITX AN LR . XMTIETEER (1D
PPN

(6) BB AT Activity EFIEIT, BATIBFA:

| onCreate () -> onStart()-> onResume () ;

XAMEEMAFRBEHN, APHASMEXNMIRHARSE, FRRWE (1D HBRATIRF,
FRKRMBEGEE REPERFHNERNKEE, SERA onCreateOi, RZUSHMERS
i, i (1) 9 onCreate()HIZ %A null,

6.2.4 EE Activity A£G EHH

AR B Activity FAMBAR, EMHIMEN ZES 54 GAMNERE, ERN Android
REGELCLRFHEE T XHPHLRIES, NAFRKEEMWIMRLE Android KHERT, £
Activity REFEHR K SANEE A L, 8 SRS, M SEPlix 26 8 R 2 EIRR Activity T3
H Override iX 28 Activity HI5EEIT] .

B 6-2 FIH T Activity 4 v A HAME M 7%
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Activity
(from android.app)

P¥onCreate(savedinstanceState : Bundle)

Ponstart()

MonResume()

¥*onPause()

F¥onStop()

@onRestart()

F¥onDestroy()

SstartActivity(intent : Intent)
SstartActivityForResult(intent : Intent, requestCode : int)
FOonActivityResult(requestCode : int, resultCode : int, data : Intent)
@attach(context | Context, aThread : ActivityThread, ...)

& 6-2 Activity &8 EEHEEMNT %
6.2.5 Activity LIS B5h

Activity FISEBIL T/ 2 H Android RGN, M P AdiHAT— Activity B, 325 —4
Activity 75 BHATIXA Activity BIFHEE, W% Activity FISEBIAFFTE, Android R Gi#RS ¥ H L
Biltk, FHAEZ Activity FrEREFE ) F LFZ W FH 1% Activity [1] onCreate() 7775, SEHH Activity L4
I B A .

HHUAT AL, 24 Activity::onCreate()/& R Gt L HI1LAT Activity B, Activity A AR 41E H S ¥146
IR AL, fEX B AT PASEfiltb A &, FF 0 LA A Activity::setContentView() i & Ul /I %

—fR YL, 1E Activity LB JERUE S BI1Z Activity, ——
XBELTEZ Activity FTFESEFERIERFE IR Activity System
ff] onStart(). onResume(). £ Activity 14 @ & 3 1) B BB 5 1:

Activi
1, —M onStartOfEFTAH KN F R &SR BR AL FE, BT =
u_ ﬁﬂ<ﬁ5 3 iﬂ—'uo 2 oiCreate(savedlnstanceStat :[Bundle )
63 0 T Activity SEBIALLS R BHIIN | . ﬂ
£ Activity 7428, R 28 onCreate() K. R A
9}1% iﬁJT —/I\ ACtiVity B@iﬁﬂ ’ #ﬁﬂ onCreate()E‘]?E%M? T 4: onResume( )
WS AT RN Activiiy BAREAIEE. B9 onStart() AT u u

RAELEILT, FRPUTTIHEAA 2 K. onResume()A] LAE Yy
Activity ff] PAUSED/RESUMED ) A~ {5 5 Ht., T 4 S 253 1 .

6.2.6 Activity 9= 54k 4k

Activity B98I Activity BF#04> UL Ff, JFEBRRZE T A HBREE, XFE
R A RGN BEAR Y B — S X EAEST T . TEAREF 28T, R4l onPause()ik
Activity fR B # E{Z HTRES R HL. Activity AT A7E onPause()H {77 FT il B 8 Bk AF7E X, LA
1B B REFE WA EE. B AT onPause()iR Bl Z AT AL AN ALK Activity 1Z1T, FTLLTE
onPause() ' [ 45 1 06 20 6] 4 FF PR IEIR [B] . BB Activity I AR S E/R#H % UL, 5 Window
Manager [RIBEEAK IHAZTE, ATLL—BA T RE X Ul B8 BIE RSN, 24 PAUSED
) Activity FTERIBERERE “RIE7 B, HATTREME Activity 9 Ul R —3.

ARGEHMBEREITHENEEERZE, S%8EEiT, N RZELSEA Activity 1
onResume()#77%. 7E onResume()75 %5 7] LAf§{ 5 onPause()# AH Xt B2 f 4 .

1EE 6-4 F1, s T —> Activity J3 8 [FE—/NEFE R 74— Activity B

& 6-3 Activity SLHML 5 BEhEE
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starter Android
Activity System

1: startActivity(intent : Intent )
—
2:

to-be-started :

e
L

: Activity
| 4: onPause( )
Lr -1 5: onCreate(savedInstanceState : Bundle )
|

| L] 6: onStart( )

|

|

! | | 7: onResume( ) |_|

| n

I

if starter is absolutely invisible D “
! 8: onStop( ) |

E6-4 — Activity BEiB—" Activity FIRFE

B 6-4 A] LAR GF- Hi i B — /> Activity J& 3B, 5 57 b —> Activity Z [A] i) & Ff PAUSE/RESUME
RHLHE. fEHFREER, PAUSE/RESUME 2% Activity IRESE P K —/N T8, BEZHAMMK

6.2.7 Activity XHA/EER S EFIEST

24 Activity # Stop B, A] B2 55 2 H A Activity B 1, AT Ee 2 H A B\ 7 BACK
5 HOME ##. Activity #% Stop Z 81, B onStop() FiESHIRATIAA, SRf—%& Stop ATAILLHE .
R EIKIZAT AT STOPPED ) Activity, B[] onRestart() A& A, X2 X 4 H A H 5
Bl 55 A 3@ P S B A 3 P b T o

KA 4L T Paused ARZASHT Activity £E N FHRmA RRE T, EFTFERBERZ M AT REH “Rig”,
IXFE onStopVFERE “FRHE” #l, A—ES¥A, FTLL onPause()&Z Lt onStop()EE A EHIREE R
Bl 7K ALFAE X BT L.

Activity # 8T RE R B Wb % T BACK 4, HAJRER AL T Paused 5% Stopped RZ, EAA
BRI “AE” 1. EEMERERERS BXE (MRS 2k, REREFE
AERTAK Activity GREXRMIEEF Activity H IR E), BEIBTEAN.

WRGRN “RIL” B Activity, TEHE “RIE” (onStop)i A ZHI, —MRHI=IHH
onSavelnstanceState() & B i% Activity MBS FPRES(E B . %% H 45N Bundle 2%, wJELTEH
N FPREEEEAN, RARHEXEFE. 41X Activty KB SEFIMLIZEITH, RASTERE
£ Bundler FI{5 B A LS HUE 3, #id onCreate() /7 ¥E1E N

B % 7F onSavelnstanceState() £ ¥ Ul KI5 B, /K AT 15 B BT & £ TE onPause()FIRFF -
Activity ff] onSavelnstanceState() L& 54 LUK A BB A View B UL G R, FTUAERGHREY
Al Activity 15 5., B % # ELE onSavelnstanceState()* 51 i super.onSavelnstanceState()>R & B i#
AU R.

6.2.8 Activity EshER

ff Android R4H, FHLULT 4 MUE3I Activity FIER .
QO standard (ERIN).
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Z6& Android BEGEGEEEE

O singleTop-

0 singleTask.

O singlelnstance.

EiR 4 FaE4HIEE U AndroidManifest.xml FECE, B 4MEETLLZE intent 5 30 Activity B
AMULESHCREE . BT KA E .

<activity

android:configChanges="mcc|mnc|locale |touchscreen|keyboard|keyboardHidden|navigation|screenla
yout | fontScale |uiMode|orientation"
<span style="color:#e53333; ">android: launchMode="singleTask"</span> android:screenOrientation="portrait"
android:windowSoftInputMode="adjustPan"
android:name=".activity.ShowHowAct" >

BT R —— X 4 iR AR

(1) standard (ERIA).

standard /& Android [ Activity fBRIAMES, WREKFBCE android:launchMode, MIBRIA X
MR EZERXT, — Activity AJ ARIB R INB £ A task 7, F H— task AT LA 24K
B, HEUKED intent JABHE, #BEAER—AFHILH.

(2) singleTop.

J& % singleTop 1 standard B2KMA, AE TR, 25200 Activity fSEBIFE AT task IR
TARY, intent JEZNET, WIARERFHILE, SEHA (RERFOLED FARLE, mE2XE
5E intent )% FLAG_ACTIVITY_NEW_TASK, W&##{t T FLAG_ACTIVITY NEW_TASK £
¥, SB3EHIH task B

(3) singleTask.

fE singleTask #30F, Activity R 2F — ALl WRIFE— task H EFH 1% Activity ) —4 5k
BlftE, WAHEBHFN, SRESPEER (EHMRMEZ Activity 7F task FIRRJE, &4
FIRRTH), HuLAFHEAR K Activity $E7FF— task 1.

(4) singlelnstance.

singleInstance &A1 singleTask 0 —#, ME— X HIHERZ, 1A T B Activity 25 5
B task, AFHAD Activity AF, SR Activity #iS#EM, HER R AEE — L6,

LEANAME—IXIBITHIN K, Android B3 T — . ERINEE T, A 4a4mE
FFBTERXANHBMERE . B, Bl A4 ERMAARERERE BT EXTHA
i, KEEENH Android FHFE SERIZHIE AR,

6.3.1 #iE

HAFEITHI 2 Manifest File #5#, 449 f75 S<activity>. <service>. <receiver>#l
<provider># & & 7 —A Process J@tE. &id Process A&, FILARBHAMZITHIHRE, BEATLIAC
BAME-A M HERFEST, M UREZ NMEAGER—MEEET, HEVUEREZNERF
TER— MR FEIT (AR R IXEFRFILE— User ID H455€ FIFEIAR) . 7541, fE<application>
WRFWREET Process B, W LARBRBERFF A AN,

BT WA 7E SRR 0 E AR P LB, RGN ZXEHAARARAMNTELETTE. HESD
X REEMFLBEF B . — R, WRHIN View.onKeyDown()FH F #1177 ¥E FIE &1 75 1%




6.3 #HES4LE

WAEFEETET. TMER, AOERSEHNMEAN Z K RIZTEEHERE (NN
BAERETHEARREIR), FARXFESHESETHEMAF. TR RRENELETIE.
M INE A AR TEIREUR % A AF, Android FIRERKHIAHEARER. TREHNEFK
i fik 2 BT IR Bh AR
4 Y 5E WA R FR TR B4 SR AT B 1%, Android 237 FEERxd FI P SEANA A - 40 Android £ 1ii[a]
FRA— M BRAE R H RS — AN A BoRE T KRR, —EXH— MR RE
TAMERREFIRE.

6.3.2 %2

RIE A4 BE T AR RS, AR @ FEFESRERE. - s ZR R
ATWERL, R et FelE, WM ERE. THREE IEFE & A ARS8 0 (8] R0 RO R HoAh
(5

LM Java FIFRAEXT R Thread 6, 7E Android H424t 7 W M EBRZREM 7%

Q Looper: fE&FEHIET—MHEMEH.

Q Handler: f£iE—NMHEE.-

O HandlerThread: fIE—/MirA H BB HILE.

Android £it— MM AEFESMAZET, R EQBRECHEE. BT LRFES,, Eild
{3 F S PSR4 4%, BI80 Activity service. broadcast receiver, AJ UAZE 3 £kF2 AP SEHl L b ER1E .

6.3.3 HEREMNHZX

THRTHEBNSEMELMAE, RALVETREABEZETHOMR. EREELT, Tk
WREAAA E— TR, AT EEETENERE R L. flin=— AR Binder (1N,
R AR R R R ) X R P WITIEMIEFE3) T IBinder Xf RAHRIRIZERE, J7iEBAE
IBinder HIHERE AT . (B2, WRMAERERI—NHE, TEER P EREFIEIT, XD
#7125 IBinder M RIE— &MY, EAREHRBRTLEDIZT. MR Service N ELFE
A onBind()7572:, onBind()ik [B] (% R A )7 ke MR A - BRI — MRS W RER £
AN PR, AIE—NRARM 2 E R — i R H IBinder #9777, FTLABLRY IBinder 240 fRIELK
L4

6.3.4 Android & E4EE

Android BFF—NNABFEL. JINNHERFEM—/NET Dalvik EUWLHEETE, A
XEERIEATIE Linux W% k. @it FI A Linux IR, Android 33 T KERIERSGRS,
AFEHBEMNGFER. WMEHER. BT, BEHRE. S HEKRS.

fE %% Android M FAFERF KR %, Android 2 A8 EF 2B — Linux A/ ID, HREM
ERLRR, SRR A N FRFE A S AN RE VS ) LS FE R T I BUE A SRR T .

£ Linux &, — A IDRJ—NEER . 7£ Android £, —ANH P ID R5]— AR R
FF. MARFERENESEHRF ID, NARFERE LMFLESEA, AP ID REAZE.

FERRINER T, 814 APKIE{TAEE B CM Linux #R2F . 25 BTN HREF S AR,
Android £ 831—4~ JVM, BI—/NETRIBERE KT, ECAFE R apk 247 EAH B R B MFR IR+

AFIff) Android N FIFERF AT LLZ4T7EAH R A ERE R, BEAESLILX/NIhRE, LU ERAR
HIRAEH% B X e N FFEFE, AR J5 18 F manifest U5 B 14 ECHE R H Linux AP 1D, Xa@id FAHE
FR “18/48” & X manifest J& 1 android:sharedUserld K3 .
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268 Android BEHLE S AHERE

(1) Android AL FEEAY,

YE— KB —MEFE, Android &R EZ— XM FELEFE (Main Thread), F&REE
BERFAES Ul MEXHFEH, WAPRERENH. APEMFRENEHUERFRSEENS, F
AR B R BN R AT AR, R LR AR IEE RN UL 612

FEFF R Android R B A AUESF R FERAI K RN : Android UT #{EHARLRELZ LM, HF
X S 0E A AAE UL RF2 4T .

WRAEE Ul R HEERME U1 &8, NS T RE:

android.view.ViewRoot$CalledFromWrongThreadException: Only the original thread that created a view
hierarchy can touch its views

X 5B Java FBFR—AF .

BT Ul &R AT BRI fI a2, R OIRIE UL 2672 RE45 BE R B2 A P (75K
Ul 2672 B FIRAE R o) P T SR IR RE A, BT ROERAE (&R JFERFLE: N, W
RUILE@EE 5 s RAMMAAER, SEBEERBRH & ENARF.

WREFTRIRE T TEXN UL #1178 E, S feidEREREHER, H Android XA —F &
%) Message Queue HlLI{RIELRFERIEE .

(2) Message Queues

Message Queue & —NH B BAFI, FXRFAFHUEE Handler ZAifIE B . Android 7585 — K85
TEFFBT BN 22084 Ul thread €1 —NRBLEITH BB 1, AT LLEIE Looper.myQueue()f3 2| 24 AT LR A2
HERF, FAREHEBFN—L EZAM, Fl activities F1 broadcast receivers . AJLLTE H T
T2 2 $ 6% Handler 5 UI thread JE/5.

183t Handler 7] LR AT EL#E L ¥ —/NH E.803E & —> Runnable K15L#1, %4> Handler &5
ME— f— N RFE LA R iZ R FE I B BASIE . Looper #}#% —> Handler #1342 BAF 2 [A) @S HF
ZHAE. BFAMELET Handler 1 B&#4 Looper, Looper 11K B AFAF. Looper t
127 S BAF B HYE B #E45 BTE 1) Handler, Handler 32U 2|74 B J5 8 F handleMessage #E474bHE
Bl 1 A s ARG

public void onCreate (Bundle savedInstanceState) ({
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
editText = (EditText) findViewById(R.id.weather_city_edit);
Button button = (Button) findViewById(R.id.goQuery);
button.setOnClickListener (this);
Looper looper = Looper.myLooper(); //#RE|HAI4REHN Looper X, BT HFLER vl &EROITMUES
Looper.getMainLooper () / /&%)
messageHandler = new MessageHandler (looper); //WAEZETNARBEERE Looper, BH Handler B
/ IARIEFR AL EH Looper
}
public void onClick(View v) {
new Thread() {
public void run() {
Message message = Message.obtain();
message.obj = "abc";
messageHandler.sendMessage (message) ; //KiEHE
}
}.start();
}
Handler messageHandler = new Handler {
public MessageHandler (Looper looper) {
super (looper) ;
}
public void handleMessage (Message msg) {
setTitle ((String) msg.obj);
}
}




6.4 X4y AL

X F L RJE RS, 241X A activity 44T 5C oncreate. onstart £l onresume J&, #t¥% T UI i %
FhEMARE R YaEi— MR, Bah— AR, AEMITER)E, B handler KiE—NMHE,
HT3X A handler JET UI £k#2, BELX/MNMEEHRKRIES Ul &8, RE Ul KB GEXMEESA
handler 43, TIXA handler & Ul &A2QIKER, ERIEAS ] UL A4, FUb#hi R 7 .

i Tifid handler FEE CEMRLEREE, MRV SHMES:, REELRRKEIRE, FHit
Android 24t 7 28 AsyncTask Ffi# HixX /> ja] & .

(3) AsyncTask.

T 4k &2 publishProgress, SEELUNTF BT s 771 .

Q onPreExecute(): %72 ERAT SEFRI G 6 #AERT#HE UI thread VA . 7T RATEIZ 7 &
—SE R TAE, WERE EER—MEE%.

QO doInBackground(Params...): fE 7% onPreExecute $#U1T/5 % FHiT, EZhEETHEEEL
FErh, X B B ST AR IR R B S A THE AR .

Q publishProgress(): EHTLI PMERBERE . T ERIRTE, DAL TE.

O onProgressUpdate(Progress...): fE publishProgress /7% #%ifi /5, Ul thread ¥ XN
EMTAE S E RS R RN, Fl i — AN B2k AT s .

QO onPostExecute(Result): 7£ doInBackground {7 5EHi/5, onPostExecute 75K 4 Ul thread
W, J&6 M HE g Rl %7 %453 2| Ul thread.

{#F publishProgress JSt 75 Z# 45 LA AL .

Q Task HSELZFE Ul thread 112 .

Q execute /7L ZUTE Ul thread H 1 .

Q AEFHFHXLET P, R execute BT,

Q % task AT IR, B0 2 U A IR 2 U 5

il b T T AR s AR

public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView(R.layout.main);
editText = (EditText) findViewById(R.id.weather city_edit);
Button button = (Button) findViewById(R.id.goQuery):;
button.setOnClickListener (this);

}

public void onClick (View v) {
new GetWeatherTask().execute (“aaa”);

1

class GetWeatherTask extends AsyncTask<String, Integer, String> {

protected String doInBackground (String... params) {
return getWetherByCity(params([0]);

}
protected void onPostExecute (String result) {
setTitle (result);

}

IIIEiI:II e

SEAHIHANRNFS], MEZECETH T Android A AAKERTIR. E&TH,
Hgiad JLBRL A ARG KR Android fI4: fiv A 3.
(1) HHAE MainActivity FIAES, XS shit BRINT I Activity.

| package cn.itcast.life;

import android.app.Activity;
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import android.content.Intent;
import android.os.Bundle;
import android.util.Log;
import android.view.View;
import android.widget.Button;

public class MainActivity extends Activity ({
private static final String TAG = "MainActivity";

@Override

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R.layout.main) ;
Log.1i(TAG, "onCreate()");

Button button = (Button) this.findViewById(R.id.button);
button.setOnClickListener (new View.OnClickListener() ({

@Override
public void onClick(View v) {
Intent intent = new Intent(MainActivity.this, OtherActivity.class);
startActivity(intent);
}
i

Button threebutton = (Button) this.findViewById(R.id.threebutton);
threebutton.setOnClickListener (new View.OnClickListener() {

@Override

public void onClick(View v) {
Intent intent = new Intent (MainActivity.this, ThreeActivity.class);
startActivity(intent);

1)
}

@0verride

protected void onDestroy() {
Log.i (TAG, "onDestroy()"):
super.onDestroy() ;

}

@Override

protected void onPause () {
Log.i(TAG, "onPause()");
super.onPause () ;

}

@Override

protected void onRestart() {
Log.i(TAG, "onRestart()"):
super.onRestart () ;

}

@Override
protected void onResume() {
Log.i(TAG, "onResume()");

super.onResume () ;
}

@Override

protected void onStart () {
Log.i(TAG, "onStart()");
super.onStart();

}

@Override
protected void onStop() {
Log.i(TAG, "onStop()");
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super.onStop () ;

(2) BAF#& MainActivity IGEC ) XML A fHA0H5E:

<?xml version="1.0" encoding="utf-8"?>

<LinearLayout xmlns:android="http://schemas.android.com/apk/res/android"
android:orientation="vertical"
android:layout_width="fill parent"
android:layout_height="fill parent"
>

<TextView
android:layout_width="fill parent"
android:layout_height="wrap_content"
android:text="@string/hello"
/>

<Button
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:text="FTF OtherActivity"
android:id="@+id/button"
/>

<Button
android:layout_width="wrap_content"
android:layout_height="wrap_content"
android:text="#TH ThreeActivity"
android:id="@+id/threebutton"
/>
</LinearLayout>

(3) BAFR—AHTH Activity, AT HIF “onstop” 777, 18 FIH I OtherActivity ¥ 8 [ £
MainActivity 78 & $:

package cn.itcast.life;

import android.app.Activity;
import android.os.Bundle;

public class OtherActivity extends Activity {

@Override

protected void onCreate (Bundle savedInstanceState) {
// TODO Auto-generated method stub
super.onCreate (savedInstanceState) ;
setContentView (R.layout.other);

PAF & OtherActivity IGHC ) XML #i J& 6D

<?xml version="1.0" encoding="utf-8"?>

<LinearLayout
xmlns:android="http://schemas.android.com/apk/res/android"
android:orientation="vertical”
android:layout_width="fill parent"
android:layout_height="fill parent">

<TextView
android:layout_width="fill parent"
android:layout_height="wrap_content"
android:text="iX®& OtherActivity"
/>
</LinearLayout>

(4) BAFH ThreeActivity A TH3X onpause J7¥%, f# R % HEE RNEM L, Babaa
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M ] MainActivity:
package cn.itcast.life;

import android.app.Activity;
import android.os.Bundle;

public class ThreeActivity extends Activity ({
@Override
protected void onCreate (Bundle savedInstanceState) {
// TODO Auto-generated method stub
super.onCreate (savedInstanceState);
setContentView (R.layout.three) ;

PLF A2 ThreeActivity PLAC ) XML i 5L :

<?xml version="1.0" encoding="utf-8"7?>

<LinearLayout
xmlns:android="http://schemas.android.com/apk/res/android"
android: layout_width="wrap_content"
android:layout_height="wrap_content">

<TextView
android:layout_width="fill parent"
android: layout_height="wrap_content"
android: text="8=1 Activity"
/>
</LinearLayout>

(5) UTFRBEER XY, fEH#H T android:theme="@android:style/Theme.Dialog" ¥ % &
Activity HIREUXRE 58 HE :

<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="cn.itcast.life"
android:versionCode="1"
android:versionName="1.0">
<application android:icon="@drawable/icon" android:label="@string/app_name">
<activity android:name=".MainActivity"
android:label="@string/app_name">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>
</activity>
<activity android:name=".OtherActivity" android:theme="@android:style/Theme.Dialog"/>
<activity android:name=".ThreeActivity"/>
</application>
<uses-sdk android:minSdkVersion="8" />
</manifest>

BT AR, WRTE Debug WRAEMVI#E| DDMS FH, AJLLS _EFFIFTTENH KA Log
SR, XFERLAT BURIE Z - fE Fr s T g s .

Activity f] onSavelnstanceState()#1 onRestorelnstanceState() AN RAdr A 7%, B4R
F onCreate()fl onPause()F4fr A F %, BNHA—E bk . L5 HIED EIMELE,
FlanNGFEA R B HEE% Home BEERIE, RSB — Activity B, onSavelnstanceState()
AL (BRSHP E3EHB A Activity B, 207N H#%R [F15, onSavelnstanceState()
RASHRAH. BAEIMBELT, HFUITARETATERST Activity FIRE. @F
onSavelnstanceState() R 3& & H TR F — LG £ RS, T onPause()i& & F T 8 AL
"7




" 6.5 Service 94 fn EEA

EASZRHMAERT, CEHAE T Android F Activity FIZEM . TEATTHINEF, Bt
M iH# Android ' Service FIAE# B HAZIIR, NIEEE B AR JG H AR5 4] T 2.

6.5.1 Service WEAM ZF0HiE

Android FHIRS, B 5 Activity AFE, ERAEEHPIZER, AHEE CEZIN, BITER
SHRRET, WRIBHNAR, Service HBRIKALER, EMREE BT, BAl &2
Service W& ? HLUNFEHCE KM, A T REARA T & SR iL T L b, 2R ARG SRR A
WRAH Service, BT AZIF T, BT LOXEHRMEHE] Service 1o XEIn=—/NNH H5E £
WIE LG IRER Y, RFEIR A (BRI (% A R B I R AT LA Service 1E 5 & & I 53T,
T 7 75 B 4T R F OB Ao AE 25 3R

6.5.2 Service A& EIHAER

Android Service HIAEAM AW AE Activity IFAES, BER4AK [ onCreate(). onStart()-
onDestroy()3 N1k, X% —1KJa3) Service if, JE/5 A T onCreate()F onStart()iX N7k, 24
{F 1k Service i, N$44T onDestroy() /7%, X B EFEMZE, WIE Service DAFFN T, H“HK
Ja3h Service i, AEHEAT onCreate() /7%, 12 HEWAT onStart() /7%, EAKKIAT LA FHIK
Sl

6.5.3 Service 5 Activity &5

Service J i (IR B &8 2 B 2 ITERT I Activity 2 _F 8, FENJE3) Service Y, RARE
R —AHHRE, Xy ERBARBEREBEMRET (AIDL) X—HAMEd SRR, 448
SKEUE Eh 1 Service SEIET, B LA 2] bindService 1 onBindService /1%, EA14 AIIAT T Service
i IBinder()A1 onUnbind() 75 %

NTERFKEE SR Service 5 Activity IB(5FE, 8 FRH —BERARRDREL .

(1) HE—A Android T2, 7EULA4 N ServiceDemo.

(2) B mainxml, FEMIGIN T 4 N, BAALIACR T Fis:

<?xml version="1.0" encoding="utf-8"?>
<LinearLayout xmlns:android="http://schemas.android.com/apk/res/android"

android:orientation="vertical"

android:layout_width="£fill _parent"

android:layout_height="fill parent"

>

<TextView
android:id="@+id/text"
android:layout_width="fill parent"
android:layout_height="wrap_content"
android:text="@string/hello"
[

<Button
android:id="@+id/startservice"
android:layout_width="fill parent"
android:layout_height="wrap_content"
android:text="startService"

/>

<Button
android:id="@+id/stopservice"
android:layout_width="fill parent"
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android:layout_height="wrap_content"
android:text="stopService"

/>

<Button
android:id="@+id/bindservice"
android:layout_width="fill parent"
android:layout_height="wrap_content"
android: text="bindService"

/>

<Button
android:id="@+id/unbindservice"
android:layout_width="fill parent"
android:layout_height="wrap_content"
android:text="unbindService"

/>

</LinearLayout>

(3) FrE— Service, 4N MyService java, HEAASTIAILIN T FiR:

public class MyService extends Service {
[/ EXAN— Tag 7%
private static final String TAG = "MyService";
//EBEXIE—/ Binder ¥, A onBind () EHER, XH Activity HATIUKERE
private MyBinder mBinder = new MyBinder();
@Override
public IBinder onBind(Intent intent) {
Log.e(TAG, "start IBinder~~~");
return mBinder;
}
@override
public void onCreate() {
Log.e(TAG, "start onCreate~~~");
super.onCreate() ;

}

@Override

public void onStart(Intent intent, int startId) {
Log.e(TAG, "start onStart~~~");
super.onStart (intent, startId);

}

@Override

public void onDestroy() {
Log.e(TAG, "start onDestroy~~~");
super.onDestroy();

@Override

public boolean onUnbind(Intent intent) {
Log.e(TAG, "start onUnbind~~~");
return super.onUnbind(intent);

}

[/REBET M EREHHEMNRE, FDEEEMRA LI LEE
public String getSystemTime () {

Time t = new Time();

t.setToNow () ;

return t.toString():
}

public class MyBinder extends Binder{
MyService getService()
{
return MyService.this;
}
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(4) BECCF ServiceDemo.java, EAASLIARLINT Frs:

public class ServiceDemo extends Activity implements OnClickListener{

private MyService mMyService;
private TextView mTextView;
private Button startServiceButton;
private Button stopServiceButton;
private Button bindServiceButton;
private Button unbindServiceButton;
private Context mContext;

// XBEEMT| ServiceConnection 7 Context.bindService l context.unBindService () EfE|
private ServiceConnection mServiceConnection = new ServiceConnection() {
//%3, bindService BY, il TextView B7R MyService 2 getSystemTime () A AHREE
public void onServiceConnected (ComponentName name, IBinder service) {
// TODO Auto-generated method stub
mMyService = ((MyService.MyBinder)service).getService();
mTextView.setText ("I am frome Service :" + mMyService.getSystemTime());

}

public void onServiceDisconnected (ComponentName name) {
// TODO Auto-generated method stub

}

Vi

public void onCreate(Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R, layout.main);
setupViews () ;

}

public void setupViews () {

mContext = ServiceDemo.this;
mTextView = (TextView) findViewById(R.id.text);

startServiceButton = (Button)findViewById(R.id.startservice);
stopServiceButton = (Button)findViewById(R.id.stopservice);
bindServiceButton = (Button)findViewById(R.id.bindservice);
unbindServiceButton = (Button)findViewById(R.id.unbindservice);

startServiceButton.setOnClickListener (this);

stopServiceButton.setOnClickListener (this);

bindServiceButton.setOnClickListener (this);

unbindServiceButton.setOnClickListener (this);
}

public void onClick (View v) {

// TODO Auto-generated method stub

if (v == startServiceButton) {
Intent i = new Intent();
i.setClass(ServiceDemo.this, MyService.class);
mContext.startService(i);

}else if (v == stopServiceButton) {
Intent i = new Intent();
i.setClass(ServiceDemo.this, MyService.class);
mContext.stopService (i) ;

}else if (v == bindServiceButton) {
Intent 1 = new Intent();
i.setClass(ServiceDemo.this, MyService.class);
mContext.bindService (i, mServiceConnection, BIND_AUTO_CREATE) ;

lelse{
mContext.unbindService (mServiceConnection) ;

}
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(5) 1B AndroidManifest.xml B0, 7E VM #TE B MyService.

<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"
package="com. tutor.servicedemo"
android:versionCode="1"
android:versionName="1.0">
<application android:icon="@drawable/icon" android:label="@string/app_name">
<activity android:name=".ServiceDemo"
android:label="@string/app_name">
<intent-filter>
<action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER" />
</intent-filter>

</activity>
<service android:name=".MyService" android:exported="true"></service>
</application>
<uses-sdk android:minSdkVersion="7" />
</manifest>

PAT LR ER AR A 6-5 Fis.
g “startServie” IZHIF, JLEHAT T Service H' onCreate()—onStart()iIX AN ik, R
77F DDMS ] Logeat & H, & 2| 6-6 fras i) 5 .

ServiceDemo

pad tag Hessage

254 MyService start onCreate™

254 NyService start onStart™~~
E6-5 MTHR B 6-6 Logcat B H

JX B A L% HOME 8 i A Settings (% &) —Applications () —Running Services ( IE1E
BITHIRS) BE— B3 T — RS, ZR0E 6-7 Fis.
L 5if stopService #%HIET, Service $44T T onDestroy() /7%, RURWE 6-8 Fiir.

Running services

ServiceDemo

F MyService

pid tag Message
254 MySexvice start onDestroy™™™

B 6-7 #FHET—NTREF & 6-8 Logcat BH

MR B IR “startService” 154, 2R 57 “bindService” 1@ bindService & /&
bind B2 J3 5 Service), & — b Service $44T 1 IBinder()/7i%, AKX TextView HI{E M AT T,
i 6-9 & 6-10 Frzs.
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pid tag Hessage
254 MyService start IBinder~~~

E6-9 Logcat BH B 6-10 TR

B )5 #dr “unbindService” #%41, N Service $4T T onUnbind() 7%=, A 6-11 fias.

pid tag Hessage
254 MyService start onlUnbind™™~

Wil Ut — 4, TG HLR AR Z ARG, AT H R SRR A A AR .
Bl R TR CRIETT) A E RO BRI R anrAb . Gt SR G R %, B
G PSR AMIBEESGERILA, (BEFHFAFO ARG RN HE0 i i AL 2, XART #E M
KO, A Android HHIT HE R AT ERAERINE? XA A B AEATT 1N B HEATARE -

6.6.1 Android 895 &5

fE Android RGP A &M &R #E, WM ERPRZE . BiIEHKEECNE S KR <
PEAE—ANT#E, SRR R E AT AR T I U AR B B A AR . B 6-12 BOR T4
fIBATHLE .

7E Android R4 % &M 1R, ELAKIEME il

MW T FrR. I 1) 1 I 1)
(1) Y “RGyYNH” FEFIE{TH 27 Android 7 Android

it &l 4B 1
(2) 34 Android 3l o, 2xH Ik

%E@Bﬁ;ﬁ—o i hakid
(3) [ L 6 B S R EE M 4, IR HOTIZ Rodroid BT

I TR AL A R R, AT R AR R R, X AU % Android R B
WE—NERFBEIERG RN AT, EAEIKRL R SHREESIES, ZJoRkEn, &
AITERCR R ) 38 I R84 RS 0 5 R e o O S R A VTS o ar SR UG P O S AR 2 A A 2
Bl an e BT R 5

6.6.2 HKEI BEF

&R AR VHEAE Android FINAI%R S 27, AP RE 7 —MEH, N
Wi E B W, B RdRIE %, B 6 hERET R IHTE LOG B R :

public class BroadCastActivity extends Activity {
public static final String ACTION_INTENT TEST = "com.terry.broadcast.test";
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/** Called when the activity is first created. */
@0verride
public void onCreate (Bundle savedInstanceState) {
super.onCreate (savedInstanceState) ;
setContentView (R. layout.main);
Button btn = (Button) findViewById(R.id.Button01l);
btn.setOnClickListener (new OnClickListener() {
@Override
public void onClick(View v) {
// TODO Auto-generated method stub
Intent intent = new Intent (ACTION_INTENT_TEST);
sendBroadcast (intent) ;
}
1) i

)
B AR R :

public class myBroadCast extends BroadcastReceiver {
public myBroadCast () {
Log.v ("BROADCAST_TAG", "myBroadCast");
}
@Override
public void onReceive (Context context, Intent intent) ({
// TODO Auto-generated method stub
Log.v ("BROADCAST_TAG", "onReceive");
}
}

1E b B 28, 4k T BroadcastReceiver, 3 E 5 T K] onReceive, H-14i& T —/N k%L,
Y — 48, EF Android KT —/4N 3%, W 6-13 Fis.

V 235 BROADCAST_TAG nyBrosdCast |
V73 BROMCAST. TKC e

B TR -

6-13 1@ Android &3% 77— 8%

TR A B — R4, B RS M Android R4 KL, A A EE R WE 6-14 Fins.
B AT LB H, Android I B KA & AR H B Activity —HEE 2+, EAXIFEME 6-15 Fir.

[ mmxts |

V 235 BROADCAST_TAG nyBroadCast
V 235 BROADCAST_TAG onReceive SLPonReceive
D 60 dalvikvm threadid=17: bogus mon 1+4050; adjusting
V 235 BROADCAST_TAG nyBroadCast
V 235 BROADCAST_ TAG onReceive P34
E6-14 BXEAndroid RGEAE 6—15 Android I # 4 AR

AU WL Android B #& & &, 4 Android RE0EWIAHE AR FEZ@F) #HHEiR
BEFARLE) T HEARSS IR ? I EJBEER, BLELI—AT BIRWCEEN, BHRENHREFFHE manifest
FEXFHTFE BB, FAHRELESE, W 6-16 Fix.

H o action RE—NEHAITHBIE, 7 Andriod FHIREZF action, #I4 ACTION_VIEW Fi
ACTION_EDIT.

WA EER EE &M MRE—AT HBEWEE P BB Z AN ENEN? IRE 402 ? £ Android
R 2891 onReceive V2NN TR R . [, WAIIE Intent-filter FIFEMZENE, FILLRRSH
IHESHERTT R HOREMN %, 25T ELE onReceive F7EH, i#id intent.getAction()H W& K
fIhiE, XAERI A AN [ B A B AAS [E] R BhAE
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package="com. terry"
android:versionCode="1"
android:versionName="1.0">
<applicaticn android:icon="@dravable/icon" android:label="@string/app name™>
<activity android:name=".BroadCastActivity"
android:label="@string/app name">
<intent-filter>
TGRS <action android:name="android.intent.action.MAIN" />
<category android:name="android.intent.category.LAUNCHER"” />
</intent-filter>
activity>

TS MjactiontB 25 LU HRIENE

<receiver android:name=",myBroadCast">

cintent-filter > W NEEEEEEEE_—_—.-

<action Bndrc'iW'bmadcast. test"></action>
</intent-filter> = s S &

' % 3 A

IrEceivery FTEF SIS E, REREEXM—

/application> ZhE

m g5 P R MR A

ART RERNLHSEIE AT 22, HERE RN T Linux F#RER. HlERN
FRRFAIE— MR, 24 Linux ) FORK HUHI &6l —AN 2, By E H3ERE i 72 b6 it
BRI EER. B Linux FHEBEZRMEEHFRERS, flEE. 5. HOOLEARF
%, XN HEEEEEMTE.

f£ Android A4, FirA KN R LR R Gtk %53t F2 SystemServer £ & H Zygote # 72
FE (fork) HKHI. ¥4 ActivityManagerService J& 23— MRS HEF KB %, HEET Socket 5
Zygote HARHATEE, ERE fork — MR HRIERNXANFER IV NARFRH#E. £R
G AN EERS: PackageManagerService fll ActivityManagerService, #i/&H SystemServer #f
FER M 3T EBNE, T SystemServer #HFEA B & Zygote HFETE 3 BN HILFEF fork HRM.

Android R4 E T Linux W%, TI7E Linux R4 H, FrA MR init SR TR,
WAk, BT R FEER R B e (A B i init FEF2 fork HISRHT. Zygote HEEMAHIS, ER
ERGRENHEFRE, H init HECIEN. ERERBIHA I “system/core/rootdir/init.rc” 1, A]
VAE BT 53 Zygote R HIMA 4.

Zygote ZHZ—NNHEMREF, MKz, AZBEREEEMAXR. Zygote FIJE3IH Linux
FIAE %% init J3 3. JB 31J5 & B3R 2 1Y zygote, HR VK44 F 42 app_process, it H#ZAH petrl
BLFLEMRT “zygote”.

(1) app_process.main & %{.

1 BR B E AE X “ frameworks/base/cmds/app_process/App_main.cpp” &, EAASLEARL
THiR:

int main(int argc, char* const argv[])
{
$ifdef _arm__

6-16 WES HBHIE

e =5

* b/7188322 - Temporarily revert to the compat memory layout
to avoid breaking third party apps.

THIS WILL GO AWAY IN A FUTURE ANDROID RELEASE.

http://git.kernel.org/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commitdiff;h=7dbaad66
changes the kernel mapping from bottom up to top-down.

This breaks some programs which improperly embed

* an out of date copy of Android's linker.

*/

char value[PROPERTY_VALUE_MAX] ;
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property get ("ro.kernel.gemu", value, "");
bool is_gemu = (strcmp(value, "1") == 0);
if ((getenv("NO_ADDR_COMPAT_LAYOUT_FIXUP") == NULL) && 'is_gemu)
int current = personality(0xXFFFFFFFF);
if ((current & ADDR_COMPAT_LAYOUT) == 0) {
personality(current | ADDR_COMPAT_LAYOUT) ;
setenv ("NO_ADDR_COMPAT_LAYOUT_FIXUP", "1", 1);
execv ("/system/bin/app_process", argv);
return -1;
}
}
unsetenv ("NO_ADDR_COMPAT_LAYOUT_FIXUP");
#endif

// These are global variables in ProcessState.cpp
mArgC = argc;
mArgV = argv;

mArgLen = 0;

for (int i=0; i<argc; i++) {
mArgLen += strlen(argv[i]) + 1;

}

mArglen--;

AppRuntime runtime;
const char* argv0 = argv(0];

// Process command line arguments
// ignore argv[0]

argc--;

argv++;

// Everything up to '--' or first non '-' arg goes to the vm
int i = runtime.addVmArguments (argc, argv);

// Parse runtime arguments. Stop at first unrecognized option.
bool zygote = false;
bool startSystemServer = false;
bool application = false;
const char* parentDir = NULL;
const char* niceName = NULL;
const char* className = NULL;
while (i < argc) {

const char* arg = argv[i++];

if (!parentDir) {

parentDir = arg;

} else if (strcmp(arg, "--zygote") == 0) {
zygote = true;
niceName = "zygote";

} else if (strcmp(arg, "--start-system-server") == 0) |
startSystemServer = true;

} else if (strcmp(arg, "--application") == 0) {

application = true;
} else if (strncmp(arg,

niceName = arg + 12;
} else {

className = arg;

break;

"--nice-name=", 12) == 0) {

if (niceName && *niceName) {
setArgv0(argv0, niceName);
set_process_name (niceName) ;

}

runtime.mParentDir = parentDir;

{
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if (zygote) {
runtime.start ("com.android.internal.os.ZygoteInit",
startSystemServer ? “"start-system-server" : "");
} else if (className) {
// Remainder of args get passed to startup class main()
runtime.mClassName = className;
runtime.mArgC = argc - i;
runtime.mArgV = argv + i;
runtime,start ("com.android.internal.os.RuntimeInit",
application ? "application" : "tool");
} else {
fprintf (stderr, "Error: no class name or --zygote supplied.\n");
app_usage () ;
LOG_ALWAYS_FATAL ("app_process: no class name or --zygote supplied.");
return 10;

HWRE K EEEARZLE 1 AppRuntime &, ARERATH start AR . runtime
7 AppRuntime f{JSE#1, AppRuntime 4£7& H AndroidRuntime, # A AndroidRuntime 38 start B %{.
PR ¥4 start 7E3CfF “frameworks/base/core/jni/AndroidRuntime.cpp” & X, BAAMRRLITFFrR:

void AndroidRuntime::start (const char* className, const char* options)

{
ALOGD ("\n>>>>>> AndroidRuntime START %s <<<<<<\n",

className != NULL ? className : " (unknown)");
/*
* 'startSystemServer == true' means runtime is obsolete and not run from
* init.rc anymore, so we print out the boot start event here.
*/
if (strcmp(options, "start-system-server") == 0) {

/* track our progress through the boot sequence */
const int LOG_BOOT_PROGRESS_START = 3000;
LOG_EVENT_LONG (LOG_BOOT_PROGRESS_START,
ns2ms (systemTime (SYSTEM_TIME_MONOTONIC))) ;
}

const char* rootDir = getenv ("ANDROID_ROOT");
if (rootDir == NULL) {
rootDir = "/system";
if ('hasDir ("/system")) {
LOG_FATAL ("No root directory specified, and /android does not exist."):
return;
}
setenv ("ANDROID_ROOT", rootDir, 1);
}

//const char* kernelHack = getenv ("LD_ASSUME_KERNEL");
//ALOGD ("Found LD_ASSUME_KERNEL='%s'\n", kernelHack):;

/* start the virtual machine */

JniInvocation jni_invocation;

jni_invocation.Init (NULL);

JNIEnv* env;

if (startVm(a&mJavaVM, &env) != 0) {
return;

}

onVmCreated (env) ;

/t

* Register android functions.

*/

if (startReg(env) < 0) {
ALOGE ("Unable to register all android natives\n");
return;
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/t

* We want to call main() with a String array with arguments in it.

* At present we have two arguments, the class name and an option string.
* Create an array to hold them.

*f

jclass stringClass;

jobjectArray strArray;

jstring classNameStr;

jstring optionsStr;

stringClass = env->FindClass ("java/lang/String");
assert (stringClass != NULL);

strArray = env->NewObjectArray(2, stringClass, NULL);
assert (strArray != NULL);

classNameStr = env->NewStringUTF (className) ;

assert (classNameStr != NULL);
env->SetObjectArrayElement (strArray, 0, classNameStr);
optionsStr = env->NewStringUTF (options) ;
env->SetObjectArrayElement (strArray, 1, optionsStr);

/*
* Start VM. This thread becomes the main thread of the VM, and will
* not return until the VM exits.
.
char* slashClassName = toSlashClassName (className) ;
jclass startClass = env->FindClass(slashClassName) ;
if (startClass == NULL) {
ALOGE ("JavaVM unable to locate class '%s'\n", slashClassName);
/* keep going */
} else {
jmethodID startMeth = env->GetStaticMethodID(startClass, "main",
"([Ljava/lang/String;)V");
if (startMeth == NULL) {
ALOGE ("JavaVM unable to find main() in '%s'\n", className) ;
/* keep going */
} else {
env->CallStaticVoidMethod (startClass, startMeth, strArray):;

#if 0
if (env->ExceptionCheck())
threadExitUncaughtException (env) ;
#endif
}
}
free(slashClassName) ;

ALOGD ("Shutting down VM\n");

if (mJavaVM->DetachCurrentThread() != JNI_OK)
ALOGW ("Warning: unable to detach main thread\n");
if (mJavaVM->DestroyJavaVM() != 0)

ALOGW ("Warning: VM did not shut down cleanly\n");

IR B EH R E3) Android REEITH E, EFEM T 3 HHE: —ZHEHKE startvM
BEIERINL, R R startReg M INT 77, —&iHH T com.android.internal.os.Zygotelnit 2
# main ¥ £ FRARLH, EH T3 Inilnvocation ] Init BREL, ZEREAESMH “libnativehelper/
Inilnvocation.cpp” HE X, BASLIAIEWTFR:

bool JniInvocation::Init (const char* library) ({
#ifdef HAVE_ANDROID_0S

char default_library[PROPERTY VALUE_MAX] ;

property get ("persist.sys.dalvik.vm.lib", default library, "libdvm.so");
telse

const char* default_library = "libdvm.so";
#endif

if (library == NULL) {

library = default_library;
}
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handle_ = dlopen(library, RTLD_NOW);
if (handle_ == NULL) {
ALOGE ("Failed to dlopen %s: %s", library, dlerror());
return false;
}
if (!FindSymbol (reinterpret_cast<void**>(&JNI_GetDefaultJavaVMInitArgs_),
"JNI_GetDefaultJavaVMInitArgs")) {
return false;
}
if (!FindSymbol (reinterpret_cast<void**>(&JNI_CreateJavaVM_),
"JNI_CreateJdavaVM")) ({
return false;
}
if (!FindSymbol (reinterpret_cast<void**>(&JNI_GetCreatedJavaVMs_),
"JNI_GetCreatedJavaVMs")) {
return false;
}
return true;

}

RIS, H5EE LT default library FHREUH, RENBIERGTIRBEN persist.sys.
dalvik.vm.lib /B HE(E, BRIMEN libdvm.so. X}F ART BRI, ZEN libart.so. T ZSH library
N NULL, [H¥ default_library B4 library. # T 3Kif H dlopen #T 7T libart.so X4, 451
i FindSymbol & 3 3T FT ] libart.so SCHF PR BIXT A3 HAF S, #i0 INI_CreateJavaVM Xt
N ) A& 3L “ /art/runtime/jni_internal.cc” ] JNI_CreateJavaVM B& $, i A~/ “/dalvik/vm/Jni.cpp”
ff] INI_CreateJavaVM BR ¥, B AIAEFT IR libart.so, XRFEEEEMM T .

T £E AU [ £ 22 #0 AndroidRuntime::start 7, 8/ startVm B ¥UE 31BN, ZR B L S
JNI_CreateJavaVM FR%{, AL INI_ CreateJavaVM B $(7E L/ “/art/runtime/jni_internal.cc”
E X, BAAEEIARE T AR:

extern "C" jint JINI_CreateJavaVM(JavaVM** p_vm, JNIEnv** p env, void* vm_args) {
const JavaVMInitArgs* args = static_cast<JavaVMInitArgs*>(vm_args);
if (IsBadJniVersion(args->version)) {
LOG (ERRCR) << "Bad JNI version passed to CreateJavaVM: " << args->version;
return JNI_EVERSION;
}
Runtime: :Options options;
for (int i = 0; i < args->nOptions; ++i) {
JavaVMOption* option = &args->options[i];
options.push_back (std::make_pair(std::string(option->optionString), option->extralnfo));
}
bool ignore unrecognized = args->ignoreUnrecognized;
if (!'Runtime::Create(options, ignore_unrecognized)) {
return JNI_ERR;
}
Runtime* runtime = Runtime::Current();
bool started = runtime->Start():
if (!started) |
delete Thread::Current ()->GetJniEnv();
delete runtime->GetJavaVM() ;
LOG (WARNING) << "CreateJavaVM failed";
return JNI_ERR;
}
*p_env = Thread::Current () ->GetJniEnv();
*p_vm = runtime->GetJavaVM() :
return JNI_OK;

£ RS, & T ERVLE 302 535 7 A\ 2| Runtime::Options SEf . SR/ERHE M
KIS %UE B A F R Create 1] Runtime FISEH, %R EH BRI U0 F Fis:
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------

. InitLogging (NULL) ;
. instance_ = new Runtime;
. if (!instance_->Init (options, ignore_unrecognized)) {

. return false;

-}

return true;

< b

£ BRI, 31708 Log R4, % 4 1T7A]2 Runtime 326, 28 7 1791454k Runtime.
X[ 3] INI_ Create JavaVM ERE(+, 3R Runtime 481 LH /5, Runtime 1 855118 R 5L
FERF Start BRE, ZREAI LA T

. bool Runtime::Start() {

Thread* self = Thread::Current();
self->TransitionFromRunnableToSuspended (kNative) ;
started_ = true;

InitNativeMethods () ;

.......

. if (is_zygote_) {

if (!InitZygote()) f{

. return false;

# )

. } else {

. DidForkFromZygote() ;
-}

. StartDaemonThreads () ;

. return true;

-}

£ ERAREEH, 5 3 TRBYRISITERE: B 4 1TH ZL RS M Runnable V) #: 2| Suspend:;
% 6 1T 58 Native BREIVI9AL TAE, K% InitNativeMethods fSEELAD 401 F B 7w :

T

. void Runtime::InitNativeMethods () {

. JNIEnv* env = self->GetJniEnv();

£ B AR, 28 3 173REX INI 3788 55 5 178 H RegisterRuntimeNativeMethods B %52 &
Native FEHEM, Z M 7 9L Native B ¥, B M4EA AT DALk R URRD .

4k 47§ Runtime:: Start BR %, A InitZygote SEAR— L X4 X R 4E K mount /5, SHR&E
it 1 A java.lang.Daemons.start() B8 $UE 3 sF 372

HERH Zygotelnit.main, ILERETE X “frameworks/base/core/java/com/android/internal/os/
Zygotelnitjava” 5 X, BEAALIARRE U TFAR:

public class ZygoteInit {

public static void main(String argv([]) {
try {

.....

if (argv([l].equals("true")) ({
startSystemServer();
} else if (!argv[l].equals("false")) {
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) else |

......

FREBFEEMT 3 HFH: — R A registerZygoteSocket BRI T —4 socket #, H
S ActivityManagerService J#{5; — 21 F startSystemServer iK€ j3 5] SystemServer H{F; =
ZRA runSelectLoopMode BREUHN—NTIRTEIN, TERTHEIEIER socket O EZEFF Activity
ManagerService & 3K 8 2 $1 1) N FF2 P 472 .

BE& Zygotelnit.registerZygoteSocket, I K ETEXF “frameworks/base/core/java/com/android/
internal/os/Zygotelnit.java” F5E X, BEAELIHAREW T Fix:

public class ZygoteInit {

/t*

* Registers a server socket for zygote command connections
*

* @throws RuntimeException when open fails

L

private static void registerZygoteSocket () {
if (sServerSocket == null) {

int fileDesc;

try {

String env = System.getenv (ANDROID_SOCKET_ENV);
fileDesc = Integer.parselnt(env);
} catch (RuntimeException ex) {

try {

sServerSocket = new LocalServerSocket (
createFileDescriptor (fileDesc));

} catch (IOException ex) {

~~~~~~

XN O socket Bl CHFHRFT R, XA XH AT FIH 2 BT H % A“/dev/socket/
zygote” XM T . XA RIETFIEAE ANDROID_SOCKET ENV B2, EEXWT:

public class ZygoteInit ({

MAXNHEZEFENRHERBEERNE? RITME, REBEINHEIS “system/core/
rootdir/initorc” & H init HFERBBEHATH), T init BRAIRARBALT “system/core/init” HFKH,

£ init.c X, 2 H R service_start RAEBE A init.rc F A service AR, BAELIARBWT
FRi:
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void service_start(struct service *svc, const char *dynamic_args)

pid = fork():

if (pid == 0) {

struct socketinfo *si;

for (si = svc->sockets; si; si = si->next) {
int socket_type = (

!stremp (si->type, "stream") ? SOCK_STREAM :
(!strcmp (si->type, "dgram") ? SOCK_DGRAM : SOCK_SEQPACKET)) ;
int s = create_socket (si->name, socket_type,
si->perm, si->uid, si->gid);

if (s >= 0) {

publish_socket (si->name, s);

F— service A A HLARAE init AR fork RBCREIE —NHHIHEIE, EHHHFEET,
224341 B [ socket 3T, XFF4H—A socket T, #LiEIT create_socket B EIRFE “/dev/socket”
HERTFOE A, EXNMGRF, BNXHER zygote T, REHRINHHARFED
publish_socket B ¥ 5 A\ B AR+ 2

static void publish_socket (const char *name, int £d)

{

char key[64] = ANDROID_SOCKET ENV_PREFIX;

char val[64];

strlcpy(key + sizeof (ANDROID_SOCKET ENV_PREFIX) - 1,
name,

sizeof (key) - sizeof (ANDROID_SOCKET ENV_PREFIX));
snprintf (val, sizeof (val), "%d", fd);
add_environment (key, val);

/* make sure we don't close-on-exec */

fentl (£d, F_SETFD, 0);

}

X BB KK SH name KI{H N"zygote", T ANDROID_SOCKET ENV_PREFIX 7E 3 ff
“system/core/include/cutils/sockets.h” & X M :

I view plain#define ANDROID_SOCKET_ENV_PREFIX "ANDROID_SOCKET "

B, X B b AR SRR RS A\ E|LL"ANDROID_SOCKET _zygote" A key {H ¥
WA RS, XHANLEMHK Zygotelnit.registerZygoteSocket BR¥5iX B A& socket XAFH) create
socket PREUEIZITIER — Pt FEH, FEt, EEE Zygotelnit.registerZygoteSocket B8 (Al LI B 4#
FIXAN SRR R A1 —A Java JZH) LocalServerSocket Xf % . 15 HAhi#hFE th 5 EIT X4
“/dev/socket/zygote ” LK Zygote HEFEBEATIEAT, HS B 0BT XL RERX A
LocalServerSocket | . ActivityManagerService f&iBid Process.start PR ECR A8 — AN FH#HREK,
Process.start BRE{ 21 508 IT Socket EHE R Zygote HHF2H, & H Zygote 2R 5T R A B H N
FFEF#FE, 12 Process & iHiT R openZygoteSocketlfNeeded KiZE#H:F| Zygote #FEH ) Socket
8, BEAASLIAIE T Fis:

public class Process {

private static void openZygoteSocketIfNeeded ()
throws ZygoteStartFailedEx {
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for (int retry =0
; (sZygoteSocket == null) && (retry < (retryCount + 1))
; retry++ ) {

sZygoteSocket = new LocalSocket () ;
sZygoteSocket.connect (new LocalSocketAddress (ZYGOTE_SOCKET,
LocalSocketAddress.Namespace.RESERVED) ) ;
sZygoteInputStream

= new DatalnputStream(sZygoteSocket.getInputStream());
sZygoteWriter =

new BufferedWriter (

new OQutputStreamWriter (

sZygoteSocket.getOutputStream()),

256) ;

} catch (IOException ex) {

iX B ) ZYGOTE SOCKET & XtnF.

public class Process {

private static final String ZYGOTE_SOCKET = "zygote";

ERIFH RN “/dev/socket” H3% T zygote X T -

Android R&Z 1 socket HLi|H binder L —#E, #HRE A LUAHRIETHERES. = Socket
MR BETERLZGE, BEE=ZSFK Zygotelnit.main KE +, startSystemServer p&EK 3 3
SystemServer 4014 .

(2) Zygotelnit.startSystemServer iR % .

I BR8P S “ frameworks/base/core/java/com/android/internal/os/Zygotelnit.java” H 5 X, B
P SEIRARHD 4R B :

public class ZygoteInit {
private static boolean startSystemServer ()
throws MethodAndArgsCaller, RuntimeException {
/* Hardcoded command line to start the system server */
String args[] = {
"--setuid=1000",
"--setgid=1000",
"--setgroups=1001,1002,1003,1004,1005,1006,1007,1008,1009,1010,1018,3001,3002,3003",
"--capabilities=130104352,130104352",
"--runtime-init",
"--nice-name=system_server",
"com.android.server.SystemServer",
b
ZygoteConnection.Arguments parsedArgs = null;
int pid;
try {
parsedArgs = new ZygoteConnection.Arguments(args);
/* Request to fork the system server process */
pid = Zygote.forkSystemServer (
parsedArgs.uid, parsedArgs.gid,
parsedArgs.gids, debugFlags, null,
parsedArgs.permittedCapabilities,
parsedArgs.effectiveCapabilities);
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} catch (IllegalArgumentException ex) {

......

/* For child process */

if (pid == 0) {
handleSystemServerProcess (parsedArgs) ;
}

return true;

XEBEALIER|, Zygote #HFEIEIT Zygote.forkSystemServer eREREIE —/MNFHHIBHEREH
SystemServer 1, R[EME pid T 0 K7 EFHFPABREDITHIEREZ, BIHEIERNHES]
4T handleSystemServerProcess %

(3) Zygotelnit.handleSystemServerProcess i&i%{ .

BB AE L “frameworks/base/core/java/com/android/internal/os/Zygotelnit.java” F15E X, £
S BARES U0 B

public class ZygoteInit {
private static void handleSystemServerProcess (
ZygoteConnection.Arguments parsedArgs)
throws ZygoteInit.MethodAndArgsCaller {
closeServerSocket () ;

/*

* Pass the remaining arguments to SystemServer.

* "--nice-name=system_server com.android.server.SystemServer"
*/

RuntimeInit.zygotelInit (parsedArgs.remainingArgs) ;
/* should never reach here */

BT Zygote QB FHES YA Zygote HEERMEE (4) S HAIEM Socket LA
R, MXBERTHENASHEE, EHit, XEMPEA closeServerSocket RHIRKME. Mk
¥#AEWA Runtimelnit.zygotelnit bR HR# — P 44T Ja 3h SystemServer 44 H#R1E .

(4) Runtimelnit.zygotelnit B8 %{.

I B BUFE U “ frameworks/base/core/java/com/android/internal/os/Runtimelnit.java” # 5& X,
BARLIARS I T s

public class RuntimeInit ({
public static final void zygoteInit (String[] argv)
throws ZygotelInit.MethodAndArgsCaller {

// Remaining arguments are passed to the start class's static main
String startClass = argv[curArg++];

String[] startArgs = new String[argv.length - curArg];
System.arraycopy (argv, curArg, startArgs, 0, startArgs.length);
invokeStaticMain (startClass, startArgs):;

R B SPATHANEE: — R IAH zygotelnitNative B ¥R /T — Binder 12 A:&E HL 4|
IV TAE, ERATETRZE, XN #E 8 Binder X Rk AT LA (E 1T 2 BB T s
A—NRFRAE (5) H4E#KH com.android.server.SystemServer 28H main &% .
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(5) Runtimelnit.zygoteInitNative BE%}.

I R e AR S “ frameworks/base/core/java/com/android/internal/os/Runtimelnit java” =,
BRI T B

public class RuntimeInit ({

MIX B AT LAFE H, BB $ zygotelnitNative /& —> Native B8 %, SLILTE L4 frameworks/base/core/
jni/AndroidRuntime.cpp” H. FEMIX—FJE, XN FHFEH Binder FFE (8138 {5 | AR Mt &
7.

=] 255 (7) H1 ) Runtimelnit.zygotelnitNative i, F—2 M EHAT com.android.server.System
Server 25/ main ER%L T .

(6) SystemServer.main Bf%{.

BRI BUFE LM “ frameworks/base/services/java/com/android/server/SystemServer.java” H15€ X,
BRI T ATR:

public class SystemServer

public static final void init2() {

Slog.1i(TAG, "Entered the Android system server!");
Thread thr = new ServerThread();

thr.setName ("android.server.ServerThread");
thr.start():

X B main BRECH £ RWAT INI i initl, R)5 initl REFAXER init2 K, 7E init2 &K
WHEME, 288 ServerThread LIFEX RKMAT — L RS XBIRS K3 3hER1E.

PITERX— S RE, EERE, BERZIZE (3) SHHK Zygotelnit.main EEF, ETRE
L E2 18 F BB 3 runSelectLoopMode #f A —/NLIRTEH, 7ERTTHIZSE (4) B LM socket H O L%
¥ ActivityManagerService i§ REIEF KIS HBEFHET -

(7) Zygotelnit.runSelectLoopMode B8 %

UEBR BE 14 “ frameworks/base/core/java/com/android/internal/os/Zygotelnitjava” H & X, £
RSEIARS I R BT -

public class ZygoteInit ({
private static void runSelectLoopMode () throws MethodAndArgsCaller {
ArraylList fds = new ArraylList();
ArraylList peers = new ArrayList();
FileDescriptor[] fdArray = new FileDescriptor[4];
fds.add (sServerSocket.getFileDescriptor());
peers.add (null) ;
int loopCount = GC_LOOP_COUNT;
while (true) {
int index;
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try {

fdArray = fds.toArray (fdArray);

index = selectReadable(fdArray);

} catch (IOCException ex) {

throw new RuntimeException("Error in select()", ex);
}

if (index < 0) {

throw new RuntimeException("Error in select()");
} else if (index == 0) {

ZygoteConnection newPeer = acceptCommandPeer ();
peers.add (newPeer) ;

fds.add (newPeer.getFileDesciptor());

} else {

boolean done;

done = peers.get (index).runOnce();

if (done) {

peers.remove (index) ;

fds. remove (index) ;

}

SLRR B T35 4F ActivityManagerService HiE41X 1 Socket, #A/F 1A ZygoteConnection.runOnce
BRI H B 2 H R N R I

X, Zygote HFERLEBNERR T, Bl ALE, K THX Android R4 HIHER T —MEZ
MR, TERREWT 3 A

Q R4 5300 init SRS A Zygote 2, Zygote BEFE 1 51 5 48 Android M HIEFHELREH
fHEFE ) B RS B TAE.

Q Zygote #HFE & H @8 — SystemServer #F2, SystemServer #F2 71 51 /8 31 R SIS # R
%, WEE B k% PackageManagerService FIN FHF2F & H MR &5 ActivityManagerService.

O 4FEBE3— Android N HFEFR, ActivityManagerService 2 i@ id Socket #HF2 A @[S
B, EEN Zygote HHFE RIXAN N AT G 8 — AN BT B AR



$ 78 IPC MHREEDLR

4B T % Dalvik VM ZREEHEIAIR, BT HE T # Android WA F RERIZEA RS, iE
FE T BRANFEHIHERZETHNE (PC). EAERANEYF, HEMIHME Android RGH IPC i#
FRIBEHHIERER, REE P ANED GRS ST &6

i
m -“A‘: s

Binder & Android R4t ftH)—Fh IPC GHFEEETS) HlHl. HT Android &% T Linux A%
], FrLABR 7 Binder LA4h, dEAFTEFLARE IPC ML, BB E A socket % . Binder X} FH Ath IPC
B SR 18 B 0 RGN {8, HIRSNAESLRAFAESF “kernel/drivers/staing/android/binder.c” #1, 7
4M% B R FiEH — binder.h Sk X4F. Binder & —MEINR &, BTl e ML 5B HF £,
A REAAARN Linux R R A HFFIRBRELE. /£ “/proc/binder” HE FHIAZE, AL
Fk &7 Binder W& HIIZTHRAL .

AT LA Android REEEVER—/NET Binder iB(EH C/S 4844, Binder BHE ML —HIERLHIZA
WO ERAE 7 —il8. fEET Binder {5/ C/S Z2M9k R, BRT C/S ZEHFTEIER] Client ¥l Server
¥4k, Android B —~4 R Service Manager ¥, ‘EFERAREH AL FHIZFARS (Service).

fE Android &%) Binder Hl#|#, i Client. Server. Service Manager. Binder Driver 4 /N4
AR, RAEXRWME 7-1 Fis.

v
Z[8]

]
Z=[H)

B 7-1 Binder HlH FRVAHXRE

7E Android &%4t#H, Client. Server #1 ServiceManager —# 2 [A]f)2Z H R R U F TR,

Q Client. Server #l Service Manager /£ /# 2% [A] 553, Binder JXaH#2 5 7E AL 23 (8] FR 523

Q Server FHFEESiFM—LL Service F| Service Manager F, FTLA Server /& Service Manager
)% ;' ¥, T Service Manager B2k %% 7 - Service Manager & — M <F{F#12, AE#5EE Server
F17) Client $2 £ & #] Server #1.



148

£7E IPCHERBEIH

Q R FEA Client #HFEZEE R A Service, %414 F Service Manager H13kH 1% Service K4
*15 8., FTLA Client & Service Manager )% ' ¥ 5 4F, Client #R4E 13 2| Service {5 /&5 Service
FRPER) Server R LEGREEE, REMATLLERS Service ZH T, LA Client tH2 Server
H) 25 7 S

Q Binder JRENFEFIR A& LM “/dev/binder” S5H FZS[EZE H, Client. Server il Service
Manager i id open 1 ioctl X4 {F K %5 Binder N2 F#ATHEE -

7E Android “F&H 24 5LH T Binder X271 Service Manager, JF K& R & ZAH P 2N
SEELE S Client F Server BIR] . =3 f)3Z BL AR £ 2T Binder 815 1), B DUBEM AR S P #E Z [ 1)
K&, #ATLLAZREY Binder fBLFE

m : T

FE4r 471 Binder JRAISRY, HESLF

o

1&# Service Manager & {75 %0 Binder WFANFEFE L
Binder HL#|#)_E T CEHE# . Service Manager /2% Binder HL#I I FH3#58, FREHEITF KEQ
BT Server, F H[A] Client 1L E#) Server :BFEE I ThAE. BN Service Manager 4144 & F
K H Server 3t H 7] Client $& it 25 #] Server 28 O I TN HE, BT LA Service Manager W R Server
LA Client #4781 . FA140i8, Service Manger. Client Fl Server =3 43 Hll 1B 1T 1E ML I #EFE
Ly, XFEEAZ FEREWE T HERRAEE, 1A tHR KA Binder HLHIHHAT HEEEE .
ik, Service Manager #E7t 24 Binder ML sF 2t A2 1A BRI FER, HAEF Y Server KA, HE
ER—FEFERE Server, B TR EKKRKRZLEERT FTHMAE.

721 ANORE

Service Manager £ 7 2 (B YRS AL T “ frameworks/base/cmds/servicemanager” HE T,
FERE B MY binderh. binderc Fl service_manager.c 4. Service Manager A A7 3044
“service_manager.c” 1 {]8 ¥ main()F, RS Fras:

int main(int argc, char **argv) {

struct binder_state *bs;

void *svcmgr = BINDER_SERVICE_MANAGER;

bs = binder_open(128+*1024);

if (binder_become_context_manager (bs)) {
LOGE ("cannot become context manager (%s)\n", strerror (errno));
return -1;

}

svcemgr_handle = svcmgr;

binder_loop(bs, svcmgr_handler);

return 0;

3R iR % main()EZEH LU 3 IRk,

Q #TJF Binder ¥ & 45

O 4 Binder 32 B 2 Binder = FICETEHE, B ATH BT 38 FH 2.

O #H#AN—NEFHER, 724 Server KIFIfh, FFF Client FIIHER.

FEHEN IR 3 ANTHREZ AT, HoRE — X B ZIMISE 4K binder_state. % BINDER_SERVICE
MANAGER )5 . %54k binder state & XAEX M “frameworks/base/cmds/servicemanager/binder.c”
o, ARESINT:

struct binder_state {
int fd;
void *mapped:
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I unsigned mapsize;
}i

Hrh fd FoR R, BIFRRITIFH “/dev/binder” # & SRR RF; mapped Rt k&
X4 “/dev/binder” BRETF|HFEZ B FIEGEHbE:; mapsize R _Fid B 2RI K.

% BINDER_SERVICE_MANAGER 7EXff “frameworks/base/cmds/servicemanager/binder.h”
S, BT

/* the one magic object */
#define BINDER_SERVICE_MANAGER ((void*) 0)

IXF R Service Manager AN 0. Binder JE(EHLHEHAMRAFZERED, HaOBKE
S F1 Windows RFEFHBIMAMEASL . A ULE], Service Manager 7E 78 X4 P #E R I FEIRY,
7Y Server M, HEMEATEEOMHN, ERAWERAN O, XMETHIFHKRZL, KA
Server A2 DAAR(E#R KT 0 T ELi Binder JREHAEF H 34T L.

7.2.2 ¥TFF Binder & & X1

bR ¥ B S5 3T JF Binder 345 SO HI 3R AE 2R %X binder_open(), HERE I AL T3 “frameworks/
base/cmds/servicemanager/binder.c” #, RIS

struct binder_state *binder_open (unsigned mapsize) {
struct binder_state *bs;
bs = malloc(sizeof (*bs));
if (!bs) {
errno = ENOMEM;
return 0;
}
bs->fd = open ("/dev/binder", O_RDWR) ;
if (bs->fd < 0) {
fprintf (stderr, "binder: cannot open device (%s)\n",
strerror(errno));
goto fail_open;
}
bs->mapsize = mapsize;
bs->mapped = mmap (NULL, mapsize, PROT_READ, MAP_PRIVATE, bs->fd, 0);
if (bs->mapped == MAP_FAILED) ({
fprintf (stderr, "binder: cannot map device (%s)\n",
strerror (errno));
goto fail_map;
}
/* TODO: check version */
return bs;
fail map:
close (bs->fd) ;
fail open:
free(bs);
return 0O;

}

IS AR R open()FT FF R & XM “/dev/binder”, 1% U4 R 7E Binder JREHFE 1R
gy L AL g RelE=4: R

723 BIEREXH

BTIREFE —TFTEXNREXHRIECIETRE, KE “kernel/common/drivers/staging/android” H
3, T “binderc”, A LAE RN FHEHAIEMHA O binder_init HIRS:

static struct file_operations binder_fops = {
.owner = THIS_MODULE,
.poll = binder_poll,
.unlocked_ioctl = binder_ioctl,

149



150

B7E IPCHBEBEENS

.mmap = binder_mmap,
.open = binder_open,
.flush = binder_flush,
.release = binder_release,
b
static struct miscdevice binder miscdev = |
.minor = MISC_DYNAMIC_MINCR,
.name = "binder",
.fops &binder_fops

I

}:

static int _ init binder_init (void)
{
int ret;

binder_proc_dir entry root = proc_mkdir ("binder", NULL);
if (binder_proc_dir_entry root)
binder_proc_dir_entry proc = proc_mkdir ("proc", binder_proc_dir entry_root);
ret = misc_register (&binder_miscdev);
if (binder_proc_dir entry_root) {
create_proc_read_entry("state", S_IRUGO, binder_proc_dir_entry_root,
binder_read proc_state, NULL);
create_proc read entry("stats", S_IRUGO, binder proc dir entry root, binder_read proc_stats,
NULL) ;
create_proc_read_entry("transactions", S_IRUGO, binder proc dir_entry root, binder read proc_
transactions, NULL);
create_proc_read_entry ("transaction_log", S_IRUGO, binder proc_dir_entry _root, binder_
read_proc_transaction_log, &binder_transaction_log);
create proc_read entry("failed transaction_log", S_IRUGO, binder proc dir_entry root, binder_
read _proc_transaction_log, &binder_transaction_log_failed);
}
return ret;
}
device_initcall (binder_init);

TERRE misc_register()F SEH T B W& SCHERITIRE, FHSEH T misc B&EM T/E, 7

“Iproc” HEFAIE T &F Binder FXHI A A Vi . MBE SCHF R ER1E 7772 binder_fops 7]
LB, 8L &% binder_open FIHATIES]:

bs->fd = open("/dev/binder", O_RDWR) ;

B R] #E N\ 2| Binder JX#h#2 7 # binder_open()BR %, BAASLIMAILIN AR

static int binder_open (struct inode *nodp, struct file *filp)
{

struct binder_proc *proc;

if (binder_debug_mask & BINDER_DEBUG_OPEN_CLOSE)
printk (KERN_INFO "binder_open: %d:%d\n", current->group_leader->pid, current->pid);

proc = kzalloc(sizeof (*proc), GFP_KERNEL);
if (proc == NULL)

return -ENOMEM;
get_task_struct (current) ;
proc->tsk = current;
INIT_LIST_HEAD (&proc->todo) ;
init _waitqueue_head (&proc->wait);
proc->default_priority = task_nice (current);
mutex_lock (&binder_lock) ;
binder_stats.obj_created[BINDER_STAT_PROC]++;
hlist_add_head (&proc->proc_node, &binder_procs);
proc->pid = current->group_leader->pid;
INIT_LIST HEAD(&proc->delivered_death):;
filp->private_data = proc;
mutex_unlock(&binder_lock) ;

if (binder_proc_dir_entry proc) {
char strbuf(11];
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snprintf (strbuf, sizeof(strbuf), "%u", proc->pid);
remove_proc_entry(strbuf, binder_proc_dir _entry_proc);
create_proc_read_entry(strbuf, S_IRUGO, binder_proc_dir_entry proc, binder_read_
proc_proc, PpProc);

}

return 0;

bR R H ) B R A — AN 42 M binder_proc FIEIE LM, FEBIEEMREFIT R &
XA “/devibinder” HIHEREM ETXER, HHEEXAMHE EFXEEBREEITHXHEY file
(AL B3 A 2 AF & private_data o IXFEAAEPAT HAR SO ERAERT, BRIEEFT A U4 file K
WEXANHEE T XERT . XA#E LT XE B RN ESRAFE 2R AR binder_procs
o, EIREHFRRF NS . #3453 binder procs SE STE LAY k-

| static HLIST_HEAD(binder_procs);

M5 ¥ 1A struct binder_proc .4 5& X AE L “kernel/common/drivers/staging/android/binder.c”
H, BRI I T fros:

struct binder_proc {
struct hlist_node proc_node;
struct rb_root threads:;
struct rb_root nodes;
struct rb_root refs_by desc;
struct rb_root refs_by node;
int pid;
struct vm_area_struct *vma;
struct task_struct *tsk;
struct files struct *files;
struct hlist_node deferred work node;
int deferred_work;
void *buffer;
ptrdiff t user_buffer offset;
struct list _head buffers;
struct rb_root free_buffers;
struct rb_root allocated buffers;
size_t free_async_space;
struct page **pages;
size_t buffer size;
uint32_t buffer free;
struct list_head todo;
wait_queue_head t wait;
struct binder_stats stats:;
struct list_head delivered_death;
int max_threads;
int requested_threads;
int requested_threads_started;
int ready_threads;
long default_priority;

}i

EREMERIRALES, RPREAEENF 4 IMHRARE:

O Threads;

O Nodes;

O refs by _desc;

O refs by node.

FRAANRATEEHRR RN BWNEIT A, HEEHE, binder proc 7 HIHETE 4 MLEM T,
ARG TR

O threads #%: FIR{RTF binder_proc HEMA FAEAFERNERE, ENERRHER
max_threads KR & .
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F7E IPCHEBEH

O node #f: FRLRAF binder_proc #HFE N ) Binder SL4% .,

Q refs_by_desc #F1 refs_by_node #: Fi R {R4F binder_proc i##2 A K Binder 5| F, BI 5| FHEY
H A 2R Binder LAk, B4 A AR ARHARDEBR, —MELLEHIER key ERALR, —
Fho UL S| FH B SEART s B MR 3R key EREAH. BNHREBREA—FHERT, AARATRANTH
AR 7 M A AL B RE R .

XFE, FTH WA “/devibinder” HIBRIERLTER T, BT RF\FEMNITH KR & SMHHITA
17 B 8 AE mmap:

I bs->mapped = mmap (NULL, mapsize, PROT_READ, MAP_PRIVATE, bs->fd, 0);

Xt . Binder 3XzhF2 5 1 2 R 5 binder_mmap(), BAASEIARRE G0 FEiaR:

static int binder_mmap (struct file *filp, struct vm_area_struct *vma)
{
int ret;
struct vm_struct *area;
struct binder_proc *proc = filp->private_data;
const char *failure_string;
struct binder_buffer *buffer;
if ((vma->vm_end - vma->vm_start) > SZ_4M)
vma->vm_end = vma->vm_start + SZ_4M;
if (binder_debug_mask & BINDER_DEBUG_OPEN_CLOSE)
printk (KERN_INFO
"binder_mmap: %d %1lx-%1lx (%1d K) vma %1lx pagep %1lx\n",
proc->pid, vma->vm_start, vma->vm_end,
(vma->vm_end - vma->vm_start) / SZ_1K, vma->vm_flags,
(unsigned long)pgprot_val (vma->vm_page_prot));
if (vma->vm_flags & FORBIDDEN_MMAP_FLAGS) {
ret = -EPERM;
failure_string = "bad vm_flags";
goto err_bad_arg;
}
vma->vm_flags = (vma->vm_flags | VM_DONTCOPY) & ~VM_MAYWRITE;

if (proc->buffer) {
ret = -EBUSY;
failure_string = "already mapped";
goto err_already_mapped;

}

area = get_vm_area (vma->vm_end - vma->vm_start, VM_IOREMAP) ;

if (area == NULL) {
ret = —-ENOMEM;
failure_string = "get_vm_area";

goto err_get_vm_area_failed;
}
proc->buffer = area->addr;
proc->user_buffer offset = vma->vm_start - (uintptr_t)proc->buffer;

#ifdef CONFIG_CPU_CACHE VIPT
if (cache_is_vipt_aliasing()) {
while (CACHE_COLOUR ((vma->vm_start ”~ (uint32_t)proc->buffer))) {
printk (KERN_INFO "binder_mmap: %d %$1x-%1x maps %p bad alignment\n", proc->pid,
vma->vm_start, vma->vm_end, proc->buffer);
vma->vm_start += PAGE_SIZE;

}
#endif
proc->pages = kzalloc(sizeof (proc->pages[0]) * ((vma->vm_end - vma->vm_start) /
PAGE_SIZE), GFP_KERNEL);
if (proc->pages == NULL) {
ret = -ENOMEM;
failure_string = "alloc page array";
goto err_alloc_pages_failed;
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proc—>buffer_size = vma->vm_end - vma->vm_start;

vma->vm_ops = &binder_vm_ops;
vma->vm_private_data = proc;

if (binder_update_page_range (proc, 1, proc->buffer, proc->buffer + PAGE_SIZE, vma))

ret = -ENOMEM;
failure_string = "alloc small buf";
goto err_alloc_small _buf failed;
}
buffer = proc->buffer;
INIT_LIST_HEAD (&proc->buffers);
list_add(&buffer->entry, &proc->buffers);
buffer->free = 1;
binder_insert_free buffer (proc, buffer);
proc->free_async_space = proc->buffer size / 2;
barrier();
proc->files = get_files_struct (current);
proc->vma = vma;

/*printk (KERN_INFO "binder mmap: %d %lx-%lx maps %p\n", proc->pid, vma->vm_start,
vma->vm_end, proc->buffer);*/
return 0;

err alloc_small buf failed:
kfree (proc->pages) ;
proc->pages = NULL;
err_alloc_pages_failed:
viree (proc->buffer);
proc->buffer = NULL;
err_get_vm_area_failed:
err_already mapped:
err_bad_arg:
printk (KERN_ERR "binder_mmap: %d %$1x-%1x %s failed %d\n", proc->pid, vma->vm_start,
vma->vm_end, failure_string, ret);
return ret;

}

£ FIR BB binder mmap()H, & 5Ci#iL filp->private data 18 BT HF & 3L “/dev/binder”
B A (45 4 binder_proc. PIFEBEHE B vma S8t EEFEEE, XEK vma KEHE
KA R L5 vm_area_struct, BERAHR—HOESL KB MAET R X 5. FERHEZEFAKMBT,
EEFH — MU SR vm_struct, 1X MR 4504 2 8 — PSR i fl kb 25 [A) X35 A
2, XHERXARAAWE? 7E Linux REH, 48 vm_area struct R0 EM ML R4 R
R, TR vm_struct o8 R BE R 45 AL A 9, "B A TX B2 At A 388 T THD 40 v LA AN
0. Z5HI4K vm_area_struct FTon fHhEZE [E]YE B 2 0~3 G, T vm_struct 7= (k23 (6]
WEERZ (3G+896M+8M) ~4 G, At AL vm_struct Rox UL EJEE AR 3 G~4 G
We? N3G~ (3G+896M) i [l bt & F KB EESE B T A, 1X A4V 49 B stttk
HUNH I B SEBR ) B bk % R B AT R SC &R, BIXTRE 0~896 M HIMIEMibE 2|, T (3G +
896 M) ~ (3G + 896 M + 8 M) REAFRI X, HlunprAE X 8 M Hilik 23 [/ KR4 #ZHF
I, FrASE FI4A vm_struct fEFH (3 G+ 896 M + 8 M) ~4 G ki 25 8] Sfe it 4 = i 482 O 28 T I o

A 4 2 [R] I (s 3 R DA a2 ) AR PRy A% 40 b i 22 T SR Bk 5[] — MV B DL T 23X
#t /& Binder A2 FLE S HLHI FKIREBERTAE T o FEF— N ER T, — J7 T B GT B3 2 D bk %5 4]
— 75 T RS 2 N AZ B A B 25 |),  IXRE R AN A TS ET AR D — IR N AR HE L DA, R Tt
T2 2 (A PRS0

YH# T binder mmap IR j5, BNREHZEMBLER 7. HSEHELLERE—
T binder_proc 544 L0 R A AR
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Q buffer: &— void*fEt, ERNEIRGBIVIER N FEAE NS E G AL E .

Q buffer size: &2— size t KK FE, FRREBHKANFEIRN.

O pages: &—> struct page* K RIAIHH, struct page A& F e R ¥y 7 T H)BE 45440 5

O user buffer offset: &—4> ptrdiff t KUK E, BEFRIRNRE NZMEH K ERHHE S 3
55 ) R HU0 Rtk 22 ] P 224, B 4 SR AN B T T A PR A 2 () R X R R L btk R addr,  TUXAN
YR T 1] E SRR 25 (A% B B R R b kSR “addr + user_buffer offset” #% .

724 EERNFBRETHIE = E

HETREFEER—T Binder WINFEFE AL Hhbb 2 (] (77 7%, BEDG0(TE 2 buffer ~
(buffer + buffer_size)iX BrHuht 2581 (), XMz fEIgE R —B— Bk EH, B4 H
& binder_buffer RF#HIR K], BEAESLIARGWT Fron:

struct binder buffer {
struct list_head entry; /* free and allocated entries by addesss */
struct rb_node rb _node; /* free entry by size or allocated entry */
/* by address */
unsigned free : 1;
unsigned allow user_free : 1;
unsigned async_transaction : 1;
unsigned debug_id : 29;
struct binder transaction *transaction;
struct binder_node *target_node;
size_t data_size;
size_t offsets_size;
uint8_t datal0];

}:

4 — binder buffer BT HK R entry #MKHNES] R HubkEANZ] struct binder_proc 1)
buffers RonHIBER T 2%, R, % — binder_buffer X4} NIEFEF MR, 8t free R
BERX . 2N binder_buffer i id /i 7 48 & rb_node fI#EBh, #Z AZF struct binder_proc # [
free_buffers XKLL BR %, AL IEAEM A binder buffer, i#idA 7 E rb_node ENE
binder_proc H7 ] allocated_buffers Fe7R L1 FEMR A1 25 XA Z N T 8 & i M4 X Ptk
2] T o

X5 E B K%L binder mmap(), HIERXNSHUM— LA E, Bl ZBS KA FF RN B
SIZE 4 M, Bl 4 MB. 7E3KF| 3 service manager.c 1) main()BR ¥, X BEALHERMME R 128 X1 024
AT, B 128 KB, RAMRERAH WM. BEREZE, JHH R get vm_area)3R1E— DR
vm_struct [X[8], FHHTEE4 “proc” ZEFI{AR] buffer. user buffer offset. pages F buffer size 25,
R R, ¥3%E A binder_update_page_range A FE#lHihkZS[H] proc->buffer ~ proc->buffer +
PAGE_SIZE 2 BC— MWK, [RIrf X Bk 2 (6] F — A binder_buffer KR, 4374
A Z| proc->buffers %K proc->free buffers ZLEM %L, BREEVIMEL T proc 4 HAEK
free_async_space. files 1l vma 3 N AL & ,

IR JE 4k 5257 Hr R binder_update page range(), & — F Binder JX3FE 5 &2 W] SLEAE — )
P U T (R B B B N A% A [ R AR 2R (Rl 2 1 . B ST RS 4 R B :

static int binder_update_page_range (struct binder proc *proc, int allocate,
void *start, void *end, struct vm_area_struct *wvma)
{
void *page_addr;
unsigned long user_page_addr;
struct vm_struct tmp_area;
struct page **page;
struct mm _struct *mm;

if (binder_debug _mask & BINDER_DEBUG_BUFFER_ALLOC)
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if

if

printk (KERN_INFO "binder: %d: %s pages %p-%p\n",
proc->pid, allocate ? "allocate" : "free", start, end);
(end <= start)
return 0O;
(vma)
mm = NULL;

else

if
}
if

if

}

for

}
if

}

mm = get_task mm(proc->tsk);
(mm) |

down_write (&mm->mmap_sem) ;
vma = proc->vma;

(allocate == 0)

goto free_range;

(vma == NULL) {

printk (KERN_ERR "binder: %d: binder_alloc buf failed to "
"map pages in userspace, no vma\n", proc->pid);

goto err_no_vma;

(page_addr = start; page_addr < end; page_addr += PAGE_SIZE)
int ret;
struct page **page_array_ptr;
page = &proc->pages| (page_addr - proc->buffer) / PAGE_SIZE];
BUG_ON (*page)
*page = alloc_page (GFP_KERNEL | _ GFP_ZERO);
if (*page == NULL) {
printk (KERN_ERR "binder: %d: binder_alloc_buf failed "
"for page at %p\n", proc->pid, page_addr);
goto err_alloc_page_failed;
}
tmp_area.addr = page_addr;
tmp_area.size = PAGE_SIZE + PAGE_SIZE /* guard page? */;
page_array_ptr = page;
ret = map_vm_area (&tmp_area, PAGE_KERNEL, &page_array_ptr);
if (ret) {
printk (KERN_ERR "binder: %d: binder_alloc buf failed "
"to map page at %p in kernel\n",
proc->pid, page_addr);
goto err_map_kernel failed;
}
user_page_addr =
(uintptr_t)page_addr + proc->user_buffer offset;
ret = vm_insert_page(vma, user_page_addr, page[0]):
if (ret) {
printk (KERN_ERR "binder: %d: binder alloc buf failed "
"to map page at %1lx in userspace\n",
proc—->pid, user_page_addr);
goto err_vm_insert_page failed;
}

/* vm_insert page does not seem to increment the refcount */

(mm) {
up_write (&émm->mmap_sem) ;
mmput (mm) ;

return 0;
free_range:

for

(page_addr = end - PAGE_SIZE; page_addr >= start;
page_addr -= PAGE_SIZE)
page = &proc->pages| (page_addr - proc->buffer) / PAGE_SIZE];
if (vma)
zap_page_range (vma, (uintptr_t)page_addr +
proc->user_buffer offset, PAGE_SIZE, NULL);

err _vm_insert_page_failed:

unmap_kernel_range ( (unsigned long)page_addr, PAGE_SIZE);

err map_kernel failed:

__free_page (*page) ;
*page = NULL;

err_alloc _page_failed:
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}
err_no_vma:
if (mm) |
up_write (&mm->mmap_sem) ;
mmput (mm) ;
}
return -ENOMEM;

}

i3 _E AR e EAME AT LAY EE Y B B 0 LT AR SRR I B U, X AT L@ IS B4 allocate
KX A, FE I R SRk o) Fo ) B O A L. g G 490 B U TED FR) R A0 bk 2 18] 9 B A (start. ~
end), RTHEEEDEK for TEIAES, BAALIAMI TER:

for (page_addr = start; page_addr < end; page_addr += PAGE_SIZE) {
int ret;
struct page **page_array ptr;
page = &proc->pages]| (page_addr - proc->buffer) / PAGE_SIZE];
BUG_ON (*page) ;
*page = alloc_page (GFP_KERNEL | _ GFP_ZERO) ;
if (*page == NULL) {
printk (KERN_ERR "binder: %d: binder_alloc_buf failed "
"for page at %p\n", proc->pid, page_addr);
goto err_alloc _page_failed;
}
tmp_area.addr page_addr;
tmp_area.size PAGE_SIZE + PAGE_SIZE /* guard page? */;
page_array ptr = page;
ret = map_vm_area (&tmp_area, PAGE_KERNEL, &page_array ptr);
if (ret) {
printk (KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %p in kernel\n",
proc—->pid, page_addr);
goto err_map_kernel failed;

}
user_page_addr =
(uintptr_t)page_addr + proc->user_buffer offset;
ret = vm_insert_page (vma, user_page_addr, page[0]);
if (ret) {
printk (KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %1x in userspace\n",
proc->pid, user_page_addr) ;
goto err_vm_insert_page_failed;
}
/* vm_insert_page does not seem to increment the refcount */

}

£ LS, EERA alloc_page) B —MIETE, HERBUERE—NSEH1E page ¥1HE
THERR, RIEXMER N BEVELIFE A vm_struct tmp_area, #RJ53@iL map_vm_area
RIXAY) BT TGN B tmp_area #4518 §) 1 %5 (8] 22, 5 @ 1L page_addr + proc->user_buffer_offset
RIGHFE 2 A hbl, 38 B3N v_insert_page()RF XM B 7L [ 6 \ BIHEAE M 28 18] 22, &
4 vma R~ E RN KRR ) bk 25 8]

725 RHEBH

BERY, SO “frameworks/base/cmds/servicemanager/binder.c” 1 ] B % binder_open() i 5 5 .
FIR[E1 B3 “ frameworks/base/cmds/servicemanager/service_manager.c” 7 /] main()E ¥, Tk
7% 2 il F binder_become_context _manager & 41 Binder 3X31#2 5 H £\ & Binder Hl# #_E T &
&, BIsFd AR, B4 binder become_context manager(Y\. T34 “frameworks/base/cmds/servicemanager/
binder.c” 1, BRI T FiR:
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int binder_become_context_manager (struct binder_state *bs) {
return ioctl (bs->fd, BINDER_SET_CONTEXT_MGR, 0);
}

FE AL A joctl U 4E BB H0OE 41 Binder IXFAEF B R TR, W45 £ BINDER_
SET_CONTEXT MGR, ##&FA{E{MZ2%. BINDER_SET CONTEXT MGR 5 X ~:
| $#define BINDER_SET_CONTEXT_MGR _IOW('b', 7, int)

IXFER A 2| Binder IXENFERF IR EL binder _ioctl(), 7EME R %M BINDER_SET_CONTEXT _
MGR 54 B

static long binder_ioctl(struct file *filp, unsigned int cmd, unsigned long arg)
{

int ret;

struct binder_proc *proc = filp->private_data;

struct binder_thread *thread;

unsigned int size = _IOC_SIZE (cmd);

void __user *ubuf = (void __user *)arg;

/*printk (KERN_INFO "binder_ioctl: %d:%d %x %1x\n", proc->pid, current->pid, cmd,
arg):*/

ret = wait_event_interruptible (binder_user_error_wait, binder_stop_on_user_error < 2);
if (ret)

return ret;
mutex_lock (&binder_lock) ;
thread = binder_get_thread (proc);
if (thread == NULL) {
ret = —-ENOMEM;
goto err;
}
switch (cmd)
case BINDER_SET_CONTEXT_MGR:
if (binder_context_mgr_node != NULL) ({
printk (KERN_ERR "binder: BINDER_SET_CONTEXT_MGR already set\n");
ret = -EBUSY;
goto err;

if (binder_context_mgr_uid != -1) {
if (binder_context_mgr_uid != current->cred->euid) {
printk (KERN_ERR "binder: BINDER_SET_"
"CONTEXT_MGR bad uid %d != %d\n",
current->cred->euid,
binder_context_mgr_uid);
ret = -EPERM;
goto err;
}
} else
binder_context_mgr_uid = current->cred->euid;
binder_context_mgr_node = binder_new_node (proc, NULL, NULL):;
if (binder_context_mgr_node == NULL) ({
ret = —-ENOMEM;
goto err;
}
binder_context_mgr_node->local_weak_refs++;
binder_context_mgr_node->local_strong_refs++;
binder_context_mgr_node->has_strong_ref = 1;
binder_context_mgr_node->has_weak_ref = 1;
break;
default:
ret = -EINVAL;
goto err;
}
ret = 0;
err:
if (thread)
thread->looper &= ~BINDER_LOOPER_STATE_NEED_RETURN;
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mutex_unlock (&binder_lock);
wait_event_interruptible (binder user _error _wait, binder_stop_on_user error < 2);
if (ret && ret != -ERESTARTSYS)
printk (KERN_INFO "binder: %d:%d ioctl %x %1x returned %d\n", proc->pid,
current->pid, cmd, arg, ret):;
return ret;

}

TE5r BT RN binder_ioctl)Z BT, T/ELFHBW FHNEIELE M.
Q Z5#{k binder_thread: FR— N, XEFHAMAT binder_become context manager()E
HLRE, BASLIAREWTAR:

struct binder_thread {

struct binder proc *proc;

struct rb_node rb_node;

int pid;

int looper;

struct binder_transaction *transaction_stack;

struct list_head todo;

uint32_t return_error; /* Write failed, return error code in read buf */

uint32_t return_error2; /* Write failed, return error code in read */
/* buffer. Used when sending a reply to a dead process that */
/* we are also waiting on */

wait_queue_head t wait;

struct binder_stats stats;

}i

£ EIREEMIEF, proc RIRRIXNEREATE K. 45H1% binder_proc H ik A & thread )
KRR rb_root, ERR—ELAENK, LB TXNHEN TG LBEAHLER, S11% binder_thread
IRk R A& rb_node Hi2FREENZBRLBMEITI AT . looper IR AZERRNEEMRE, BV
DAHR B A -

enum {
BINDER_LOOPER_STATE_REGISTERED = 0x01,

BINDER_LOOPER _STATE_ENTERED = 0x02,
BINDER_LOOPER_STATE_EXITED = 0x04,
BINDER_LOOPER_STATE_INVALID = 0x08,
BINDER_LOOPER_STATE_WAITING = 0x10,

BINDER_LOOPER_STATE_NEED_RETURN = 0x20

}i

ETHRILAZE, transaction_stack R/REKIE IEEALFEKH S, todo Rm KA ZLFEHIH
&3, return_error A return_error2 FINERIEL RIREIMG, wait FRIHELREFFENEHRIR
A, stats FRIRFF— R G0THE . XKLL 7 BB 3| MBHEE 2 T e T10/EH .

Q %¥E 451 binder_node: &7~ — binder ok, BRI T PR

struct binder_node {
int debug_id;
struct binder_work work;
union {
struct rb_node rb_node;
struct hlist_node dead_node;
i
struct binder_proc *proc;
struct hlist_head refs;
int internal_strong_refs;
int local_weak_refs;
int local_strong_refs;
void __user *ptr;
void _ _user *cookie;
unsigned has_strong ref : 1;
unsigned pending_strong_ ref : 1;
unsigned has_weak_ref : 1;
unsigned pending_weak _ref : 1;
unsigned has_async_transaction : 1;
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unsigned accept_fds : 1;

int min_priority : 8;

struct list_head async_todo;
bi

AT L, rb_node 1 dead node ARk T —NEEEE, BAARGES AW TFHAMIER.

O nHiX/ Binder SLARAEIEFF ., WA rb_node KIEN “proc->nodes” FTR~HIZ R
PEEAT i, IX AR RN A ORA R T XA HAZ M Fr A Binder SEiK.

Q XA Binder SLAAFT R DM, MiXA Binder SE/A X AL FI A, T
X/ Binder S24£iE 1T dead_node kN E|—ANEA R 247 . proc B AR R K NIX ) Binder
S TR HIHIE T .

refs A AL EIFTASI A T 1% Binder SE{AM] Binder 5| FEBE KM — MR . internal
strong_refs. local_weak_refs fl local_strong refs F&/~iX/™ Binder LA H) 5| FH T3, ptr A cookie
R 72 2 & 4 F RN X A Binder S5 7E A 7 28 (R Bk DA R BRI &0 48 . KRB R BARIR T,
18 B i B 2 47 o

T K[\ 3 5B % binder ioctl)H, B o REEIL “filp->private_data” K73 proc Z &, ALK
¥ binder mmap()&2—FEHI, SAJEiEIT ML binder get thread)IKBLEFREE R, AMALIARL LT
B

static struct binder_thread *binder_get_thread(struct binder_proc *proc)
{

struct binder_thread *thread = NULL;

struct rb_node *parent = NULL;

struct rb_node **p = &proc->threads.rb_node;

while (*p) {
parent = *p;
thread = rb_entry(parent, struct binder_thread, rb_node);

if (current->pid < thread->pid)
p = &(*p)->rb_left;

else if (current->pid > thread->pid)
P = &(*p)->rb_right;

else
break;

if (*p == NULL) {
thread = kzalloc(sizeof (*thread), GFP_KERNEL);
if (thread == NULL)

return NULL;

binder_stats.obj_created [BINDER_STAT_THREAD]++;
thread->proc = proc;
thread->pid = current->pid;
init_waitqueue_head (&thread->wait) ;
INIT _LIST HEAD(&thread->todo) ;
rb_link_node (&thread->rb_node, parent, p):
rb_insert_color (&thread->rb_node, &proc->threads):;
thread->looper |= BINDER_LOOPER_STATE_NEED_RETURN;
thread->return_error = BR_OK;
thread->return_error2 = BR_OK;

}

return thread;

}

£ ERRIE S, EHATLRE current [ pid fERA8ME, TEHFE “proc->threads” FTINHILZLERY
HEHTER, FRECLNYITLRECIRIL T binder_thread [5 8. FEXANMZE T, BT HaTLFE
RE—HBXE, TUEERAE], B*p =— NULL &2, TR, #iALiLEegE—MEE
EFE B4 #94% binder_thread, HAIMEWAERI R REE, H4GNZE] “proc->threads” FTRRHILL
WL, TREMHANBATLAM proc $#ET. #EE, XHEH thread->looper = BINDER _
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LOOPER_STATE NEED RETURN.
B REIZ| K binder_ioctl)H, ETRESEHN2/RZER binder_context mgr node F1 binder
context_mgr uid, & X F:

static struct binder_node *binder_context_mgr_node;
static uid_t binder_context_mgr_uid = -1;

H 1 binder_context_mgr_node FI5E3R 7~ Service Manager SE{&, binder_context_mgr uid &
Service Manager FH# # 2/ uide EXNMHRT, HTUHERERE—HBXE, U
binder_context_mgr_node 4 NULL, binder_context_mgr_uid A—1, T2¥]4 L binder_context_mgr
uid A current->cred->euid, XF HFILEMALA Binder HLHIHFHHE T, 3 HiEiL binder
new_node 4 Service Manager €2 Binder St4&, B &SI W Fiow:

static struct binder_node *
binder_new_node(struct binder_proc *proc, void _ user *ptr, void _ user *cookie)
{
struct rb_node **p = g&proc->nodes.rb_node;
struct rb_node *parent = NULL;
struct binder_node *node;
while (*p) {
parent = *p;
node = rb_entry(parent, struct binder node, rb_node):
if (ptr < node->ptr)
p = &(*p)->rb_left;
else if (ptr > node->ptr)
p = &(*p)->rb_right;
else
return NULL;
}
node = kzalloc(sizeof (*node), GFP_KERNEL) ;
if (node == NULL)
return NULL;
binder_stats.obj_created [BINDER_STAT_NODE]++;
rb_link_node (&node->rb_node, parent, p):
rb_insert_color (&node->rb_node, &proc->nodes) ;
node->debug_id = ++binder_last_id;
node->proc = proc;
node->ptr = ptr;
node->cookie = cookie;
node->work.type = BINDER_WORK_NODE;
INIT_LIST_HEAD (&node->work.entry):;
INIT_LIST_HEAD (&node->async_todo) ;
if (binder_debug _mask & BINDER_DEBUG_INTERNAL_REFS)
printk (KERN_INFO "binder: %d:%d node %d u%p c%p created\n",
proc->pid, current->pid, node->debug_id,
node->ptr, node->cookie);
return node;

}

7EIX B ALK ptr A cookie #88 NULL. ER RS HEAE “proc->nodes” L1 ER R
TBEARFAEL ptr NR(EK node, WRELFENRE NULL. FEXANFHRT, HTLHRER
F—UGENEIXE, FFUEERFE, TRMHE T — ptr I NULL i binder_node, I H¥Ith
hHM R R, HEAZF| “proc->nodes” BRI F %,

%4 binder_new_node iR [A] E| &K ¥ binder_ ioctl) 5, £ FE K binder node R4 REFTE
binder_context_mgr node H, #RJE X#I4H binder_context mgr node HI5|Fit+¥{E. XHEHAT
BINDER_SET_CONTEXT_MGR #5455, 7ER%{ binder_ioctl()iR Bl Z AT HT T HEIAIIEA .

if (thread)
thread->looper &= ~BINDER_LOOPER_STATE_NEED_RETURN;

FE AT binder_get_thread Y, thread->looper = BINDER_LOOPER_STATE_NEED_RETURN,
AT T1X%iEHA)J5, thread->looper = 0.
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726 BHER

IR [E B C4F “frameworks/base/cmds/servicemanager/service_manager.c” ] main()ER ¥, #
k7 E A FH R ¥ binder_loop)it AEIF, FFF “Client” KIXTER. K binder_loop()7E
“frameworks/base/cmds/servicemanager/binder.c” " 5E X, EAALIAIL T FR:

void binder_loop (struct binder_state *bs, binder_handler func)
{
int res;
struct binder_write_read bwr;
unsigned readbuf([32];
bwr.write_size = 0;
bwr.write_consumed = 0;
bwr.write_buffer = 0;
readbuf [0] = BC_ENTER_LOOPER;
binder write(bs, readbuf, sizeof (unsigned)):;
for (77) |
bwr.read _size = sizeof (readbuf);
bwr.read_consumed = 0;
bwr.read_buffer = (unsigned) readbuf;
res = ioctl (bs->fd, BINDER_WRITE_READ, &bwr);
if (res < 0) {
LOGE ("binder_loop: ioctl failed (%s)\n", strerror(errno));
break;
}
res = binder parse(bs, 0, readbuf, bwr.read_consumed, func);
if (res == 0) {
LOGE ("binder_loop: unexpected reply?!\n");
break;
}
if (res < 0) {
LOGE ("binder_loop: io error %d %s\n", res, strerror(errno));
break;

£ LIRS, B 4cifid ok % binder_write()$44T7 BC_ENTER_LOOPER 4 L% Binder 2K
BF2EFF, Service Manager & _EZ i N B . 7L TH E IR & XM “/dev/binder” #/F BRI ¥ ioctl
H1#E{ES BINDER_WRITE READ, BH4&EHEX:

I #define BINDER_WRITE_READ _IOWR('b', 1, struct binder_write_read)

I io #VERS A — NI RN struct binder write_read HIS#:

struct binder write_read ({
signed long write_size; /* bytes to write */
signed long write_consumed; /* bytes consumed by driver */
unsigned long write_buffer;
signed long read_size; /* bytes to read */
signed long read_consumed; /* bytes consumed by driver */
unsigned long read_buffer;

}i

Fi 7 %2 [B)#2 * #1 Binder 38372 /7 32 B, K £ #2384 BINDER_WRITE_READ 74 £ ILH],
write_bufffer A1 read_buffer FTfg M LML € T B BERATHIEEIE, write_bufffer 1
read_buffer Fr#E [A] (45 #9442 binder transaction data, & X&KL 0 s

struct binder_transaction_data {
/* The first two are only used for bcTRANSACTION and brTRANSACTION,
* identifying the target and contents of the transaction.

i
union {
size_t handle; /* target descriptor of command transaction */
void *ptr; /* target descriptor of return transaction */
} target;
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void *cookie; /* target object cookie */
unsigned int code; /* transaction command */

/* General information about the transaction. */

unsigned int flags;

pid_t sender_pid;

uid_t sender_euid;

size_t data_size; /* number of bytes of data */
size_t offsets_size; /* number of bytes of offsets */

/* If this transaction is inline, the data immediately
* follows here; otherwise, it ends with a pointer to
* the data buffer.

*/
union {
struct {
/* transaction data */
const void *pbuffer;
/* offsets from buffer to flat binder_object structs */
const void *offsets;
¥ pbr;
uint8_t buf[8];
} data;

}i
B AR, B8 NIEARRE —5— B 407 58 Service Manager A2 #18] i A Android i# 2 [6]3@F
(IPC) WL Binder ~FHiEF2H 7. TEETRIA RS, HZE AL Service Manager 4 Android
BFEELESE (IPC) #L% Binder sFH 2RI FE

(1) #TFF/dev/binder 3L+

| open("/dev/binder", O_RDWR);

(2) 37 128 KB HAFMLET:
| mmap (NULL, mapsize, PROT_READ, MAP_PRIVATE, bs->fd, 0);

(3) i#%N Binder JXBNFE 7B & T BEFE:
| binder_become_context_manager (bs) ;

(4) FNEFRFRFERKIEIK:
| binder_loop (bs, svcmgr_handler);

EXAN TS, 7 Binder WEHFEF FEIL 7 — A struct binder proc Z5#. —4 struct
binder_thread %544 #1—> struct binder_node Z5#4, iX#¥, Service Manager #t7E Android &% K
FEA1E E ML Binder 8 i T HEHERTT T -

fE Android £G4, XTI Binder W& X “/dev/binder” 5, %A KH mmap % &
A7 B P R ik (A, X AR E] MR ERIEF P A IR R R I & N 77 . 7E Binder %
o, X PR A R B S AR 2 A BR il ), Le i Binder AN REBR ST B A SHUR M N XK, & K RERLET 4 MB
FINFEXIRE. £ Android R4, REHREAFEGREHNNEENT, HFREEXNY]
GEAET B vmalloc 8¢ kmalloc SN #% 7R #0 BL ), 7E mmap #/ERS 2 AC Binder & W 7.
EEATHINET, BEMIENFRS I ERER.

731 SKMAFDBETIEE
E Android 24t , BR% mmap SCHLS AU RERI SEERALAR W0 T s «

e
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© 7R %R\ R SREL— AN U A A X3

@ SrECHEETL, FHAEAHE TR B RE A R L2 ] L.

@ BAHARE/LTE R BEPIT —IREUGRE, BRI R E R,

BRI mmap () B SEIRAR T s .

O KMENFE%E, BREBENFERD (AMB)., flags. £ ZF —IK mmap .
@ RGHubEZSE], FFEE A Kb R EFEE R (buffer) .

® S ECYIFE T (pages) FHidsx T kK.

@ ¥ buffer A FHFE(E B H) buffer 5L F .

® 1 F Bk # binder_update_page_range 43 B {47 FE UL TE A vm 25 (A0 R EE K o
® 1%L binder_insert_free_buffer {EEFEH i buffer #HA BIHIEE B .

PR 0 mmap F B AASEELARL 0T B R

static int binder mmap(struct file *filp, struct vm_area_struct *vma)
{

int ret;

struct vm_struct *area;

struct binder proc *proc = filp->private data;

const char *failure_string;

struct binder buffer *buffer;

if ((vma->vm_end - vma->vm_start) > SZ_4M)
vma->vm_end = vma->vm_start + SZ_4M;

binder_debug (BINDER_DEBUG_OPEN_CLOSE,
"binder mmap: %d %$1x-%1x (%1d K) vma %$1lx pagep %1x\n",
proc->pid, vma->vm_start, vma->vm_end,
(vma->vm_end - vma->vm_start) / Sz_l1K, vma->vm_flags,
(unsigned long)pgprot_val (vma->vm_page_prot));

if (vma->vm_flags & FORBIDDEN_MMAP_FLAGS) ({
ret = -EPERM;
failure_string = "bad vm_flags";
goto err_bad_arg;
}
vma->vm_flags = (vma->vm_flags | VM_DONTCOPY) & ~VM_MAYWRITE;

mutex_lock (&binder_mmap_lock) ;

if (proc->buffer) {
ret = -EBUSY;
failure string = "already mapped";
goto err_already mapped;

}

area = get_vm_area (vma->vm_end - vma->vm_start, VM _IOREMAP);
if (area == NULL) {
ret = -ENOMEM;
failure_string = "get_vm_area";
goto err_get_vm_area_failed;
}
proc->buffer = area->addr;
proc->user _buffer offset = vma->vm_start - (uintptr_t)proc->buffer;
mutex_unlock (&binder mmap lock);

#ifdef CONFIG_CPU_CACHE_VIPT
if (cache_is_vipt_aliasing()) {
while (CACHE_COLOUR ( (vma->vm_start ~ (uint32_t)proc->buffer))) ({
printk (KERN_INFO "binder mmap: %d %1x-%1x maps %p bad alignment\n", proc->pid,
vma->vm_start, wvma->vm end, proc->buffer);
vma->vm_start += PAGE_SIZE;

}
#endif
proc->pages = kzalloc (sizeof (proc->pages[0]) * ((vma->vm_end - vma->vm _start) / PAGE SIZE), GFP_KERNEL) ;
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if (proc->pages == NULL) {
ret = -ENOMEM;
failure_string = "alloc page array";
goto err_alloc_pages_failed;
}
proc->buffer_size = vma->vm_end - vma->vm_start;

vma->vm_ops = &binder_vm_ops;
vma->vm_private_data = proc;

if (binder_update_page_range (proc, 1, proc->buffer, proc->buffer + PAGE_SIZE, vma)) {
ret = -ENOMEM;
failure_string = "alloc small buf";
goto err_alloc_small buf_failed;
}
buffer = proc->buffer;
INIT_LIST_HEAD (&proc->buffers);
list_add(&buffer->entry, &proc->buffers);
buffer->free = 1;
binder_insert_free_buffer(proc, buffer);
proc->free_async_space = proc->buffer size / 2;:
barrier() ;
proc->files = get_files_struct (proc->tsk);
proc->vma = vma;
proc->vma_vm_mm = vma->Vm_mm;

/*printk (KERN_INFO "binder mmap: %d %1x-%1lx maps 2%p\n",
proc->pid, vma->vm_start, vma->vm_end, proc->buffer);*/
return 0;

err_alloc_small buf failed:
kfree (proc->pages) ;
proc->pages = NULL;
err_alloc_pages_failed:
mutex_lock (&binder_mmap_lock) ;
viree (proc->buffer) ;
proc->buffer = NULL;
err_get_vm area_failed:
err_already_mapped:
mutex_unlock (&binder_mmap_lock) ;
err_bad_arg:
printk (KERN_ERR "binder_mmap: %d %1x-%1x %s failed %d\n",
proc->pid, vma->vm_start, vma->vm_end, failure_string, ret);
return ret;

}

£ LRI F, S8 vm_area_struct & —MEEMME, £ mmp M EASLI P SEFEEH. T
MACER %, AT 14 T VMA R8RS . f£454 vm_area_struct 1, RE A K
AR REF X IWICEHET . VMA HIIIRER B HE R LT B AR KR BIELS . %
BREUE et NPT BEATRE ., FEAFEBS AR, flags URRBCEBGEL T, Al
HBS#ZHREEE: RE, BiAZEE get_vm_area N RGHHFETHMEBUAGFTE, 7
Wiz BIEHRE - REEN N ZEMANFZ R XIR: 835, K binder_proc 1 F il fw#E (B)
F P #EFER VMA Hulik 5 Binder H1E /) VMA Hibk 1R 2E ) 2 iE] proc->user_buffer offset #1; F
&, [ kzalloc ERBURYEE KBS B N2 E K/, 2B Binder HI% D EHELH binder proc
f) pages R, B FEHRRGFRABIENYETKIEE: &5, N VMA$8%E T vm_operations_
struct #{E, ¥ H¥% vma->vm_private_data $8[7] 7 B.0$HE proc.

732 NEVEARRF

F|HATALL, MATUREMTFHESEWENF (page) T . YEAFNHE TR ZE LK
binder_update_page_range SEHELHT, %R EE e &L T LI,
Q alloc_page: ZrFCH [ .
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O map_vm_area: ASDEHIRFMBE XK.
QO vm_insert_page: 54 ECHIIETEARIA P VMA X1,
B ¥ binder_update_page_range H) B ARSLIARL 40T BiR:

static int binder_update_page_range (struct binder_proc *proc, int allocate,
void *start, void *end,
struct vm_area_struct *vma)

void *page_addr;

unsigned long user_page_addr;
struct vm_struct tmp_area;
struct page **page;

struct mm_struct *mm;

binder_debug (BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: %s pages %$p-%p\n", proc->pid,
allocate ? "allocate" : "free", start, end);

if (end <= start)
return 0;

trace_binder_update_page_range (proc, allocate, start, end);

if (vma)
mm = NULL;
else
mm = get_task _mm(proc->tsk);

if (mm) {
down_write (&mm->mmap_sem) ;
vma = proc->vma;

if (vma && mm != proc->vma_vm_mm) {
pr_err("binder: %d: vma mm and task mm mismatch\n",
proc->pid) ;
vma = NULL;

}

if (allocate == 0)
goto free_range;

if (vma == NULL) {
printk (KERN_ERR "binder: %d: binder_alloc_buf failed to "
"map pages in userspace, no vma\n", proc->pid);
goto err_no_vma;

}

for (page_addr = start; page_addr < end; page_addr += PAGE_SIZE) ({
int ret;
struct page **page_array ptr;
page = &proc->pages[(page_addr - proc->buffer) / PAGE_SIZE];

BUG_ON (*page) ;
*page = alloc_page (GFP_KERNEL | _ GFP_HIGHMEM | _ GFP_ZERO);
if (*page == NULL) ({
printk (KERN_ERR "binder: %d: binder_alloc_buf failed "
"for page at %$p\n", proc->pid, page_addr);
goto err_alloc_page_failed;
}
tmp_area.addr = page_addr;
tmp_area.size = PAGE_SIZE + PAGE_SIZE /* guard page? */;
page_array_ptr = page;
ret = map_vm_area (&tmp_area, PAGE_KERNEL, &page_array ptr);
if (ret) {
printk (KERN_ERR "binder: %$d: binder_alloc_buf failed "
"to map page at %p in kernel\n",
proc->pid, page_addr):;
goto err_map_kernel failed;

}

user_page_addr =
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(uintptr_t)page_addr + proc->user_buffer offset;
ret = vm_insert_page(vma, user_page_addr, page[0]);
if (ret) {
printk (KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %lx in userspace\n",
proc->pid, user_page_addr);
goto err_vm_insert_page_failed;
}
/* vm_insert_page does not seem to increment the refcount */
}

if (mm) |
up_write (&émm->mmap_sem) ;
mmput (mm) ;

}

return 0;

free_range:
for (page_addr = end - PAGE_SIZE; page_addr >= start;
page_addr -= PAGE_SIZE) {
page = &proc->pages|[(page_addr - proc->buffer) / PAGE_SIZE];
if (vma)
zap_page_range (vma, (uintptr_t)page_addr +
proc->user_buffer offset, PAGE_SIZE, NULL);
err_vm_insert_page_failed:
unmap_kernel_range ( (unsigned long)page_addr, PAGE_SIZE);
err map_kernel failed:
__free_page (*page) ;
*page = NULL;
err_alloc_page_failed:
}
err_no_vma:
if (mm) |
up_write (&mm->mmap_sem) ;
mmput (mm) ;
}
return -ENOMEM;

Hr vm_operations_struct R ELHE T — MTHERMEM —4 K H#RAE, RAAR E ARSI T Frw:

static struct vm_operations_struct binder_vm ops = {
.open = binder_vma_open,
.close = binder_vma_close,

}i
733 BHYERME

#£ Android £%; i) Binder #L#|9, K% binder insert free buffer HIh#ERIE#H A2 ) buffer
WAZHEEER. B u, BERBEERE — RN ZE XA RSHE S 2 WA
XL ER . K3 binder insert free buffer B SCIUAIL I T B R :

static void binder_insert_free buffer(struct binder_proc *proc,
struct binder buffer *new buffer)
{
struct rb_node **p = &proc->free_buffers.rb node;
struct rb_node *parent = NULL;
struct binder buffer *buffer;
size_t buffer_size;
size_t new buffer size;
BUG_ON (! new_buffer->free);
new_buffer size = binder buffer size(proc, new_buffer);
binder_debug (BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: add free buffer, size %zd, "
"at &p\n", proc->pid, new_buffer size, new_buffer);
while (*p) {
parent = *p;
buffer = rb_entry(parent, struct binder_buffer, rb_node);
BUG_ON (!buffer->free);
buffer_size = binder buffer_size(proc, buffer);
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if (new_buffer size < buffer_size)
p = &parent->rb_left;
else
p = &parent->rb_right;
}
rb_link node (&new_buffer->rb_node, parent, p):
rb_insert_color (&new_buffer->rb_node, &proc->free buffers);

}

7.3.4 SERAZEDTX

f£ Android &%t , Binder 7E{# F buffer FIE{E— XA B —A4> proc (TR —N#F2) [ buffer
RKAN, REHE— MG . LEEANINREKIE RN L, SEERFIHFIEZA buffer
FeRFAS, BRI &Rk S B free_buffers i, 7F Binder a2 F+, H%*binder alloc_buf
HIZIRER IR E M X, BEAREMTEIR:

static struct binder_buffer *binder_alloc_buf(struct binder_proc *proc,
size_t data_size,
size_t offsets_size, int is_async)

struct rb_node *n = proc->free_buffers.rb _node;
struct binder_buffer *buffer;
size_t buffer_size;
struct rb_node *best_fit = NULL;
void *has_page_addr;
void *end_page_addr;
size_t size;
if (proc->vma == NULL) {
printk (KERN_ERR "binder: %d: binder_alloc _buf, no vma\n",
proc->pid);
return NULL;
}
size = ALIGN (data_size, sizeof(void *)) +
ALIGN (offsets_size, sizeof (void *)):
if (size < data_size || size < offsets_size) {
binder_user_error("binder: %d: got transaction with invalid "
"size %zd-%zd\n", proc->pid, data_size, offsets_size);
return NULL;
}
if (is_async &&
proc->free_async_space < size + sizeof (struct binder_buffer)) {
binder_debug (BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: binder_alloc_buf size %zd"
"failed, no async space left\n", proc->pid, size);
return NULL;
}
while (n) {
buffer = rb_entry(n, struct binder_buffer, rb_node);
BUG_ON (!buffer->free);
buffer_size = binder_buffer_size(proc, buffer);
if (size < buffer_size) {
best_fit = n;
n = n->rb_left;
} else if (size > buffer size)
n = n->rb_right;
else {
best_fit = n;
break;

}

}
if (best_fit == NULL) {
printk (KERN_ERR "binder: %d: binder alloc_buf size %zd failed, "
"no address space\n", proc->pid, size);
return NULL;
}
if (n == NULL) ({
buffer = rb_entry(best_fit, struct binder_buffer, rb_node);
buffer size = binder_buffer size(proc, buffer);
}
binder_debug (BINDER_DEBUG_BUFFER_ALLOC,
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"binder: %d: binder_alloc_buf size %zd got buff"
"er %p size %$zd\n", proc->pid, size, buffer, buffer_size);
has_page_addr =
(void *) (((uintptr_t)buffer->data + buffer_size) & PAGE_MASK) ;
if (n == NULL) ({
if (size + sizeof (struct binder buffer) + 4 >= buffer_size)
buffer_size = size; /* no room for other buffers */
else
buffer_size = size + sizeof (struct binder_buffer);
}
end_page_addr =
(void *)PAGE_ALIGN( (uintptr_t)buffer->data + buffer_size);
if (end_page_addr > has_page_addr)
end_page_addr = has_page_addr;
if (binder_update_page_range (proc, 1,
(void *)PAGE_ALIGN( (uintptr_t)buffer->data), end_page_addr, NULL))
return NULL;
rb_erase(best_fit, &proc->free buffers);
buffer->free = 0;
binder_insert_allocated_buffer(proc, buffer);
if (buffer size != size) {
struct binder_buffer *new_buffer = (void *)buffer->data + size;
list_add(&new_buffer->entry, &buffer->entry);
new_buffer->free = 1;
binder_insert_free_buffer(proc, new _buffer);
}
binder_debug (BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: binder_alloc_buf size %zd got "
"$p\n", proc->pid, size, buffer);
buffer->data_size = data_size;
buffer->offsets_size = offsets_size;
buffer->async_transaction = is_async;
if (is_async) {
proc->free_async_space -= size + sizeof (struct binder_buffer):
binder_debug (BINDER_DEBUG_BUFFER_ALLOC_ASYNC,
"binder: %d: binder_alloc_buf size %zd "
"async free %zd\n", proc->pid, size,
proc->free_async_space) ;
}
return buffer;

FERH binder_insert_allocated_buffer, IJRERM BN ZEZHMXHME B bRt K 25
EYHEAEHPANZERX I EM . K% binder_insert_allocated_buffer #] BAKSZIARRL 0T AR

static void binder_insert_allocated_buffer (struct binder_proc *proc,
struct binder_buffer *new_buffer)
{
struct rb_node **p = &proc->allocated_buffers.rb_node;
struct rb_node *parent = NULL;
struct binder_buffer *buffer;
BUG_ON (new_buffer->free);
while (*p) {
parent = *p;
buffer = rb_entry(parent, struct binder_buffer, rb_node);
BUG_ON (buffer->free) ;
if (new_buffer < buffer)
p = &parent->rb_left;
else if (new buffer > buffer)
p = &parent->rb_right;
else
BUG () ;
}
rb_link_node (&new_buffer->rb_node, parent, p);
rb_insert_color (&new_buffer->rb_node, &proc->allocated buffers);
}

735 BEAZEFX

£ Android R4, K%Y binder free_buf KIZIRERRER A E M X HI#R/E, RATHAHM
THIR:
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static void binder_free buf (struct binder_proc *proc,
struct binder_buffer *buffer)
{
size_t size, buffer size;
/T EEBRMNABE X buf ffer WA/, RTFE buffer_size §
buffer size = binder buffer_size(proc, buffer);
[ ATEHES SR NRBEAEIRAOXN, FREE size P
size = ALIGN (buffer->data_size, sizeof (void *)) +
ALIGN (buffer->offsets_size, sizeof (void *));

binder_debug (BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: binder_free buf %p size %zd buffer"
" _size %zd\n", proc->pid, buffer, size, buffer size);

BUG_ON (buffer->free);
BUG_ON (size > buffer_size);
BUG_ON (buffer->transaction != NULL);
BUG_ON( (void *)buffer < proc->buffer);
BUG_ON( (void *)buffer > proc->buffer + proc->buffer_size);
| EEEBROABIRK butter EEAT S50
if (buffer->async_transaction) ({
proc->free_async_space += size + sizeof (struct binder buffer);

binder_debug (BINDER_DEBUG_BUFFER_ALLOC_ASYNC,
"binder: %d: binder_free_buf size %zd "
"async free %zd\n", proc->pid, size,
proc->free_async_space) ;

}
/1 BEARE X
binder_update_page_range (proc, 0,
(void *)PAGE_ALIGN( (uintptr_t)buffer->data),
(void *) (((uintptr_t)buffer->data + buffer_size) & PAGE_MASK),
NULL) ;
rb_erase (&buffer->rb_node, &proc->allocated _buffers);
buffer->free = 1;
if (!list_is_last(&buffer->entry, &proc->buffers)) ({
struct binder_buffer *next = list_entry(buffer->entry.next,
struct binder_buffer, entry);
if (next->free) ({
rb_erase (&next->rb_node, &proc->free buffers);
binder_delete_free_buffer (proc, next);
}
} .
if (proc->buffers.next != sbuffer->entry) ({
struct binder_buffer *prev = list_entry(buffer->entry.prev,
struct binder buffer, entry);
if (prev->free) ({
binder_delete_free buffer(proc, buffer);
rb_erase (&prev->rb_node, &proc->free_buffers);
buffer = prev;
}
}

binder_insert_free_buffer (proc, buffer);

i ¥ *buffer_start_page F*buffer_end_page F T-114 45 H4& binder buffer B 5 F £ 88 151 7 HI f

Huht, BARSSIARD T Frs:

static void *buffer_start_page (struct binder_buffer *buffer)

{ return (void *) ((uintptr_t)buffer & PAGE_MASK);

;tatic void *buffer_end_page(struct binder buffer *buffer)

{ return (void *) (((uintptr_t) (buffer + 1) - 1) & PAGE MASK);
}

static void binder_delete_free buffer(struct binder proc *proc,
struct binder_buffer *buffer)
{

struct binder_buffer *prev, *next = NULL;

PR ¥ binder_delete_free_buffer [K1Th B & M & 45 #944 binder buffer, BAASLHIARIL T fis:
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int free page_end = 1;
int free_page_start = 1;

BUG_ON (proc->buffers.next == gbuffer->entry):;
prev = list_entry(buffer->entry.prev, struct binder _buffer, entry);
BUG_ON (!prev->free);
if (buffer_end_page (prev) == buffer start_page (buffer)) {
free_page_start = 0;
if (buffer_end_page(prev) == buffer_end_page (buffer))
free_page_end = 0;
binder_debug (BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: merge free, buffer %p "
"share page with %$p\n", proc->pid, buffer, prev);
}

if (!list_is_last(&buffer->entry, &proc->buffers)) {
next = list_entry(buffer->entry.next,
struct binder buffer, entry);
if (buffer_start_page (next) == buffer end_page (buffer)) {
free_page_end = 0;
if (buffer_start_page (next) ==
buffer_start_page (buffer))
free _page_start = 0;
binder_debug (BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: merge free, buffer"
" %p share page with %p\n", proc->pid,
buffer, prev);
}
! ‘
list_del (&buffer->entry);
if (free_page_start || free_page_end) ({
binder_debug (BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: merge free, buffer %p do "
"not share page%s%s with with %p or %p\n",
proc->pid, buffer, free page_start ? "" : " end",
free_page_end ? "" : " start", prev, next);
binder_update_page_range(proc, 0, free_page_start ?
buffer_start_page(buffer) : buffer_end_page(buffer),
(free_page_end ? buffer_end page (buffer)
buffer start_page(buffer)) + PAGE_SIZE, NULL);

}
736 TEARESX

7f Android R4, ¥ *binder_buffer_lookup FIZNRERMRIE— N P A bbb — MR
ZMX, BASZIAAEMT R

static struct binder_buffer *binder_buffer_lookup (struct binder_proc *proc,
void __user *user_ptr)

{
struct rb_node *n = proc->allocated _buffers.rb_node;
//XFEENEN buffer B8], WMAFEMUARSINMALEM allocated buffers F
struct binder_buffer *buffer;
struct binder_buffer *kern_ptr;

kern_ptr = user_ptr - proc->user_buffer offset
- offsetof (struct binder_buffer, data);
/* #FE ioctl FRMIEFH AR binder_buffer fiill, MEER binder buffer.data ilt, user buffer offset A
PREfIkEEE, HRSXERA BaRB/
while (n) {
buffer = rb_entry(n, struct binder_buffer, rb_node);
BUG_ON (buffer->free);

if (kern_ptr < buffer)
n = n->rb_left;
else if (kern_ptr > buffer)
n = n->rb_right;
else
return buffer;
}
return NULL;
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fEIZ1T Android BF 25, EELAS init #E, XNHRR Linux REHH P ERME—
AN, HiEESH 1. ERENART, KIEMIHE Android 4.3 o init #HRZITERE, FE
B AFENFRFE, AEEDNAES G PRI 23T T 2R

BATENIE, Android AJF EFLRA —ANET Linux AEHIEBRIERSE. 5 Linux KR KX HE,
Android ZERFH B £ [ TAB SRR T — L8 E KSR . B AT Linux BREZIEEHLHI AT LLEH
MM NZ TR EH, FIanR&RE15H (BLF “/dev” BERF ). WEXHE (“/proc”s “/sys”
H3X%¥). Android 7EAN# Linux ZAWZSE, BMITHET — YRR init. M Android In#
Linux WA &8 70T RIS

Kernelcommand line: noinitrd root=/dev/nfs console=ttySACO init=/initnfsroot=192.168.1.103:/nfsbootip=
192,168.1.20:192.168.1.103:192.168.1.1:255.255.255.0: :eth0:on

£ EiRar 4, &F Linux WRZVISRWSERUETFAREAT init B2, BT init AR ERER
SGRERTHE. M init #HEHAREA TEDR HFE “system/core/init” T . FE2HT init B4R
2 Al, EFHEM T Fr~RLE.

Q wsEiEE .

O AEAEE XHMaS (FEL initre X)), BIELESF Action.

O e 4T (f#EH bootchart TE).

Q LMREAPAT command (5B HARKIHFE) .

init FFFIFARH— M FEARRE SO, T2 B —H IR SO B bR SOEEE BT -
XS AL T T s H R

I /system/core/init

FEA INI AR LA B Bg 2

] frameworks/base/core/jni/

Hh, BT R T HAl H R H LR S0

\bionic\libc\bionic\libc_init_common.h
\bionic\libc\bionic\libc_init_common.c
\bionic\libe\bionic\libc_init_dynamic.c
\bionic\libec\bionic\libc_init_static.c
\system\core\libcutils\properties.c

EARZRNAES, REMEMT init K EZNEFRE, TH# Android RG0S SRR .
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F8E init #HRFR

BEAR init A O BREUE main, BESSISCHHIBRER:

] system\corelinit\init.c

PR 4 main FISEIAEHE E A, MIXA main RETLAF W, init S2ER B A0 TR .
(1) #atk.
VIsa F EBIERSL “/dev.” “/proc” FHZF, VIIHWREME, AT initre FVIREA MR
action %,
(2) f#FH for J¥F. TRRIEFAEIL TR
X TAER init FHEE O . E Linux R4 init £ — VIS RFRAGHRE, FHFE
fE Linux ZWmMATH4, FHEILHRE, Lhr EEREXNLRA for BHHTRE. BB,
E Linux &im#AT ps-e )5, BRWAERT init S0 HARERE, #HE B init AFTEIEM, W
Hinit BEHHEAR. 5%, WR init HRT, B4 Linux RERSEL EHRT .
R % main R AASEIARRG 40T B
int main(int argc, char **argv)
{ int fd_count = 0;
struct pollfd ufds([4];
char *tmpdev;
char* debuggable;
char tmp[32];
int property set_fd init = 0;
int signal_fd_init = 0;

int keychord_fd_init = 0;
bool is_charger = false;

if (!strcmp (basename (argv[0]), "ueventd"))
return ueventd_main(argc, argv);

if (!strcmp(basename(argv(0]), "watchdogd"))
return watchdogd_main(argc, argv);

/* clear the umask */

umask(0) ;

// TENRBABRIEHAPZENER, W/dev, /proc. /sys %
mkdir("/dev", 0755);

mkdir ("/proc", 0755);

mkdir("/sys", 0755);

mount ("tmpfs", "/dev", "tmpfs", MS_NOSUID, "mode=0755");
mkdir ("/dev/pts", 0755);

mkdir ("/dev/socket", 0755);

mount ("devpts", "/dev/pts", "devpts", 0, NULL);

mount ("proc", "/proc", "proc", 0, NULL);

mount ("sysfs", "/sys", "sysfs", 0, NULL);

/* #M/dev/ . booting X YR BT LEHEE/
close (open("/dev/.booting", O _WRONLY | O_CREAT, 0000));

open_devnull_stdio();
klog_init();

/] WiaLEM
property_init();

get_hardware_name (hardware, &revision);
/1 RBRESHST

process_kernel_cmdline();




8.2 SHARER I

is_charger = !strcmp(bootmode, "charger"):;

INFO ("property init\n");
if (!is_charger)
property_load_boot_defaults();

INFO ("reading config file\n");

// S/init.rc XEHRE

init_parse_config file("/init.rc");

------ /1 RITIIA R san e

action_for_each_trigger("init", action_add_queue_tail);

// 7 charger = FTBIE mount XHRGH TIE

if (!is_charger) {

action_for_each_trigger("early-fs", action_add_queue_tail);
action_for_each_trigger("fs", action_add_queue_tail);
action_for_each_trigger ("post-fs", action_add_queue_tail);
action_for_each_trigger ("post-fs-data”, action_add_queue_tail);

}

queue_builtin_action (property_service_init_action, "property service_init");
queue_builtin_action(signal_init_action, "signal_init");
queue_builtin_action (check_startup_action, "check startup");

if (is_charger) {
action_for_each_trigger ("charger", action_add_queue_tail);

} else {
action_for_each_trigger ("early-boot", action_add_queue_tail);
action_for_each_trigger ("boot", action_add_queue_tail);

/* run all property triggers based on current state of the properties */
queue_builtin_action (queue_property triggers_action, "queue_property_triggers");

#if BOOTCHART
queue_builtin_action(bootchart_init_action, "bootchart_init");

f$endif
[/ HANERER, B init OFHE (init RIFERRERHGHE )
for(;:) |
int nr, i, timeout = -1;

/1 BAIHS ( FHENNNGS)
execute_one_command () ?
restart_processes();

if (!property set_fd init && get_property set_fd() > 0) {
ufds[fd_count].fd = get_property_set_fd();
ufds[fd_count].events = POLLIN;
ufds[fd_count].revents = 0;
fd_count++;
property set_fd init = 1;

if (!signal_fd_init && get_signal_fd() > 0) {
ufds[fd_count].fd = get_signal_fd();
ufds[fd_count].events = POLLIN;
ufds[fd_count].revents = 0;
fd_count++;
signal_fd_init = 1;

if (!keychord_fd_init && get_keychord_fd() > 0) {
ufds[fd_count].fd = get_keychord_fd();
ufds[fd_count].events = POLLIN;
ufds[fd_count].revents = 0;
fd_count++;
keychord_fd_init = 1;

if (process_needs_restart) {
timeout = (process_needs_restart - gettime()) * 1000;
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ERE init HERER

if (timeout < 0)
timeout = 0;
}

if (!action_queue_empty() || cur_action)
timeout = 0;
// bootchart B—MMESKITTIR, ATEEBHNAGNES, FREHEARE, NEHX
/] HEFER
#if BOOTCHART
if (bootchart_count > 0) {
if (timeout < 0 || timeout > BOOTCHART_POLLING_MS)
timeout = BOOTCHART_POLLING_MS;
if (bootchart_step() < 0 || --bootchart_count == 0) {
bootchart_finish():;
bootchart_count = 0;
}
}
#endif
// EHFT—IHLSHRRE
nr = poll(ufds, fd_count, timeout);
if (nr <= 0)
continue;

for (1 = 0; i < fd_count; i++) {
if (ufds[i].revents == POLLIN) {

if (ufds([i]).fd == get_property_set_fd())
handle_property_set_fd();

else if (ufds[i].fd == get_keychord_£fd())
handle_keychord() ;

else if (ufds[i].fd == get_signal_fd())
handle_signal () ;

}

return 0;

}

fE init T, FCESCAFRESCH initre, HERERE:

| \system\core\rootdir\init.rc

EAFHAES, KRR HAEECE S initre KZEAXIR.

8.3.1 init.rc &t

A initre B—MAEERBIGAICH, EREES T m A URE NS Ra i B S
B, A AA:

| init.%PRODUCT%.rc

SCAF initre RAESCHF “/system/core/init/init.c” FEEEA, BET “1T7, BF —LHTKEF
HxEF CERTRERFR) . WREXBFHERATHK, MEH </ “RaX, #FH “” ik
KEBFHMTT, WR 77 ERBURSRRIT, B “4” FRRRERE.

XA% initre A 4 FORAHKT], 22 Actions, Commands. Services A Options, 475 B —
A Service B(# Action BT &, T KRR —/ section, ' 2Z /5 FRFEMN] Command # Option
#HK B TiX A section. F4b, Action F Service NAEE &, NI ZBEA error.

(1) Actions.

Actions BERTEFEF KM TR — RFIK®GS, BEBEH—A trigger, R TFiR:




83 EEXHER

<command>

on <trigger>
<command>

(2) Service.
Service FIZE /0 Fis:

service <name> <pathname> [ <argument> ]*
<option>
<option>

(3) Option.
Option A& Service M1, FEQFEW T FrosfiEm.
Q critical: RARWRRFE 4 THAFEZ T 41K, WHRLGE)S F| recovery mode.
Q disabled: RAMRFALEIES, FTEFHEALFRED.
Q setEnv <name> <value>: W& BIHELE.
O socket <name> <type> <permission> [<user> [<group>]]: FFJ& — unix [ socket, % F
A/dev/socket/<name>, <type>H BESZE dgram B stream, <user>HI<group>ERilA 0.
Q user <username>: F~EHH P N<username>, I ZERE T T, REER system/root.
Q group <groupname>: FiRHFHY)#k H<groupname>.
O oneshot: FRIX/ Service R EEI—K.
Q class <name>: f&E—NEREINE, XANEHWRE ZA service, KW RN EZ. R
A class ¥ &2 “default”.
Q onrestart: EE 5B AT —FK WL
(4) trigger.
FEAFW T Proaarizm.
O boot: /init.conf N 5E HAT .
O <name>=<value>: *4<name>#fi% B A<value>i.
Q device-added-<path>: # #&<path># 7 AT .
Q device-removed-<path>: ¥ #&<path>H#iFEFRET .
Q service-exited-<name>: ff%r<name>iB i,
(5) FEBFTHREIEFLSLELEUH.
exec <path> [ <argument> |*: 17— <path>$8 EHITEF-
export <name> <value>: WE— N ERTE.
ifup <interface>: {5 X%%4% [ <interface>iE# .
import <filename>: 5| A\ FAth #)HC B S 4.
hostname <name>: & EHL4 .
chdir <directory>: YJ#: T{EH%.
chmod <octal-mode> <path>: & B 5 [ FR .
chown <owner> <group> <path>: & /4.
chroot <directory>: WEMRHF
class_start <serviceclass>: JBB1ZEH [ service.
class_stop <serviceclass>: %135 f] service.
domainname <name>: ¥ EHIH4 .
insmod <path>: 3.
mkdir <path> [mode] [owner] [group] : GIE—/NHZX, FHAILAfEENIR, FHFAM4A.

[y oy i B Wy W
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#8E init HERER

mount <type> <device> <dir> [ <mountoption> ]* : HIEERLEEFET.
<mountoption>: FE"ro", "rw", "remount”, "noatime" .
setprop <name> <value>: R ERZGE M.
setrlimit <resource> <cur> <max>: & B IRV AIHR .
start <service>: F/ER% .
stop <service>: &1ER% .
symlink <target> <path>: I —/ sh&FE:.
sysclktz <mins_west_of gmt>: B ARG &
trigger <event>: MR EH{F.
write <path> <string> [ <string> |*: [F<path>#&43 #3045 A\ £/ <string>.

BEHE AT LA R Android K shell, RFEIREFRH " initrc XfF. /B3I Android /5, ¥ X
f initre FRBINF. MBSO initre HAFLRR ERRBHAFFH nitre XHEHNRE. —
HE )3 Android, S initrc WA X SRE BRI BARBBF initre W, M—7
% RMEH Android f) ROM F IR ZEEH (boot.img).

8.3.2 &t init.rc B0idFE

XA initre & —NMEE XM, WA FZFIES N, FTA1E 5 &7 R init_parse_config_file
HRFEAT AT . BTTE A9 3 B 3 main EEUSEAC B UM initre J&, £ F B3 parse_config HEATEHT
BANLHRBWT FR:

| init_parse_config_file—>read_file—>parse_config

(1) BR¥ parse_config 1 init_parse_config_file 7 1 F 3C {4+ SE 3 -

| \system\core\init\init_parser.c

PR %X parse_config 1l init_parse_config file K] B4 SLEAA I T AR

static void parse_config(const char *fn, char *s)//s Ainit.rc PEHFEHNAZT
{

O0O00O00O0O0O0O

struct parse_state state;
char *args[INIT_PARSER_MAXARGS];
int nargs;

nargs = 0;
state.filename = fn;
state.line = 1;
state.ptr = s;
state.nexttoken = 0;
state.parse_line = parse_line_no_op;
for (i:) {
switch (next_token(&state)) {
case T_EOF: [/ XHHER
state.parse_line(&state, 0, 0);
return;
case T_NEWLINE://¥#i—1T
if (nargs) {
int kw = lookup_keyword (args[0]);//#M init.rcREXRFHIM service,BE K_service
if (kw_is(kw, SECTION)) { /1 EBXRRFREH SECTION, 2F service f on #HE
state.parse_line(&state, 0, 0):
parse_new_section(&state, kw, nargs, args):
} else |
state.parse_line (&state, nargs, args);//on flservice RTERTHEHNAR
}
nargs = 0;
}
break;
case T_TEXT://XAXRZAE




8.3 EEXMHITR

if (nargs < INIT_PARSER_MAXARGS) {
args[nargs++] = state.text;
}

break;

}

int init_parse_config_file (const char *fn)
{

char *data;

data = read_file(fn, 0);

if (!data) return -1;

parse_config(fn, data);
DUMP () ;
return 0;

it ERAREERTLAEH, 7 for FILMRER X XM initre BN AT T BT, L—1T—17
HIf AT 7.

(2) BiERGE— T BE AT B T —47RF, B3 lookup_keyword 73 #T EL B —1THY
F—/SH. K lookup_keyword K E A SLIARL I T B m:

int lookup_keyword(const char *s)

{

switch (*s++) {

case 'c':

if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
break;

case 'd":
if (!strcmp(s,
if (!strcmp(s,
break;

case 'e':
if (!strcmp(s,
if (!strcmp(s,
break;

case 'g':
if (!strcmp(s,
break;

case 'h':
if (!strcmp(s,
break;

case 'i':
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
break;

case 'k':
if (!strcmp(s,
break;

case 'l':
if (!strcmp(s,
if (!strcmp(s,
break;

"opy")) return K_copy;

"apability")) return K_capability;
"hdir")) return K_chdir;

"hroot")) return K_chroot;

"lass")) return K_class;
"lass_start")) return K_class_start;
"lass_stop")) return K_class_stop;
"lass_reset")) return K _class_reset;
"onsole")) return K_console;
"hown")) return K_chown;

"hmod")) return K_chmod;

"ritical™)) return K critical;

"isabled")) return K_disabled;
"omainname")) return K_domainname;

"xec")) return K_exec;
"xport")) return K_export;

"roup")) return K_group;

"ostname")) return K_hostname;

"oprio")) return K_ioprio;
"fup")) return K_ifup;

"nsmod")) return K_insmod;
"mport")) return K_import;

"eycodes")) return K_keycodes;

"oglevel”)) return K_loglevel;
"oad_persist_props")) return K load _persist_props;
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SO init HEER

case 'm':
if (!stremp(s,
if (!strcmp(s,
if (!'strcmp(s,
break;

case 'o':
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
break;

case 'r':
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,

break;

case 's':
if (!strcmp (s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp (s,
if (!stremp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!stremp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!strcmp(s,
if (!stremp(s,
if (!strcmp(s,
break;

case 't':
if (!strcemp(s,
break;

case 'u':
if (!strcmp(s,
break;

case 'w':

if (!strcmp(s,
if (!strcmp(s,
break;

}

return K_UNKNOWN;

FHUEA WL, K%K lookup_keyword EEXSF—ITHIE — N R case KWy, RBE if 1IBA)H
VA stremp 74, XLy A ERIL M initre R RNZERFETH) . HLInHE A service 1 on %
#1d lookup_keyword J5i& [B] K_servcie il K_on. B/ kw_is (kw, SECTION) Wik [& ) kw
R BT SECTION K%, #E3C4F initre 1, RA service 1 on i L i%KHE.

(3) EIKRET -

TE XA keywords.h %€ X T init {5 FH 8T, R SCHFEH € X T 0 do_class_start. do_class_
stop ZHRHIBRE, FHEHIEE X THE. XH keywords.h FIEE2 W0 T Fias:

] \system\core\init\

"kdir")) return K mkdir;
"ount_all")) return K_mount_all;
"ount")) return K _mount;

"n")) return K_on;
"neshot")) return K_oneshot;
"nrestart")) return K_onrestart;

"estart")) return K restart;
"estorecon")) return K_restorecon;
"mdir")) return K_rmdir;

"m")) return K_rm;

"eclabel")) return K_seclabel;
"ervice")) return K_service;
"etcon")) return K_setcon;
"etenforce")) return K _setenforce;
"etenv")) return K_setenv;
"etkey")) return K_setkey;

"etprop")) return K_setprop;
"etrlimit")) return K_setrlimit;
"etsebool")) return K_setsebool;
"ocket")) return K_socket;

"tart")) return K_start;
"top")) return K_stop;
"ymlink")) return K_symlink;
"ysclktz")) "return K_sysclktz;

"rigger")) return K_trigger;

"ser")) return K_user;

"rite")) return K write;
"ait")) return K_wait;

44 keywords.h BB AR SLEARRE a0 F B

#ifndef KEYWORD
int
int
int
int
int

do_chroot (int nargs, char **args):
do_chdir(int nargs, char **args);
do_class_start (int nargs, char **args);
do_class_stop(int nargs, char **args);
do_class_reset (int nargs, char **args);

#define _ MAKE_KEYWORD_ENUM__



8.4

@4 service

#define KEYWORD (symbol, flags, nargs, func) K_##symbol,

enum {
K_UNKNOWN,

#endif
KEYWORD (capability, OPTION, 0, 0)
KEYWORD (chdir, COMMAND, 1, do_chdir)
KEYWORD (chroot, COMMAND, 1, do_chroot)
KEYWORD (class, OPTION, 0, 0)

KEYWORD (class_start, COMMAND, 1, do_class_start)
KEYWORD (class_stop, COMMAND, 1, do_class_stop)

KEYWORD (class_reset, COMMAND, 1, do_class_reset)
KEYWORD (console, OPTION, 0, 0)

KEYWORD (critical, OPTION, 0, 0)

KEYWORD (disabled, OPTION, 0, 0)

KEYWORD (domainname, COMMAND, 1, do_domainname)

KEYWORD (exec, COMMAND, 1, do_exec)

KEYWORD (export, COMMAND, 2, do_export)

KEYWORD (load_persist_props, COMMAND, O, do_load_persist‘ﬁrops)
KEYWORD (ioprio, OPTION, 0, 0)

#ifdef _ MAKE _KEYWORD_ENUM__
KEYWORD_COUNT,

}i

#undef _ MAKE_KEYWORD_ENUM_

#undef KEYWORD

#endif

XM keywords.h FESCA init_parser.c A E] T B, BRI AR IT Fros:

#define SECTION 0x01
#define COMMAND 0x02
#define OPTION 0x04

#include "keywords.h"

#define KEYWORD(symbol, flags, nargs, func) \
[ K ##symbol ] = { #symbol, func, nargs + 1, flags, },

struct {
const char *name;
int (*func) (int nargs, char **args);
unsigned char nargs;
unsigned char flags;
} keyword_info [KEYWORD_COUNT] = {
[ K_UNKNOWN ] = { "unknown", 0, 0, 0 },
#include "keywords.h"
Vi
#undef KEYWORD

#define kw_is(kw, type) (keyword info[kw].flags & (type))
#define kw_name (kw) (keyword_info[kw].name)

$define kw_func(kw) (keyword_infol[kw].func)

#define kw_nargs (kw) (keyword_ info[kw].nargs)

FH BU T ) B 3% lookup_keyword AT 41, £ FHIZFEH &%t on # service FT7E I BT IEMNT, X

B SEHT service, FEAMHTRY LS init.re H ) service zygote A .
8.4.1 Zygote X N #Y service action

TE3CA%F initre 1, zygote X RL[ service action FIARAG IR Bw:

service zygote /system/bin/app_process -Xzygote /system/bin --zygote --start-system-server

class main
socket zygote stream 660 root system
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E8E init HARFM

onrestart write /sys/android_power/request_state wake
onrestart write /sys/power/state on

onrestart restart media

onrestart restart netd

AT action I ER%Z parse_new_section, 7L A% service 3 on K FI
LA B BHTIENT. BR3K parse_new_section Y EAASZIARALUN T Fis:

void parse_new_section(struct parse_state *state, int kw,
int nargs, char **args)
{
printf("[ %$s %s ]\n", args[0],
nargs > 1 ? args[1l] : "");
switch (kw) {
case K_service:
state->context = parse_service(state, nargs, args);
if (state->context) {
state->parse_line = parse_line_service;
return;
}
break;
case K_on:
state->context = parse_action(state, nargs, args);
if (state->context) ({
state->parse_line = parse_line_action;
return;
}
break;
case K_import:
parse_import (state, nargs, args);
break;
}

state->parse_line = parse_line_no_op;

8.4.2 init 4441 service

1E init FHREH, FH T —%2 N service FIG MR LRIFA service action B XHIEE. M
REW T X FF R E K-

| \system\core\init\init.h

511k service ) B ARSI IB U T Fias:

struct service ({
/* list of all services */
struct listnode slist;

const char *name;
const char *classname;

unsigned flags;

pid_t pid;

time_t time_started; /* time of last start */

time_t time_crashed; /* first crash within inspection window */
int nr_crashed; /* number of times crashed within window */
uid_t uid;

gid_t gid;

gid_t supp_gids [NR_SVC_SUPP_GIDS];
size_t nr_supp_gids;

#ifdef HAVE_SELINUX
char *seclabel;
#endif

struct socketinfo *sockets;
struct svcenvinfo *envvars;




8.4 ‘f&#f service -

struct action onrestart; /* Actions to execute on restart. */

/* keycodes for triggering this service via /dev/keychord */
int *keycodes;

int nkeycodes;

int keychord_id;

int ioprio_class;
int ioprio_pri;

int nargs;
/* "MUST BE AT THE END OF THE STRUCT" */
char *args[l];
Yo /* Aommmmee 'args' MUST be at the end of this struct! */

Fi4b, FEICHF inith IEE T £M4E action, RAASKIARRL LT FIR:

struct action {
/* node in list of all actions */
struct listnode alist;
/* node in the queue of pending actions */
struct listnode glist;
/* node in list of actions for a trigger */
struct listnode tlist;

unsigned hash;
const char *name;

struct listnode commands;
struct command *current;
}i

IXPEEIEE BRI AR service 4T THR.

8.4.3 &k¥ parse_service 1 parse_line_service

TERENT Service BN A%, 4 7= parse_service Fl parse_line_service.
(1) BT initre HHY) service zygote BY 2HATERHL parse_service, MLREHIThRERIHE
service () E4E, Xt service XEBFI LKW BHATHENT. PREN parse_service (I EARSEIACL AN T AT7R:

static void *parse_service (struct parse_state *state, int nargs, char **args)
{
struct service *svc;
if (nargs < 3) {
parse_error (state, "services must have a name and a program\n");
return 0;
}
if (!valid_name (args[1])) {
parse_error (state, "invalid service name '%s'\n", args[l]);
return 0;
}

svc = service_find by name(args(l]);//EXRERECLEHEE

if (svec) {
parse_error(state, "ignored duplicate definition of service '%s'\n", args[l]);
return 0;
}
nargs -= 2;
svc = calloc(l, sizeof(*svc) + sizeof (char*) * nargs);
if (!sve) {
parse_error (state, "out of memory\n");
return 0;
}
svc->name = args[1]; //sevice H&F

svc->classname = "default"; //svc BIELZRIAR default
memcpy (svc->args, args + 2, sizeof (char*) * nargs);//B N SEBNRTHITIH
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svc->args[nargs] = 0;

svc->nargs = nargs;// BN
svc->onrestart.name = "onrestart";
list_init (&svc->onrestart.commands) ;
list_add_tail (&service_list, &svc->slist);

return svc;

£ LRI, agrs[115&2 zygote, RALSLBRET CEFEZRE, RIGHE— service
sve FHATHXKER, BHFERSE. REFTBHRNZFRNELMEBHTANSEAN B (B

% service MRS 4 zygote), TIGHFIXA sve MIAZE] service_list &R+ .

(2) BR ¥ parse_line_service [T RERARYE AL B U N B AT service £5H014, FMEYT Service
HF| R AT Option, LKl class. socket. onrestart 2. BRI%{ parse line_service B & SHIAR A a0

FHR:

{

struct command *cmd;
int i, kw, kw_nargs;

if (nargs == 0) {
return;
}

switch (kw) {
case K_capability:

break;
case K_class:
if (nargs != 2) {
parse_error (state,
} else {

}
break;
case K_console:

break;
case K_disabled:

break;
case K_ioprio:
if (nargs != 3) {
parse_error (state,
} else {

svc->ioprio_pri =

} else {

}

struct service *svc = state->context;

svc->ioprio_class = IoSchedClass_NONE;

kw = lookup_keyword(args([0]) ;

"class option requires a classname\n");

svc->classname = args([l];

sve->flags |= SVC_CONSOLE;

svc->flags |= SVC_DISABLED;
svc->flags |= SVC_RC_DISABLED;

"ioprio optin usage: ioprio <rt|be|idle>

strtoul (args(2], 0, 8);

svc->ioprio_class = IoSchedClass_IDLE;

static void parse_line_service (struct parse_state *state, int nargs, char **args)

<ioprio 0-7>\n");

if (sve->ioprio pri < 0 || sve->ioprio_pri > 7) {
parse_error (state, "priority value must be range 0 - 7\n");
break;
}
if (!strcmp(args(1l], "rt")) {
svc->ioprio_class = IoSchedClass_RT;
} else if (!strcmp(args(1l], "be")) {
svc->ioprio_class = IoSchedClass_BE;
} else if (!strcmp(args(1l], "idle")) {

parse_error (state, "ioprio option usage: ioprio <rt|be|idle> <0-7>\n");
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break;
case K_group:
if (nargs < 2) {
parse_error (state, "group option requires a group id\n");
} else if (nargs > NR_SVC_SUPP_GIDS + 2) {
parse_error (state, "group option accepts at most %d supp. groups\n",
NR_SVC_SUPP_GIDS) ;
} else {
int n;
svc->gid = decode_uid(args[l]);
for (n = 2; n < nargs; n++) {
svc->supp_gids[n-2] = decode_uid(args[n]);
}
sve->nr_supp_gids = n - 2;
}
break;
case K_keycodes:
if (nargs < 2) {
parse_error (state, "keycodes option requires atleast one keycode\n");
} else {
svc->keycodes = malloc((nargs - 1) * sizeof(svc->keycodes([0]));
if (!svec->keycodes) {
parse_error (state, "could not allocate keycodes\n");
} else {
svc->nkeycodes = nargs - 1;
for (i = 1; i < nargs; i++) {
svc->keycodes[i - 1] = atoi(args[i]);
}
}
}
break;
case K_oneshot:
svc->flags |= SVC_ONESHOT;
break;
case K _onrestart:
nargs--;
args++;
kw = lookup_keyword(args[0]);
if (!'kw_is(kw, COMMAND)) {
parse_error (state, "invalid command '%s'\n", args([0]):;
break;
}
kw_nargs = kw_nargs (kw) ;
if (nargs < kw_nargs) {
parse_error (state, "%s requires %d %s\n", args[0], kw_nargs - 1,
kw_nargs > 2 ? "arguments" : "argument");
break;
}

cmd = malloc(sizeof (*cmd) + sizeof (char*) * nargs):;
cmd->func = kw_func (kw) ;
cmd->nargs = nargs;
memcpy (cmd->args, args, sizeof(char*) * nargs);
list_add_tail (&svc->onrestart.commands, &cmd->clist);
break;
case K_critical:
svec->flags |= SVC_CRITICAL;
break;
case K_setenv: { /* name value */
struct svcenvinfo *ei;
if (nargs < 2) {
parse_error(state, "setenv option requires name and value arguments\n");
break;
}
ei = calloc(l, sizeof(*ei)):
if (lei) {
parse_error (state, "out of memory\n");
break;

183



8 E init HRIEM

ei->name = args[l];
ei->value = args([2];
ei->next = svc->envvars;
svc->envvars = ei;
break;
}
case K_socket: {/* name type perm [ uid gid ] */
struct socketinfo *si;
if (nargs < 4) {
parse_error(state, "socket option requires name, type, perm arguments\n");
break;
}
if (strcmp(args[2],"dgram") && strcmp(args([2],"stream")
&& strcmp(args[2],"segpacket")) {
parse_error (state, "socket type must be 'dgram', 'stream' or 'segpacket'\n");
break;
}

si = calloc(l, sizeof(*si));

if (!si) {
parse_error (state, "out of memory\n");
break;

}

si->name = args([l];

si->type = args|[2];

si->perm = strtoul (args[3], 0, 8);

if (nargs > 4)

si->uid = decode_uid(args[4]);
if (nargs > 5)

si->gid = decode_uid(args[5]);
si->next = svc->sockets;
svc->sockets = si;
break;

}

case K_ user:

if (nargs != 2) {
parse_error (state, "user option requires a user id\n");
} else {

svc->uid = decode_uid(args[1]);
}
break;
case K_seclabel:
$ifdef HAVE_SELINUX
if (nargs != 2) {
parse_error (state, "seclabel option requires a label string\n");
} else |
svc->seclabel = args[l];
}
#endif
break;

default:
parse_error(state, "invalid option '$s'\n", args(0]);

}

ERFTEIARES, HIFEHEH T on FEEINZ, LA on boot iXA section 1E A B Fi# 1T 44 -
FEEE AT, BN E AR K% I4T T EAt.
8.5.1 Zygote XN #J on action

FB on BN LEIE 2%, AL LA on boot iXA™ section £ 4% F#E4T 44 . £ 34 init.re H,
zygote XI5 on boot action FIRES 1T Fi 7
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on boot
# basic network init
ifup lo

hostname localhost
domainname localdomain

# set RLIMIT NICE to allow priorities from 19 to -20
setrlimit 13 40 40

# Memory management. Basic kernel parameters, and allow the high

# level system server to be able to adjust the kernel OOM driver

# parameters to match how it is managing things.
write /proc/sys/vm/overcommit_memory 1
write /proc/sys/vm/min_free_order_shift 4
chown root system /sys/module/lowmemorykiller/parameters/adj
chmod 0664 /sys/module/lowmemorykiller/parameters/adj
chown root system /sys/module/lowmemorykiller/parameters/minfree
chmod 0664 /sys/module/lowmemorykiller/parameters/minfree

# Tweak background writeout
write /proc/sys/vm/dirty_expire_centisecs 200
write /proc/sys/vm/dirty background_ratio 5

# Permissions for System Server and daemons.
chown radio system /sys/android power/state
chown radio system /sys/android_power/request_state
chown radio system /sys/android_power/acquire_full wake_lock
chown radio system /sys/android_power/acquire_partial wake_lock
chown radio system /sys/android power/release_wake_lock
chown system system /sys/power/autosleep
chown system system /sys/power/state
chown system system /sys/power/wakeup_count
chown radio system /sys/power/wake_lock
chown radio system /sys/power/wake_unlock
chmod 0660 /sys/power/state
chmod 0660 /sys/power/wake_lock
chmod 0660 /sys/power/wake_unlock
# Set this property so surfaceflinger is not started by system_init
setprop system_init.startsurfaceflinger 0

class_start core
class_start main

AT Xt service 1AL, case i A\ K_on #1447 B ¥ parse_action. 2%} parse_action
) B A SE AR 2 F B -

static void *parse_action(struct parse_state *state, int nargs, char **args)

{

struct action *act;

if (nargs < 2) {
parse_error (state, "actions must have a trigger\n");
return 0;

}

if (nargs > 2) {
parse_error (state, "actions may not have extra parameters\n");
return 0;

}

act = calloc(l, sizeof(*act));

act->name = args[1l];

list_init (&act->commands) ;

list_add_tail (&action_list, &act->alist):
/* XXX add to hash */

return act;

8.5.2 init 4442 on
£ init FHEP A LLFE | — 4 action ZHIERLT service, XA action (14 FH boot, B
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F£8E init HEER

JE &KX A action NI F|4 58 R action_list H. 45#4& action ) EAKSLHACIS M0 R Fiks:

struct action {
/* node in list of all actions */
struct listnode alist;
/* node in the queue of pending actions */
struct listnode glist;
/* node in list of actions for a trigger */
struct listnode tlist;

unsigned hash;
const char *name;

struct listnode commands;
struct command *current;

i
8.5.3 & on AE|&IREL

TERENT on IF4x A2 ek % parse line_action, ZHAEEZXT on FEXFTTER option HHTH#MT. BREL
parse_line action ] RAXSCILACHS 40 F FioR

static void parse_line_action(struct parse_state* state, int nargs, char **args)
//action FRTEMTT
{

struct command *cmd;

struct action *act = state->context;//on boot B

int (*func) (int nargs, char **args);

int kw, n;

if (nargs == 0) {
return;

}

kw = lookup_keyword(args[0]);//&<HSHEMNK

if ('kw_is(kw, COMMAND)) {
parse_error(state, "invalid command '%s'\n", args(0]):
return;

}

n = kw_nargs (kw);
if (nargs < n) {
parse_error (state, "%s requires %d %s\n", args[0], n - 1,
n > 2 ? "arguments™ : "argument");
return;

cmd = malloc(sizeof (*cmd) + sizeof (char*) * nargs);
cmd->func = kw_func (kw) ;

cmd->nargs = nargs;

memcpy (cmd->args, args, sizeof (char*) * nargs);
list_add_tail (&act->commands, &cmd->clist); //

B AIE, on F1 service Pi4™ section 43 #T T1E 4 #5858 .

f£ Android &R4iH, X447 init SHEVIHBILHIEE, BT X RGN ERHPIALIMRE,
B FE 5N Service. [ Service £7E init BIA T & K], FrLUMBE LE T — T init T X service
BATEHIR AR, XA EATHAS S 2 H K.
8.6.1 B&h Zygote

Android &%t & T Linux WK, T1E Linux R4 A HEE R init B2 00 TR




8.6 # init =% service

R, iR U, A RHFEER R B A Bt i init AR fork HRM. Zygote R HAHI 5,
ERAERGEFHILRE, H init #HFECIER . £ RS )E BN HIA S “ system/core /rootdir/init.rc” #7,
Al LLE B0 T JE 5 Zygote #EFEHI I A dr 4

service zygote /system/bin/app_process -Xzygote /system/bin --zygote --start-system-server
socket zygote stream 666
onrestart write /sys/android power/request_state wake
onrestart write /sys/power/state on
onrestart restart media
onrestart restart netd

£ LR, BT REEHBIN TR,

Q service: FTIBA init HFREQIE— RN “Zygote” IR, X/ Zygote HFEEHAT FIFE
J¥ /& “/system/bin/app_process”, Ja [ &EAL4S app_process HIS .

QO Socket:FRIX/ Zygote HHFETHRE—NEFRA “Zygote” ] Socket HiR, XFEERLE,
AT LATE “/dev/socket” HR T HEIHF —NBA Zygote B . X E € X Socket 12K A4 Unix
Domain Socket, &#& P RAE A< i F2 (A] 38 15 A T

8.6.2 J33f service
HEFE R do_class_start, MeRELITNEER BB service, MRREAE T X E -

| \system\core\init\builtins.c

K3 do_class_start [ BARSLIAREL 40 F Fros:

int do_class_start(int nargs, char **args)

{
/* Starting a class does not start services
* which are explicitly disabled. They must
* be started individually.

L
service_for_each_class(args([l], service_start_if not_disabled);
return 0;

}

£ FiRRIS R, W T RE service start if not disabled LIS ZhINEE, I oK B £E SO
builtins.c F LI, AAASLHAC T Fros:

static void service_start_if not_disabled(struct service *svc)
{
if (! (svec->flags & SVC_DISABLED)) {
service_start (sve, NULL);
}
}

£ EiRAIE S, A T BREL service start SLIL S BN ThEE . BRI service start 2N BB IHHEH
by, FE3CAF initc HE X, BAESEIMABEMTAR:

void service_start (struct service *svc, const char *dynamic_args)
{
struct stat s;
pid_t pid;
int needs_console;
int n;
#ifdef HAVE_SELINUX
char *scon = NULL;
int rc;
fendif
/* starting a service removes it from the disabled or reset
* state and immediately takes it out of the restarting
* state if it was in there
*/
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sve->flags &= (~(SVC_DISABLED|SVC_RESTARTING|SVC_RESET)) ;
svc->time_started = 0;

/* running processes require no additional work -- if
* they're in the process of exiting, we've ensured

* that they will immediately restart on exit, unless
* they are ONESHOT

if (svc->flags & SVC_RUNNING) {
return;
}

needs_console = (svc->flags & SVC_CONSOLE) ? 1 : 0;

if (needs_console && (!'have_console)) {
ERROR ("service '$s' requires console\n", svc->name);
svc->flags |= SVC_DISABLED;
return;

if (stat(svc->args[0], &s) != 0) {
ERROR ("cannot find '%$s', disabling '%s'\n", svc->args[0], svc->name);
svc->flags |= SVC_DISABLED;
return;

if ((!(svc->flags & SVC_ONESHOT)) && dynamic_args) {
ERROR ("service '$s' must be one-shot to use dynamic args, disabling\n",
svc->args[0]);
svc->flags |= SVC_DISABLED;
return;

}

#ifdef HAVE_SELINUX
if (is_selinux_enabled() > 0) {
char *mycon = NULL, *fcon = NULL;

INFO("computing context for service '%s'\n", svc->args([0]);

rc = getcon(&mycon) ;

if (rc < 0) {
ERROR ("could not get context while starting '$%s'\n", svc->name);
return;

rc = getfilecon(svc->args[0], &fcon);

if (rc < 0) {
ERROR ("could not get context while starting '$s'\n", svc->name);
freecon (mycon) ;
return;

}

rc = security_compute_create(mycon, fcon, string_to_security class("process"), &scon);
freecon (mycon) ;
freecon (fcon);
if (rc < 0) {
ERROR ("could not get context while starting '$s'\n", svc->name);
return;

}
#endif

NOTICE ("starting '%s'\n", svc->name);
pid = fork():

if (pid == 0) {
struct socketinfo *si;
struct svcenvinfo *ei;
char tmp[32];
int fd, sz;
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umask (077) ;
$ifdef __arm__

b/7188322 - Temporarily revert to the compat memory layout
to avoid breaking third party apps.

THIS WILL GO AWAY IN A FUTURE ANDROID RELEASE.

~
x—x»nb»w:(-,,.'

http://git.kernel.org/?p=1linux/kernel/git/torvalds/linux-2.6.git;a=commitdiff;h=7dbaad66
* changes the kernel mapping from bottom up to top-down.
* This breaks some programs which improperly embed
* an out of date copy of Android's linker.
*/
int current = personality(OxffffFFFF);
personality(current | ADDR_COMPAT_LAYOUT) ;
$endif
if (properties_inited()) {
get_property workspace (&fd, &sz);
sprintf (tmp, "%d,%d", dup(fd), sz);
add_environment ("ANDROID_PROPERTY_WORKSPACE", tmp);
}

for (ei = svc->envvars; ei; el = ei->next)
add_environment (ei->name, ei->value);

#ifdef HAVE_SELINUX
setsockcreatecon (scon);
fendif

for (si = svc->sockets; si; si
int socket_type = (
!strcmp (si->type, "stream") ? SOCK_STREAM :
(!strcmp (si->type, "dgram") ? SOCK_DGRAM : SOCK_SEQPACKET)) ;
int s = create_socket (si->name, socket_type,
si->perm, si->uid, si->gid);

si->next) {

if (s >= 0) {
publish_socket (si->name, s);
}
}

#ifdef HAVE_SELINUX
freecon (scon) ;
scon = NULL;
setsockcreatecon (NULL) ;
#endif

if (svc->ioprio_class != IoSchedClass_NONE) {
if (android_set_ioprio(getpid(), svc->ioprio_class, svc->ioprio_pri)) ({
ERROR ("Failed to set pid %d ioprio = %d, %d: %s\n",
getpid(), svc->ioprio_class, svc->ioprio_pri, strerror(errno));

}

if (needs_console) {
setsid();
open_console () ;

} else {
zap_stdio();

}

#if 0
for (n = 0; svc->args([n]; n++) {
INFO("args([%d] = '%s'\n", n, svc->args(n]);
}
for (n = 0; ENV[n]; n++) {
INFO("env[%d] = '$s'\n", n, ENV([n]);
}
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#endif
setpgid (0, getpid());

/* as requested, set our gid, supplemental gids, and uid */
if (svec->gid) {
if (setgid(svc->gid) != 0) {
ERROR ("setgid failed: %s\n", strerror(errno));
_exit (127);
}

if (svc->nr_supp_gids) {

if (setgroups(svc->nr_supp_gids, svc->supp_gids) != 0) {
ERROR ("setgroups failed: %s\n", strerror(errno));
_exit (127);

}

if (sve->uid) {

if (setuid(svc->uid) != 0) {
ERROR ("setuid failed: %s\n", strerror(errno));
_exit(127);

}

#ifdef HAVE_SELINUX
if (svc->seclabel) {
if (is_selinux_enabled() > 0 && setexeccon(svc->seclabel) < 0) {
ERROR ("cannot setexeccon('%s'): %$s\n", svc->seclabel, strerror(errno));
_exit(127);

}
#endif

if (!dynamic_args) {
if (execve(svc->args[0], (char**) svc->args, (char**) ENV) < 0) {
ERROR ("cannot execve('%s'): %s\n", svc->args[0], strerror(errno));
}
} else {
char *arg_ptrs[INIT_PARSER_MAXARGS+1];
int arg_idx = svc->nargs;
char *tmp = strdup(dynamic_args);
char *next = tmp;
char *bword;

/* Copy the static arguments */
memcpy (arg_ptrs, svc->args, (svc->nargs * sizeof(char *)));

while ((bword = strsep(&next, " "))) {
arg _ptrs[arg_idx++] = bword;
if (arg_idx == INIT_PARSER_MAXARGS)
break;
1
arg_ptrs[arg_idx] = '\0';

execve (svc->args[0], (char**) arg ptrs, (char**) ENV);
}
_exit(127);
}

#ifdef HAVE_SELINUX
freecon(scon) ;
$endif

if (pid < 0) {
ERROR("failed to start '$s'\n", svc->name);
svc->pid = 0;
return;

}

svc->time_started = gettime();
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sve->pid = pid;
svc->flags |= SVC_RUNNING;

if (properties_inited())
notify service_state (svc->name, "running");

}

TE R3] service start H, 2% dynamic_args R 24 service ] option 4 oneshot B 42 FH %,
Lot & B b B s RS M2 S EUE 3RS . AN service [ option 18 % 7E struct service 7,
FrLATE 5 3l service Bt A FE B RX LR WBI AT, [, 290% T service # pid FREHFE L.

8.6.3 4 FE2xh service AR

HSLAE init #EF29, W MEA TR B3] service.
(1) £ action FHEAINAE 1R ZH XK command, 7E action FFIERIEAR SH XML T .
Q class_start <serviceclass> #: J& 318 € class KIS -
class_stop <serviceclass> #: {Z1EFTH 8 5E class KRS, JEZE¥iZiEd class_start fE 3.
class_reset <serviceclass> #: 1Z1EARSS, SE4ETT LLBIL class_start JA 5.
restart <servicename> #: H 318 E ZFRMIARS, 5 stop, 5 start.
start <servicename> #: Ja 118 & BRIIR S o
stop <servicename> #: % IL¥8E BFRAIARSS -

fEJ3%h command Af, 7EXfF initc FIERE main F, EiLfEA “for(;)” TEAHATEREL
execute_one_command {75 L, MR H B AL W T FrR:

void execute_one_command (void)

{

int ret;

Oo0oo0Oo

if (!cur_action || !cur_command || is_last_command(cur_action, cur_command)) {
cur_action = action_remove_queue_head();
cur_command = NULL;
if (!cur_action)
return;
INFO("processing action %p (%s)\n", cur_action, cur_action->name);
cur_command = get_first _command(cur_action);
} else {
cur_command = get_next_command (cur_action, cur_command);

}

if (!cur_command)
return;

ret = cur_command->func (cur_command->nargs, cur_command—>args);//tﬂf}class_startég
INFO("command '$s' r=%d\n", cur_command->args[0], ret);
}

(2) 1 FH B 3 restart_processes 1 restart_service_if needed Z & Service, %E¥ AT init F1E
RIEMEAT, R EEREAE T EEN/S3IM Service. 7EMF init.c #1, BREY restart_processes
F restart_service if needed FEASZEUIL 0T AT 2~

static void restart_service_if needed(struct service *svc)

{
time_t next_start time = svc->time_started + 5;

if (next_start_time <= gettime()) {
svc->flags &= (~SVC_RESTARTING) ;
service_start(svc, NULL);
return;
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if ((next_start_time < process_needs_restart) ||
(process_needs_restart == 0)) {
process_needs_restart = next_start_time;

}

static void restart_processes()
{
process_needs_restart = 0;
service_for_each_flags (SVC_RESTARTING,
restart_service_if needed);

FEERBIIET, £HE flag N SVC_RESTARTING KIS . X ¥4 #EA2 00 E 3 H LA init i
handle_signal SREH, —HHHI Service Fit, REL poll SEWEIAH ST ZEIEE, FFIAT
handle_signal 7 ] p& % wait_for_one_process. P& #{ wait_for one_process {1 B & SLELARL 1 R Fos :

static int wait_for_one_process(int block)
{

pid_t pid;

int status;

struct service *svc;

struct socketinfo *si;

time_t now;

struct listnode *node;

struct command *cmd;

while ( (pid = waitpid(-1, &status, block 2? 0 : WNOHANG)) == -1 && errno == EINTR );
if (pid <= 0) return -1;
INFO("waitpid returned pid %d, status = %08x\n", pid, status);

svc = service_find by _pid(pid);

if (!sve) {
ERROR ("untracked pid %d exited\n", pid);
return 0;

svc->flags |= SVC_RESTARTING;

/* Execute all onrestart commands for this service. */
list_for_each(node, &svc->onrestart.commands) {
cmd = node_to_item(node, struct command, clist);
cmd->func (cmd->nargs, cmd->args);
}
notify service_state(svc->name, "restarting");
return 0;

£ ERAEH, FH waitpid IR FARBRHKHFES pid, RfEEIKEZ Service, X Service
H ] onrestart X4~ commands #1T#/E. EIRKE Service i flag # &N SVC_RESTARTING, X
S5 AR P EIAY restart_processes {8 E#7 a3 1 iZARF#HEE -

(3) #E3C1% “\system\core\init\property_service.c” #, 1 ff i %1 handle_property_set_f [] socket
&N property_service HIBMEMRFZ KEEHIKHEE, XHEMFETLUHENRZESF. RE
handle_property_set_f ] B & SIS a0 F Frw:

void handle_property_set_fd()
{
prop_msg msg;
int s;
int r;
int res;
struct ucred cr;
struct sockaddr_un addr;
socklen_t addr_size = sizeof (addr);
socklen_t cr_size = sizeof(cr);
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char * source_ctx = NULL;

if ((s = accept (property_set_fd, (struct sockaddr *) &addr, &addr_size)) < 0) {
return;

}

/* Check socket options here */

if (getsockopt (s, SOL_SOCKET, SO_PEERCRED, &cr, &cr_size) < 0) {
close(s);
ERROR ("Unable to recieve socket options\n");
return;

}

r = TEMP_FAILURE_RETRY (recv (s, &msg, sizeof(msg), 0));
if(r != sizeof (prop_msg)) {
ERROR ("sys_prop: mis-match msg size recieved: %d expected: %d errno: %d\n",
r, sizeof(prop_msg), errno);
close(s);
return;
}

switch(msg.cmd) {
case PROP_MSG_SETPROP:
msg.name [PROP_NAME_MAX-1] = 0;
msg.value [PROP_VALUE MAX-1] = 0;
#ifdef HAVE_SELINUX
getpeercon (s, &source_ctx);
fendif

if (memcmp (msg.name,"ctl.",4) == 0) {
// Keep the old close-socket-early behavior when handling
// ctl.* properties.
close(s);
if (check_control perms(msg.value, cr.uid, cr.gid, source_ctx)) {
handle_control_message ((char*) msg.name + 4, (char*) msg.value);
} else {
ERROR ("sys_prop: Unable to $%s service ctl [%s] uid:%d gid:%d pid:%d\n",
msg.name + 4, msg.value, cr.uid, cr.gid, cr.pid);
}
} else {
if (check_perms (msg.name, cr.uid, cr.gid, source_ctx)) {
property_set((char*) msg.name, (char*) msg.value);
} else {
ERROR ("sys_prop: permission denied uid:%d name:%s\n",
cr.uid, msg.name) ;

}

// Note: bionic's property client code assumes that the
// property server will not close the socket until *AFTER*
// the property is written to memory.
close(s);
}
#ifdef HAVE_SELINUX
freecon (source_ctx);
#endif

break;
default:

close(s);
break;

(4) £ ER% handle_keychord JE3l, %K EA chorded keyboard A%, ITRER AL EME
Service structure _F ] keychord, % & /830 Service. B&%{ handle_keychord 7E 34 “system/core/init/
keychords.c” H5E X, BAELIARD T Frs:
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void handle_keychord ()

{
struct service *svc;
const char* debuggable;
const char* adb_enabled;
int ret;
_ulé id;

// only handle keychords if ro.debuggable is set or adb is enabled.
// the logic here is that bugreports should be enabled in userdebug or eng builds
// and on user builds for users that are developers.
debuggable = property get ("ro.debuggable”);
adb_enabled = property_get ("init.svc.adbd");
ret = read(keychord fd, &id, sizeof(id));
if (ret != sizeof (id)) {
ERROR ("could not read keychord id\n");
return;

}

if ((debuggable && !strcmp(debuggable, "1")) ||

(adb_enabled && !strcmp(adb_enabled, "running"))) |

svc = service_find by_keychord(id);

if (svc) {
INFO("starting service %s from keychord\n", svc->name);
service start(sve, NULL);

} else {
ERROR ("service for keychord %d not found\n", id);

II:!EII i IR A e Wt S
e W SR Berm O gt el = s _ e Y A SisiRA

%m5 ik Windows A<Hh R F (3523 B % K138, 7€ Windows 1 HOVEM AL ch iRt 7 K BB M,
HSLAE Linux FHARLUBHLE]: BHERS . it Z£E3IH0EREFSEEEHERS (Socket RS,
HEHENFREL —PAFE X, FRAFMXE M. S UX e F IR, BN — AN X
B, mRBHSENEE, FTEEL Socket EHBIEM S 7EK. FE3XH init.c F, BKEL action I T &
% start_property_service K3 B RS, action 2 init.re A2 H M SCAE i —FhHATHLE

FESCMHF init.c B, TTLAE BIAUR MR MEM R HORIDIE =, mild:

property_init ()
property_set_fd

EATMAES, B IEMUFHELE Android 4.3 RZE init 51 J8 YR & MIEAE1R.

8.7.1 SINEM

FE3CHF init.c ) F ERE main 1, A B property_init AJEPESEC 7 —AEE T A, MR
& X init.re, £ R IZSCAFFF IR 5> F— 28 import i56) S\ 7 HAl A B B SO, #1140, /init.usb.rc.
REHEE CHE EREH T eErscta, REMTHRIEMER 7T —/N& (${ro.hardware})
AT TECE B — 5.

| import /init.${ro.hardware}.rc

BT LA BRI RE, EETHE T ACE M init.$ {ro.hardware}.rc [N, IXLLIEE
5 4aTfEE A %, K% get_hardware name H T3KEUE{F L FRE R, EARCH I T FR:

void get_hardware name(char *hardware, unsigned int *revision)
{
char data[1024];
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int fd, n;
char *x, *hw, *rev;

/* MR hardware EAHET, 15 hardware BT AZGSITIRE, HEEERE +/
if (hardware[0])
return;
/! ¥TF/proc/cpuinfo X#
fd = open("/proc/cpuinfo”, O_RDONLY);
if (fd < 0) return;
// ¥R /proc/cpuinfo XHHRAZA
n = read(fd, data, 1023);
close (fd) ;
if (n < 0) return;

data[n] = 0;
// M/proc/cpuinfo XHFIKE Hardware FERMNE
hw = strstr(data, "\nHardware");
rev = strstr(data, "\nRevision");
// HNIKB Hardware FPERHIE
if (hw) {
X = strstr(hw,
if (x) |
X += 2;
n = O,’
while (*x && *x != '\n') {
if (!isspace(*x))
// % Hardware FERMNEHHHEA/NE, FHEH hardware SHNE
// hardware WELEE init.c XHFPENM hardware 40
hardware[n++] = tolower (*x);
Xt++;
if (n == 31) break:;

neomy

}
hardware[n] = 0;

}

if (rev) {
x = strstr(rev, ": ");
if (x) {
*revision = strtoul(x + 2, 0, 16);
i

M R ACHS AT LA A, 1% R B B A T %2 hardware Fl revision B & fJ{E. FKHL hardware
FIRJR A M Linux P& 217800 “/proc/cpuinfo” FHIAZE, XM “/proc/cpuinfo” A& HEHLIC
% (RAFSCHE), AT cat /proc/cpuinfo i 2 F BVZXHHHRIANE, W 8-1 Fix.

E8-1 ETRXHAR
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1EF 8-1 H, BHEF I N BB & Hardware F B HIH . FH TiZ ¥ & & Nexus 7, BT LME A grouper.
WMEEFRBALE, A SWH4A XA E X4 2 init.grouper.rc. A Nexus 7 i #H&SFF
FEAR B 3% T HasLH — init.grouper.re 44 . Ui Nexus 7 R4 ROM FH#A 75 H A 3 5 % B
o B S04z, FRUABR B UM “/proc/epuinfo” U] Hardware =7 B o BUHIE

BT RETERE get_hardware name & 1 F BB ¥ process_kernel cmdline, E &SRS
W Frs:

static void process_kernel_cmdline (void)

{
/* don't expose the raw commandline to nonpriv processes */
chmod (" /proc/cmdline", 0440);

/) SANRRGLTEH
import_kernel_cmdline (0, import_kernel_nv);
if (gemu[0])
import_kernel_cmdline(l, import_kernel_nv);

/! BERMEREAGREZE

export_kernel_boot_props();

}

1E EiRRG R, B& T8 BB import_kernel_cmdline AN ZZ &S, HEBERER A K
44 export_kernel_boot_props JEiL /@M B W% E . Flin, Bid/EH ro.boot.hardware 15 B hardware
ZE., WA, ATLLE B ro.boothardware &K # get hardware name 1 M 314
“/proc/cpuinfo” 8 Z|f hardware FE{H. % export_kernel boot props fI EAKSLEHALHS &0 F TR

static void export_kernel boot_props (void)
{
char tmp[PROP_VALUE_MAX];
const char *pval;
unsigned 1i;
struct {
const char *src_prop;
const char *dest_prop;
const char *def_val;
} prop_map(] = {
{ "ro.boot.serialno", "ro.serialno", "", 1},
{ "ro.boot.mode", "ro.bootmode", "unknown", },
{ "ro.boot.baseband", "ro.baseband", "unknown", },
{ "ro.boot.bootloader", "ro.bootloader", "unknown", },

}i
// BEARNEMEENARREXFNEMY
for (i = 0; 1 < ARRAY_SIZE(prop_map); i++) {
pval = property_get (prop_map[i].src_prop);
property_set (prop_map([i].dest_prop, pval ?: prop_map[i].def_val);
}
// 1R#B ro.boot.console BMHERE console TE
pval = property _get("ro.boot.console");
if (pval)
strlcpy(console, pval, sizeof (console));

/* save a copy for init's usage during boot */
strlcpy (bootmode, property_get ("ro.bootmode"), sizeof (bootmode));

/* if this was given on kernel command line, override what we read
* before (e.g. from /proc/cpuinfo), if anything */
// 3B ro.boot.hardware BtHI{E
pval = property get ("ro.boot.hardware");
if (pval)
// XBi&i ro.boot.hardware BHHXKE hardware TEHE
strlcpy (hardware, pval, sizeof (hardware));
// FME hardware TBAEIREIRE ro.hardware Bt
// BENEMRENERIAEBMBtEHEY, LHREREED hardware TRIGEH

property_set ("ro.hardware", hardware);
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snprintf (tmp, PROP_VALUE MAX, "%d", revision);
property_set ("ro.revision", tmp);

/* TODO: these are obsolete. We should delete them */
if (!strcmp(bootmode,"factory"))
property_set ("ro.factorytest", "1"):
else if (!strcmp(bootmode, "factory2"))
property set ("ro.factorytest", "2"):
else
property_set ("ro.factorytest", "0");

}

AL AT LA, %R B Sbr E R R E — e B MEAE, H ER A R R (B 2K console.
hardware %528 & . H ' hardware BE (LR —/MKER 32 WIFFFE4L) 7EER% get hardware name
h 2 M “/proc/cpuinfo” FIRAFIT —IR{H T, FEEREL export_kemel  boot props = SUEIM &
ro.boothardware /& | —IXfH, AIIFE Nexus 7 HHEF R EZEME, PrLl hardware FKI{E{TA grouper.
¥ 5 FiAZ & hardware 1% B &1 ro.hardware, BT LA JG BIRIGEH SO 4224 init.grouper.re.

8.7.2 ¥ialkBMARS

£ U4 “\system\core\init\property _service.c” #, 1 fH BR ¥ property_init #1451k B A7 X 35K,
AR SCHACHS 11 F B :

void property_init (void)
{
init_property area();

}

£ ERAES, K% init_property area 42 7E S {4 property service.c FSLILH], %A T
Wita R N FE X 1, Ak system property area  AFE. K%Y init property area [K]E{ASCI
RIS R FioR:

static int init_property_area(void)
{

prop_area *pa;

if (pa_info_array)
return -1;

if (init_workspace (&pa_workspace, PA_SIZE))
return -1;

fentl (pa_workspace.fd, F_SETFD, FD_CLOEXEC);
pa_info_array = (void*) (((char*) pa_workspace.data) + PA_INFO_START);

pa = pa_workspace.data;

memset (pa, 0, PA_SIZE);
pa->magic = PROP_AREA MAGIC;
pa->version = PROP_AREA_VERSION;

/* plug into the lib property services */
__system_property area_ = pa;
property_area_inited = 1;
return 0;

}

8.7.3 RBEEMRSE

FECHF “\system\core\init\property_service.c” 1, {#FIEA%¥ start_property_service /A 31— &
YRR %48, RS TR
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void start_property service(void)
{
int fd;
/] HEEARESBMEG
load properties_from file (PROP_PATH_SYSTEM BUILD) ;
load_properties_from _file (PROP_PATH_SYSTEM_DEFAULT) ;
load_override_properties();
/* Read persistent properties after all default values have been loaded. */
load_persistent_properties();
// #IR socket BRE ( BMRE )
fd = create_socket (PROP_SERVICE_NAME, SOCK _STREAM, 0666, 0, 0);
if(fd < 0) return;
fentl (fd, F_SETFD, FD_CLOEXEC) ;
fentl (fd, F_SETFL, O_NONBLOCK) ;
/1 FHIGRE K
listen(fd, 8);
property set_fd = fd;
}

i B A] LAANIE SR ARSI R BT, RAMERRHL start_property_service HIER A AT
BRI AN 2

O PROP_PATH_SYSTEM_BUILD.

O PROP_PATH_SYSTEM_DEFAULT,

ERBEANEHRERGTE L BIEXHLARBRE, ATRRXEERE L, TELITEL
property_get, %Rt RTE Property_service.c FEHL, HARSZIACHL N FioR:

const char* property _get (const char *name)

{

prop_info *pi;
if (strlen(name) >= PROP_NAME MAX) return 0;
pi = (prop_info*) _ system property_ find (name);
if(pi !'= 0) {
return pi->value;
} else {
return 0;

}

}

@it ERARIGRT LAFE, 7ER K property_get HH A T LB ¥ system_property_find, ##%
O RBEIESEI TIRBUBHEERTIEE. K% system_property_find J& T bionic f#J—~" library, 7
A system_properties.c LI, B LAZEWN T H FIKBNZ M

| /bionic/libe/bionic

B system_property_find FEARSEEIARHS 40 T FrR -

const prop_info *_ system property find(const char *name)

{
/] RBUBMEEARFXENE b
prop_area *pa = _ system property area_ ;
unsigned count = pa->count;
unsigned *toc = pa->toc;
unsigned len = strlen(name);
prop_info *pi;

while (count--) {
unsigned entry = *toc++;
if (TOC_NAME_LEN (entry) != len) continue;

pi = TOC_TO_INFO(pa, entry);
if (memcmp (name, pi->name, len)) continue;
return pi;

}

return 0;
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M IR system_property find FISEELAAS ] LA H, SB—AT(H T —>_ system_property
area T, ZEEEERM.

TESCAF system_properties.c Xt B )k CA4 system properties.h &, & X T IR B KA TR
RV AR 1, S H RANEARARERAZ %, 3 4 NBME S U system_properties.h
AT LATELN T B ) B 3% PR 2

| /bionic/libc/include/sys

X 4 AN RARE 0T Bs:

#define PROP_PATH RAMDISK DEFAULT "/default.prop"
#define PROP_PATH_SYSTEM BUILD "/system/build.prop"
#define PROP_PATH SYSTEM DEFAULT "/system/default.prop"
#define PROP_PATH _LOCAL OVERRIDE "/data/local.prop"

I AT LA Android 45 BIFHRL H X3 Fid 4 N0y, — RSP RAERE x4, @
A4 default.prop Al catdefault.prop H&F BZ AN A . MEBHERSHEEBAEX 4 ME
ST A B UL AE R property set WE K& M. 7 Android ¥ 8% HI % i ] DL E A3 A
getprop @& WE AR S SR A R PEME, Wk 8-2 Fiox. 54k, getprop v 23k ] LA EBAR @ 4
AR AR JE AR, B dn:

I getprop ro.build.product

E8-2 MEUBRFSKBFEHNEMLE

f£ Android 4.3 JERSH, getprop fir & FIVEACHL LA 42 getprop.c. B3 AT LAZEQ R Ao (¥ H 3%
R B S

| /system/core/toolbox/

HSE getprop FKEUE A /&8 IL R EL property get 52k, BLEREELPR LA 7 A% system

property _find, M__ system_property area AFEHE 5 1P A7 X IR B S B AR . S 4h, 7R
system_properties.c SR W1 P A bR A T8 JE M AR 5518 S s n AN JE VAL

static int send_prop_msg(prop_msg *msg)
{

struct pollfd pollfds([l];

struct sockaddr_un addr;

socklen_t alen;

size t namelen;

int s;

int r;

int result = -1;

// PIEBATEERBMREM socket

s = socket (AF_LOCAL, SOCK_STREAM, O0);

if(s < 0) {

return result;
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F8E init HEFH

}

memset (&addr, 0, sizeof(addr));
// property_service_socket & Socket REXHER
namelen = strlen(property_service_socket);

addr.sun_family = AF_LOCAL;

close(s);
return result;

}

if (r == sizeof (prop_msg)) {
pollfds([0].fd = s;
pollfds([0].events = 0;

result = 0;
} else {

result = 0;

}

close(s);
return result;

}
// BPOULERBAZREIERME
{

int err;

int tries = 0;

int update_seen = 0;
prop_msg msg;

if (key == 0) return -1;

if (value == 0) value = "";

if (strlen(key) >= PROP_NAME MAX) return -1;

if (strlen(value) >= PROP_VALUE_MAX) return -1;

memset (&msg, 0, sizeof msg);
msg.cmd = PROP_MSG_SETPROP;
strlcpy(msg.name, key, sizeof msg.name);
strlcpy (msg.value, value, sizeof msg.value);
/1 RERME
err = send_prop_msg (&msg) ;
if (err < 0) {

return err;
}

return 0;

alen = namelen + offsetof (struct sockaddr_un, sun_path)

if (TEMP_FAILURE_RETRY (connect (s, (struct sockaddr *)

r = TEMP_FAILURE_RETRY (send (s, msg, sizeof (prop_msg), 0)):

r = TEMP_FAILURE_RETRY (poll (pollfds, 1, 250 /* ms */));
if (r == 1 && (pollfds([0].revents & POLLHUP) != 0)

int _ system property set(const char *key, const char *value)

strlcpy(addr.sun_path, property service_socket, sizeof addr.sun_path);

alen)) < 0) {

TER % send_prop_msg ', & T B EAF & property_service socket, FAAE X fn:

| static const char property service_socket[] = "/dev/socket/" PROP_SERVICE NAME;

SEPR L, send_prop_msg it XN SO S @ 1 AR 551

# A] LL7E Android % % ) 2% i

BEN “/devisocket” Hixk, BHXHE|—/N4A property service IS, %31k R 1 AR 55 ot

S B S
8.7.4 HEZBREMMIENR

LR AR B YR 7 P i BIE KRBT, init 218 A B %X handle_property_set fd #F4TAbEE. 4%



8.7 BHIEMIRS

F i BB PR 6 R oK, imit 518 F BRI property_set BEATAH G HIALEE .

int property_set (const char *name, const char *value)
{

prop_area *pa;

prop_info *pi;

int namelen = strlen (name);
int valuelen = strlen(value);

if (namelen >= PROP_NAME MAX) return -1;
if (valuelen >= PROP_VALUE_MAX) return -1;
if (namelen < 1) return -1;

pi = (prop_info*) _ system property_find (name) ;

if(pi != 0) {
/* ro.* properties may NEVER be modified once set */
if (!strncmp (name, "ro.", 3)) return -1;

pa = __system property_area_ ;
update_prop_info(pi, value, valuelen);
pa->serial++;

_ futex_wake (&pa->serial, INT32_MAX);

} else {
pa = __system property _area_ ;
if (pa->count == PA_COUNT _MAX) return -1;

pi = pa_info_array + pa->count;
pi->serial = (valuelen << 24);

memcpy (pi->name, name, namelen + 1);
memcpy (pi->value, value, valuelen + 1);

pa->toc[pa->count] =
(namelen << 24) | (((unsigned) pi) - ((unsigned) pa));

pa->count++;

pa->serial++;

_ futex_wake (&pa->serial, INT32 MAX);
}
/* If name starts with "net." treat as a DNS property. */
if (strncmp("net.", name, strlen("net.")) == 0) {

if (strcmp("net.change", name) == 0) ({

return 0;

The 'net.change' property is a special property used track when any
'net.*' property name is updated. It is _ONLY_ updated here. Its value
* contains the last updated 'net.*' property.
*/
property _set ("net.change", name);
} else if (persistent _properties_loaded &&
strncmp ("persist.", name, strlen("persist.")) == 0) {
/*
* Don't write properties to disk until after we have read all default properties
* to prevent them from being overwritten by default values.
*/
write_persistent_property(name, value);
#ifdef HAVE_SELINUX

}
/*
*
*

} else if (strcmp("selinux.reload policy", name) == 0 &&
strcmp ("1", value) == 0) {
selinux_reload_policy();
#endif

}
property_changed(name, value);
return 0;

Bk, BANRUERFSKEESRARNATET .
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9% Dalvik VM B3R &S

fE Android R4, FAEMT 3 M EEREERS.

Q Zygote #HF2: xR “Wib” HfEEk “HAEF” #HFE, THEER Linux R4H fork 25, H
T “BE” PEHAE TR

QO System #HF2: RS, £ Android Framework FT7ERJ#FE, H T /A3 Android &
Gt HIZOHFER system_server, BRI Z Zygote.

Q MAHRBEFHRE: 81 Android MAHRFEAT/EHSMA B O, XM Windows TR
AR IR R R — S

EAZERARET, FHFEASHT Android L 1 LA 3 KR RFEHERIR, HKEAN T #
Android #F2 RSt 177 77 H T

EX) voote (2w ) mizizne

HEARPATHHAESR, O% TS Zygote MR —LLANIN. £ Android £G4, MEEFIH
YR, SRR Zygote MALHER init, MHERFANHMIHE, BF —NiHEL
BRI FER Zygote. Zygote AR5 SLFR L& —F Select IRFFHERY, R NJE 3N Java
5ER% ¥ — K androidRuntime FFT FH1 3¢ I #E1E

system_server,

R4,
9.1.1 Zygote &

Android &4t £ T Linux N#%H), 7€ Linux R4+ I FTE #2802 B A1 BH H init 2
£ fork (Z2F) kM), Zygote iHFEHAFISh. Zygote HEFERE RS BB FE M init FEFEGIE
(), & Android REEIIZLiHFEZ —, $iAN Android ramework A ZK ik (IFH5E. F5L b, Zygote
IERFH TR Java IBITHEE (JVMD. MEASEH EF, Zygote &—MREHAIHAL C/S 4544,

FABEREAE N — % A 7] Zygote 2 Hi“ 22

-‘ Accept Socket
_%_" EE;R él Zngte &l—lﬁ[@ ﬂﬂ 7):5'JE “52 Activity Service Connection
B” H—" Activity #f2. Bk “ZEF” i .
R 9-1 . e

f£ Android R4+, Zygote A& & — Read Angarisi
NIRRT, MRS, NSRS RA T i
iR &, Zygote R G5 ) 4 R S R Parse Argument
SHtn TR,
EHE B _ — e i

(1) Zygote.java. HifActivity 2 Fock

= e s b o« ”

$EHEV) 7] Dalvik ff] “zygote” #:11, F B Zygote B "BE" 2E

FRAEZ Linux K41 Fork (2H), LIg



9.1 Zygote (2 ) #RI¥M

SLANHTR VM SERERE .

(2) ZygoteConnection.java.

Zygote MIEHE MEREH L HS BRI, Hih Actvitly BIZ#ERRE K2 B LB O RKiEHS
SH4, Zygote.

(3) Zygotelnit.java.

Zygote Z %t main EREA .

9.1.2 & Zygote B shidiE

£ Android L J83, 7E3CHF “system\core\rootdir\init.re” ' 7] LLE 3 J5 5l Zygote i#HF2 ) il 4
4, BAESEIARN TATR:

service zygote /system/bin/app_process -Xzygote /system/bin --zygote --start-system-server
socket zygote stream 666

ik FIRARES, RAEHNESAE “/devisocket” HRETFHERA —NELA “zygote” I, TE
AR, AR BRI A B

Q service: B init HFERIE LA “zygote” MIFFE, I zygote HFEERATHRERF 2
/system/bin/app process, J& [l 4 75 £ & 45 app_proces.

Q socket: FIRIX/ zygote HAE T E— AN “zygote” [¥] socket HEifi.

Zygote W ¥4 F /& app _process, EHL EEH petrl FLFLEEKL T “zygote”. Zygote
HFEPATHIFEF 2 system/bin/app_process, Hoxt B FIPRAHADAE W R X F 5 X:

| frameworks/base/cmds /app_process/app_main.cpp

(At app_main.cpp I FIBRHUE main, I FRIINES, BIEMIHEESZ) Zygote BRI FE.

(1) SHTEaIEA,

£ “ system\core\init\init.c” H, LIRS MITE KRB BN Zygote #FE . )8 shWI M ALEFE init
W, £ F R service start K55 Zygote. BRAEL service_start (K B AASCHIACHD 40 R Fron:

void service_start (struct service *svc, const char *dynamic_args)

{

struct stat s;

pid_t pid;

int needs_console;
int n;

char *scon = NULL;
int rc;

/* starting a service removes it from the disabled or reset
* state and immediately takes it out of the restarting
* state if it was in there
*/
svc->flags &= (~(SVC_DISABLED|SVC_RESTARTING|SVC_RESET));
svc->time_started = 0;

/* running processes require no additional work -- if
* they're in the process of exiting, we've ensured
* that they will immediately restart on exit, unless
* they are ONESHOT
£y

if (svec->flags & SVC_RUNNING) {
return;

}

needs_console = (svc->flags & SVC_CONSOLE) 2 1 : 0y

if (needs_console && (!'have_console)) {
ERROR ("service '%s' requires console\n", svc->name);
svc->flags |= SVC_DISABLED;
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return;

if (stat(svc->args(0], &s) != 0) {
ERROR ("cannot find '$s', disabling '%s'\n", svc->args([0], svc->name);
svc->flags |= SVC_DISABLED;
return;

if ((!(svc->flags & SVC_ONESHOT)) && dynamic_args) {
ERROR ("service '%s' must be one-shot to use dynamic args, disabling\n",
svc->args([0]);
svc->flags |= SVC_DISABLED;
return;

if (is_selinux_enabled() > 0) {
if (svc->seclabel) {
scon = strdup (svc->seclabel);
if (!scon) {
ERROR ("Out of memory while starting '%$s'\n", svc->name);
return;
}
} else {
char *mycon = NULL, *fcon = NULL;

INFO("computing context for service '$s'\n", svc->args[0]);

rc = getcon(&mycon) ;

if (rc < 0) {
ERROR ("could not get context while starting '%s'\n", svc->name);
return;

}

rc = getfilecon(svc->args[0], &fcon);

if (rc < 0) {
ERROR ("could not get context while starting '$s'\n", svc->name);
freecon (mycon) ;
return;

}

rc = security_compute_create (mycon, fcon, string_to_security class("process"), &scon);
freecon (mycon) ;
freecon(fcon) ;
if (rc < 0) {
ERROR ("could not get context while starting '%$s'\n", svc->name);
return;

}
NOTICE ("starting '%s'\n", svc->name);
pid = fork();

if (pid == 0) {
struct socketinfo *si;
struct svcenvinfo *ei;
char tmp([32];
int fd, sz;

umask (077) ;
if (properties_inited()) {

get_property workspace (&fd, &sz);

sprintf (tmp, "%d,%d", dup(fd), sz);

add_environment ("ANDROID_PROPERTY_WORKSPACE", tmp);
}

for (ei = svc->envvars; ei; ei = ei->next)

add_environment (ei->name, ei->value);



setsockcreatecon (scon) ;

for (si = svc->sockets; si; si = si->next) {

int socket_type = (

!strcmp (si->type, "stream") ? SOCK_STREAM :
(!strcmp(si->type, "dgram") ? SOCK_DGRAM : SOCK_SEQPACKET)) ;
int s = create_socket (si->name, socket_type,
si->perm, si->uid, si->gid);
if (s >= 0) {
publish_socket (si->name, s);

}

}

freecon(scon) ;
scon = NULL;
setsockcreatecon (NULL) ;

if (svc->ioprio_class != IoSchedClass_NONE) ({
if (android_set_ioprio(getpid(), svc->ioprio_class, svc->ioprio_pri)) {
ERROR ("Failed to set pid %d ioprio = %d,%d: %s\n",
getpid(), svc->ioprio_class, svc->ioprio_pri, strerror(errno));

}

if (needs_console) {
setsid();
open_console() ;

} else {
zap_stdio();

}

#if 0
' for (n = 0; svc->args[n]; n++) {
INFO("args([%d] = '%s'\n", n, svec->args([n]);
}
for (n = 0; ENV[n]; n++) {
INFO("env[%d] = '%s'\n", n, ENV[n]);
}
#endif

setpgid (0, getpid());

/* as requested, set our gid, supplemental gids, and uid */
if (sve->gid) |
if (setgid(svc->gid) != 0) {
ERROR ("setgid failed: $s\n", strerror(errno));
_exit (127);
}

if (svec->nr_supp_gids) {

if (setgroups(svc->nr_supp_gids, svc->supp_gids) != 0) {
ERROR ("setgroups failed: %s\n", strerror(errno));
_exit (127);

}

if (svc->uid) {
if (setuid(svc->uid) != 0) {
ERROR ("setuid failed: %s\n", strerror(errno));
_exit (127);
}

if (svc->seclabel) ({
if (is_selinux_enabled() > 0 && setexeccon (svc->seclabel) < 0) {
ERROR ("cannot setexeccon('$s'): %s\n", svc->seclabel, strerror(errno));
_exit (127);
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if (!dynamic_args) |
if (execve(svc->args([0], (char**) svc->args, (char**) ENV) < 0) {
ERROR ("cannot execve('%s'): %s\n", svc->args[0], strerror(errno));
}
} else |
char *arg_ptrs[INIT_PARSER MAXARGS+1];
int arg_idx = svc->nargs;
char *tmp = strdup(dynamic_args);
char *next = tmp;
char *bword;

/* Copy the static arguments */
memcpy (arg_ptrs, svc->args, (svc->nargs * sizeof(char *)));

while ((bword = strsep(&next, " "))) {

arg_ptrs[arg_idx++] = bword;
if (arg_idx == INIT PARSER_MAXARGS)
break;
}
arg _ptrs[arg_idx] = '"\0';

execve (sve->args[0], (char**) arg_ptrs, (char**) ENV);
}
_exit(127);
}

freecon (scon) ;

if (pid < 0) {
ERROR("failed to start '%s'\n", svc->name);
sve->pid = 0;
return;

1

svc->time_started = gettime();
svc—->pid = pid;
svc->flags |= SVC_RUNNING;

if (properties_inited())
notify service_state(svc->name, "running");

& LR, A service fir S #FS{4E init HEFZ R fork sRECREIE — MR, 7
Fri g AR R 2 b BLHI ) socket T, X FH—A> socket IETHK i, #REIEIL AR create_socket
KAE “/devisocket” Hg FEIE— N30, MW A, BRAEL service start #2 7 —MEREXF init.re
i service a2 ITEH .

FFE KR 4L create_socket, F:INEER 1A F BRI 2L socket & — 1> socket, # F SCHFHRGRTT fd S
iR socket. BR %L create_socket F)E A& SEEARFL &0 Al :

int create_socket (const char *name, int type, mode_t perm, uid_t uid, gid_t gid)
{
struct sockaddr_un addr;
int fd, ret;
char *secon;
/ /BB socket BIB— socket , @A XA £d FHR I socket,
fd = socket (PF_UNIX, type, 0);
if (fd < 0) |
ERRCR ("Failed to open socket '%s': %s\n", name, strerror(errno));
return -1;

}
// A socket BIB—1KEA AF_UNIX 8 socket Hiflt addr
memset (&addr, 0 , sizeof(addr));
addr.sun_family = AF UNIX;
snprintf (addr.sun_path, sizeof(addr.sun_path), ANDROID_SOCKET_DIR"/%s",
name) ;
ret = unlink(addr.sun_path);
if (ret != 0 && errno != ENOENT) {
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ERROR ("Failed to unlink old socket '%s': %s\n", name, strerror(errno));
goto out_close;

}

secon = NULL;

if (sehandle) {
ret = selabel lookup(sehandle, &secon, addr.sun_path, S_IFSOCK);
if (ret == 0)

setfscreatecon (secon) ;

}

ret = bind(fd, (struct sockaddr *) &addr, sizeof (addr));

if (ret) {
ERROR ("Failed to bind socket '%s': %s\n", name, strerror(errno)):;
goto out_unlink;

}

setfscreatecon (NULL) ;

freecon (secon);

/18 BIREXHN /dev/socket /zygote AP id. P4 id 1A PR

chown (addr.sun_path, uid, gid):;

chmod (addr.sun_path, perm);

INFO("Created socket '%s' with mode '$%o', user '%d', group '$d'\n",
addr.sun_path, perm, uid, gid);

return fd;

out_unlink:
unlink(addr.sun_path);
out_close:
close (fd);
return -1;

Fi A BR % publish_socket, BAARSZIIARIS AT ATR:
/B8 £d EXHHART, IEMERH create_socket #JEH socket

static void publish_socket (const char *name, int £d)

{
char key[64] = ANDROID_SOCKET_ENV_PREFIX;
char val[64];

/ /%% BNDROID_SOCKET_ENV_PREFIX FUBH name BANFHEERE—E, FREEFZF B key P
strlcpy(key + sizeof (ANDROID_SOCKET ENV_PREFIX) - 1,

name,
sizeof (key) - sizeof (ANDROID_SOCKET_ENV_PREFIX));
snprintf (val, sizeof (val), "%d", £d);

add_environment (key, val);

/* make sure we don't close-on-exec */
fentl (£d, F_SETEFD, 0);

(2) AR

Zygote A 0 EHUE main, hAE2 G # AppRuntime 25 &, 485 1 FH RS R BR 3K start J& hidtfE .
R HU main 734+ “frameworks\base\cmds\app_process\app_main.cpp” & X ], BARSZIAE
W R ATR:

int main(int argc, char* const argv(])

{

#ifdef _ arm

* b/7188322 - Temporarily revert to the compat memory layout
to avoid breaking third party apps.

THIS WILL GO AWAY IN A FUTURE ANDROID RELEASE.

http://git.kernel.org/?p=1linux/kernel/git/torvalds/linux-2.6.git;a=commitdiff;h=7dbaad66
changes the kernel mapping from bottom up to top-down.
This breaks some programs which improperly embed
* an out of date copy of Android's linker.
*/
char value[PROPERTY VALUE MAX];
property_get ("ro.kernel.gemu", value, "");
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bool is_gemu = (strcmp(value, "1") == 0);
if ((getenv ("NO_ADDR_COMPAT LAYOUT FIXUP") == NULL) && !is_gemu) {
int current = personality(OxFFFFFFFF);
if ((current & ADDR_COMPAT LAYOUT) == 0) {
personality (current | ADDR_COMPAT_LAYOUT) ;
setenv ("NO_ADDR_COMPAT_LAYOUT_FIXUP", "1", 1);
execv ("/system/bin/app_process", argv);
return -1;
}
}
unsetenv ("NO_ADDR_COMPAT_ LAYOUT FIXUP");
#endif

// These are global variables in ProcessState.cpp
mArgC = argc;
mArgV = argv;

mArglen = 0;

for (int i=0; i<argc; i++) {
mArgLen += strlen(argv[i]) + 1;

}

mArgLen--;

AppRuntime runtime;
const char* argv0 = argv[0];

// Process command line arguments
// ignore argv([0]

argc--;

argv++;

// Everything up to '--' or first non '-' arg goes to the vm
int i = runtime.addVmArguments(argc, argv);

// Parse runtime arguments. Stop at first unrecognized option.
bool zygote = false;
bool startSystemServer = false;
bool application = false;
const char* parentDir = NULL;
const char* niceName = NULL;
const char* className = NULL;
while (i < argc) {

const char* arg = argv[i++];

if (!parentDir) ({

parentDir = arg;

} else if (strcmp(arg, "--zygote") == 0) {
zygote = true;
niceName = ."zygote";
} else if (strcmp(arg, "--start-system-server") == 0) {

startSystemServer = true;

} else if (strcmp(arg, "--application") == 0) {
application = true;

} else if (strnecmp(arg, "--nice-name=", 12) == 0) ({
niceName = arg + 12;

} else {
className = arg;
break;

if (niceName && *niceName) {
setArgv0 (argv0, niceName);
set_process_name (niceName) ;

}

runtime.mParentDir = parentDir;

if (zygote) {
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runtime.start ("com.android.internal.os.ZygoteInit",

startSystemServer ? "start-system-server" : "");
} else if (className) |

// Remainder of args get passed to startup class main()

runtime.mClassName = className;

runtime.mArgC = argc - i;

runtime.mArgV = argv + i;

runtime.start ("com.android.internal.os.RuntimeInit",

application ? "application" : "tool"):
} else {
fprintf (stderr, "Error: no class name or --zygote supplied.\n");
app_usage () ;
LOG_ALWAYS_FATAL ("app_process: no class name or --zygote supplied.");
return 10;

(3) Bk E.
Zygote (R BNR B start, IHEESR I8 F B startVm 7E Zygote FEIE — N EMHLLH] . EE
& start 7£ 34 “ frameworks\base\core\jni\AndroidRuntime.cpp” 1 %& X K], EAARSEIAFS U Fros:

void AndroidRuntime::start(const char* className, const char* options)
{
ALOGD ("\n>>>>>> AndroidRuntime START %s <<<<<<\n",

className != NULL ? className : " (unknown)");
blockSigpipe () ;
/*
* 'startSystemServer == true' means runtime is obsolete and not run from
* init.rc anymore, so we print out the boot start event here.
*/
if (strcmp(options, "start-system-server") == 0) {

/* track our progress through the boot sequence */
const int LOG_BOOT_PROGRESS_START = 3000;
LOG_EVENT_LONG (LOG_BOOT_PROGRESS_START,
ns2ms (systemTime (SYSTEM_TIME _MONOTONIC))) ;
}

const char* rootDir = getenv ("ANDROID_ROOT") ;
if (rootDir == NULL) ({
rootDir = "/system";
if (!'hasDir("/system")) {
LOG_FATAL ("No root directory specified, and /android does not exist.");
return;
1
setenv ("ANDROID _ROOT", rootDir, 1);
}

//const char* kernelHack = getenv("LD_ASSUME_KERNEL") ;
//ALOGD("Found LD _ASSUME_KERNEL='%s'\n", kernelHack):

/* BB — B HWLSER */

JNIEnv* env;

if (startVm(&mJavaVM, &env) != 0) {
return;

}

onVmCreated (env) ;

i )

* FEEH startReq ZERMHLH d5FM oNT F3E

o

if (startReg(env) < 0) {
ALOGE ("Unable to register all android natives\n");
return;

/*
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* We want to call main() with a String array with arguments in it.

* At present we have two arguments, the class name and an option string.
* Create an array to hold them.

*/

jclass stringClass;

jobjectArray strArray;

jstring classNameStr;

jstring optionsStr;

stringClass = env->FindClass("java/lang/String");
assert (stringClass !'= NULL);

strArray = env->NewObjectArray(2, stringClass, NULL):
assert (strArray != NULL);

classNameStr = env->NewStringUTF (className) ;

assert (classNameStr != NULL) ;
env->SetObjectArrayElement (strArray, 0, classNameStr);
optionsStr = env->NewStringUTF (options);
env->SetObjectArrayElement (strArray, 1, optionsStr);

/*
* Start VM. This thread becomes the main thread of the VM, and will
* not return until the VM exits.
*/
char* slashClassName = toSlashClassName (className);
jclass startClass = env->FindClass (slashClassName) ;
if (startClass == NULL) {
ALOGE ("JavaVM unable to locate class '$s'\n", slashClassName);
/* keep going */
} else |
jmethodID startMeth = env->GetStaticMethodID(startClass, "main",
"([Ljava/lang/String;)V");
if (startMeth == NULL) {
ALOGE ("JavaVM unable to find main() in '%s'\n", className);
/* keep going */
} else {
/ /A% com.android.internal.os.ZygoteInit BIBAMARKE main KB5) Zygote HFE
env->CallStaticVoidMethod(startClass, startMeth, strArray);

#1if 0
if (env->ExceptionCheck())
threadExitUncaughtException (env) ;
#endif
}
}

free (slashClassName) ;
ALOGD ("Shutting down VM\n");

if (mJavaVM->DetachCurrentThread() != JNI_OK)
ALOGW ("Warning: unable to detach main thread\n");
if (mJavaVM->DestroyJdavaVM() != 0)

ALOGW ("Warning: VM did not shut down cleanly\n");

£ EiRAAS e, 38iL 18 F 26 com.android.internal.os.Zygotelnit H1f¥] B #{ main J3 3 T Zygote it
2. AR BB main 7E XA “ frameworks\base\core\java\com\android\internal\os\Zygotelnit.java” H 5
X, BARSEEARS AT Fras:

public static void main(String argv([]) |
try {

// Start profiling the zygote initialization.

SamplingProfilerIntegration.start();

/ /BB &H registerzygotesSocket fJB—1 socket O

registerzygoteSocket () ;

EventLog.writeEvent (LOG_BOOT_PROGRESS_PRELOAD_START,
SystemClock.uptimeMillis());

preload() ;

EventLog.writeEvent (LOG_BOOT_PROGRESS_PRELOAD_END,
SystemClock.uptimeMillis()):
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// Finish profiling the zygote initialization.
SamplingProfilerIntegration.writeZygoteSnapshot () ;

// Do an initial gc to clean up after startup
gc()7

// Disable tracing so that forked processes do not inherit stale tracing tags from
// Zygote.
Trace.setTracingEnabled (false);

// 1f requested, start system server directly from Zygote
if (argv.length != 2) {
throw new RuntimeException (argv[0] + USAGE_STRING) ;
}
[/ BEEE startSystemServer B3] SystemServer A
if (argv([l].equals("start-system-server")) |
startSystemServer();
} else if (!argv[l].equals("")) {
throw new RuntimeException(argv[0] + USAGE_STRING) ;
}

Log.i(TAG, "Accepting command socket connections");
/ /BB &¥ runselectLoop #HA—T T FRIEIR
//EREEESN socket BOPEF ActivityManagerService iHX, UHEFHRARFHE

runSelectLoop() ;

closeServerSocket () ;

} catch (MethodAndArgsCaller caller) {
caller.run();

} catch (RuntimeException ex) {
Log.e (TAG, "Zygote died with exception", ex);
closeServerSocket () ;
throw ex;

}

(4) F1 Zygote FHFEH ) Socket SLILIERE.

#E Android &%, ActivityManagerService i it BRi% Process.start G — /N ETH#HFE. R
Process.start 2= /i id Socket EH:Fl| Zygote HFE, FF 1 Zygote HEFE LI EI G H B F2 7 1 F2 1) T
fit. 7%h, 2 Process il L A 31 openZygoteSocketIfNeeded KiE#E| Zygote HFEH T Socket.
B % openZygoteSocketIfNeeded 7F 3L ff“ frameworks\base\core\java\android\os\Process.java” #1 i€ X,
BARSLHACRS I R s

private static void openZygoteSocketIfNeeded ()
throws ZygoteStartFailedEx {
int retryCount;
if (sPreviousZygoteOpenFailed) {
/*
* If we've failed before, expect that we'll fail again and
* don't pause for retries.

®y

retryCount = 0;
} else {

retryCount = 10;

}
/*
* See bug #811181: Sometimes runtime can make it up before zygote.
* Really, we'd like to do something better to avoid this condition,
* but for now just wait a bit...
*f
for (int retry = 0

; (sZygoteSocket == null) && (retry < (retryCount + 1))

;i retry++ ) |

if (retry > 0) {
try {
Log.i("Zygote", "Zygote not up yet, sleeping...");
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Thread.sleep (2ZYGOTE_RETRY_MILLIS) ;
} catch (InterruptedException ex) {
// should never happen
]
}
try {
sZygoteSocket = new LocalSocket();
sZygoteSocket.connect (new LocalSocketAddress (ZYGOTE_SOCKET,
LocalSocketAddress.Namespace.RESERVED) ) ;
sZygotelnputStream
= new DatalInputStream(sZygoteSocket.getInputStream());
sZygoteWriter =
new BufferedWriter(
new OutputStreamWriter (
sZygoteSocket.getOQutputStream()),

256) ;
Log.i("Zygote", "Process: zygote socket opened");
sPreviousZygoteOpenFailed = false;

break;
} catch (IOException ex) {
if (sZygoteSocket != null) {
try f
sZygoteSocket.close();
} catch (IOException ex2) ({
Log.e (LOG_TAG,"I/O exception on close after exception",
ex2);
}
}
sZygoteSocket = null;
}
}
if (sZygoteSocket == null) {
sPreviousZygoteOpenFailed = true;
throw new ZygoteStartFailedEx ("connect failed");

}

TEXM Zygotelnit.java H 1) B 30 main FISEIRAARS 1, A B T K3 registerZygoteSocket, Ui
BAE L “frameworks\base\core\java\com\android\internal\os\ZygotelInit.java” & 5% X, BAALIHA

BT B
private static void registerZygoteSocket () {
if (sServerSocket == null) {
int fileDesc;
try {

String env = System.getenv (ANDROID_SOCKET_ENV) ;
fileDesc = Integer.parselnt (env);
} catch (RuntimeException ex) {
throw new RuntimeException (
ANDROID SOCKET ENV + " unset or invalid", ex);
}

try {
sServerSocket = new LocalServerSocket (
createFileDescriptor (fileDesc));
} catch (IOException ex) {
throw new RuntimeException (
"Error binding to local socket '" + fileDesc + "'", ex);

}

7E iR ARG, GBI SO R FFEIEE T socket B2, I SO I RE AR A B T T E A SCHE
“/dev/socket/zygote”, T LA FFIEITHHAZE ANDROID_SOCKET_ENV #£#5. #H4h, H
init HEFE 71 SRR PAT R 8RB A U “system\core\rootdir\init.re”, T init BEFE FRIVEACHSAL T T
ff “system/core/init/init.c” H, HPKEL service start 71 FTERE LM initrc ) service wrd. 7E
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service_start Q¥ , F— service AT ER (R (EHEFE init WAF KL fork B —DMFRIBERE, 7£
Wk iR b AT LT Y socket TR . X T8 —4 socket TR, 4@ t KEL create_socke
fE “/dev/socket” HF FARIE 1 zygote X, #R)5 8L pR%L publish_socket #4158 2 i Uik 75
FANFHFHA RSP, FE publish_socket A SLILAIE 41T FiR:

static void publish_socket (const char *name, int fd)
{

char key[64] = ANDROID_SOCKET_ENV_PREFIX;

char val[64];

strlcpy(key + sizeof (ANDROID_SOCKET_ENV_PREFIX) - 1, name,
sizeof (key) - sizeof (ANDROID_SOCKET_ENV_PREFIX)) ;

snprintf (val, sizeof(val), "%d", fd);

add_environment (key, val);

/* make sure we don't close-on-exec */
fentl (fd, F_SETFD, 0);

}

7 iR, f i3 3 name {5 "zygote", i ANDROID_SOCKET_ENV_PREFIX £
f “system\core\include\cutils\sockets.h” 1 {5 ARG A :
| tdefine ANDROID_SOCKET ENV_PREFIX  "ANDROID_SOCKET "

XFERE S BB SR AR S AN F| “ANDROID_SOCKET zygote” (R84 &, XA
Bl A key fl. FINEE Zygotelnit.registerZygoteSocket FIPR%L create_socket #ZIZATTE [F]—ighFE
t1, FTLLE#L Zygotelnit.registerZygoteSocket 7] UL H £ # Fl LA IR FF R AN E — 1~ Java EH)
LocalServerSocket ¥ %t. W R T HAEMTEEITIF “/dev/socket/zygote” SLIHLAFN Zygote #EFEiH
ITIELE, g SO AR N A SR IEEE LocalServerSocket.

FE S Zygotelnitjava F HIER %L main (SIS, FEIT B3 startSystemServer, B
IR AE SO “frameworks\base\core\java\com\android\internal\os\Zygotelnit.java” "5 3, H AL
RIS R AR

private static boolean startSystemServer ()

throws MethodAndArgsCaller, RuntimeException {

/* Hardcoded command line to start the system server */

String args[] = {
"--setuid=1000",
"--setgid=1000",

"--setgroups=1001,1002,1003,1004,1005,1006,1007,1008,1009,1010,1018,3001,3002,3003,3006,3007",

"--capabilities=130104352,130104352",
"--runtime-init",
"--nice-name=system_server",
"com.android.server.SystemServer",

}i

ZygoteConnection.Arguments parsedArgs = null;

int pid;

try f{
parsedArgs = new ZygoteConnection.Arguments (args);
ZygoteConnection.applyDebuggerSystemProperty (parsedArgs) ;
ZygoteConnection.applyInvokeWithSystemProperty (parsedArgs);

/* Request to fork the system server process */
pid = Zygote.forkSystemServer (
parsedArgs.uid, parsedArgs.qgid,
parsedArgs.gids,
parsedArgs.debugFlags,
null,
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parsedArgs.permittedCapabilities,
parsedArgs.effectiveCapabilities);
} catch (IllegalArqumentException ex) {
throw new RuntimeException (ex);
}
/* For child process */
if (pid == 0) {
handleSystemServerProcess (parsedArgs) ;
}
return true;

}

TEC M Zygotelnitjava H R main F)SEIRAASH, A E| T BKEL startSystemServer, IR %L
FESCE “frameworks\base\core\java\com\android\internal\os\Zygotelnit.java” F15& X, EAKSZHACH
W FrR:

private static boolean startSystemServer()
throws MethodAndArgsCaller, RuntimeException {
/* Hardcoded command line to start the system server */
String args[] = {
"--setuid=1000",
"--setgid=1000",

"--setgroups=1001,1002,1003,1004,1005,1006,1007,1008,1009,1010,1018,3001,3002,3003,3006,3007",
"--capabilities=130104352,130104352",
"--runtime-init",
"--nice-name=system_server",
"com.android.server.SystemServer",
}i
ZygoteConnection.Arguments parsedArgs = null;

int pid;

try {
parsedArgs = new ZygoteConnection.Arguments (args);
ZygoteConnection.applyDebuggerSystemProperty (parsedArgs) ;
ZygoteConnection.applyInvokeWithSystemProperty (parsedArgs);
/* Request to fork the system server process */
pid = Zygote.forkSystemServer (
parsedArgs.uid, parsedArgs.gid,
parsedArgs.qgids,
parsedArgs.debugFlags,
null,
parsedArgs.permittedCapabilities,
parsedArgs.effectiveCapabilities);
} catch (IllegalArgumentException ex) {
throw new RuntimeException(ex);
}
/* For child process */
if (pid == 0) {
handleSystemServerProcess (parsedArgs) ;
}
return true;

i

e FRACHS 1, Zygote HEFRIE T B # forkSystemServer “ZHE 7 T — AN HIHERE R B H
SystemServer {4, BREME pid A 0 B BFrn#dRERHITER, HEHESHITRE
handleSystemServerProcess. Ef%{ handleSystemServerProcess £ 3(f “frameworks\base\core\java\
com\android\internal\os\Zygotelnit.java” H5& X, BEA&SLZIARD 0T Fros:

private static void handleSystemServerProcess (
ZygoteConnection.Arguments parsedArgs)
throws ZygoteInit.MethodAndArgsCaller {
closeServerSocket () ;
// set umask to 0077 so new files and directories will default to owner-only permissions.
Libcore.os.umask (S_IRWXG | S_IRWXO);
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if (parsedArgs.niceName != null) ({
Process.setArgV0 (parsedArgs.niceName) ;
}
if (parsedArgs.invokeWith != null) {
WrapperInit.execApplication (parsedArgs.invokeWith,
parsedArgs.niceName, parsedArgs.targetSdkVersion,
null, parsedArgs.remainingArgs);
} else {
/*
* Pass the remaining arguments to SystemServer.
%/
RuntimeInit.zygoteInit (parsedArgs.targetSdkVersion, parsedArgs.remainingArgs);
}
/* should never reach here */

}

£ BB, JAH K% closeServerSocket X T Fi#t A2, #AJ5 A iK% Runtimelnit.zygotelnit
#t—3Ja 50 SystemServer £H44F. &% Runtimelnit.zygotelnit 7£ 34 “frameworks/base/core/java/com/
android/internal/os/Runtimelnit.java” #5€ 3, BRI T Fix:

public static final void zygotelInit (int targetSdkVersion, String[] argv)
throws ZygoteInit.MethodAndArgsCaller ({
if (DEBUG) Slog.d(TAG, "RuntimeInit: Starting application from zygote");

redirectLogStreams () ;

commonInit () ;
/ /AR &% zygoteInitNative KM FT— Binder MR ELBIEHHI VWAL TIE
[/ETERXANTHE, XNHBPH Binder X R TN E#THREER

nativeZygoteInit () ;

applicationInit (targetSdkVersion, argv);

}

FE 3L Zygotelnitjava B 3 main BISEIARESF, A3 T B3 runSelectLoop, THRERFEAN
— M EFRIEFAERTHE A E A socket 8L, 3545 ActivityManagerService 5 3K 81 8357 i 5 12
BEFE. B runSelectLoop £ “frameworks\base\core\java\com\android\internal\os\Zygotelnit.java” &1
SEX, BEARSEIARE I T Bras:

private static void runSelectLoop() throws MethodAndArgsCaller {
ArrayList<FileDescriptor> fds = new Arraylist<FileDescriptor>():
ArraylList<ZygoteConnection> peers = new ArrayList<ZygoteConnection>();
FileDescriptor[] fdArray = new FileDescriptor(4];

fds.add (sServerSocket.getFileDescriptor());
peers.add (null);

int loopCount = GC_LOOP_COUNT;
while (true) {
int index;

/*

Call gc() before we block in select().

It's work that has to be done anyway, and it's better
to avoid making every child do it. It will also
madvise () any free memory as a side-effect.

L S R S S

Don't call it every time, because walking the entire
* heap is a lot of overhead to free a few hundred bytes.

L0
if (loopCount <= 0) {

gc()i

loopCount = GC_LOOP_COUNT;
} else {

loopCount--;

}
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try {
fdArray = fds.toArray(fdArray);
index = selectReadable (fdArray);
} catch (IOException ex) {
throw new RuntimeException("Error in select ()", ex);

}

if (index < 0) {
throw new RuntimeException("Error in select()");
} else if (index == 0) {
ZygoteConnection newPeer = acceptCommandPeer();
peers.add (newPeer) ;
fds.add (newPeer.getFileDesciptor()) ;
} else ({
boolean done;
/1 BEIREIT Socket HD REHXBEMTTEANIES
// peers.get (index) BE|HR— zygoteConnection MR, Fr— Socket HEE
//BB zygoteConnection. runOnce R —H 42
done = peers.get (index) .runOnce () ;

if (done) {
peers.remove (index) ;
fds.remove (index) ;

}

Bt EIRARES, WTLAZEFF ActivityManagerService EHEIX S Socket, SR )5 EE Zygote
Connection.runOnce & H7 15 2R .

£ Android 4, System MBEMALGRSHFEEERRR. JLFHE K Android LR %
EEIXNHFEF, Bl ActivityManagerService. PowerManagerService 1 WindowManagerService
&, ERTHAETR, HBEH 5T Android L ' System HFERIZEALIR, NiEESAEPEEH
PRI 2E ST4T T EEA.
9.2.1 25} System HERTHVES TIE

1E Android R4+, HIHEHERE Zygotelnit KK A K% handleSystemServerProcess K /g 3l
System ##2. BA&EsHIREMME 9-2 Fias.

FRELAIE A Socket J35hSystem#fE
L % HiX 4 Socket J

B 9-2 /A3 System #HRFTAER TE

(1) HHRIEXH “frameworks\base\core\java\com\android\internal\os\Zygotelnit.java” &, FKEL
Zygote BT FEF IR Sockete FH L System BFERTEEIX Socket, FrLALifHI%
Zygotelnit [ 7R R3] closeServerSocket < HiX /™ Socket. X B HIAREG 40T Fiw:

private static void handleSystemServerProcess (
ZygoteConnection.Arguments parsedArgs)
throws ZygoteInit.MethodAndArgsCaller {
/1 RAEA Socket
closeServerSocket () ;
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// set umask to 0077 so new files and directories will default to owner-only permissions.
Libcore.os.umask (S_IRWXG | S_IRWXO) ;
if (parsedArgs.niceName != null) {
Process.setArgV0 (parsedArgs.niceName) ;
}
if (parsedArgs.invokeWith != null) {
WrapperInit.execApplication (parsedArgs.invokeWith,
parsedArgs.niceName, parsedArgs,targetSdkVersion,
null, parsedArgs.remainingArgs);
} else {
/*
* Pass the remaining arguments to SystemServer.
*/
// A% RuntimeInit SRS zygoteInit /BH) System #i2
RuntimeInit.zygotelnit (parsedArgs.targetSdkVersion, parsedArgs.remainingArgs);
}

/* should never reach here */

}

(2) B TFRIAMAZ Runtimelnit F &R zygotelnit J3 3 System HEFE, R HAE T/
“frameworks\ base\core\java\com\android\internal\os\ZygoteInit.java” F 5 X, EAALIARIZIT Fizm:

public static final void zygoteInit (int targetSdkVersion, String[] argv)
throws ZygoteInit.MethodAndArgsCaller {
if (DEBUG) Slog.d(TAG, "RuntimeInit: Starting application from zygote");

redirectLogStreams () ;

/ /A& commonInit X E Sysrem HREMNRIBEHAREER
commonInit ()

/ /AR &H nativeZygoteInit BEI—/ Binder &2
nativeZygoteInit();

applicationInit (targetSdkVersion, argv);

}

9.2.2 Z4r# SystemServer

SystemServer f& Android Java B KIS #HEZ—, H— TR EIIHRTFIL Java HFEK
Zygote. MWNERXPIRIHEF KMER—ANARER T, #EFE Android H Java E M . W0F Java B
HAABE T . W Linux &% §#F2 init £ F /53 SystemServer 1 Zygote, LAE HiE 7 Android
#) Java R EATHRIAEF, BHE LUK SystemServer HITFED .

(1) 2 £ K main.

SystemServer /& H Zygote f# 4L TR K — Nt A2, @i ps drd, WAL HFEE A system_server.
7£ DDMS A LLE R, #F2 system_server [KIEFE 4 4 system process. SystemServer #0245 1)
A H R R main, A D REIED T B304 H L3

| \frameworks\base\services\java\com\android\server\SystemServer. java

S SystemServerjava I B #2 main, EAASZIARIL I Fis:

public static void main(String[] args) {
if (System.currentTimeMillis() < EARLIEST_SUPPORTED_TIME) ({
[/ NRAGEEHETF 1970 F, WREBRGEEPM 1970 FF18
Slog.w(TAG, "System clock is before 1970; setting to 1970.");
SystemClock.setCurrentTimeMillis (EARLIEST_SUPPORTED_TIME) ;

if (SamplingProfilerIntegration.isEnabled()) {
SamplingProfilerIntegration.start();
timer = new Timer();
timer.schedule (new TimerTask() {
@0Override
public void run ()

//SystemServer ']E"Eﬁl‘h WGk, GitERBEAXH
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SamplingProfilerIntegration.writeSnapshot ("system_server", null);
} // SNAPSHOT_INTERVAL XA 1 /\dt
}, SNAPSHOT_INTERVAL, SNAPSHOT_INTERVAL);
}

// //Mpalvik BEHEXNRE, TERAFEAFTNIES

dalvik.system.VMRuntime.getRuntime () .clearGrowthLimit ();

// The system server has to run all of the time, so it needs to be
// as efficient as possible with its memory usage.
VMRuntime.getRuntime () .setTargetHeapUtilization(0.8f);
/ /MEEZE 1ibandroid_servers. so
System.loadLibrary("android_servers");
initl(args); //V@M native 8 initl &¥

}

public static final void init2() {
Slog.i(TAG, "Entered the Android system server!");
Thread thr = new ServerThread();
thr.setName ("android. server.ServerThread");
thr.start();

Fi native #I R4 initl. %K $FE libandroid_servers.so FE 1 SEHR, 7EL0 R FTREISCHEH E L.

l \frameworks\base\services\jni\com_android_server_SystemServer.cpp

BRI init] YR SEILARS 10 F BT

extern "C" int system_init();
static void android_server_SystemServer_initl (JNIEnv* env, jobject clazz)
{
system_init () ; //BALEHBNA extern FIHK system_init &
}

M0 BRI 31 system_init 7F 54— M libsystem_server.so " SEE, TEUN T Bz IS 5E o

| \frameworks\base\cmds\system_server\library\System init.cpp

{

B3 system_init B4R SEELARL 40T B s

extern "C" status_t system_init()

ALOGI ("Entered system_init()");
sp<ProcessState> proc(ProcessState::self());

sp<IServiceManager> sm = defaultServiceManager();
ALOGI ("ServiceManager: %p\n", sm.get()):

sp<GrimReaper> grim = new GrimReaper();
sm->asBinder () ->1linkToDeath(grim, grim.get(), 0);

char propBuf [PROPERTY_VALUE_MAX];
property get ("system init.startsurfaceflinger", propBuf, "1");
if (strcmp(propBuf, "1") == 0) {

// Start the SurfaceFlinger

SurfaceFlinger::instantiate();

}

property_get ("system init.startsensorservice", propBuf, "1");
if (strcmp(propBuf, "1") == 0) {

// Start the sensor service

SensorService::instantiate();

}

// And now start the Android runtime. We have to do this bit
// of nastiness because the Android runtime initialization requires

HHAEAT WL, BR# main & Fofl—LeWIda L TAE, SRJEIN#K3h74 E libandroid_servers.so, /51
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// some of the core system services to already be started.

// All other servers should just start the Android runtime at
// the beginning of their processes's main(), before calling
// the init function.

ALOGI ("System server: starting Android runtime.\n");
AndroidRuntime* runtime = AndroidRuntime::getRuntime();

ALOGI ("System server: starting Android services.\n");
JNIEnv* env = runtime->getJNIEnv();
if (env == NULL) {
return UNKNOWN_ERROR;
}
jclass clazz = env->FindClass("com/android/server/SystemServer");
if (clazz == NULL) {
return UNKNOWN_ERROR;
}
jmethodID methodIld = env->GetStaticMethodID(clazz, "init2", "()V");
if (methodId == NULL) {
return UNKNOWN_ERROR;
}
env->CallStaticVoidMethod (clazz, methodId);

ALOGI ("System server: entering thread pool.\n"):
ProcessState::self () ->startThreadPool () ;
IPCThreadState: :self()->joinThreadPool () ;
ALOGI ("System server: exiting thread pool.\n");

return NO_ERROR;

}

i ERRES AT AN, SystemServer H ] B % main JEiL R ¥ initl, M Java 2 FEE] Native 2,
ST T — IR TAESS, OEIE INI M Native Z F#EE] Java Z £ B K init2. %% init2 &
Ef5, H%IEVHE] Native 2.

(2) ek init2.

FE3CHF SystemServerjava 1, BR¥Y initl B8R, HSLE S AR init2 F. FE init2
1B SE ARG I T B R :

public static final void init2() {
Thread thr = new ServerThread();
thr.setName ("android.server.ServerThread") ;

thr.start () ;//BE—148R, IMERRRRERS—F, BET SHHEE
}

i BRI — BT HIZ AR ServerThread, 1ZZRFEH run R AILIARILA 600 217,
mtZ KK JREE R, Android F & A ZE Service #LE F I,

fE Android F&H, FFH 7 K%K 43 4 Service (BFE Watchdog). 3Efr b, &BFH —L Service
A TE ServerThread ) run REHFTEHE . X 7 KERF EZWF,

O Z—XK3: & Android FI#Z0ARS, U0 ActivityManagerService. WindowManager-Service 2.

Q F KK EMBEMHERXHRS, W0 Wi-Fi #H5Rk% . Telephone MRS .

O FE=K¥HK: BNARLINEEMRHIRS, 0 AudioService. MountService. Usb-Service % .

O ZEPUK3&: A BatteryService. VibratorService 2% .

Q #H KJ: & EntropyService. DiskStatsService. Watchdog 25 AH X Jh 37 4 IR 55

Q FEAKE: BRETRS.

Q KK M UL EFHRKRS, WRESERS. BMERRSS.

HEAEFHARES, BHEES TP RLRRS . ZEHH Service ZFKX R H, H
ThREAXSPSL . 28 A K EARF B T B iR -

Q EntropyService: Bk, TAFEHLEM 4 RA K.
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QO ClipboardService: BJN5HRAR S -

Q DropBoxManagerService: %G RGZ1TH HEMFMEEHE X,

O DiskStatsService 1 DeviceStorageMonitorService: XFANARS H T EFE MMM RS 6EZ5 0 o

Q SamplingProfilerService: XA~AR% /&M Android 4.0 Hi8H), ThEeIEH & &

O Watchdog: BiE 714, & Android 1 “ZRATL” T. EH 15 4 FE “IRAEM Zygote”
B rTidE. Android 2.3 AGH N RITIRER 3%, FTLLS Android 2.2 MHLL, RRERET.

9.2.3 41 EntropyService

EntropyService & SystemServer Ja 3115 — Service, B LA 3 /N/NEF A AL HAMEE AT INER
FRFER M (/dev/urandom) ) T{E. {H K A/dev/urandom 7 £ )% 41 t/dev/random 2 —45,
FrUA%ERE 3 /NBF, Android REEAE kernel BRI T — LI INE S, X&ERAH TIREML
HHFE. £ Android ZAINW T HRFIBIME R
out.println("Copyright (C) 2009 The Android Open Source Project").
out.println("All Your Randomness Are Belong To Us").
out.printin(START_TIME).
out.printin(START_NANOTIME).
out.println(SystemProperties.get("ro.serialno").
out.println(SystemProperties.get("ro.bootmode")).
out.println(SystemProperties.get("ro.baseband")).
out.println(SystemProperties.get("ro.carrier")).
out.println(SystemProperties.get("ro.bootloader")).
out.println(SystemProperties.get("ro.hardware")) .
out.printIn(SystemProperties.get("ro.revision")).
out.println(System.currentTimeMillis()) -

o000 O0O0OO0OO0OOO0ODODOO

out.println(System.nanoTime()).

VEZFE—NELFE: MR—NRENEHEKR, ZRAHNENIIEE. £ Android F, B
ATt A AHYLECE b TXMATRENRAS 7. £ Android RS, SystemServer HRMNZ AR
AR 0 T B -

| ServiceManager.addService ("entropy", new EntropyService());

R AEE L, M A ET BT EntropyService FIFAE K%L, IBRETE 314 EntropyService java
e X, BARSEEAR W T FR:

public EntropyService() {
[/ BBBM—MERE, getSystemDir REIREINR /data/system B3R
this(getSystemDir () + "/entropy.dat", "/dev/urandom");
}
public EntropyService(String entropyFile, Strmg randomDevice)
this.randomDevice = randomDevice;//urandom 2 Linux 5?}?4’?’$ﬁﬂ&ﬂ¢h&§
// /data/system/entropy.dat X#®RET RGLFHBER
this.entropyFile = entropyFile;
//TEE 4 MEBEHK
loadInitialEntropy():
addDeviceSpecificEntropy();
writeEntropy();
scheduleEntropyWriter () ;
}

MELEAHS AT LA tH, EntropyService 415 B HUH K IKIA A T 4 DNcH k%, X 4 M eR#tt
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BEE, REREO TR

(1) BA¥ loadInitialEntropy .

& ¥ loadInitialEntropy KIZhER ¥ L4 entropy.dat i A A S 3| urandom %, XFEA]LAHE
MAGRIBENLYE . 7RG H — entropy pool, pool ZERIEZI RGN AR ANT, XFEESIFER
A R FE LB B 0T AT . PR %Y loadInitialEntropy IR A& SCIARS W0 T B :

private void loadInitialEntropy() {
try {
RandomBlock. fromFile (entropyFile).toFile (randomDevice) ;
} catch (IOException e) {
Slog.w(TAG, "unable to load initial entropy (first boot?)", e);
}
}

(2) P¥ addDeviceSpecificEntropy.
o5 ¥ addDeviceSpecificEntropy HIZhfE R, & —LfM & MHXHE S5 A urandom ##&, BiE
LIRS T s

private void addDeviceSpecificEntropy() {

PrintWriter out = null;

try {
out = new PrintWriter (new FileOutputStream(randomDevice)) ;
out.println("Copyright (C) 2009 The Android Open Source Project");
out.println("All Your Randomness Are Belong To Us");
out.println (START_TIME) ;
out.println (START_NANOTIME) ;
out.println(SystemProperties.get ("ro.serialno"));
out.println(SystemProperties.get ("ro.bootmode"));
out.println(SystemProperties.get ("ro.baseband"));
out.println(SystemProperties.get ("ro.carrier"));
out.println(SystemProperties.get ("ro.bootloader"));
out.println(SystemProperties.get ("ro.hardware")):;
out.println(SystemProperties.get ("ro.revision"));
out.println(System.currentTimeMillis());
out.println(System.nanoTime());

} catch (IOException e) {
Slog.w(TAG, "Unable to add device specific data to the entropy pool", e);

} finally {
if (out != null) ({

out.close();

}

}

B FRACRS AT &0, BN4# A urandom K entropy pool FENT EE(E R, tHREMEINBENLEAE &
HIRENLE. MIBRAEER, RENFEESKX (B pool FHIARME ), ZRZEMBAIEE.

(3) BR¥L writeEntropy.

K% writeEntropy fIZh 8 &£ HL urandom ¥ & 1A &% entropy.dat 3. BAAEIABEM T
FiR:

private void writeEntropy() {
try |
RandomBlock.fromFile (randomDevice) .toFile (entropyFile);
} catch (IOException e) {
Slog.w(TAG, "unable to write entropy", e);
}
}

(4) BR%Y scheduleEntropyWriter .

B ¥ scheduleEntropyWriter fIZhEE 2, [H EntropyService P Handler &i%—/> ENTROPY_
WHAT #H 8. ZHEE 3 M RE—IR. BRI LSS, EntropyService 2 X1 writeEntropy
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BR¥, ¥ urandom & KA A S B entropy.dat . BEARSEILARL M0 F FTR:

private void scheduleEntropyWriter() {
mHandler.removeMessages (ENTROPY_WHAT) ;
mHandler.sendEmptyMessageDelayed (ENTROPY_WHAT, ENTROPY WRITE_PERIOD) ;
}

@ b T 4 a] A, XM entropy.dat fR4F T urandom & A A MRS 3 I EHT —D).
HEH RS 538, EntropyService X FHIXANSCHFRIGIN R G H0E, @i X Fp 4 A EPEVLEH 4
FSEE AnAS B Tl .

9.2.4 43t DropBoxManagerService

£ Android M Fi*, DropBoxManagerService (DBMS) FiTAMMEH RGBT —LH
HEXM. REHEXMHRZIERPRRERFENNAREF HENEE. H9[A SystemServer
fn DBMS KRBT FTR -

ServiceManager.addService (Context . DROPBOX_SERVICE, //BRE%A “dropbox”
new DropBoxManagerService (context,
new File("/data/system/dropbox")));

(1) 43#r DBMS #4385 6 %
DBMS #3i% bR #7E 40 F Aros B9 S48 SEE

| \frameworks\base\services\java\com\android\server\DropBoxManagerService.java

DBMS #4i pfi %1 DropBoxManagerService FJ 2 A% SEEARD 40 R A s«

public DropBoxManagerService (final Context context, File path) {
mDropBoxDir = path; //path $§%E dropbox B®H/data/system/dropbox

// Set up intent receivers
mContext = context;
mContentResolver = context.getContentResolver();

IntentFilter filter = new IntentFilter();
filter.addAction (Intent.ACTION_DEVICE_STORAGE_LOW) ;
filter.addAction (Intent.ACTION_BOOT_COMPLETED) ;
//EAM— Broadcast BTN R, YRGENEEIEREFHREEFEH, SR &
context.registerReceiver (mReceiver, filter);
//% Settings $IBEMNIUR S TLEHE, thBEESA DEMS HITHN AR
mContentResolver.registerContentObserver (
Settings.Global.CONTENT_URI, true,
new ContentObserver(new Handler()) {
@Override
public void onChange (boolean selfChange) {

//% settings BIBEXE TR, BroadcastReceiver 8 onReceive &E¥
/1 BBBE, FBREZMSEA null
mReceiver.onReceive (context, (Intent) null);
}
1

mHandler = new Handler() {
@Override
public void handleMessage (Message msg) {
if (msg.what == MSG_SEND_BROADCAST) ({
mContext.sendBroadcastAsUser ( (Intent)msg.obj, UserHandle.OWNER,
android.Manifest.permission.READ_LOGé);

}
}i

// The real work gets done lazily in init() -- that way service creation always
// succeeds, and things like disk problems cause individual method failures.
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/** Unregisters broadcast receivers and any other hooks -- for test instances */
public void stop() {
mContext.unregisterReceiver (mReceiver) ;

}

it EIARREET &1, DBMS JEM— BroadcastReceiver St %, [ER & MAT Settings ¥4 Y
5. HEZ0IEBERLE I BroadcastReceiver ] onReceive ¥+ . ¥ onReceive H EEIfRER,
FREZEA RN FEMBR LB HEXHUTEFEZT A, RKE onReceive H)EALIAI W0
THR:

public void onReceive (Context context, Intent intent) { )
if (intent != null && Intent.ACTION_BOOT_COMPLETED.equals (intent.getAction())) {
mBooted = true;
return;

}

// Else, for ACTION_DEVICE_STORAGE_LOW:
mCachedQuotaUptimeMillis = 0; // Force a re-check of quota size

// Run the initialization in the background (not this main thread).
// The init() and trimToFit () methods are synchronized, so they still
// block other users -- but at least the onReceive() call can finish.
new Thread() {
public void run() {
try {
init();
trimToFit ();
} catch (IOException e) {
Slog.e (TAG, "Can't init", e);
}
}
}.start();
}

bi

B3 onReceive 27ELAT 3 P& K LR #AMA .

O Y RSE3)5EHEM, B BOOT_COMPLETED | #&fil % .

Q L4RZF#ETEA LR, B DEVICE STORAGE LOW | #filK .

Q 24 Settings %03 AR RITUR AE AR AL, 1% R B b K

(2) %N dropbox H E 14

£ Android L &4, ZEHREE A Service, RIFANERBHIRSZ BT 4T BHEANR
RAEFHERRERETHB (crash) B, <A ActivityManagerService (AMS) ] iR %
handleApplicationCrash, It & #(7E 40 F Frm id SCHFH E o

I \frameworks\base\services\java\com\android\server\am\ActivityManagerService.java

oK ¥ handleApplicationCrash ] R AASEILARIG W T Fros:

public void handleApplicationCrash(IBinder app, ApplicationErrorReport.CrashInfo crashInfo)

ProcessRecord r = findAppProcess (app, "Crash");
final String processName = app == null ? "system_server"
(r == null ? "unknown" : r.processName);

EventLog.writeEvent (EventLogTags.AM_CRASH, Binder.getCallingPid(),
UserHandle.getUserId(Binder.getCallingUid()), processName,
r == null ? -1 : r.info.flags,
crashInfo.exceptionClassName,
crashInfo.exceptionMessage,
crashInfo.throwFileName,
crashInfo.throwLineNumber) ;

//M addErrorToDropBox &¥, E—1S¥R—IFHE, A “crash”

223




224

% 9FE Dalvik VM HEBRS

}

addErrorToDropBox ("crash", r, processName, null, null, null, null, null, crashlInfo);

crashApplication(r, crashInfo);

FHERE K # addErrorToDropBox, IR #(H7E X ActivityManagerService.java 33, B
R SEHAT I T Frs:

public void addErrorToDropBox (String eventType,

ProcessRecord process, String processName, ActivityRecord activity,
ActivityRecord parent, String subject,
final String report, final File logFile,
final ApplicationErrorReport.CrashInfo crashInfo) ({
// NOTE -- this must never acquire the ActivityManagerService lock,
// otherwise the watchdog may be prevented from resetting the system.

final String dropboxTag = processClass(process) + "_" + eventType;
final DropBoxManager dbox = (DropBoxManager)
mContext.getSystemService (Context.DROPBOX_SERVICE) ;

// Exit early if the dropbox isn't configured to accept this report type.
if (dbox == null || !dbox.isTagEnabled (dropboxTag)) return;

final StringBuilder sb = new StringBuilder (1024);
appendDropBoxProcessHeaders (process, processName, sb);
if (activity != null) ({

sb.append ("Activity: ").append(activity.shortComponentName) .append ("\n");

if (parent != null && parent.app != null && parent.app.pid != process.pid) {
sb.append ("Parent-Process: ").append (parent.app.processName).append("\n");

if (parent != null && parent != activity) ({
sb.append ("Parent-Activity: ").append (parent.shortComponentName) .append("\n");

if (subject != null) {
sb.append ("Subject: ").append (subject).append("\n");

sb.append ("Build: ").append (Build.FINGERPRINT) .append ("\n");
if (Debug.isDebuggerConnected()) {
sb.append ("Debugger: Connected\n");
}
sb.append ("\n") ;

// Do the rest in a worker thread to avoid blocking the caller on I/O
// (After this point, we shouldn't access AMS internal data structures.)
Thread worker = new Thread("Error dump: " + dropboxTag) ({
@Override
public void run() {
if (report != null) ({
sb.append (report) ;
}
if (logFile != null) {
try {

sb.append (FileUtils.readTextFile (logFile, 128 * 1024, "\n\n[[TRUNCATED]]"));

} catch (IOException e) {
Slog.e(TAG, "Error reading " + logFile, e);
}
}

if (crashInfo != null && crashInfo.stackTrace != null) ({
sb.append (crashInfo.stackTrace) ;
}

String setting = Settings.Global.ERROR_LOGCAT_PREFIX + dropboxTag;
int lines = Settings.Global.getInt (mContext.getContentResolver (), setting, 0);
if (lines > 0) {

sb.append ("\n") ;

// Merge several logcat streams, and take the last N lines
InputStreamReader input = null;
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try {
java.lang.Process logcat = new ProcessBuilder("/system/bin/logcat",
Il_vll’ "time“, "—b", "eVentS", "‘b“, "system", ll_bll, "main",
"-t", String.valueOf (lines)).redirectErrorStream(true).start();

try { logcat.getOutputStream().close(); } catch (IOException e) {}
try { logcat.getErrorStream().close(); } catch (IOException e) {}
input = new InputStreamReader (logcat.getInputStream()):;

int num;
char(] buf = new char[8192];
while ((num = input.read(buf)) > 0) sb.append(buf, 0, num);
} catch (IOException e) {
Slog.e (TAG, "Error running logcat", e):
} finally {
if (input != null) try { input.close(); } catch (IOException e) {}
}
}

dbox.addText (dropboxTag, sb.toString()):

}i

if (process == null) {
// 1f process is null, we are being called from some internal code
// and may be about to die -- run this synchronously.
worker.run();

} else {

worker.start();
}
}

B E RS R 40, % addErrorToDropBox HI#Z-LIhRER AR H ENE, i H % addText
KA AES DBMS HIZhAE. Bi% addText & XAEM T BT~ HISC .

| \frameworks\base\core\java\android\os\DropBoxManager.java

7£ DropBoxManager 281, BR#{ addText FSLEAFL I T FiR:

public void addText(String tag, String data) {
try { mService.add(new Entry(tag, 0, data)); } catch (RemoteException e) {}

}

£ ERAEEH L T mService 1 DBMS #J3Z H.. DBMS X4t Rt —4> add sR#LI A &
AINTAE, T DBMRELT 3 NERE, 43 5IR addText. addData. addFile, iX#ELLA @M.

DBM [6] DBMS (63 ¥ I\ EH ¥4 — 4 Entry 1, DBMS FHIK ¥ add 7 X
DropBoxManagerService.java H € X, BAESLIHABW T Fixs:

public void add(DropBoxManager.Entry entry) {
File temp = null;
OutputStream output = null;
final String tag = entry.getTag();
try {
int flags = entry.getFlags();
if ((flags & DropBoxManager.IS_EMPTY) != 0) throw new IllegalArgumentException();

init();

if (!isTagEnabled(tag)) return;

long max = trimToFit();

long lastTrim = System.currentTimeMillis();

byte[] buffer = new byte[mBlockSize];
InputStream input = entry.getInputStream();

// First, accumulate up to one block worth of data in memory before
// deciding whether to compress the data or not.
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int read = 0;

while (read < buffer.length) {
int n = input.read(buffer, read, buffer.length - read);
if (n <= 0) break;
read += n;

}

// 1f we have at least one block, compress it -- otherwise, just write
// the data in uncompressed form.

temp = new File (mDropBoxDir, "drop" + Thread.currentThread().getId() + ".tmp");

int bufferSize = mBlockSize;

if (bufferSize > 4096) bufferSize = 4096;

if (bufferSize < 512) bufferSize = 512;

FileOutputStream foutput = new FileOutputStream(temp);

output = new BufferedOutputStream(foutput, bufferSize);

if (read == buffer.length && ((flags & DropBoxManager.IS_GZIPPED) == 0)) {
output = new GZIPOutputStream(output) ;
flags = flags | DropBoxManager.IS_GZIPPED;

1

do {
output.write (buffer, 0, read):

long now = System.currentTimeMillis();

if (now = lastTrim > 30 * 1000) {
max = trimToFit(); // In case data dribbles in slowly
lastTrim = now;

}

read = input.read(buffer);
if (read <= 0) {
FileUtils.sync (foutput);
output.close(); // Get a final size measurement
output = null;
} else {
output.flush(); // So the size measurement is pseudo-reasonable

}

long len = temp.length();

if (len > max) {
Slog.w(TAG, "Dropping: " + tag + " (" + temp.length() + " > " + max + " bytes)");
temp.delete();
temp = null; // Pass temp = null to createEntry() to leave a tombstone
break;

}

} while (read > 0);

long time = createEntry(temp, tag, flags);
temp = null;

final Intent dropboxIntent = new Intent (DropBoxManager.ACTION_DROPBOX_ENTRY ADDED) ;
dropboxIntent.putExtra (DropBoxManager.EXTRA_TAG, tag):;
dropboxIntent.putExtra (DropBoxManager .EXTRA_TIME, time);
if (!mBooted) {

dropboxIntent.addFlags (Intent.FLAG_RECEIVER_REGISTERED_ONLY) ;
}
// Call sendBroadcast after returning from this call to avoid deadlock. In particular
// the caller may be holding the WindowManagerService lock but sendBroadcast requires a
// lock in ActivityManagerService. ActivityManagerService has been caught holding that
// very lock while waiting for the WindowManagerService lock.
mHandler.sendMessage (mHandler.obtainMessage (MSG_SEND_BROADCAST, dropboxIntent));

} catch (IOException e) ({

Slog.e(TAG, "Can't write: " + tag, e);

} finally {

try { if (output != null) output.close(); } catch (IOException e) {}
entry.close();
if (temp != null) temp.delete():
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M _ERRFGET %0, DBMS FEHEEE “/data” 4y XM E], FEZES A HEHRESE U
TEFEDME.

(3) DBMS # settings £ & -

DBMS HIZITHR#i— A B . HSZFR T DBMS, SystemServer H1R % iR 55 #R & #i4H 5% 1 Bc
B XA E AR RZIET SettingsProvider #E{E Settings 4 FE K 1% B A& #I ¥ - SettingsProvider
RARGHREEMRN— APK, WFRREHMEREREMARIEF B3I T .

R GAH R BC B IUERLE Settings 4 PEH) Secure RN IRAF, BAAUL T FR:

/1 BRAMREAVNERE tag XENBEXH, RARAFEMIER tag XRMH
Secure.DROPBOX_TAG_PREFIX+tag: “dropbox:”+tag

/I BFREED BEXHENFENE, BIAR 3 X, XF 3 ROBEXHRSEMERUHTER(E
Secure.DROPBOX_AGE_SECONDS: “dropbox_age_seconds”

/I BFBRHRAGREFNEEXHIE, BIAR 1000 MXH

Secure.DROPBOX_MAX_FILES: “dropbox_max_files”

//BFH4 dropbox EFBL HERTEDEBNLEE, RIAR 10%
Secure.DROPBOX_QUOTA_PERCENT: “dropbox_guota_percent”

/IR R dropbox EAKNFHSEIMNEE, HIAZ 103, iR dropbox &Z REERERH 903HZfE
Secure.DROPBOX_RESERVE_PERCENT:“dropbox_reserve_percent”

//dropbox AREFERNTEIAN, BRIAZ SMB

Secure.DROPBOX_QUOTA KB: “dropbox_guota_kb"

AT LAFI A adb shell # A\ “/data/data/com.android.providers.settings/databases/” H3%, )5
FIF sqlite3 #r & AE settings.db, @it BHAIFE Secure AILL TEHKXAE . AT RFEFTHIBRZ &
D{EZRPHEAMEXRE, FlLhREiTr S FERAE S RENRIME.

9.2.5 4r#f DiskStatsService
#£ Android L &, DiskStatsService 7E 40 F B 7~ I SO SE B :

| \frameworks\base\services\java\com\android\server\DiskStatsService.java

4 DiskStatsService. java R4 SEIARRL U0 T s :

import java.io.File;

import java.io.FileDescriptor;
import java.io.FileOutputStream;
import java.io.IOException;
import java.io.PrintWriter;

/**
* This service exists only as a "dumpsys" target which reports
* statistics about the status of the disk.
L7
public class DiskStatsService extends Binder {
private static final String TAG = "DiskStatsService";

private final Context mContext;

public DiskStatsService (Context context) {
mContext = context;

)

@Override
protected void dump (FileDescriptor fd, PrintWriter pw, String[] args) {
mContext.enforceCallingOrSelfPermission (android.Manifest.permission.DUMP, TAG);

// Run a quick-and-dirty perfcrmance test: write 512 bytes
byte[] junk = new byte[512];
for (int i = 0; i < junk.length; i++) junk([i] = (byte) i; // Write nonzero bytes

File tmp = new File (Environment.getDataDirectory(), "system/perftest.tmp");
FileOutputStream fos = null;
IOException error = null;
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long before = SystemClock.uptimeMillis();
try {
fos = new FileOutputStream(tmp);
fos.write(junk);
} catch (IOException e) {
error = e;
} finally {
try { if (fos != null) fos.close(); } catch (IOException e) {}
}

long after = SystemClock.uptimeMillis();
if (tmp.exists()) tmp.delete();

if (error != null) {
pw.print ("Test-Error: ");
pw.println(error.toString());
} else {
pw.print ("Latency: ");
pw.print (after - before);
pw.println("ms [512B Data Write]");
}

reportFreeSpace (Environment.getDataDirectory(), "Data", pw);
reportFreeSpace (Environment.getDownloadCacheDirectory(), "Cache", pw);:
reportFreeSpace (new File("/system"), "System", pw);

// TODO: Read /proc/yaffs and report interesting values;
// add configurable (through args) performance test parameters.

}

private void reportFreeSpace(File path, String name, PrintWriter pw) {
try {
StatFs statfs = new StatFs(path.getPath());
long bsize = statfs.getBlockSize():
long avail = statfs.getAvailableBlocks();
long total = statfs.getBlockCount();
if (bsize <= 0 || total <= 0) {
throw new IllegalArgumentException (
"Invalid stat: bsize=" + bsize + " avail=" + avail + " total=" + total);

}

pw.print (name) ;
pw.print ("-Free: ");
pw.print (avail * bsize / 1024);
pw.print ("K / ");
pw.print (total * bsize / 1024);
pw.print ("K total = ");
pw.print (avail * 100 / total);
pw.println ("% free");

} catch (IllegalArgumentException e) {
pw.print (name) ;

pw.print ("-Error: ");
pw.println(e.toString());
return;

M ERRILGELLE H: B DiskStatsService M Binder FIRA, {HEFEF LI EMEO,
Ht R 1% DiskStatsService WHEM AT FHARNNLFZRH. HRERSGH I ALFEXFEMN RS
We? EEMRXNEE, FTEETHRNBEAETH L ——dumpsys, @S TITERGPIE
ERFZHES, EWTHAARXHFEX.

| \frameworks\native\cmds\dumpsys\dumpsys.cpp

X4 dumpsys.cpp HE A SEIAREL AN B s -
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#define LOG_TAG "dumpsys"

#include <utils/Log.h>

#include <binder/Parcel.h>

#include <binder/ProcessState.h>
#include <binder/IServiceManager.h>
#include <utils/TextOutput.h>
#include <utils/Vector.h>

#include <getopt.h>
#include <stdlib.h>
#include <stdio.h>
#include <string.h>
#include <unistd.h>
#include <sys/time.h>

using namespace android;

static int sort_func(const Stringlé* lhs, const Stringlé* rhs)
{
return lhs->compare (*rhs);

}

int main(int argc, char* const argv[])
{
signal (SIGPIPE, SIG_IGN);
sp<IServiceManager> sm = defaultServiceManager();
fflush(stdout);
if (sm == NULL) {
ALOGE ("Unable to get default service manager!");
aerr << "dumpsys: Unable to get default service manager!" << endl;
return 20;

}

Vector<Stringl6> services;

Vector<Stringl6> args;

if (argc == 1) {
services = sm->listServices();
services.sort (sort_func);
args.add (Stringl6("-a")):

} else {
services.add (Stringl6 (argv(1]));
for (int i=2; i<argc; i++) {

args.add (Stringlé6 (argv([i]));

}

}

const size_t N = services.size();

if (N > 1) |
// first print a list of the current services
aout << "Currently running services:" << endl;

for (size_t i=0; i<N; i++) |
sp<IBinder> service = sm->checkService(services([i]);
if (service != NULL) {
aout << " " << services[i] << endl;

}
}

for (size_t i=0; i<N; i++) {
sp<IBinder> service = sm->checkService(services[i]);

if (service != NULL) ({
if (N> 1) {
AoUt << M e »
WG S e " << endl;
aout << "DUMP OF SERVICE " << services[i] << ":" << endl;
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int err = service->dump (STDOUT_FILENO, args);
if (err '=0) {
aerr << "Error dumping service info: (" << strerror(err)
<< ") " << services[i] << endl;
}
} else {
aerr << "Can't find service: " << services[i] << endl;
}
}
return 0;
}

Bl ERAFI AT, dumpsys i#3d Binder 3™ Service f dump BRi#. ERARS ) B AksE
PRI T BTR.

(1) %3RELS ServiceManager ##2i8 {5 ) BpServiceManager Xf % .

(2) MEMASEANEN 1, WEERE SM FEMEIFA Service.

(3) ¥ Service HEFF -

(4) fEEEHHEA Service.

(5) REFIRSH, UUEFTLAMES Service ] dump %K.

(6) iBiL Binder ¥ FHi% Service [) dump %L, # args th1545 dump &%,

2 T K& U4 DiskStatsService.java F B3 dump, BARSLIARRGW T AR:

protected void dump(FileDescriptor fd, PrintWriter pw, String([] args) {
mContext.enforceCallingOrSelfPermission(android.Manifest.permission.DUMP, TAG) ;

// Run a quick-and-dirty performance test: write 512 bytes
byte[] junk = new byte[512];
for (int i = 0; i < junk.length; i++) junk[i] = (byte) i; // Write nonzero bytes

File tmp = new File(Environment.getDataDirectory(), "system/perftest.tmp");
FileQutputStream fos = null;
IOException error = null;

long before = SystemClock.uptimeMillis();
try |
fos = new FileOutputStream(tmp);
fos.write(junk);
} catch (IOException e) {
error = e;
} finally {
try { if (fos != null) fos.close(); } catch (IOException e) {}
}

long after = SystemClock.uptimeMillis();
if (tmp.exists()) tmp.delete();

if (error !'= null) {
pw.print ("Test-Error: ");
pw.println(error.toString());
} else {
pw.print ("Latency: ");
pw.print (after - before);
pw.println("ms [512B Data Write]"):;
}

reportFreeSpace (Environment.getDataDirectory(), "Data", pw);
reportFreeSpace (Environment.getDownloadCacheDirectory(), "Cache", pw):
reportFreeSpace (new File("/system"), "System", pw);

// TODO: Read /proc/yaffs and report interesting values;
// add configurable (through args) performance test parameters.
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M RS ET &N, DiskStatsService A LIAEMNLFZEN, REN T HATFE.
9.2.6 4 DeviceStorageManagerService

£ Android L #, DeviceStorageManagerService (DSMS) F T Wl & 4 N 3776 25 R IR A
ANz AR % ARSI T B

//DSMS BIBR% 42 A devicestoragemonitor
ServiceManager.addService (DeviceStorageMonitorService,SERVICE,
new DeviceStorageMonitorService (context));

DSMS (#4436 i $7E 40 T 7 B9 SO SE 3

I \frameworks\base\services\java\com\android\server\DeviceStorageMonitorService. java

B% ¥ DeviceStorageMonitorService ) R AASLHARB I T Fis:

public DeviceStorageMonitorService (Context context) {

mLastReportedFreeMemTime = 0;

mContext = context;

mContentResolver = mContext.getContentResolver();

mDataFileStats = new StatFs (DATA_PATH);//#M data FXMELR

mSystemFileStats = new StatFs(SYSTEM_PATH);// ¥Bl system HRHEE

mCacheFileStats = new StatFs (CACHE_PATH);// 3B cache #XH{E R

/ /3B data HEBE KX/

mTotalMemory = ((long)mDataFileStats.getBlockCount () *
mDataFileStats.getBlockSize())/100L;

/t

BJE 34 Intent, SABTRRNFRZEFE. FRETEKREEZERZER,
#1Fi% B 7 REGISTERED_ONLY_BEFORE_BOOT #5i&, X 3 4 Intent [THER &
AGRF W

B
mStorageLowIntent = new Intent(Intent.ACTION_DEVICE_STORAGE_LOW) ;
mStorageLowIntent.addFlags (

Intent.FLAG_RECEIVER_REGISTERED_ONLY_BEFORE_BOOT) ;

mStorageOkIntent = new Intent (Intent.ACTION_DEVICE_STORAGE_OK) ;
mStorageOkIntent.addFlags (

Intent.FLAG_RECEIVER_REGISTERED_ONLY BEFORE_BOOT) ;
mStorageFullIntent = new Intent (Intent.ACTION_DEVICE_STORAGE_FULL);
mStorageFullIntent.addFlags (

Intent.FLAG_RECEIVER_REGISTERED_ONLY BEFORE_BOOT) ;
mStorageNotFullIntent = new

Intent (Intent.ACTION_DEVICE_STORAGE_NOT_FULL) ;
mStorageNotFullIntent.addFlags (

Intent.FLAG_RECEIVER_REGISTERED_ONLY BEFORE_BOOT) ;

//EH settings $IEED sys_storage_threshold_percentage #if, BIAZ 10,
//B% /data TEIRMT 10s096HR, IANAZEFRRE

mMemLowThreshold = getMemThreshold() ;

//EH Settings IEEDPM sys_storage_full_threshold _bytes K&, BIARZ 1MB,
//B0% data #XAF 1MB B, RIAAZEEHR, FTHX 1B TERBEREAEA
mMemFullThreshold = getMemFullThreshold();

/BN

checkMemory (true) ;

}

B RFERERE checkMemory, IR E R X DeviceStorageMonitorService.java # 5& X HJ,
B LR T Frs:

private final void checkMemory (boolean checkCache) {
//if the thread that was started to clear cache is still running do nothing till its
//finished clearing cache. Ideally this flag could be modified by clearCache
// and should be accessed via a lock but even if it does this test will fail now and
//hopefully the next time this flag will be set to the correct value.
if (mClearingCache) {
if(localLOGV) Slog.i(TAG, "Thread already running just skip");
//make sure the thread is not hung for too long
long diffTime = System.currentTimeMillis() - mThreadStartTime;
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if (diffTime > (10*60*1000)) {
Slog.w(TAG, "Thread that clears cache file seems to run for ever");
}
} else {
restatDataDir () ;
if (locallOGV) Slog.v(TAG, "freeMemory="+mFreeMem) ;

//post intent to NotificationManager to display icon if necessary
if (mFreeMem < mMemLowThreshold) {
if (checkCache) {
// We are allowed to clear cache files at this point to
// try to get down below the limit, because this is not
// the initial call after a cache clear has been attempted.
// In this case we will try a cache clear if our free
// space has gone below the cache clear limit.
if (mFreeMem < mMemCacheStartTrimThreshold) {
// We only clear the cache if the free storage has changed
// a significant amount since the last time.
if ((mFreeMemAfterLastCacheClear-mFreeMem)
>= ( (mMemLowThreshold-mMemCacheStartTrimThreshold)/4)) {
// See if clearing cache helps
// Note that clearing cache is asynchronous and so we do a
// memory check again once the cache has been cleared.
mThreadStartTime = System.currentTimeMillis();
mClearSucceeded = false;
clearCache();
}
}
} else {
// This is a call from after clearing the cache. Note
// the amount of free storage at this point.
mFreeMemAfterLastCacheClear = mFreeMem;
if (!mLowMemFlag) {
// We tried to clear the cache, but that didn't get us
// below the low storage limit. Tell the user.
Slog.i(TAG, "Running low on memory. Sending notification");
sendNotification();
mLowMemFlag = true;
} else {
if (locallOGV) Slog.v(TAG, "Running low on memory " +
"notification already sent. do nothing");
}
}
} else {
mFreeMemAfterLastCacheClear = mFreeMem;
if (mLowMemFlag) {
Slog.i(TAG, "Memory available. Cancelling notification");
cancelNotification();
mLowMemFlag = false;
}
}
if (mFreeMem < mMemFullThreshold) ({
if (!mMemFullFlag) {
sendFullNotification();
mMemFullFlag = true;
}
} else {
if (mMemFullFlag) {
cancelFullNotification();
mMemFullFlag = false;

}
}
if (localLOGV) Slog.i(TAG, "Posting Message again");
//keep posting messages to itself periodically
postCheckMemoryMsg (true, DEFAULT_CHECK_INTERVAL) ;

}
YA ERT, DSMS &% FIRE clearCache #HTACEE, TEMRIAISS PackageManager-
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Service (fEj#R PKMS) {73 H.. ¥ clearCache 7E3({4 DeviceStorageManagerServicejava F15€ X, £
ASEIRAES AN Fi:

private final void clearCache() {
if (mClearCacheObserver == null) {
// Lazy instantiation
mClearCacheObserver = new CachePackageDataObserver();
}
mClearingCache = true;
try {
if (locallLOGV) Slog.i(TAG, "Clearing cache");
IPackageManager.Stub.asInterface (ServiceManager.getService ("package")).
freeStorageAndNotify (mMemCacheTrimToThreshold, mClearCacheObserver) ;
} catch (RemoteException e) {
Slog.w(TAG, "Failed to get handle for PackageManger Exception: "+e);
mClearingCache = false;
mClearSucceeded = false;

t

CachePackageDataObserver /& DSMS & X 1 A, H A 1864 onRemoveCompleted A T &
FrRIEME S, ik DSMS BRI — K A7 25 18] . BRi% DeviceStorageManagerService ¥ E# dump
R

9.2.7 44 SamplingProfilerService
f£ Android L FI¥ERS ', ¥ N SamplingProfilerService AR 5% FIACHS U0 T B :

ServiceManager.addService ("samplingprofiler", //BRE %
new SamplingProfilerService (context));

EATHEINES, Bt Android L ' SamplingProfilerService HIJRIS
(1) 434t SamplingProfilerService #4i% i 4 .
SamplingProfilerService i3 bR £7E 40 T B B S04 o L3«

| \frameworks\base\services\java\com\android\server\SamplingProfilerService.java

7£ 44 SamplingProfilerService.java #, B&#{ SamplingProfilerService [ BRI Ar:

public SamplingProfilerService (Context context) ({
/17— CotentObserver, AT MM Settings HIEENTL
registerSettingObserver (context) ;
startWorking (context);//(D startWorking ¥, N TFXHMT
}

IR O R R startWorking, R ¥FE L4 SamplingProfilerServicejava 5 X, £
P SEIARAS 40 R BT :

private void startWorking(Context context) {
if (LOCAL_LOGV) Slog.v(TAG, "starting SamplingProfilerService!");

final DropBoxManager dropbox =
(DropBoxManager) context.getSystemService (Context.DROPBOX_SERVICE) ;

// before FileObserver is ready, there could have already been some snapshots

// in the directory, we don't want to miss them

File[] snapshotFiles = new File (SNAPSHOT_DIR).listFiles();

for (int i = 0; snapshotFiles != null && i < snapshotFiles.length; i++) {
handleSnapshotFile (snapshotFiles[i], dropbox):

}

// detect new snapshot and put it in dropbox

// delete it afterwards no matter what happened before

// Note: needs listening at event ATTRIB rather than CLOSE_WRITE, because we set the
// readability of snapshot files after writing them!
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snapshotObserver = new FileObserver (SNAPSHOT_DIR, FileObserver.ATTRIB) ({
@Override
public void onEvent (int event, String path) {
handleSnapshotFile (new File (SNAPSHOT_DIR, path), dropbox);
}
bi
snapshotObserver.startWatching();

if (LOCAL_LOGV) Slog.v(TAG, "SamplingProfilerService activated");

}

8T EARARE AT A, SamplingProfilerService A& H A RMMERESTHHIThEE. St ThRE R
% SamplingProfilerIntegration SEIf), X343 T —~> SamplingProfiler (i dalvik BEIUHLIRAL)
MR, HRUE T 7 EF AR BT IR

(2) 4r#7 SamplingProfilerIntegration.

1B SamplingProfilerIntegration 7] EAE{THERESIIT. 7E Andorid R H R L EEHFE
T EMMERRHAT T, i Zygote, FHAHRARITEU T Fr~ i ST L3R

| \frameworks\base\core\java\com\android\internal\os\ZygoteInit.java

FEX M Zygotelnit java o, FIEBED M AR SR EIAIL 40 F BT 7w -

public static void main(String argv[]) {
try {
// Start profiling the zygote initialization.
SamplingProfilerIntegration.start();

registerZygoteSocket () ;

EventLog.writeEvent (LOG_BOOT_PROGRESS_PRELOAD_START,
SystemClock.uptimeMillis());

preload();

EventLog.writeEvent (LOG_BOOT_PROGRESS_PRELOAD_END,
SystemClock.uptimeMillis());

// Finish profiling the zygote initialization.
SamplingProfilerIntegration.writeZygoteSnapshot () ;

// Do an initial gc to clean up after startup
gc();

// If requested, start system server directly from Zygote
if (argv.length != 2) {

throw new RuntimeException(argv[0] + USAGE_STRING) ;
}

if (argv[l].equals("start-system-server")) {
startSystemServer();
} else if (largv[l].equals("")) ({
throw new RuntimeException(argv[0] + USAGE_STRING) ;
}

Log.i(TAG, "Accepting command socket connections");

if (ZYGOTE_FORK_MODE) {
runForkMode () ;

} else {
runSelectLoopMode () ;

}

closeServerSocket () ;

} catch (MethodAndArgsCaller caller) |
caller.run();

} catch (RuntimeException ex) ({
Log.e (TAG, "Zygote died with exception", ex);
closeServerSocket () ;
throw ex;
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fE LR RS H, BRH start ZE40 T B BRI S S BR

| \frameworks\base\core\java\com\android\internal\os\SamplingProfilerIntegration.java

BRI start B9 B AR SKILARG a0 F B :

public static void start() ({

if (!'enabled) { /AR EFEMEST
return;

}

if (samplingProfiler != null) {
Log.e(TAG, "SamplingProfilerIntegration already started at " + new Date(startMillis));
return;

}

ThreadGroup group = Thread.currentThread().getThreadGroup();

//BIB—" dalvik 8 SamplingProfiler

SamplingProfiler.ThreadSet threadSet = SamplingProfiler.newThreadGroupTheadSet (group);
samplingProfiler = new SamplingProfiler (samplingProfilerDepth, threadSet);

// BEgt

samplingProfiler.start (samplingProfilerMilliseconds) ;

startMillis = System.currentTimeMillis();

}

£ ERAE, KK static B FRAIM B BINMERSL T enable & R, 1E
4 SamplingProfilerIntegration.java #, static &) FISLIARAL I T Fiw:

static {
samplingProfilerMilliseconds = SystemProperties.getInt("persist.sys.profiler_ms", 0);
samplingProfilerDepth = SystemProperties.getInt ("persist.sys.profiler_depth", 4);
if (samplingProfilerMilliseconds > 0) {
File dir = new File (SNAPSHOT_DIR);
dir.mkdirs();
// the directory needs to be writable to anybody to allow file writing
dir.setWritable (true, false);
// the directory needs to be executable to anybody to allow file creation
dir.setExecutable (true, false);
if (dir.isDirectory()) {
snapshotWriter = Executors.newSingleThreadExecutor (new ThreadFactory() {
public Thread newThread(Runnable r) {
return new Thread(r, TAG);
}
b
enabled = true;
Log.i(TAG, "Profiling enabled. Sampling interval ms: "
+ samplingProfilerMilliseconds);
} else {
snapshotWriter = null;
enabled = true;
Log.w(TAG, "Profiling setup failed. Could not create " + SNAPSHOT_DIR);
}
} else {
snapshotWriter = null;
enabled = false;
Log.i(TAG, "Profiling disabled.");

}

H ERRRS AT AL, enable f#HI7E static 1EA) LI, XRPBEMEHAMERST, ROTEHRE
FEGHHHR. .

LEFEREGIHE, TERMBAI U, WIhEEH KIS writeZygoteSnapshot LI . 7ECHF
SamplingProfilerIntegration.java #, PR¥{ writeZygoteSnapshot f] B ARSLILARES 40 F Fior

public static void writeZygoteSnapshot() {
if (!enabled) {
return;

}

235




236

#9E Dalvik VM R R S

writeSnapshotFile("zygote", null);
samplingProfiler.shutdown() ;
samplingProfiler = null;
startMillis = 0;

}

£ RS, AT writeSnapshotFile &%, HE—NSHN zygote FnidtfEH. R
writeSnapshotFile [} T RE R TE shots H F A B— MG 30U, IXANGETH SO K 42 5K R ER 2 4L AR
HERRE “H#HEL FiRtHEES iR %] snapshot”. H4b, 7E writeSnapshotfile P21 F ik %L
generateSnapshotHeader 7EZZiH X HLHE —HEERFER, BlWRES. HEEEF. £XH
SamplingProfilerIntegration.java 1, &% writeSnapshotFile f B AALIAIL 1T Frs:

private static void writeSnapshotFile(String processName, PackageInfo packageInfo)

if (!enabled) ({
return;
}

samplingProfiler.stop();

* We use the global start time combined with the process name
* as a unique ID. We can't use a counter because processes

* restart. This could result in some overlap if we capture

* two snapshots in rapid succession.

String name = processName.replaceAll(":", ".");
String path
long start = System.currentTimeMillis();
OutputStream outputStream = null;

try {

outputStream = new BufferedOutputStream(new FileOutputStream(path));

PrintStream out = new PrintStream(outputStream);
generateSnapshotHeader (name, packageInfo, out);
if (out.checkError()) {

throw new IOException();

}

BinaryHprofWriter.write (samplingProfiler.getHprofData(), outputStream);

} catch (IOException e) {
Log.e (TAG, "Error writing snapshot to " + path, e);
return;
} finally {
IoUtils.closeQuietly (outputStream) ;
}
// set file readable to the world so that SamplingProfilerService
// can put it to dropbox
new File(path) .setReadable (true, false);

long elapsed = System.currentTimeMillis() - start;
Log.1i(TAG, "Wrote snapshot " + path + " in " + elapsed + "ms.");
samplingProfiler.start (samplingProfilerMilliseconds) ;

}

SamplingProfilerIntegration 4% 0> & 2K SamplingProfiler, XM LR T Fias id X4

libcore/dalvik /src/main/java/dalvik/system/profiler/SamplingProfiler.java

X A4 SamplingProfiler.java ) B4 SCELAFL T BT s

public final class SamplingProfiler {
private final Map<HprofData.StackTrace, int[]> stackTraces
= new HashMap<HprofData.StackTrace, int[]>();
private final HprofData hprofData = new HprofData(stackTraces):
private final Timer timer = new Timer ("SamplingProfiler", true);
private Sampler sampler;
private final int depth;
private final ThreadSet threadSet;
private int nextThreadld = 200001;
private int nextStackTracelId = 300001;

SNAPSHOT_DIR + "/" + name + "-" + startMillis + ".snapshot";
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private int nextObjectId = 1;
private Thread[] currentThreads = new Thread[0];
private final Map<Thread, Integer> threadIds = new HashMap<Thread, Integer>();
private final HprofData.StackTrace mutableStackTrace = new HprofData.StackTrace();
private final ThreadSampler threadSampler;
public SamplingProfiler(int depth, ThreadSet threadSet) ({
this.depth = depth;
this.threadSet = threadSet;
this.threadSampler = findDefaultThreadSampler();
threadSampler.setDepth (depth) ;
hprofData.setFlags (BinaryHprof.ControlSettings.CPU_SAMPLING.bitmask) ;
hprofData.setDepth (depth) ;
}

private static ThreadSampler findDefaultThreadSampler() ({
if ("Dalvik Core Library".equals(System.getProperty("java.specification.name"))) {
String className = "dalvik.system.profiler.DalvikThreadSampler";
try {
return (ThreadSampler) Class.forName (className).newInstance():
} catch (Exception e) {
System.out.println("Problem creating " + className + ": " + e);
}
}
return new PortableThreadSampler();
}

/it
* A ThreadSet specifies the set of threads to sample.
*/
public static interface ThreadSet {
/**

* Returns an array containing the threads to be sampled. The
* array may be longer than the number of threads to be

* sampled, in which case the extra elements must be null.

*f

public Thread[] threads();

~ -

* K Ok ok * *

Returns a ThreadSet for a fixed set of threads that will not

vary at runtime. This has less overhead than a dynamically
calculated set, such as {@link #newThreadGroupTheadSet}, which has
to enumerate the threads each time profiler wants to collect
samples.

/

public static ThreadSet newArrayThreadSet (Thread... threads) {

return new ArrayThreadSet (threads);

}

/tt
* An ArrayThreadSet samples a fixed set of threads that does not
* vary over the life of the profiler.
*/
private static class ArrayThreadSet implements ThreadSet {
private final Thread[] threads;
public ArrayThreadSet (Thread... threads) ({
if (threads == null) ({
throw new NullPointerException("threads == null");
}
this.threads = threads;
}
public Thread[] threads() {
return threads;
}
}

/**

* Returns a ThreadSet that is dynamically computed based on the
* threads found in the specified ThreadGroup and that
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* ThreadGroup's children.

£/

public static ThreadSet newThreadGroupTheadSet (ThreadGroup threadGroup)
return new ThreadGroupThreadSet (threadGroup) ;

}

/**
* An ThreadGroupThreadSet sample the threads from the specified
* ThreadGroup and the ThreadGroup's children
*/
private static class ThreadGroupThreadSet implements ThreadSet {
private final ThreadGroup threadGroup;
private Thread[] threads;
private int lastThread;

public ThreadGroupThreadSet (ThreadGroup threadGroup) {
if (threadGroup == null) {
throw new NullPointerException ("threadGroup == null");
}
this.threadGroup = threadGroup;
resize();

}

private void resize() {
int count = threadGroup.activeCount();
// we can only tell if we had enough room for all active
// threads if we actually are larger than the the number of
// active threads. making it larger also leaves us room to
// tolerate additional threads without resizing.
threads = new Thread[count*2];
lastThread = 0;
}

public Thread[] threads() {
int threadCount;
while (true) {
threadCount = threadGroup.enumerate (threads);
if (threadCount == threads.length) ({
resize();
} else {
break;
}
}
if (threadCount < lastThread) {
// avoid retaining pointers to threads that have ended
Arrays.fill (threads, threadCount, lastThread, null);
}
lastThread = threadCount;
return threads;

}

/**
* Starts profiler sampling at the specified rate.
*
* @param interval The number of milliseconds between samples
*/
public void start(int interval) {
if (interval < 1) {
throw new IllegalArgumentException("interval < 1");
}
if (sampler != null) {
throw new IllegalStateException("profiling already started"):
}
sampler = new Sampler();
hprofData.setStartMillis(System.currentTimeMillis());
timer.scheduleAtFixedRate (sampler, 0, interval);
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/**
* Stops profiler sampling. It can be restarted with {@link
* $§start(int)} to continue sampling.
*/
public void stop() {
if (sampler == null) {
return;
}
synchronized (sampler) {
sampler.stop = true;
while (!sampler.stopped) {
try {
sampler.wait ();
} catch (InterruptedException ignored) ({
}
}
}
sampler = null;

}

/t*
* Shuts down profiling after which it can not be restarted. It is
* important to shut down profiling when done to free resources
* used by the profiler. Shutting down the profiler also stops the
* profiling if that has not already been done.
*/
public void shutdown() {
stop() :
timer.cancel () ;

}

/**
* Returns the hprof data accumulated by the profiler since it was
* created. The profiler needs to be stopped, but not necessarily
* shut down, in order to access the data. If the profiler is
* restarted, there is no thread safe way to access the data.
*/
public HprofData getHprofData() {
if (sampler != null) {
throw new IllegalStateException ("cannot access hprof data while sampling");
}
return hprofData;

*

~

* ok ok ok ok ok E ok x

The Sampler does the real work of the profiler.

At every sample time, it asks the thread set for the set

of threads to sample. It maintains a history of thread creation
and death events based on changes observed to the threads
returned by the {@code ThreadSet}.

For each thread to be sampled, a stack is collected and used to

* ypdate the set of collected samples. Stacks are truncated to a

* maximum depth. There is no way to tell if a stack has been truncated.
*/

private class Sampler extends TimerTask {

private boolean stop;
private boolean stopped;

private Thread timerThread;

public void run() {
synchronized(this) {
if (stop) {
cancel();
stopped = true;
notifyAll();
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return;

}

if (timerThread == null) {
timerThread = Thread.currentThread();

}

// process thread creation and death first so that we

// assign thread ids to any new threads before allocating

// new stacks for them

Thread[] newThreads = threadSet.threads();

if (!Arrays.equals(currentThreads, newThreads)) {
updateThreadHistory (currentThreads, newThreads);
currentThreads = newThreads.clone();

}

for (Thread thread : currentThreads) {
if (thread == null) {
break;
}
if (thread == timerThread) {
continue;

}

StackTraceElement[] stackFrames = threadSampler.getStackTrace (thread):
if (stackFrames == null) {
continue;

}
recordStackTrace (thread, stackFrames);

}
/**

* Record a new stack trace. The thread should have been
* previously registered with addStartThread.
*yf
private void recordStackTrace (Thread thread, StackTraceElement[] stackFrames) {
Integer threadIld = threadIds.get (thread):
if (threadld == null) {
throw new IllegalArgumentException ("Unknown thread " + thread);
}
mutableStackTrace.threadId = threadId;
mutableStackTrace.stackFrames = stackFrames;

int[] countCell = stackTraces.get (mutableStackTrace);

if (countCell == null) {
countCell = new int[1l];
// cloned because the ThreadSampler may reuse the array
StackTraceElement[] stackFramesCopy = stackFrames.clone();
HprofData.StackTrace stackTrace

= new HprofData.StackTrace (nextStackTraceld++, threadld, stackFramesCopy) ;

hprofData.addStackTrace (stackTrace, countCell);

}

countCell [0]++;

1

private void updateThreadHistory(Thread[] oldThreads, Thread[] newThreads) {
// thread start/stop shouldn't happen too often and
// these aren't too big, so hopefully this approach
// won't be too slow...
Set<Thread> n = new HashSet<Thread> (Arrays.asList (newThreads));
Set<Thread> o = new HashSet<Thread>(Arrays.asList (oldThreads));

// added = new-old
Set<Thread> added = new HashSet<Thread> (n);
added. removeAll (o) ;

// removed = old-new
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Set<Thread> removed = new HashSet<Thread> (o) ;
removed.removeAll (n) ;

for (Thread thread : added) {
if (thread == null) {
continue;
}
if (thread == timerThread) {
continue;
}
addStartThread (thread) ;
}
for (Thread thread : removed) {
if (thread == null) {
continue;
}
if (thread == timerThread) {
continue;
}
addEndThread (thread) ;

}

/**
* Record that a newly noticed thread.
¥/
private void addStartThread(Thread thread) {
if (thread == null) {
throw new NullPointerException("thread == null");
}
int threadId = nextThreadId++;
Integer old = threadIds.put(thread, threadId);
if (old != null) {

}
String threadName = thread.getName () ;

// group will become null when thread is terminated
ThreadGroup group = thread.getThreadGroup();

String groupName = group == null ? null : group.getName();
ThreadGroup parentGroup = group == null ? null : group.getParent();
String parentGroupName = parentGroup == null ? null : parentGroup.getName ();

HprofData.ThreadEvent event
= HprofData.ThreadEvent.start (nextObjectId++, threadld,
threadName, groupName, parentGroupName) ;
hprofData.addThreadEvent (event) ;
}

/**
* Record that a thread has disappeared.
*/
private void addEndThread(Thread thread) {
if (thread == null) {
throw new NullPointerException("thread == null");
}
Integer threadId = threadIds.remove (thread);
if (threadld == null) {
throw new IllegalArgumentException("Unknown thread " + thread);
}
HprofData.ThreadEvent event = HprofData.ThreadEvent.end(threadld);
hprofData.addThreadEvent (event) ;

}

9.2.8 44 ClipboardService

#£ Android L f¥ERSH, 2K content.ClipboardManager 4k & E 2§ text.ClipboardManager, £ 8/

throw new IllegalArgumentException("Thread already registered as " + old);
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BINEThEE R STHFSUA . ClipboardManager 1 BY I HR AR 25 9% P 4 F, #E SDK HH AR SCRY B -
HAl, Android R4 HIBIMGARSCHF 3 FhRBUAISHE (Text. Intent, LA URL 53D

THEE — M T3R5 CBS, %617 KIE T Android SDK Rt HI—BorIES, BEWT
i 7R:

| \sdk\samples\android-17\

1. EHEERB R

7F Android SDK HISEFIIERSH, EEW T iS5 & 3 SRR

//3RBES cBS X E M ClipboardManager X &
ClipboardManager clipboard = (ClipboardManager)
getSystemService (Context.CLIPBOARD_SERVICE) ;
//B setPrimaryClip ¥k, ¥R ClipData.newlri RIHIREE
clipboard.setPrimaryClip(ClipData.newUri (
getContentResolver (), "Note",noteUri));

7E_EiRF8, ClipData # ] newUri & —" static ¥, FTiRE—7Ff% URI $4E KK
ClipData, fRF%1F. ClipData X 8t 2 F] RAFEBIGAR H H9%HE . BR% newUri 40 T AT
RIS RSB

| \frameworks\base\core\java\android\content\ClipData. java

B3 newUri #0 ELARSEBLRTL I T iz

static public ClipData newUri (ContentResolver resolver, CharSequence label,
Uri uri)
Item item = new Item(uri):;
String[] mimeTypes = null;
if ("content".equals(uri.getScheme())) {
String realType = resolver.getType (uri);
mimeTypes = resolver.getStreamTypes (uri, "*/*");

if (mimeTypes == null) {
if (realType != null) {
mimeTypes = new String(] { realType, ClipDescription.MIMETYPE_TEXT_URILIST };
}
} else {
String[(] tmp = new String[mimeTypes.length + (realType !'= null ? 2 : 1)];
int i = 0;

if (realType != null) {
tmp[0] = realType;
i++;
}
System.arraycopy (mimeTypes, 0, tmp, i, mimeTypes.length);
tmp(i + mimeTypes.length] = ClipDescription.MIMETYPE_TEXT_URILIST;
mimeTypes = tmp;
}
}
if (mimeTypes == null) {
mimeTypes = MIMETYPES_TEXT URILIST;
}

return new ClipData(label, mimeTypes, item);

}

BRI newUri B9 EDhRER RS uri BT 8 A O 8088 ROBIE R AL . T8 F BT UIAR AR 5 B AE oKk
P, THREBUMRPEREAOEIERBALEE, FOAXHT LA B Cae T A B X MR A HE .
£ ERRRG T, uri FERBFEAME, XA PC _EXXHRAFMENI E KA, Bl c/dfp. MIME N3
RIZEIERIBAERAL. /£ Windows “F & FR KB L KRF R RN, AIEHRBIN CH/TH
DFP X4, %R . wav, RRiZCHRE—D WAV B E 5. ST BT8R R, BHRIRE uri 85,
¥E AR th MIME ®oR, HEB—AA.

BIRE—/ ClipData J5, & 18H K% setPrimaryClip, N M HIELEZF| CBS. R
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setPrimaryClip 7E 41 B 7 8 S04 A S2 R :

| \frameworks\base\core\java\android\content\ClipboardManager.java

BK 3 setPrimaryClip H] B A& LA 20 F s :
public void setPrimaryClip(ClipData clip) {

try {
//¥Binder B, AEHSEITE, BNBNFEZTUEE writToParcel &¥
getService().setPrimaryClip(clip);
} catch (RemoteException e) ({
}
}

i#id Binder &i% setPrimaryClip i5K/5, H CBS R EFFRINAE. XM “\frameworks\base\
services\java\com\android\server\ClipboardService java” #, p&%{ setPrimaryClip f) B 4L AARS an
TR

public void setPrimaryClip(ClipData clip) {
synchronized (this) {
if (clip != null && clip.getItemCount() <= 0) {
throw new IllegalArgumentException("No items");
}
checkDataOwnerLocked (clip, Binder.getCallingUid());
clearActiveOwnersLocked () ;
PerUserClipboard clipboard = getClipboard();
clipboard.primaryClip = clip;
final int n = clipboard.primaryClipListeners.beginBroadcast();
for (int i = 0; i < n; i++) |
try {

clipboard.primaryClipListeners.getBroadcastItem(i).dispatchPrimaryClipChanged();
} catch (RemoteException e) {

// The RemoteCallbackList will take care of removing
// the dead object for us.
}
}

clipboard.primaryCliplListeners.finishBroadcast();

}

2. MEIENHR RGNS HE
HIEHEREE SDK ZRETHIEE, FOTHrfERAR:

final void performPaste() {
/ /3B ClipboardManager X &
ClipboardManager clipboard = (ClipboardManager)
getSystemService (Context.CLIPBOARD_SERVICE) ;

//3kB ContentResolver X R
ContentResolver cr = getContentResolver();
/ /MBI P ELH ClipData
ClipData clip = clipboard.getPrimaryClip();
if (clip != null) {
String text=null;
String title=null;
//BHYIR Clipbata PHE—T Item
ClipData.Item item = clip.getItemAt (0);

/*
B Item PEAAEH uri,
*/
Uri uri = item.getUri();
Cursor orig = cr.query(uri, PROJECTION, null, null,null);
...... //EEHEEFERGER
orig.close();

}
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}
if (text == null) {
/ /0% paste AR TR ClipData PHEIEER, JBA coerceToText R,
/1 EBHER X AXE N EIE
text = item.coerceToText (this).toString();//3&FIAXE
}

£ ERAAS A3 T K%L getPrimaryClip, 1 B&#(7E X4 ClipboardManager.java 1 5E 3, B A&
LIRS T R :

public ClipData getPrimaryClip() {
try {
return getService().getPrimaryClip (mContext.getPackageName ());
} catch (RemoteException e) {
return null;
}
}

£ {4 ClipboardManagerService.java H1, b8 8 B A& STELARAS U0 s

public ClipData getPrimaryClip(String pkg) {
synchronized (this) {
/ /BT % pkg HRMAIR, EXBEMT
addActiveOwnerLocked (Binder.getCallingUid (), pkg);
return mPrimaryClip;//iRE ClipData 4% i

£ EIRAAEH, B¥ coerceToText £ paste 74 T f# ClipData FHIERRHFH T, ILLR
)18 B 3L A R B
& U1 ClipData.java, fEETHE X T coerceToText, HARLINMRIZUN T Fimn:

public CharSequence coerceToText (Context context) {
// 1f this Item has an explicit textual value, simply return that.
CharSequence text = getText():
if (text != null) {
return text;
}

// If this Item has a URI value, try using that.
Uri uri = getUri();
if (uri != null) {

// First see if the URI can be opened as a plain text stream
// (of any sub-type). If so, this is the best textual
// representation for it.
FileInputStream stream = null;
try |
// BAsk for a stream of the desired type.
AssetFileDescriptor descr = context.getContentResolver ()
.openTypedAssetFileDescriptor (uri, "text/*", null);
stream = descr.createInputStream();
InputStreamReader reader = new InputStreamReader (stream, "UTF-8");

// Got it... copy the stream into a local string and return it.
StringBuilder builder = new StringBuilder(128);
char[] buffer = new char([8192];
int len;
while ((len=reader.read(buffer)) > 0) {
builder.append (buffer, 0, len);
}

return builder.toString();

} catch (FileNotFoundException e) {
// Unable to open content URI as text... not really an
// error, just something to ignore.

} catch (IOException e) {
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// Something bad has happened.
Log.w("ClippedData", "Failure loading text", e);
return e.toString();

} finally {
if (stream != null) {
try {
stream.close();
} catch (IOException e) {
}

!

// 1f we couldn't open the URI as a stream, then the URI itself
// probably serves fairly well as a textual representation.
return uri.toString();

}

// Finally, if all we have is an Intent, then we can just turn that
// into text. Not the most user-friendly thing, but it's something.
Intent intent = getIntent();
if (intent != null) {

return intent.toUri(Intent.URI_INTENT_SCHEME) ;
}

// Shouldn't get here, but just in case...
return "";

}

B BRI AT &1, &% URLI BRMIEIE, BRE coerceToText LI T AL IhRE. HR, &
FEIRMLZ URI 19 ContentProvider SCIAFH N i 2k 45 .

3. &IE CBS R
fE Android L J88% 9, CBS AR & EAH < R ECR A i F Fras:

//copy 7% & ClipData % CBS # setPrimaryClip &¥ P 1T
checkDataOwnerLocked (clip, Binder.getCallingUid());
clearActiveOwnersLocked () ;

//paste A3RBL ClipData % CBS #J getPrimaryClip B P#{T:
addActiveOwnerLocked (Binder.getCallingUid (), pkg):

(1) URI BUREEANH.
Android 2GR REEPH —KR L 144 URL #, LREF—A 5Bl ZBIKE “package/
providers/ContactsProvider”, #EH X} AndroidManifest.xml F14 401 Bz f75 B3 A0S

<prvider android:name="ContactsProvider2"

android:readPermission="android.permission.READ_CONTACTS"
android:writePermission="android.permission.WRITE_CONTACTS">

<grant-uri-permission android:pathPattern=".*" />
</provider>

£ FRRESH B T —4 444 ContactsProvider2 [ ContentProvider, 3£ X T JLAMURAEBH,
BAEWHAM TR,

Q readPermission: 2K EH query R ¥ % /' %y &b 20 B — > use-permission § READ_

CONTACTS HIBUR .

O writePermission: Z3Ki{AH update 3% insert BRI P b Db A S B — > use-permission A
WRITE_CONTACTS IR .

Q grant-uri-permission: FRH %K.

Contacts 1 ContactProvider iXFi > APP # 2 H RAREHERF, MARBFHRXR T4,
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FiT LA Contacts — 5& 437 B use_Permission § READ_CONTACTS #! WRITE_CONTACT HIALIR . iX
Ff, Contacts 7] LA 3T ContactsProvider 2 ) 5 5 # 3R E T -

(2) 43#7 B % checkDataOwnerLocked.

B % checkDataOwnerLocked 7E 34 ClipboardService java #1 5 X, BRI W FiR:

private final void checkDataOwnerlLocked(ClipData data, int uid) {
final int N = data.getItemCount();
for (int i=0; i<N; i++) {
checkItemOwnerLocked (data.getItemAt (i), uid):
}
1
private final void checkItemOwnerLocked(ClipData.Item item, int uid) {
if (item.getUri() != null) (//#BFEuri
checkUriOwnerLocked (item.getUri (), uid);
}
Intent intent = item.getIntent();
//getData BHEEANBE— uri, BEXELHFEEELENDE uri
if (intent != null && intent.getData() != null) {
checkUriOwnerLocked (intent.getData(), uid);

}

B AT 40, BORAEET AR ST urd BEATH, BBIA uri B4R =) B0 AT e 2 R G0 A 1 P B FA 19
TR X ClipboardService.java H P& % checkUriOwnerLocked, B ARSZILARRL U T Fin:

private final void checkUriOwnerLocked (Uri uri, int uid) {
if (!"content".equals(uri.getScheme())) {
return;
}
long ident = Binder.clearCallingIdentity();
try {
// This will throw SecurityException for us.
mAm.checkGrantUriPermission(uid, null, uri, Intent.FLAG_GRANT_READ_URI_PERMISSION) ;
} catch (RemoteException e) {
} finally {
Binder.restoreCallingIdentity (ident);
}
}

it FRARRE, R copy HRBH LI uri KIBR.
(3) Zr#Hr e %X clearActiveOwnersLocked.
PR ¥4 clearActiveOwnersLocked 7E 3 {4 ClipboardService.java 1 5& X, BEASLIARIS T Fros:

private final void addActiveOwnerLocked (int uid, String pkg) {
final IPackageManager pm = AppGlobals.getPackageManager();
final int targetUserHandle = UserHandle.getCallingUserId();
final long oldIdentity = Binder.clearCallingIdentity();
try {
PackageInfo pi = pm.getPackageInfo(pkg, 0, targetUserHandle);
if (pi == null) {
throw new IllegalArgumentException ("Unknown package " + pkg):

1
if (!UserHandle.isSameApp (pi.applicationInfo.uid, uid)) {
throw new SecurityException("Calling uid " + uid
+ " does not own package " + pkg);
}
} catch (RemoteException e) ({
// Can't happen; the package manager is in the same process
} finally {
Binder.restoreCallingldentity (oldIdentity);
}
PerUserClipboard clipboard = getClipboard();
if (clipboard.primaryClip != null && !clipboard.activePermissionOwners.contains (pkg)) {
final int N = clipboard.primaryClip.getItemCount();
for (int i=0; i<N; i++) |
grantItemLocked (clipboard.primaryClip.getItemAt (i), pkqg):
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}

clipboard.activePermissionOwners.add (pkqg) ;

}

& X4 ClipboardService.java H1 {1 2K % grantUriLocked, BARSZIIARFL N T Aias:

private final void grantUrilLocked (Uri uri, String pkg) {
long ident = Binder.clearCallingIdentity();
try {
mAm.grantUriPermissionFromOwner (mPermissionOwner, Process.myUid(), pkg, uri,
Intent.FLAG_GRANT READ_URI_PERMISSION) ;
} catch (RemoteException e) {
} finally {
Binder.restoreCallingIdentity(ident) ;
}

}

% i {5 FH 52 5 Ja R TR B AR, XA TAE & 7E R % setPrimaryClip ] clearActiveOwners
Locked F 5. 24 ABIVIHR % B #H ClipData i, HAAFE ¥ 5IH ClipData #H 3 I PR -
B # clearActiveOwnersLocked 7E X {4 ClipboardService.java H5& X, BARSLIAREG T Fros:

private final void clearActiveOwnersLocked() {
PerUserClipboard clipboard = getClipboard():;
clipboard.activePermissionOwners.clear();
if (clipboard.primaryClip == null) {
return;

}
final int N = clipboard.primaryClip.getItemCount();
for (int i=0; i<N; i++) {
revokeItemLocked (clipboard.primaryClip.getItemAt (i));

fE/53) Android NI AFEFFEREH, R T 7 LSRG ERNLLHISE, B R ARG —NH B3R A
—A Binder &F2ith . XFETER R g T IAM, T LAGEFH REEHIME BACENLHIA Binder 315
PLEISEILE DAL BH . AR EM e ENABERFNSCIEY, AEEPALSEEA
R ST T2

9.3.1 GIENARF

£ Android R4, 34 ActivityManagerService G| 2 F RGN EANNHBEF AL, <R
FHZ& ActivityManagerService # [ B8 % startProcessLocked [AISE4LHEFE Zygote K I%E G E N FHFE 7 idt
FEMIVER . BREL startProcessLocked 7E3 {4 “frameworks\base\services\java\com\android\server\am\
ActivityManagerService.java” F & X, BARSLIARTEIN T Fizs:

private final void startProcessLocked (ProcessRecord app,
String hostingType, String hostingNameStr) {
if (app.pid > 0 && app.pid != MY _PID) ({

synchronized (mPidsSelfLocked) {
mPidsSelflocked.remove (app.pid) ;
mHandler.removeMessages (PROC_START_TIMEOUT MSG, app):

}

app.setPid(0);

if (DEBUG_PROCESSES && mProcessesOnHold.contains(app)) Slog.v(TAG,
"startProcessLocked removing on hold: " + app):
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mProcessesOnHold. remove (app) ;
updateCpuStats () ;

System.arraycopy (mProcDeaths, 0, mProcDeaths, 1, mProcDeaths.length-1);
mProcDeaths[0] = 0;
/I EBEBRNBRFHENRP IDNAPE 1D
try {
int uid = app.uid;

int[] gids = null;
int mountExternal = Zygote.MOUNT_EXTERNAL_NONE;
if (!'app.isolated) {
int[] permGids = null;
try {
final PackageManager pm = mContext.getPackageManager();
permGids = pm.getPackageGids (app.info.packageName) ;

if (Environment.isExternalStorageEmulated()) {
if (pm.checkPermission(
android.Manifest.permission.ACCESS_ALL_EXTERNAL_STORAGE,
app.info.packageName) == PERMISSION_GRANTED) {
mountExternal = Zygote.MOUNT_EXTERNAL MULTIUSER_ALL;
} else {
mountExternal = Zygote.MOUNT_EXTERNAL MULTIUSER;
}
}
} catch (PackageManager.NameNotFoundException e) {
Slog.w(TAG, "Unable to retrieve gids", e);
}

/*
* Add shared application GID so applications can share some
* resources like shared libraries
*f
if (permGids == null) ({
gids = new int[1];
} else {
gids = new int[permGids.length + 1];
System.arraycopy (permGids, 0, gids, 1, permGids.length);
}
gids[0] = UserHandle.getSharedAppGid (UserHandle.getAppId (uid));

if (mFactoryTest != SystemServer.FACTORY_TEST_OFF) ({
if (mFactoryTest == SystemServer.FACTORY_TEST_LOW_LEVEL
&& mTopComponent != null
&& app.processName.equals (mTopComponent.getPackageName())) {
uid = 0;
}
if (mFactoryTest == SystemServer.FACTORY_TEST_HIGH_LEVEL
&& (app.info.flags&ApplicationInfo.FLAG_FACTORY_TEST) != 0) {
uid = 0;
}
}
int debugFlags = 0;
if ((app.info.flags & ApplicationInfo.FLAG_DEBUGGABLE) != 0) {
debugFlags |= Zygote.DEBUG_ENABLE_DEBUGGER;
// Also turn on CheckJNI for debuggable apps. It's quite
// awkward to turn on otherwise.
debugFlags |= Zygote.DEBUG_ENABLE_CHECKJNI;

// Run the app in safe mode if its manifest requests so or the
// system is booted in safe mode.
if ((app.info.flags & ApplicationInfo.FLAG_VM_SAFE_MODE) != 0 ||
Zygote.systemInSafeMode == true) {
debugFlags |= Zygote.DEBUG_ENABLE_SAFEMODE;

if ("1".equals(SystemProperties.get ("debug.checkjni"))) {
debugFlags |= Zygote.DEBUG_ENABLE_CHECKJNI;
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1

if ("1".equals(SystemProperties.get ("debug.jni.logging”))) {
debugFlags |= Zygote.DEBUG_ENABLE_JNI_LOGGING;

1

if ("1".equals(SystemProperties.get ("debug.assert"))) {
debugFlags |= Zygote.DEBUG_ENABLE_ASSERT;

}
/1 BRRY start CIBRN AREFHE
Process.ProcessStartResult startResult =
Process.start ("android.app.ActivityThread",
app.processName, uid, uid, gids, debugFlags, mountExternal,
app.info.targetSdkVersion, app.info.seinfo, null);
BatteryStatsImpl bs = app.batteryStats.getBatteryStats();
synchronized (bs) {
if (bs.isOnBattery()) {
app.batteryStats.incStartsLocked() ;
}
}

EventLog.writeEvent (EventLogTags.AM_PROC_START,
UserHandle.getUserId(uid), startResult.pid, uid,
app.processName, hostingType,
hostingNameStr != null ? hostingNameStr : "");

if (app.persistent) {

Watchdog.getInstance () .processStarted (app.processName, startResult.pid);

}

StringBuilder buf = mStringBuilder;

buf.setLength(0);

buf.append("Start proc ");

buf.append (app.processName) ;

buf.append (" for ");

buf.append(hostingType) ;

if (hostingNameStr != null) {

buf.append (" ");
buf.append (hostingNameStr) ;

}

buf.append(": pid=");

buf.append (startResult.pid);

buf.append (" uid=");

buf.append (uid) ;

buf.append (" gids={");

if (gids != null) {

for (int gi=0; gi<gids.length; gi++) {
if (gi != 0) buf.append(", "):
buf.append (gids([gi]);

}

}

buf.append ("}");

Slog.i(TAG, buf.toString());

app.setPid(startResult.pid);

app.usingWrapper = startResult.usingWrapper;

app.removed = false;

synchronized (mPidsSelfLocked) {

this.mPidsSelfLocked.put (startResult.pid, app):
Message msg = mHandler.obtainMessage (PROC_START TIMEOUT MSG) ;
msg.obj = app;
mHandler.sendMessageDelayed (msg, startResult.usingWrapper
? PROC_START_TIMEOUT WITH WRAPPER : PROC_START_TIMEOUT) ;
}
} catch (RuntimeException e) {

// XXX do better error recovery.

app.setPid (0);

Slog.e(TAG, "Failure starting process " + app.processName, e);

}

% Process H 1 B8 3 start 7530 “frameworks\base\core\java\android\os\Process.java” 5 X,
ARSI T Fros:
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public static final ProcessStartResult start(final String processClass,
final String niceName,
int uid, int gid, int[] gids,
int debugFlags, int mountExternal,
int targetSdkVersion,
String selnfo,
String[] zygoteArgs) ({
try {
//BR®&E¥ startViaZygote ik Zygote HEHB— PN ABRFHE,
return startViaZygote (processClass, niceName, uid, gid, gids,
debugFlags, mountExternal, targetSdkVersion, selInfo, zygoteArgs);
} catch (ZygoteStartFailedEx ex) {
Log.e (LOG_TAG,
"Starting VM process through Zygote failed");
throw new RuntimeException (
"Starting VM process through Zygote failed", ex):;

}

£ B ARAS A 3 T R4 startViaZygote, DIEERNKG B KN AR HEN B SHFRFE
F I 5|3 argsForZygote 1, 31/ F B # zygoteSendArgsAndGetResult i& K2 Zygote 12 N
FEF. BR¥L startViaZygote fE X “frameworks\base\core\java\android\os\Process.java” H15& X, B
PR SEIRAAD a0 R BT :

private static ProcessStartResult startViaZygote(final String processClass,
final String niceName,
final int uid, final int gid,
final int[] gids,
int debugFlags, int mountExternal,
int targetSdkVersion,
String seInfo,
String[] extraArgs)
throws ZygoteStartFailedEx {
synchronized (Process.class) {
ArrayList<String> argsForZygote = new ArrayList<String>();

// --runtime-init, --setuid=, --setgid=,
// and --setgroups= must go first
argsForZygote.add("--runtime-init");

argsForZygote.add("--setuid=" + uid);

argsForZygote.add("--setgid=" + gid);

if ((debugFlags & Zygote.DEBUG_ENABLE_JNI_LOGGING) != 0) |{
argsForZygote.add("--enable-jni-logging");

}

if ((debugFlags & Zygote.DEBUG_ENABLE_SAFEMODE) != 0) ({
argsForZygote.add ("--enable-safemode") ;

if ((debugFlags & Zygote.DEBUG_ENABLE_DEBUGGER) != 0) f{
argsForZygote.add("--enable-debugger”) ;

if ((debugFlags & Zygote.DEBUG_ENABLE_CHECKJNI) != 0) {
argsForZygote.add ("--enable-checkjni") ;

if ((debugFlags & Zygote.DEBUG_ENABLE_ASSERT) != 0) {
argsForZygote.add("--enable-assert");

if (mountExternal == Zygote.MOUNT_EXTERNAL_MULTIUSER) {

argsForZygote.add ("--mount-external-multiuser");
} else if (mountExternal == Zygote.MOUNT_EXTERNAL_MULTIUSER_ALL) {
argsForZygote.add("--mount-external-multiuser-all");

}
argsForZygote.add ("--target-sdk-version=" + targetSdkVersion);
//TODO optionally enable debuger
//argsForZygote.add ("--enable-debugger") ;
// --setgroups is a comma-separated list
if (gids != null && gids.length > 0) {
StringBuilder sb = new StringBuilder();
sb.append ("--setgroups=");
int sz = gids.length;
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for (int i = 0; i < sz; i++) {
if (1 !'=0) {
sb.append(',"'):
}
sb.append (gids[i]) ;
}
argsForZygote.add(sb.toString());

if (niceName != null) {
argsForZygote.add("--nice-name=" + niceName);

}

if (seInfo != null) {
argsForZygote.add("--seinfo=" + selnfo);

argsForZygote.add(processClass) ;
if (extraArgs != null) {
for (String arg : extraArgs) {
argsForZygote.add(arg) ;
}

}
/ /&K ygote BN AR

return zygoteSendArgsAndGetResult (argsForZygote) ;

}

1E FIdAS R, @il R zygoteSendArgsAndGetResult iffi ] Zygote #2653 T —MEEHINFHFE
FF. BRI zygoteSendArgsAndGetResult 7E3CfF “frameworks\base\core\java\android\os\Process.java”
5E X, BARSEIARRS IR R

private static ProcessStartResult zygoteSendArgsAndGetResult (ArrayList<String> args)
throws ZygoteStartFailedEx {
/ /A &EE openzZygoteSocketIfNeeded fI|B—MNERER| 2ygote HIZMN AR LocalSocket
openZygoteSocketIfNeeded() ;

try {
/**

* BENBRANARFHERHSEIIRBANB AT R LocalSocket
* zygote HEREREINEZ GBI NN AEFRE

5B BHHE pid BREY ActivityManagerService

®/

sZygoteWriter.write(Integer.toString(args.size()));
sZygoteWriter.newLine () ;
int sz = args.size();
for (int i = 0; 1 < sz; i++) {

String arg = args.get(i);

if (arg.indexOf ('\n') >= 0) {

throw new ZygoteStartFailedEx (
"embedded newlines not allowed");

}

sZygoteWriter.write(arg);

sZygoteWriter.newLine () ;
}
sZygoteWriter. flush();
// Should there be a timeout on this?
ProcessStartResult result = new ProcessStartResult();
result.pid = sZygotelnputStream.readInt();
if (result.pid < 0) {

throw new ZygoteStartFailedEx ("fork() failed"):;
}
result.usingWrapper = sZygotelInputStream.readBoolean():;
return result;

} catch (IOException ex) {

try {

if (sZygoteSocket != null) {

sZygoteSocket.close() ;

}
} catch (IOException ex2) {

// we're going to fail anyway

Log.e (LOG_TAG,"I/0 exception on routine close", ex2);
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}
sZygoteSocket = null;
throw new ZygoteStartFailedEx(ex);

}

£ LA FE T B3 openZygoteSocketIfNeeded, IhEERAIE—NERET Zygote FHFZH
A3 %t % LocalSocket. BRi%{ openZygoteSocketIfNeeded 7E X4 “frameworks\base\core\java\android\
os\Process.java” € X, BAESEIARU T FR:

private static void openZygoteSocketIfNeeded ()
throws ZygoteStartFailedEx {
int retryCount;
if (sPreviousZygoteOpenFailed) {
/*
* If we've failed before, expect that we'll fail again and
* don't pause for retries.

*/

retryCount = 0;
} else {

retryCount = 10;

}
/~k
* See bug #811181: Sometimes runtime can make it up before zygote.
* Really, we'd like to do something better to avoid this condition,
* but for now just wait a bit...
*f
for (int retry = 0
; (sZygoteSocket == null) && (retry < (retryCount + 1))
; retry++ ) {
if (retry > 0) {
try {
Log.i("Zygote", "Zygote not up yet, sleeping...");
Thread.sleep (ZYGOTE_RETRY_MILLIS);
} catch (InterruptedException ex) ({
// should never happen
}
}

try {
/ /BIB—MRTEHE sZygoteSocket $1f) LocalSocket MR
sZygoteSocket = new LocalSocket();
/ /¥ 8B MM LocalSocket WHRFE A 2YGOTE_SOCKET B zygote BRI LR
sZygoteSocket.connect (new LocalSocketAddress (ZYGOTE_SOCKET,
LocalSocketAddress.Namespace .RESERVED) ) ;
/ /Y63 B8 LocalSocket MR szygoteSocket MBMARRFAELTE sZygoteInputStream P
sZygoteInputStream
= new DatalnputStream(sZygoteSocket.getInputStream());
/ 1 ¥3R15 8 LocalSocket W siygoteSocket Wi H RIRFAETE sZygoteliriter P
sZygoteWriter =
new BufferedWriter (
new OutputStreamWriter (
sZygoteSocket.getOutputStream()),
256);
Log.i("Zygote", "Process: zygote socket opened");
sPreviousZygoteOpenFailed = false;
break;
} catch (IOException ex) {
if (sZygoteSocket != null) {
try {
sZygoteSocket.close() ;
} catch (IOException ex2) {
Log.e (LOG_TAG,"I/O exception on close after exception",
ex2);
}
}
sZygoteSocket = null;
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if (sZygoteSocket == null) {
sPreviousZygoteOpenFailed = true;
throw new ZygoteStartFailedEx("connect failed"):;

}

7 E3RREGH, sZygoteSocket & —4™ LocalSocket KA K R B &, BEHEIERE Zygote R+
K144 “zygote” K Socket, XA Socket Fl#t# 1 “/dev/socket/zygote” FHXTRL.

BT R Zygote HFELTERE runSelectLoop FHEW —MEIEZFNAHABRFHREKR. RE
runSelectLoop 7E {4 “frameworks\base\core\java\com\android\internal\os\Zygotelnit.java” & 3,
AARSLIARL 40 R Frs

private static void runSelectLoop() throws MethodAndArgsCaller {
ArrayList<FileDescriptor> fds = new Arraylist<FileDescriptor>();
ArrayList<ZygoteConnection> peers = new ArrayList<ZygoteConnection>();
FileDescriptor[] fdArray = new FileDescriptor([4];

fds.add (sServerSocket.getFileDescriptor()):
peers.add (null) ;

int loopCount = GC_LOOP_COUNT;
while (true) ({
int index;

/
Call gc() before we block in select().

It's work that has to be done anyway, and it's better
to avoid making every child do it. It will also
madvise() any free memory as a side-effect.

* ok kR % *

Don't call it every time, because walking the entire
* heap is a lot of overhead to free a few hundred bytes.
*/
if (loopCount <= 0) {
gc()i
loopCount = GC_LOOP_COUNT;
} else {
loopCount--;
}

try {
fdArray = fds.toArray(fdArray);
index = selectReadable (fdArray);
} catch (IOException ex) {
throw new RuntimeException ("Error in select ()", ex);

}

if (index < 0) {
throw new RuntimeException ("Error in select()");
} else if (index == 0) {
ZygoteConnection newPeer = acceptCommandPeer();
peers.add (newPeer) ;
fds.add (newPeer.getFileDesciptor());
} else {
boolean done;
done = peers.get (index) .runOnce();
if (done) {
peers.remove (index) ;
fds.remove (index) ;

)
£ B Fg s, 28 f B % runOnce KB BB G FT R AR FHIE K. BH runOnce XX
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4 “ frameworks\base\core\java\com\android\internal\os\ZygoteConnection.java” % 3,

BT RrR:

boolean runOnce() throws ZygoteInit.MethodAndArgsCaller ({

String args(];
Arguments parsedArgs = null;
FileDescriptor[] descriptors;

try {
args = readArgumentlist();//REEMNECENAEFHENSH
descriptors = mSocket.getAncillaryFileDescriptors();

} catch (IOException ex) {
Log.w(TAG, "IOException on command socket " + ex.getMessage()):
closeSocket () ;
return true;

if (args == null) {
// EOF reached.
closeSocket () ;
return true;

}

/** the stderr of the most recent request, if avail */
PrintStream newStderr = null;

if (descriptors != null && descriptors.length >= 3) {
newStderr = new PrintStream(
new FileOutputStream(descriptors(2]));

}

int pid = -1;
FileDescriptor childPipeFd = null;
FileDescriptor serverPipeFd = null;

try {
parsedArgs = new Arguments(args);

applyUidSecurityPolicy (parsedArgs, peer, peerSecurityContext);

applyDebuggerSystemProperty (parsedArgs) ;
applyInvokeWithSystemProperty (parsedArgs) ;

int([][] rlimits = null;

if (parsedArgs.rlimits != null) {
rlimits = parsedArgs.rlimits.toArray(intArray2d);
}

if (parsedArgs.runtimelnit && parsedArgs.invokeWith != null) {
FileDescriptor[] pipeFds = Libcore.os.pipe();
childPipeFd = pipeFds(1];
serverPipeFd = pipeFds[0];
ZygoteInit.setCloseOnExec(serverPipeFd, true);

}
//BE&H forkAndSpecialize 8|BNARFHE

parsedArgs.niceName) ;
} catch (IOException ex) {
logAndPrintError (newStderr, "Exception creating pipe", ex);
} catch (ErrnoException ex) {
logAndPrintError (newStderr, "Exception creating pipe", ex);

} catch (IllegalArgumentException ex) {

applyRlimitSecurityPolicy(parsedArgs, peer, peerSecurityContext):;
applyCapabilitiesSecurityPolicy (parsedArgs, peer, peerSecurityContext);
applyInvokeWithSecurityPolicy (parsedArgs, peer, peerSecurityContext);
applyseInfoSecurityPolicy(parsedArgs, peer, peerSecurityContext);

HASTIA

pid = Zygote.forkAndSpecialize (parsedArgs.uid, parsedArgs.gid, parsedArgs.gids,
parsedArgs.debugFlags, rlimits, parsedArgs.mountExternal, parsedArgs.selnfo,
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logAndPrintError (newStderr, "Invalid zygote arguments", ex);:
} catch (ZygoteSecurityException ex) {
logAndPrintError (newStderr,
"Zygote security policy prevents request:

r eXx);

}

try {
if (pid == 0) {
// in child
ToUtils.closeQuietly (serverPipeFd) ;
serverPipeFd = null;
handleChildProc (parsedArgs, descriptors, childPipeFd, newStderr);

// should never get here, the child is expected to either
// throw ZygoteInit.MethodAndArgsCaller or exec().
return true;
} else {
// in parent...pid of < 0 means failure
IoUtils.closeQuietly(childPipeFd) ;
childPipeFd = null;
return handleParentProc(pid, descriptors, serverPipeFd, parsedArgs);
}
} finally {
IoUtils.closeQuietly(childPipeFd) ;
IoUtils.closeQuietly (serverPipeFd) ;

}

£ BRI, Bt $ readArgumentList KB B ECIZNHEFH#HENSE, HiEd
B ¥ forkAndSpecialize 818 T XN ERBFINHAEF#HE. KRB readArgumentList 7E3CHF
“frameworks\ base\core\java\com\android\internal\os\ZygoteConnection.java” H15& ¥, BAA&SLIA

W

private String(] readArgumentList ()
throws IOException {

*

See android.os.Process.zygoteSendArgsAndGetPid ()

Presently the wire format to the zygote process is:

a) a count of arguments (argc, in essence)

b) a number of newline-separated arqgument strings equal to count

After the zygote process reads these it will write the pid of
the child or -1 on failure.

* % X ¥ ¥ X * 5

~

int argc;

try {
String s = mSocketReader.readLine();

if (s == null) {
// EQF reached.
return null;
}
argc = Integer.parselnt(s);
} catch (NumberFormatException ex) {
Log.e(TAG, "invalid Zygote wire format: non-int at argc"):
throw new IOException("invalid wire format");

}

// See bug 1092107: large argc can be used for a DOS attack
if (argc > MAX_ZYGOTE_ARGC) {

throw new IOException("max arg count exceeded"):;
}

String[] result = new String[argc];
for (int i = 0; i < argc; i++) {
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result[i] = mSocketReader.readLine();
if (result[i] == null) {
// We got an unexpected EOF.
throw new IOException("truncated request");

}

return result;

}
%Y forkAndSpecialize 7E U4 “libcore\dalvik\src\main\java\dalvik\system\Zygote java” * %€ 3,
BRI T Fias:

public static int forkAndSpecialize(int uid, int gid, int[] gids, int debugFlags,
int[][] rlimits, int mountExternal, String seInfo, String niceName) {
preFork() ;
int pid = nativeForkAndSpecialize(
uid, gid, gids, debugFlags, rlimits, mountExternal, seInfo, niceName);
postFork () ;
return pid;

}

£ LIRS, Htlg— MR TFERERN, mPREEAN 0, MRREICIEKHEFHR
1T. AT ZEH A R $ handleChildProc K3 31X AN F k2, FH7E handleChildProc H i FH i %
zygotelnit ZEHT 62 1) S B R P VIRILIZITE, XFEE AT LS 3— ) Binder £82H11 .

932 Bmh&iEi

ECIEH N AR S B2 A, 7 21828 Runtimelnit 7 #] 28 ¥ nativeZygotelnit J&3 21—/ FT
Binder Zkf2it, BA&ERREN THiR:

¥ B 2% Runtimelnit 7 Y &8 ${ nativeZygotelnit, It B8 3 7E X “ frameworks\base\core\
java\com\android\internal\os\Runtimelnit.java” 9 5 X, XI5 #SLEARRE W T FiR:

public class RuntimeInit {
private final static String TAG = "AndroidRuntime";
private final static boolean DEBUG = false;

/** true if commonInit () has been called */
private static boolean initialized;

private static IBinder mApplicationObject;
private static volatile boolean mCrashing = false;

private static final native void nativeZygoteInit();
private static final native void nativeFinishInit();

BR 3 nativeZygotelnit & —~ INI &%, 7E {4 “frameworks\base\core\jni\AndroidRuntime.cpp”
B SE, X RARRS I R R

static void com_android internal_os_RuntimelInit_nativeZygoteInit (JNIEnv* env, jobject clazz)

{

gCurRuntime->onZygotelInit();
}

£ ERSEBAISH, gCurRuntime &2 —NMEFREE, LARMEAE T gCurRuntime ] A K
¥ onZygotelnit J5) T —~ Binder ZtF2i. BR% onZygotelnit 7E 3L “frameworks\base\cmds\app_
process\app_main.cpp” € X, BT .

virtual void onZygotelInit ()

{
// Re-enable tracing now that we're no longer in Zygote.
atrace_set_tracing_enabled (true);
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sp<ProcessState> proc = ProcessState::self();
ALOGV ("App process: starting thread pool.\n");
/ /BB &Y startThreadPool BEI—/ Binder &#Eith
proc->startThreadPool () ;
}

e RIS, 248 H K%L startThreadPool J& 31— Binder £&F21h /5, LRI ABEFHERR
a] LU Binder HlI AL FESCHUIATS . BREL startThreadPool 7E X “frameworks\native\libs\
binder\ProcessState.cpp” H 5 X, BAAESLIACHE W T ATR:

void ProcessState::startThreadPool ()
{
AutoMutex _1 (mLock);
if (!mThreadPoolStarted) {
mThreadPoolStarted = true;//BRIMEN false
spawnPooledThread (true);

}

7f FiR /8RS, mThreadPoolStarted HIERINE A false. 455 — i FH B3 startThreadPool H,
ST YR FE T B3 Binder Z&F8M, 3% mThreadPoolStarted ¥ BN true, XAEMHH B KRR 1L
£ LA JE E &/ J3 3 Binder £5F21h

9.3.3 fIREEER

LB R HESELE, 2R invokeStaticMain #4338 ActivityThread ] eki%{
main BB ANFEFPIACRE. LEH R main i, SELHEFAEERSFRLI—MEEEH.

BN RE L F R invokeStaticMain [ B AASEEL, 1 bR #7E SCHF “ frameworks\base\core)java)
com\android\internal\os\Runtimelnit.java” #5& 3, BRSNS Fs:

private static void invokeStaticMain (String className, String[] argv)
throws ZygotelInit.MethodAndArgsCaller ({
Class<?> cl;

try {
cl = Class.forName (className) ;
} catch (ClassNotFoundException ex) {
throw new RuntimeException(
"Missing class when invoking static main " + className,
ex);

}
Method m;

try {
//REHBEMREE main, HRHEFE Method HRF
m = cl.getMethod("main", new Class[] { String[].class });
} catch (NoSuchMethodException ex) {
throw new RuntimeException (
"Missing static main on " + className, ex);
} catch (SecurityException ex) {
throw new RuntimeException (
"Problem getting static main on " + className, ex);
}

int modifiers = m.getModifiers():
if (! (Modifier.isStatic(modifiers) && Modifier.isPublic (modifiers))) {
throw new RuntimeException (
"Main method is not public and static on "™ + className);
}

/*
¥ method WEHEABAHRAEZE K main b, HREFE— Method HEP
* 3 MethodAndArgsCaller MRIEASERLS LHRFERRLE
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*f
| throw new ZygotelInit.MethodAndArgsCaller(m, argv);
}

A5 R 53 BB B main 76 S04 frameworks\base\core\java\com\android\internal\os\Runtimelnit.java”
g Y, BASIARM TR

public static final void main (String[] argv) {
if (argv.length == 2 && argv[l].equals("application")) ({
if (DEBUG) Slog.d(TAG, "RuntimeInit: Starting application");
redirectLogStreams () ;
} else {
if (DEBUG) Slog.d(TAG, "RuntimeInit: Starting tool");
}

commonInit () ;

/*

* Now that we're running in interpreted code, call back into native code
* to run the system.

*/

nativeFinishInit();

if (DEBUG) Slog.d(TAG, "Leaving RuntimeInit!");

}

7 BRI, X% main 3K MethodAndArgsCaller 7% 5, 2 i MethodAndArgs
Caller B 7 B run AT S AL . T RFE K # MethodAndArgsCaller Al run, XP™ ek $E 2
fEH “frameworks\base\core\java\com\android\internal\os\Zygotelnit.java” 5 X, BEA&RSLHARH
R s

public static class MethodAndArgsCaller extends Exception
implements Runnable {
/** method to call */
private final Method mMethod;

/** argument array */
private final String[] mArgs:

public MethodAndArgsCaller (Method method, String[] args) {
mMethod = method;
mArgs = args;

}

public void run() {
try {
//3FTEE invoke, XEERMITT % android.app.ActivityThread PHIEH main
mMethod.invoke (null, new Object([] { mArgs });
} catch (IllegalAccessException ex) {
throw new RuntimeException(ex):
} catch (InvocationTargetException ex) {
Throwable cause = ex.getCause();
if (cause instanceof RuntimeException) {
throw (RuntimeException) cause;
} else if (cause instanceof Error) {
throw (Error) cause;
}
throw new RuntimeException(ex):

7E IR RASH, 2 E mMethod 1 mArgs 2 7EHIE 7 0 RETf& i R, H 2 E mMethod
A1 android.app.Activity Thread 7 ] 5 3¢ main A8 X} 5 .
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2 ARIHEHABKNFES, CART# T Android ML Dalvik A &R BAA LMy . A
ERAET, BIEAHE Dalvik VM B1ERAE KR HIR, ARSI PR BRI,
NEHE B NG HEERE 2 ST T HAd.

fE Android JEFS+, £ KILEF JLAR Dalvik 13/\1%\*&9@ IR ATRRFT E%Eﬁﬁslﬂﬂm
TR 4 By T 3#% Framework #4514 . IXSLTTHATREFF ) 2 R AR BR 42 2 10-1 Bk«

%*& 10-1 FE R X AR
& W iR %R
dalvikvm dalvik/dalvikvm
dvz dalvik/dvz
app_process frameworks/base/cmds/app_process

EARTHRINEF, AN BXETRATEFEM .

10.1.1 dalvikvm. dvz 0 app_process f& 7

(1) dalvikvm.

MIEAT Java FRFET, EWRH—NEUVRER Java 750, BRI X LTI E B
A CPU M6 455, REAWHIT. ST Java FEFF KU, BERINL G TR IFIT TIE. Tixt
T Linux RGiM5E, XMHBERE—MEFENHERE, 5—RETREEE “Hello World” AIHH
TREFEAMARRX M. LR, J&ai—MNERWLEITES 88— AT AT 7 77 2 AH A
. FRLGAEM DT FRATIITIEFNLR, REESHPIREEEIATH Java K. $UUT dalvikvm
a2 4& X T B s
| dalvikvm -cp X2 X4

HUEATLAE R, dalvikvm BI{ERBLEAE PC _EHAT Java P —HF, 24t 7 —METHE.

(2) dvz.

{E Dalvik BHWLH, dvz FITEFRZM Zygote HFZH 2 E H—MEHEE, FHHEHRE—A
Dalvik Eftll. dvz #PE 5 dalvikvm 33BN SR, KHE T ZHETCEmE T

Framework FJ R RMBEIE. £ dvz FEZEERWT:
| dvz -classpath B&R XE

—~ APK I N2 ActivityThread 5. KA Activity (U 24 [FHARSE, BrAAT LLE
i3 Activity B8 31—4 APK, dvz T BV F Framework J & i FEH IR .

(3) app_process.
AT P (6 dalvikvm F1 dvz 238 AN TH, AT Framework 7E 5 Zh i & EN#Hz 1710
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TRNMRERE Java 2

O Zygotelnit.java;

O SystemServer.java.

ATETFEH, REARM T —A app_process #H#2, ZHES HFBITEXHENE, WX/
FEK 3, app_process FIZAF 2 dalvikvm /83 Zygotelnitjava, FF7E )3 55 % Framework
B R BB o B R

10.1.2 Xtttk app_process # dalvikvm B Ti352

EETREAZEF, B iFMH#E app_process Fl dalvikvm ) FE EHITILEE.
(1) HHE dalvikvm, HIFEBESH “dalvik/dalvikvm/Main.c” &, ZEHFHLRBALE
P

/*

*F 1R BEIUTREEIE—D v MR

* )

if (JNI_CreatedavaVM(&vm, &env, &initArgs) < 0) {
fprintf (stderr, "Dalvik VM init failed (check log file)\n");
goto bail;

}

/*
* Make sure they provided a class name. We do this after VM init
* so that things like "-Xrunjdwp:help" have the opportunity to emit
* a usage statement.
*/
if (argIdx == argc) {
fprintf (stderr, "Dalvik VM requires a class name\n");
goto bail;
}

/*
* We want to call main() with a String array with our arguments in it.
* Create an array and populate it. Note argv[0] is not included.

*/

jobjectArray strArray;
strArray = createStringArray(env, &argv[argIdx+l], argc-argldx-1);
if (strArray == NULL)

goto bail;

/*

* Find [class].main(String[]).
*/

jclass startClass;

jmethodID startMeth;

char* cp;

/* convert "com.android.Blah" to "com/android/Blah" */
slashClass = strdup(argv[argldx]);
for (cp = slashClass; *cp != '\0'; cp++)
if (*cp == '.")
*cp = '/';
/*E2 8. BIBY Javavm WRE, ERZTRENFIEEHE/
startClass = (*env)->FindClass(env, slashClass);
if (startClass == NULL) {
fprintf (stderr, "Dalvik VM unable to locate class '%s'\n", slashClass);
goto bail;
}

startMeth = (*env)->GetStaticMethodID(env, startClass,
"main", "([Ljava/lang/String;)V");
if (startMeth == NULL) {
fprintf (stderr, "Dalvik VM unable to find static main(String[]) in '%s'\n",
slashClass);
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goto bail;
}

/1\-
* Make sure the method is public. JNI doesn't prevent us from calling
* a private method, so we have to check it explicitly.
*f
if (!methodIsPublic(env, startClass, startMeth))
goto bail;

/*

* Invoke main() .

*/

(*env) ->CallStaticVoidMethod (env, startClass, startMeth, strArray):;

if (!(*env)->ExceptionCheck(env))
result = 0;

7E ER B — AR AL, ZBARILIEIT A INI_CreateJavaVM(), F[FEIRTEIE T JavaVm
X RAM INIEnv TR, XFHAXRETE XN T

JNIEnvExt* pEnv = NULL;
JavaVMExt* pVM = NULL;

ZERBMSHR AR “RE, HEMM TR

| jint JNI_CreateJavaVM(JavaVM** p_vm, JNIEnv** p_env, void* vm_args)

FELERE - HAXBRBA, %A FindClassOR B8 M class X, K5 AHA
GetStaticMethodID()#% 2| main() ki ¥, /58 CallStaticVoidMethod 14T 1% main() ki %K .

(2) ¥ FHRE app_process H R WA QIR BRI FFHATIEE K class SUHFH), XFRHITRARLESL
14 “frameworks/base/cmds/app_process/app_main.cpp” H5E S, ZIHH HFIREARREE W TFH A

Q 4. %88 AppRuntime X%, EARRLIN T Fix:

virtual void onVmCreated(JNIEnv* env)

{

if (mClassName == NULL) {
return; // Zygote. Nothing to do here.
}
char* slashClassName = toSlashClassName (mClassName) ;
mClass = env->FindClass(slashClassName) ;
if (mClass == NULL) {
ALOGE ("ERROR: could not find class '%s'\n", mClassName);
}
free(slashClassName) ;

mClass = reinterpret_cast<jclass>(env->NewGlobalRef (mClass));
}

Q F - : WA runtime B start() /7158 38 € [ class, XTRAREUN T Fin:

if (niceName && *niceName) ({
setArgv0 (argv0, niceName);
set_process_name (niceName) ;
}
runtime.mParentDir = parentDir;
if (zygote) {
runtime.start ("com.android.internal.os.ZygoteInit",
startSystemServer ? "start-system-server" : "");
} else if (className) {
// Remainder of args get passed to startup class main()
runtime.mClassName = className;
runtime.mArgC = argc - 1i;
runtime.mArgV = argv + i;
runtime.start ("com.android.internal.os.RuntimeInit",
application ? "application" : "tool");

} else {
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fprintf (stderr, "Error: no class name or --zygote supplied.\n");
app_usage () ;

LOG_ALWAYS_FATAL("app_process: no class name or —--zygote supplied.");
return 10;

}

ERG R REEXH initre FEEH T app_process, EAEEHNSHE ST “--zygote”
“start-system-server”, FTLLX BN HrEEXBEANSEAIEMR. start() 7 22X AppRuntime Ak
K%, T AppRuntime R 13U HE LK — MR A, HALHKR AndroidRuntime, %HEME
BAECF “frameworkds/base/core/jni/AndroidRuntime.cpp” .

R start)F, B RE startVm(O B —> vm X R, REHAT LA dalvikvm —F£5E
#E| Class(), FHAT class FEH main(), B/ RH startVmO I E vm X%

B EREFEATLIFE Y, app_process #1 dalvikvm 7EAFR ERABRIK. FHEME—KXHE,
app_process A] A8 & — 45 IS, X ESHEF|T Framework /A ZNREE HIK, ity —Loks
MM RGAESHORE.

m P

FEIZAT Dalvik RN UG, S SEHEAT IR IR TAE, ST A% 0 SEBL A2 Init.c M Init.c.
EATTHRNESD, KIEH I Dalvik ERLEIVIIELERR .

10.2.1 FisEMNeES TIE

£ Dalvik EEBLEIFIEELEFE S, (£ & dvmStartup()SEILPTA FF oA EFUNLAIAE & TAE,
b BR 5 B AR SEBARRS 40 F B s -

int dvmStartup(int argc, const char* const argv[], bool ignoreUnrecognized,
JNIEnv* pEnv)
{
int i, cc;
assert (gDvm.initializing);
LOGV("VM init args (%d):\n", argc);
for (i = 0; i < argc; i++)
LOGV (" %d: '%s'\n", i, argv[i]);
setCommandLineDefaults () ;
/* prep properties storage */
if (!dvmPropertiesStartup(argc))

goto fail;
/*
* Process the option flags (if any).
*/
cc = dvmProcessOptions(argc, argv, ignoreUnrecognized);
if (cc !'= 0) {

if (cc < 0) |
dvmFprintf (stderr, "\n");
dvmUsage ("dalvikvm") ;

1

goto fail;

}

10.2.2 VSRR TRAS

7 Dalvik ERINLEIWIGEILIEFEF, (#F BB dvmAllocTrackerStartup()¥I 84k BREX B8 R4,
HRERGFERAANRARRAZENEIE. R A AR TAR:
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bool dvmAllocTrackerStartup (void)

{
/* prep locks */
dvmInitMutex (&gDvm.allocTrackerLock) ;
/* initialized when enabled by DDMS */
assert (gDvm.allocRecords == NULL);
return true;

R BR B SE IR AEAE X AllocTracker.c F.

10.2.3  #tafe ik o i es

{E Dalvik BEHRINAIRIEEIE R, (8 FH B % dvmGeStartup(BI a6 3z 3% [BIWCES, Bt R # ) B
PRSEIACHL 0 R o -

bool dvmGcStartup (void)

{
dvmInitMutex (&gDvm.gcHeapLock) ;
return dvmHeapStartup():

}

10.2.4 ¥ISLERIIRNETEREARESH

{E Dalvik EEIWLEBIEMASEFE S, (K% dvmThreadStartup(V B2 AL T2 F R AN ELLFEFA
B, R BRI T BR:

bool dvmThreadStartup (void)
{
Thread* thread;

/* allocate a TLS slot */

if (pthread_key create (&gDvm.pthreadKeySelf, threadExitCheck) != 0) {
LOGE ("ERROR: pthread_key create failed\n");
return false;

/* test our pthread lib */
if (pthread_getspecific(gDvm.pthreadKeySelf) != NULL)
LOGW ("WARNING: newly-created pthread TLS slot is not NULL\n");

/* prep thread-related locks and conditions */
dvmInitMutex (&gDvm.threadListLock) ;
pthread_cond_init (&gDvm.threadStartCond, NULL);
//dvmInitMutex (&gDvm.vmExitLock) ;
pthread_cond_init (&gDvm.vmExitCond, NULL);
dvmInitMutex (&gDvm._threadSuspendLock) ;
dvmInitMutex (&gDvm.threadSuspendCountLock) ;
pthread_cond_init (&gDvm.threadSuspendCountCond, NULL);
$ifdef WITH_DEADLOCK_PREDICTION
dvmInitMutex (&gDvm.deadlockHistoryLock) ;
#endif

/*

* Dedicated monitor for Thread.sleep().

* TODO: change this to an Object* so we don't have to expose this
* call, and we interact better with JDWP monitor calls. Requires
* deferring the object creation to much later (e.g. final "main"

* thread prep) or until first use.

*y

gDvm. threadSleepMon = dvmCreateMonitor (NULL) ;

gDvm.threadIdMap = dvmAllocBitVector (kMaxThreadId, false):
thread = allocThread(gDvm.stackSize);

if (thread == NULL)
return false;
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/* switch mode for when we run initializers */
thread->status = THREAD_RUNNING;

/*
* We need to assign the threadlId early so we can lock/notify
* object monitors. We'll set the "threadObj" field later.
L7'4

prepareThread (thread) ;

gDvm.threadList = thread;

#$ifdef COUNT_PRECISE_METHODS

gDvm.preciseMethods = dvmPointerSetAlloc (200) ;
#endif

return true;

}
3R R B LI R FFAE S Thread.c .

10.2.5 ZEARETZNREART

£ Dalvik ERWLHIHIEAIE RS, {# /4 B % dvmInlineNativeStartup()5- B P SRR 1VE T iE IR
WAL, DCERE BARSEIARAS N T FiR

bool dvmInlineNativeStartup (void)
{
#ifdef WITH_PROFILER
gDvm. inlinedMethods =
(Method**) calloc (NELEM(gDvmInlineOpsTable), sizeof (Method*)):;
if (gDvm.inlinedMethods == NULL)
return false;
#endif
return true;

}
i R B L IR AR AFAE SCF InlineNative.c #.

10.2.6 #FISLEMNHIESHEXRARE

£ Dalvik RIS IS EFE S, £ B 8% dvm VerificationStartupO#] 451k LKL I35 A 4H
KAE, UMEREHRSETIER. RN A ARSI T R:

bool dvmVerificationStartup(void)
{
gDvm. instrWidth = dexCreateInstrWidthTable();
gDvm. instrFormat = dexCreatelInstrFormatTable();
gDvm. instrFlags = dexCreatelnstrFlagsTable();
if (gDvm.instrWidth == NULL || gDvm.instrFormat == NULL | |
gDvm. instrFlags == NULL)
{
LOGE ("Unable to create instruction tables\n");
return false;
}
return true;
}

R B SEIRAFE S “analysis\Dex Verify.c” H .

1027 HERESFTEERTHNRE

£ Dalvik ERIWLKIWIIRLTFES, {8 k% dvmRegisterMapStartup()5-Bi s 4 & FF 88 R A 1)
W7 LR ¥R BAR SIS a0 F s

l bool dvmRegisterMapStartup (void)
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{

#ifdef REGISTER_MAP STATS
MapStats* pStats = calloc(l, sizeof (MapStats)):
gDvm. registerMapStats = pStats;

#endif
return true;

1
IR B LIARFAE L AF “analysis\RegisterMap.c”

10.2.8 PERIESTESRESNAFNRERAN Java E

7E Dalvik ERNLAIATIEIEFE A, (R E dvminstanceofStartup()43 B & AL F 1247
I BR B BLAR SEIRARAS B0 R R

bool dvmInstanceofStartup(void)
{
gDvm. instanceofCache = dvmAllocAtomicCache (INSTANCEOF_CACHE_SIZE) ;
if (gDvm.instanceofCache == NULL)
return false;
return true;

R BB H ) SEELARAFAE SCHF “00\TypeCheck.c” H1,
7 Dalvik ERIWLKIAIGEALEFEF, {8 FH R % dvmClassStartup( W] EE 4 B TN B ZE 4 ) Java
FE. R B B AR SR IARD 40 F s

bool dvmClassStartup (void)
{
ClassObject* unlinkedClass;

/* make this a requirement -- don't currently support dirs in path */
if (strcmp(gDvm.bootClassPathStr, ".") == 0) {
LOGE ("ERROR: must specify non-'.' bootclasspath\n");

return false;
}
gDvm. loadedClasses =
dvmHashTableCreate (256, (HashFreeFunc) dvmFreeClassInnards);
gDvm.pBootLoaderAlloc = dvmLinearAllocCreate (NULL) ;
if (gDvm.pBootLoaderAlloc == NULL)
return false;
if (false) {
linearAllocTests () ;
exit(0);
}
/*
* Class serial number. We start with a high value to make it distinct
* in binary dumps (e.g. hprof).
®f
gDvm.classSerialNumber = INITIAL_CLASS_SERIAL_NUMBER;
/* Set up the table we'll use for tracking initiating loaders for
* early classes.
* If it's NULL, we just fall back to the InitiatingLoaderList in the
* ClassObject, so it's not fatal to fail this allocation.
£/
gDvm.initiatingLoaderList =
calloc (ZYGOTE_CLASS_CUTOFF, sizeof(InitiatingLoaderList));
/* This placeholder class is used while a ClassObject is
* loading/linking so those not in the know can still say
* "obj->clazz->...".
*/
unlinkedClass = &gDvm.unlinkedJavalangClassObject;
memset (unlinkedClass, 0, sizeof (*unlinkedClass));
/* Set obj->clazz to NULL so anyone who gets too interested
* in the fake class will crash.

*/
DVM_OBJECT_INIT (&unlinkedClass->obj, NULL);
unlinkedClass->descriptor = "!unlinkedClass";
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dvmSetClassSerialNumber (unlinkedClass);
gDvm.unlinkedJavalangClass = unlinkedClass;
/*
* Process the bootstrap class path. This means opening the specified
* DEX or Jar files and possibly running them through the optimizer.
*/
assert (gDvm.bootClassPath == NULL);
processClassPath (gDvm.bootClassPathStr, true);
if (gDvm.bootClassPath == NULL)
return false;
return true;

A BB B LR AFAE SCHF “00\Class.c” Ho

10.2.9 #isfkfE AN Java KELFERE

1€ Dalvik BERIWLKI VG0 F2 4, {3 & # dvmThreadObjStartup()¥1 46 14 2 AL — 25 48
#] Java KFELFER. HERHFBEAELIARE W TFIR:

bool dvmThreadObjStartup (void)
{
/*
* Cache the locations of these classes. It's likely that we're the
* first to reference them, so they're being loaded now.
*
gDvm.classJavaLangThread =
dvmFindSystemClassNoInit ("Ljava/lang/Thread;");
gDvm.classJavalangVMThread =
dvmFindSystemClassNoInit ("Ljava/lang/VMThread;");
gDvm. classJavaLangThreadGroup =
dvmFindSystemClassNoInit ("Ljava/lang/ThreadGroup;");
if (gDvm.classJavalangThread == NULL ||
gDvm.classJavalangThreadGroup == NULL |
gDvm. classJavaLangThreadGroup == NULL)

LOGE ("Could not find one or more essential thread classes\n"):
return false;

}

/*
* Cache field offsets. This makes things a little faster, at the
* expense of hard-coding non-public field names into the VM.
*/
gDvm.offJavalangThread_vmThread =
dvmFindFieldOffset (gDvm.classJavalangThread,
"vmThread", "Ljava/lang/VMThread;");
gDvm.offJavaLangThread_group =
dvmFindFieldOffset (gDvm.classJavalangThread,
"group", "Ljava/lang/ThreadGroup;"):
gDvm.offJavalangThread_daemon =
dvmFindFieldOffset (gDvm.classJavalangThread, "daemon", "Z");
gDvm.offJavalangThread_name =
dvmFindFieldOffset (gDvm.classJavalangThread,
"name", "Ljava/lang/String;");
gDvm.offJavalangThread priority =
dvmFindFieldOffset (gDvm.classJavalangThread, "priority", "I");

if (gDvm.offJavalangThread_vmThread < 0 ||
gDvm.offJavalangThread _group < 0 ||
gDvm.offJavalangThread daemon < 0 ||
gDvm.offJavalangThread _name < 0 ||
gDvm.offJavalangThread_priority < 0)

LOGE ("Unable to find all fields in java.lang.Thread\n");
return false;
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}

gDvm.offJavalangVMThread_thread =
dvmFindFieldOffset (gDvm.classJavaLangVMThread,
"thread", "Ljava/lang/Thread;");
gDvm.offJavalangVMThread_vmData =
dvmFindFieldOffset (gDvm.classJavalangVMThread, "vmData", "I");
if (gDvm.offJavalLangVMThread_thread < 0 ||
gDvm.offJavalangVMThread_vmData < 0)
{
LOGE ("Unable to find all fields in java.lang.VMThread\n");
return false;

* Cache the vtable offset for "run()".

* We don't want to keep the Method* because then we won't find see
* methods defined in subclasses.

*/
Method* meth;
meth = dvmFindVirtualMethodByDescriptor (gDvm.classJavalangThread, "run", "()V");:

if (meth == NULL) {
LOGE ("Unable to find run() in java.lang.Thread\n"):;
return false;

}

gbvm.voffJavalangThread_run = meth->methodIndex;

/*
* Cache vtable offsets for ThreadGroup methods.
*/
meth = dvmFindVirtualMethodByDescriptor (gDvm.classJavaLangThreadGroup,

"removeThread", " (Ljava/lang/Thread;)V");

if (meth == NULL) {
LOGE ("Unable to find removeThread(Thread) in java.lang.ThreadGroup\n");
return false;

}

gDhvm.voffJavaLangThreadGroup_removeThread = meth->methodIndex;

return true;

iR o B B SEER AR A7 FE SCHF Thread.c o

10.2.10 ¥V ERNFE Java £

£ Dalvik ERNLEBIGELIEFES, {8 % dvmExceptionStartup() ¥ %A 44 KE LA A HO 57 H

Java P . MEREHI R ASKIAL T R

{

bool dvmExceptionStartup(void)

gDvm.classJavaLangThrowable =

dvmFindSystemClassNoInit ("Ljava/lang/Throwable;");
gDvm.classJavalangRuntimeException =

dvmFindSystemClassNoInit ("Ljava/lang/RuntimeException;");
gDvm.classJavalangError =

dvmFindSystemClassNoInit ("Ljava/lang/Error;");
gDvm.classJavalangStackTraceElement =

dvmFindSystemClassNoInit ("Ljava/lang/StackTraceElement;");
gDvm.classJavalangStackTraceElementArray =

dvmFindArrayClass("[Ljava/lang/StackTraceElement;", NULL);
if (gDvm.classJavalangThrowable == NULL ||

gDvm.classJavalangStackTraceElement == NULL ||

gDvm.classJavalangStackTraceElementArray == NULL)

LOGE ("Could not find one or more essential exception classes\n");
return false;

* Find the constructor. Note that, unlike other saved method lookups,
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* we're using a Method* instead of a vtable offset. This is because
* constructors don't have vtable offsets. (Also, since we're creating
* the object in question, it's impossible for anyone to sub-class it.)
®)/
Method* meth;
meth = dvmFindDirectMethodByDescriptor (gDvm.classJavalangStackTraceElement,
"<init>", "(Ljava/lang/String;Ljava/lang/String;Ljava/lang/String;I)V");
if (meth == NULL) {
LOGE ("Unable to find constructor for StackTraceElement\n");
return false;
}

gDvm.methJavalangStackTraceElement_init = meth;

/* grab an offset for the stackData field */
gbvm.offJavalangThrowable_stackState =
dvmFindFieldOffset (gDvm.classJavalangThrowable,
"stackState", "Ljava/lang/Object;");
if (gDvm.offJavalangThrowable_stackState < 0) {
LOGE ("Unable to find Throwable.stackState\n");
return false;

}

/* and one for the message field, in case we want to show it */
gDvm.offJavalangThrowable_message =
dvmFindFieldOffset (gDvm.classJavalangThrowable,
"detailMessage", "Ljava/lang/String;");
if (gDvm.offJavalangThrowable _message < 0) {
LOGE ("Unable to find Throwable.detailMessage\n");
return false;
}

/* and one for the cause field, just 'cause */

gDvm.offJavalangThrowable_cause =
dvmFindFieldOffset (gDvm.classJavalangThrowable,

"cause", "Ljava/lang/Throwable;");

if (gDvm.offJavalangThrowable_cause < 0) {
LOGE ("Unable to find Throwable.cause\n");
return false;

}

return true;

3R ek B B SEERORAFAE U Exception.c 1.

10.2.11 s EMIT R

BT AZRTENBRVIENIT RSN, Android BHIHLEGEBHIMEILIN T B BI% £ o

(1) ¥ ERNRRESRERN T RERER.

7f Dalvik EHWLAIFIEEILEFES, FFH & dvmStringInternStartup()¥] 26 14 5E FL Ll 7 25 {F
R FREBRRAR. MR B SEBAR an F Frs:

bool dvmStringInternStartup(void)
{
gDvm.internedStrings = dvmHashTableCreate (256, NULL);
if (gDvm.internedStrings == NULL)
return false;
return true;

bR ek B SEBLORAFAE S Intern.c .

(2) VWA T IEERIZR .

£ Dalvik ERINLFIFIGELIEFE S, {#FH K% dvmNativeStartup() SRV th b A th T EERI R . I
BR B 1Y B4R SEIRARES G0 R BT

| bool dvmNativeStartup (void)
{
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gDvm.nativeLibs = dvmHashTableCreate (4, freeSharedLibEntry);
if (gDvm.nativeLibs == NULL)

return false;
return true;

R bR S SEERARAF £ 3U A Native.c Ho

(3) WIGEA A FBA 0 T 1.

f£ Dalvik ENLRIVIGEMERE S, {1 F B # dvminternalNativeStartup()¥] #5144 P FE A 77 %,
BALMMAR, HEREERD R EASIHABN TR

bool dvmInternalNativeStartup()
{
DalvikNativeClass* classPtr = gDvmNativeMethodSet;
while (classPtr->classDescriptor != NULL) ({
classPtr->classDescriptorHash =
dvmComputeUtf8Hash (classPtr->classDescriptor);
classPtr++;
}
gDvm.userDexFiles = dvmHashTableCreate(2, dvmFreeDexOrdJar);
if (gDvm.userDexFiles == NULL)
return false;
return true;

LR RB B LIRFFE LS “native/InternalNative.cpp” .

(4) ¥I64k INT iR

£ Dalvik ERWLEFIEEHIE RS, EH K% dvmIniStartup) #1464k INT R, DUEHRESR
B A ERAMAND . RSB SSIARRSI0 F Fis

bool dvmJniStartup (void)
{
#ifdef USE_INDIRECT_REF
if (!dvmInitIndirectRefTable (&gDvm.jniGlobalRefTable,
kGlobalRefsTableInitialSize, kGlobalRefsTableMaxSize,
kIndirectKindGlobal))
return false;
telse
if (!dvmInitReferenceTable (&gDvm.jniGlobalRefTable,
kGlobalRefsTableInitialSize, kGlobalRefsTableMaxSize))
return false;
#endif
dvmInitMutex (&gDvm.jniGlobalRefLock) ;
gDvm.jniGlobalRefLoMark = 0;
gDvm.jniGlobalRefHiMark = kGrefWaterInterval * 2;
if (!dvmInitReferenceTable (&gDvm.jniPinRefTable,
kPinTableInitialSize, kPinTableMaxSize))
return false;
dvmInitMutex (&gDvm.jniPinRefLock) ;
/*
* Look up and cache pointers to some direct buffer classes, fields,
* and methods.
*f
Method* meth;
ClassObject* platformAddressClass =
dvmFindSystemClassNoInit ("Lorg/apache/harmony/luni/platform/PlatformAddress;");
ClassObject* platformAddressFactoryClass =
dvmFindSystemClassNoInit ("Lorg/apache/harmony/luni/platform/PlatformAddressFactory;"):
ClassObject* directBufferClass =
dvmFindSystemClassNoInit ("Lorg/apache/harmony/nio/internal/DirectBuffer;");
ClassObject* readWriteBufferClass =
dvmFindSystemClassNoInit ("Ljava/nio/ReadWriteDirectByteBuffer;");
ClassObject* bufferClass =
dvmFindSystemClassNoInit ("Ljava/nio/Buffer;"):
if (platformAddressClass == NULL || platformAddressFactoryClass == NULL ||
directBufferClass == NULL || readWriteBufferClass == NULL ||
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bufferClass == NULL)

LOGE ("Unable to find internal direct buffer classes\n");
return false;

}

gDvm.classJavaNioReadWriteDirectByteBuffer = readWriteBufferClass;

gDvm. classOrgApacheHarmonyNioInternalDirectBuffer = directBufferClass;

/* need a global reference for extended CheckJNI tests */

gDvm. jclassOrgApacheHarmonyNioInternalDirectBuffer =
addGlobalReference ( (Object*) directBufferClass);

/%

* We need a Method* here rather than a vtable offset, because

* DirectBuffer is an interface class.

*/

meth = dvmFindVirtualMethodByDescriptor (
gDvm. classOrgApacheHarmonyNioInternalDirectBuffer,
"getEffectiveAddress",

" () Lorg/apache/harmony/luni/platform/PlatformAddress;") ;

if (meth == NULL) ({

LOGE ("Unable to find PlatformAddress.getEffectiveAddress\n");

return false;
}

gDvm.methOrgApacheHarmonyNioInternalDirectBuffer getEffectiveAddress
meth = dvmFindVirtualMethodByDescriptor (platformAddressClass,

lltoLong“ : " () J") '.
if (meth == NULL) {
LOGE ("Unable to find PlatformAddress.toLong\n");
return false;

}

gDvm.voffOrgApacheHarmonyLuniPlatformPlatformAddress_tolong =

meth->methodIndex;

meth = dvmFindDirectMethodByDescriptor (platformAddressFactoryClass,

"On",

" (I)Lorg/apache/harmony/luni/platform/PlatformAddress;");

if (meth == NULL) {
LOGE ("Unable to find PlatformAddressFactory.on\n");
return false;

}

gDvm.methOrgApacheHarmonyLuniPlatformPlatformAddress_on = meth;

meth = dvmFindDirectMethodByDescriptor (readWriteBufferClass,
"<init>",

" (Lorg/apache/harmony/luni/platform/PlatformAddress;II)V");

if (meth == NULL) ({

LOGE ("Unable to find ReadWriteDirectByteBuffer.<init>\n");

return false;
}
gDvm.methJavaNioReadWriteDirectByteBuffer_init = meth;
gDvm.offOrgApacheHarmonyLuniPlatformPlatformAddress_osaddr =
dvmFindFieldOffset (platformAddressClass, "osaddr", "I");

if (gDvm.offOrgApacheHarmonyLuniPlatformPlatformAddress_osaddr < 0)

LOGE ("Unable to find PlatformAddress.osaddr\n");
return false;
}
gbvm.offJavaNioBuffer_capacity =
dvmFindFieldOffset (bufferClass, "capacity", "I");
if (gDvm.offJavaNioBuffer capacity < 0) {
LOGE ("Unable to find Buffer.capacity\n");
return false;
}
gDvm.offJavaNioBuffer effectiveDirectAddress =

dvmFindFieldOffset (bufferClass, "effectiveDirectAddress",

if (gDvm.offJavaNioBuffer effectiveDirectAddress < 0) {
LOGE ("Unable to find Buffer.effectiveDirectAddress\n");
return false;

}

return true;

R BR B B ARAF AE XA T
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(5) G247 Java P LK I3
1E Dalvik EWLAIVIGEAIE RS, {3 K% dvmReflectStartup()ZE4F Java 25 B 2K
1 BR ) BAR SIS 40 R B s

bool dvmReflectStartup (void)
{
gDvm.classJavalangReflectAccessibleObject =
dvmFindSystemClassNoInit ("Ljava/lang/reflect/AccessibleObject;");
gDbvm.classJavalangReflectConstructor =
dvmFindSystemClassNoInit ("Ljava/lang/reflect/Constructor;");
gDvm.classJavalangReflectConstructorArray =
dvmFindArrayClass (" [Ljava/lang/reflect/Constructor;", NULL);
gDvm.classJavalangReflectField =
dvmFindSystemClassNoInit ("Ljava/lang/reflect/Field;");
gDvm.classJavalangReflectFieldArray =
dvmFindArrayClass (" [Ljava/lang/reflect/Field;", NULL);
gDvm.classJavalangReflectMethod =
dvmFindSystemClassNoInit ("Ljava/lang/reflect/Method;");
gDvm.classJavalangReflectMethodArray =
dvmFindArrayClass (" [Ljava/lang/reflect/Method;", NULL);
gDvm.classJavalangReflectProxy =
dvmFindSystemClassNoInit ("Ljava/lang/reflect/Proxy;");
if (gDvm.classJavalangReflectAccessibleObject == NULL |
gDvm.classJavalangReflectConstructor == NULL ||
gDvm.classJavalangReflectConstructorArray == NULL ||
gDvm.classJavalangReflectField == NULL ||
gDvm.classJavalangReflectFieldArray == NULL |
gDvm.classJavalangReflectMethod == NULL ||
gbvm.classJavalangReflectMethodArray == NULL |
gDvm.classJavalangReflectProxy == NULL)

LOGE ("Could not find one or more reflection classes\n");
return false;

}

gDvm.methJavalangReflectConstructor_init =
dvmFindDirectMethodByDescriptor (gDvm.classJavalangReflectConstructor, "<init>",
"(Ljava/lang/Class; [Ljava/lang/Class; [Ljava/lang/Class;I)V");
gDvm.methJavalangReflectField init =
dvmFindDirectMethodByDescriptor (gDvm.classJavalangReflectField, "<init>",
"(Ljava/lang/Class;Ljava/lang/Class;Ljava/lang/String;I)V");
gDvm.methJavalangReflectMethod_init =
dvmFindDirectMethodByDescriptor (gDvm.classJavalangReflectMethod, "<init>",

" (Ljava/lang/Class; [Ljava/lang/Class; [Ljava/lang/Class;Ljava/lang/Class;Ljava/lang/String; I)V");
if (gDvm.methJavalangReflectConstructor_init == NULL |
gDvm.methJavalangReflectField init == NULL ||
gDvm.methJavaLangReflectMethod init == NULL)

LOGE ("Could not find reflection constructors\n");
return false;

}

gbvm.classJavalangClassArray =
dvmFindArrayClass("[Ljava/lang/Class;", NULL);

gDvm.classJavalangObjectArray =
dvmFindArrayClass("[Ljava/lang/Object;", NULL);

if (gDvm.classJavalangClassArray == NULL |
gDvm.classJavalangObjectArray == NULL)

{
LOGE ("Could not find class-array or object-array class\n");
return false;

}

gbvm.offJavalangReflectAccessibleObject_flag =
dvmFindFieldOffset (gDvm.classJavalangReflectAccessibleObject, "flag",
"Z");
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gDvm.offJavalangReflectConstructor_slot =
dvmFindFieldOffset (gDvm.classJavalangReflectConstructor, "slot", "I");
gbvm.offJavalangReflectConstructor_declClass =
dvmFindFieldOffset (gDvm.classJavalangReflectConstructor,
"declaringClass", "Ljava/lang/Class;");

gbvm.offJavalangReflectField_slot =
dvmFindFieldOffset (gDvm.classJavalangReflectField, "slot", "I");
gDvm.offJavalangReflectField declClass =
dvmFindFieldOffset (gDvm.classJavalangReflectField,
"declaringClass", "Ljava/lang/Class;");

gDvm.offJavaLlangReflectMethod _slot =
dvmFindFieldOffset (gDvm.classJavalangReflectMethod, "slot", "I");
gbvm.offJavalangReflectMethod declClass =
dvmFindFieldOffset (gDvm.classJavaLangReflectMethod,
"declaringClass", "Ljava/lang/Class;"):

if (gDhvm.offJavaLangReflectAccessibleObject_flag < 0 ||
gDvm.offJavalangReflectConstructor_slot < 0 ||
gDvm.offJavalangReflectConstructor_declClass < 0 ||
gDvm.offJavalangReflectField _slot < 0 ||
gDvm.offJavalangReflectField_declClass < 0 ||
gbvm.offJavalangReflectMethod_slot < 0 ||
gbvm.offJavalangReflectMethod _declClass < 0)

LOGE ("Could not find reflection fields\n");
return false;
}
if (!dvmReflectProxyStartup())
return false;
if (!dvmReflectAnnotationStartup())
return false;
return true;

iR R H R LR AR S “reflect\Reflect.c” H1,
(6) F&EHVITETIE.
LI AIERVIERELEY 5, BEE T KRR THIHRLERE:

staticconst char*earlyClasses[] = {
"Ljava/lang/InternalError;",
"Ljava/lang/StackOverflowError;",
"Ljava/lang/UnsatisfiedLinkError;",
"Ljava/lang/NoClassDefFoundError;",
NULL

}i

VIthAbix B2, 52 I % dvmFindSystemClassNolnit R¥1464L . 8E B HEE dvm
ValidateBoxClasses() KA 51k Java FE AR FE

staticconstchar*classes[] = {
"Ljava/lang/Boolean;",
"Ljava/lang/Character;",
"Ljava/lang/Float;",
"Ljava/lang/Double;",
"Ljava/lang/Byte;",
"Ljava/lang/Short;",
"Ljava/lang/Integer;",
"Ljava/lang/Long;",

NULL

}i

XERKRAHRE, A& EEERRFRBORYILE, T2 A K% dvmFindClassNolInit()5R 4]
gtk IHER B SEBARAS U0 T BT R :
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ClassObject* dvmFindClassNoInit (const char* descriptor,
Object* loader)
{
assert (descriptor != NULL);
//assert (loader != NULL);

LOGVV ("FindClassNoInit '%s' %p\n", descriptor, loader):;

if (*descriptor == '[') {
/%
* Array class. Find in table, generate if not found.
24
return dvmFindArrayClass (descriptor, loader);
} else {
/*
* Regular class. Find in table, load if not found.
4
if (loader != NULL) {
return findClassFromLoaderNolInit (descriptor, loader):;
} else {
return dvmFindSystemClassNoInit (descriptor);
}

VA B % dvmPrepMainForJni()#E % 3 £ 72 B A AR REAR AT LR A INT B977 4, R 3 SERAR
B FiR:

bool dvmPrepMainForJdni (JNIEnv* pEnv)
(
Thread* self;

/* main thread is always first in list at this point */
self = gDvm,threadList;
assert (self->threadId == kMainThreadId) ;

/* create a "fake" JINI frame at the top of the main thread interp stack */
if (!createFakeEntryFrame(self))
return false;

/* f£ill these in, since they weren't ready at dvmCreateJNIEnv time */
dvmSetJniEnvThreadlId (pEnv, self);
dvmSetThreadJNIEnv (self, (JNIEnv*) pEnv);

return true;

18 F B L registerSystemNatives()JEAM Java FE B INT J7v:, R B SEERARRS 40 F Fras

static bool registerSystemNatives (JNIEnv* pEnv)
{
Thread* self;

/* main thread is always first in list */
self = gDvm.threadList;

/* must set this before allowing JNI-based method registration */
self->status = THREAD_NATIVE;

if (jniRegisterSystemMethods (pEnv) < 0) {
LOGE ("jniRegisterSystemMethods failed");
return false;

}

/* back to run mode */
self->status = THREAD_RUNNING;

return true;
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4 F B %1 dvmCreateStockExceptions() 7 BC 7 ¥ HH &8 B A7, IR B0 SR 20 F B :

bool dvmCreateStockExceptions (void)
{
/-ﬁ
* Pre-allocate some throwables. These need to be explicitly added
* to the GC's root set (see dvmHeapMarkRootSet()).
*/
gDvm.outOfMemoryObj = createStockException("Ljava/lang/OutOfMemoryError;",
"[memory exhausted]");
dvmReleaseTrackedAlloc (gDvm.outOfMemoryObj, NULL) ;
gDvm.internalErrorObj = createStockException("Ljava/lang/InternalError;",
"[pre-allocated]");
dvmReleaseTrackedAlloc (gDvm.internalErrorObj, NULL);
gDvm.noClassDefFoundErrorObj =
createStockException("Ljava/lang/NoClassDefFoundError;", NULL);
dvmReleaseTrackedAlloc (gDvm.noClassDefFoundErrorObj, NULL);

if (gDvm.outOfMemoryObj == NULL || gDvm.internalErrorObj == NULL ||
gDvm.noClassDefFoundErrorObj == NULL)

{
LOGW ("Unable to create stock exceptions\n");
return false;

}

return true;

1 F R #{ dvmPrepMainThread()SEHN @ RE 28 LR R A1 854k, R BRI FR:

bool dvmPrepMainThread (void)
{
Thread* thread;
Object* groupObj;
Object* threadObj;
Object* vmThreadObj;
StringObject* threadNameStr;
Method* init;
JValue unused;
LOGV ("+++ finishing prep on main VM thread\n");
/* main thread is always first in list at this point */
thread = gDvm.threadList;
assert (thread->threadId == kMainThreadId);
/*
* Make sure the classes are initialized. We have to do this before
* we create an instance of them.
*/
if (!dvmInitClass (gDvm.classJavalangClass)) {
LOGE ("'Class' class failed to initialize\n");
return false;

if (!dvmInitClass(gDvm.classJavalangThreadGroup) ||
!dvmInitClass (gDvm.classJavalangThread) ||
!dvmInitClass (gDvm.classJavalLangVMThread))

LOGE ("thread classes failed to initialize\n");
return false;
}
groupObj = dvmGetMainThreadGroup () ;
if (groupObj == NULL)
return false;
/*
* Allocate and construct a Thread with the internal-creation
* constructor.

*/
threadObj = dvmAllocObject (gDvm.classJavalangThread, ALLOC_DEFAULT);
if (threadObj == NULL) {

LOGE ("unable to allocate main thread object\n");
return false;
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}
dvmReleaseTrackedAlloc (threadObj, NULL);

threadNameStr = dvmCreateStringFromCstr ("main", ALLOC_DEFAULT) ;

if (threadNameStr == NULL)
return false;

dvmReleaseTrackedAlloc( (Object*)threadNameStr, NULL);

init = dvmFindDirectMethodByDescriptor (gDvm.classJavaLangThread, "<init>",

"(Ljava/lang/ThreadGroup;Ljava/lang/String; IZ)V");

assert (init != NULL);

dvmCallMethod (thread, init, threadObj, &unused, groupObj, threadNameStr,
THREAD_NORM_PRIORITY, false);

if (dvmCheckException (thread)) ({
LOGE ("exception thrown while constructing main thread object\n");
return false;

}
i F B 30 dvmDebuggerStartup()#EAT iR 28 FIWI a6 10, bR B SEIRARS TN T Brs

bool dvmDebuggerStartup (void)

{
gDvm.dbgRegistry = dvmHashTableCreate (1000, NULL);
return (gDvm.dbgRegistry != NULL);

A dvmlInitZygote()8.# dvmInitAfterZygote()JRUI LR FE IR, 1t ok 25 A SEIRARAS 2n T
7R

static bool dvmInitZygote (void)
{
/* zygote goes into its own process group */
setpgid(0,0);
return true;
}
bool dvmInitAfterZygote (void)
{
u8 startHeap, startQuit, startJdwp;
u8 endHeap, endQuit, endJdwp;
startHeap = dvmGetRelativeTimeUsec();
/*
* Post-zygote heap initialization, including starting
* the HeapWorker thread.
=/
if (!dvmGcStartupAfterZygote())
return false;
endHeap = dvmGetRelativeTimeUsec() ;
startQuit = dvmGetRelativeTimeUsec();
/* start signal catcher thread that dumps stacks on SIGQUIT */
if (!gDvm.reduceSignals && !gDvm.noQuitHandler) {
if (!dvmSignalCatcherStartup())
return false;
}
/* start stdout/stderr copier, if requested */
if (gDvm.logStdio) {
if (!dvmStdioConverterStartup())
return false;
}
endQuit = dvmGetRelativeTimeUsec();
startJdwp = dvmGetRelativeTimeUsec();
/*
* Start JDWP thread. If the command-line debugger flags specified
* "suspend=y", this will pause the VM. We probably want this to
* come last.
*/
if (!dvmInitJDWP()) {
LOGD("JDWP init failed; continuing anyway\n");
}
endJdwp = dvmGetRelativeTimeUsec();
LOGV ("thread-start heap=%d quit=%d jdwp=%d total=%d usec\n",
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(int) (endHeap-startHeap), (int) (endQuit-startQuit),
(int) (endJdwp-startJdwp), (int) (endJdwp-startHeap)):
#ifdef WITH_JIT
if (gDvm.executionMode == kExecutionModeJit) ({
if (!dvmCompilerStartup())
return false;
}
#endif
return true;

)
i FH i dvmCheckExceptionfe B & G A #EH MM, HRE R SIAR W TR,

EERE I BENAET, LD T REINZBTHRE Zygote KIEAIRIL. EARTHNES, #
AR HT Zygote HEFEHI A B R BhidHE .

10.3.1 7 init.rc P A E Zygote BEIEH

init.rc RIFERE IR BT, TTLMER “adb pull /init.re~/Desktop” #r4 BUH &30, XfF
R zygote HRHIEC B S0 F Fizn:

service zygote /system/bin/app_process -Xzygote
/system/bin --zygote --start-system-server
socket zygote stream 666
onrestart write /sys/android_power/request_state wake
onrestart write /sys/power/state on
onrestart restart media
onrestart restart netd

10.3.2 =23h Socket BR&Z 0O

7E Android Z4iH, 24 zygote ARZSM app_process BENELEEN— Dalvik ML FAERL
BATHIZE — Java K342 “ frameworks\base\core\java\com\android\internal\os\Zygotelnit.java”, Fff
PLEE T RAIFE T ZE M Zygotelnit IR main)FF2E 1%L . 7ERE main()FISEIREH, &
S B THEER B 3—A Socket AR %53 ., 1% Socket ¥t 1 Fl T #UUB hHr R I & 4 .

Q EFSERE registerZygoteSocket()F, 5EALJE 3 Socket AR %4 K I ThAE .

O H##EAEF LocalServerSocket ¥i /5, 7EEA%EL main()F A runSelectLoopMode()it A JEFH
EIEME, ZRES R ServerSocket MAFIR WS B XM HRFFFIR S, SR/STE while(true)f
A2 M HER RN B select B)FIR S, FFRA ZygoteConnection 2] runOnce() ek i 4b 22 4
—™ Socket W FI I f 4.

Q 7E SystemServer #HFEHIE —1> Socket & ¥, MINEETE X4 Process.java HLEL, iR
Fi Process 25 TAEFE2E AmS H1 1 startProcessLocked() B 5+ SZH

O EH startOWF A 7 B SR EL startViaZygote(), 1% B8 E ) SL4A R {3 — /N4 Ht Socket
[f] zygote F1HJ Socket KiERATEBNML, HPUTHREL TR

® 1 startViaZygote() i) R 8 S H i h— A~ ArrayList<String>%13 .

R 5 B H —A LocalSocket Z<H Socket #211 .

18 3T % LocalSocket Xf 5 #4i& t — 4 BufferedWriter % % .

BILiZAT R4 ArralyList<String>%1 3% 1 B2 8% 16 45 zygote ) LocalServerSocket Xf % .
£ zygote %1 Fil Zygote.forkAndSpecialize()BR 3% & H—~#1 B N FH #EFE o
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10.3.3 /0% preload—classes

{3 2§ Zygotelnit 7 i 5% 3L main 618 5€ Socket fR 55 I fa A GEEE 2 B ¥, B AXA
"B R A R Framework K340 38 K # IR

1 framework.jar FH —/~ % A “preload-classes” HIXASLHFIER, XA TR R KK
#. ¥|FE “preload-classes” 7E LA X4 “frameworks/base/preload-classes” H#ATRIGE X, TiZ
SO ORI 0 R A R

I frameworks/base/tools/preload/WritePreloadedClassFile.java

7E Android iR E R T, @ BAT 0T fiv4 4 A preload-classes:

$java -Xss512M -cp /path/to/preload.jar WritePreloadedClassFile /path/to/.compiled
1517 classses were loaded by more than one app.

Added 147 more to speed up applications.

1664 total classes will be preloaded.

Writing object model...

Done!

7E EiRAx 4, “/path/to/preload.jar” ZFEH0 T 3L

| out /host/darwin-x86/framework/preload.jar

FiR jar X R H “frameworks/base/tools/preload” F I B 4 i 1M Y »
“/path/to/.compiled/” 28U F BHFE T LA .compiled ST .

| frameworks/base/tools/preload

Q 2% “-Xss”: ATHAT XTI T ENK Java BRWIER KA, WAMER 512 MB, ERiIAK
KANEETE R IZEFHIETT, £ javalang.StackOverflowError #5i%15 ..

O WritePreloadedClassFile: o~ EHATHI BIAE.

LHAT R E®A)E, &7 “frameworks/base” H 3% Fre4: preload-classes XA . MiZdy
A HPITIHE N RE , TR Java 2415 B & 7F . compiled ST, X AN SCAFED & — A Z ik H1 30
R B BT REBE A 2 407 7= 4 preload-classes, {HE1JE 1B 81X 1 .compiled SCAF & WAl =4 K] .

FE4w % Android JRRG IR, SEA&IE preload-classes 43T 413 framework jar . XHH
TIXAFEE, Zygotelnit Fidid I F preloadClasses()5E FiEE X LK . M LM E 2, ML
BEEX preload-classes FIR PRI —1T, HABG—ITRERT —MEMAEKE, R/51AA Class.forName()
EHERE, EEBROTRES, BB “4” R ERE, FREEBATHRTE.

10.3.4 0% preload-resources
fE Android &4t preload-resources & 7E W T U4 X H:

| frameworks/base/core/res/res/values/arrays.xml

£ preload-resources FEE T F AL HIE:
O drawable % JE;

Q color H#iF-

Fifi &5 X preload-resources Xt M f]4FS :

<array name="preloaded_drawables">
<item>@drawable/sym def_app_icon</item>
</array>
<array name="preloaded_color_state_lists">
<item>@color/hint_foreground_dark</item>

</array>
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TN X L B2 YR TH RE & 7F PR B preloadResources()F SEELHT, TEZBR B2 9EM T FHRA R
RN IX P B :

O preloadDrawables();

O preloadColorStateLists() -

BRI INEEEIEE R, MRS FEREREE - NMeRTES, HEZEN AW
e, X[ ERES—EHRT.

it 4 R A8 & mResources JKRFF Drawable %R, %2 &K R /& Resources K, H1T#1%
KN L RHF— Drawable FIFE K, B SFr_E R 7E Resources P 842 471X &£ Drawable % & .
{RHF Color HIEHI2FZEERThEE & mResources SEHLA. FEHE, 7E Resources At —4
Color BIEFI|FE.

10.3.5 f&£F folk BahFTiHEE

folk 2 Linux REHH—NRGEH, HINGEREH ST dEH =4 e, BT
2 id AE, FRHREHENREHETSARNHERER . HEE BRI H it
MRFIER, I ERANEE. SEENERER, MMEESRECESRNANFETR, EFH
=AM FJEMNFPENEIERN, BERGA RFEH— 0 BArtbt2=E, FHESHHEESA
FIFr b, X “copy-on-write ({45 HIEHEA R KD Bk, XFpHLEI AT LA KRR B i
HEZNHBEPHLEYE N,

A PBRIERGETMIFE—ITEFREE ERFRESE—MSEARERGN S, I
i Shell F2/F AR . 4AENE, SE%)/E5 Shell 27, & WK Shell F2F8 1 R H A %K.

Q 44T,

Q #OAMm.

Windows Z 4+ (] Shell 27t 2 £ HFEF, Ubuntu 2G4 1) Shell F2F 32 GNOME S
BR. ZE3) Shell B/FfE, HP LIl BB E NN HRRF, MERERSENT,
B rHEa ST 3 AN ERE.

(1) F—IHE: EAZPEIE—NHEEIESEN, HTFRIEERIERE.

(2) BoAEE: AARTAHEFRESEESR, NEEWER U EREF R, X
SRR ARG R 2 B TS 8 M A A7t

(3) /=AM BHEERE, ARKEFREHR MR B AR F I N D A FF AT e E
IR

z e LTS Th :
Ly g 8 = 0 L L
= ——— Ghes AL
i it ! o oS
= =

fE Android R4, Zygote 2 E 15—/ 22 SystemServer, B2 SystemServer & ML
4 Zygotelnit.java ] main()E&E A startSystemServer) R EIF 141 . 58 sh @ Rt FEAH
tt, 2§ Zygote NJaZI SystemServer $ft T E[THIEEL startSystemServer(), A3 FFRAEH
forAndSpecilize()BRi % -

PR3] startSystemServer()# E EIHEE N N s o

(1) EX T —A String[|8A, ¥ATEE T EBIMHBENHEREE, HpBE T
MR EEERE ) Java 2K, HALEIAZE com.android.server.SystemServer.

(2) Y forkSystemServer()M 4RTH Zygote 2R H HFTHIHFE . ZREGRE — native K%L,
HAEH 5 folkAndSpecilize() A1




10.4 25 SystemServer # 2

(3) ash#dfE)E, 7ER¥ handleSystemServerProcess()H ¥ Z el F B E1E .

QO %M Socket R %5 ¥ .

Q #4T com.android.server.SystemServer 27 [¥] 5 %1 main().

B T XA EEZFEH, M T B EIT AL E , 1X LR B 3 ZAE R 3 commonlnit()
FIER %L zygoteInitNative()F 5E . — HECE I SystemServer MR /G, #MMA SystemServer
i) main() iR BOF4RIZ1T .

1041 B8 RGRESLE

SystemServer #F24E Android FIZTHEER#E T “HHX” KIfEM, 7£ APK RAHEeW H R
R H KIS RG RSB B #HFEFIE1T, #1490 WindowManagerServer (Wms). ActivityManager
SystemService (AmS). PackageManagerServer (PmS) % WHIN A, XEREGRFZHZLL—
MNEER T RAFAE T SystemServer #HAZF . THB KN AR EEAWLRF LR, REBEIH
I o

SystemServer H ) main() B 35 56 V4 F A2 BB 3 init1(), X & — native R ¥, WHLHIT
— 5 Dalvik EMALERBVIEL TAE. ZBRBIATRER, HAHSEA Java i init2()F
¥, RBR A4 Java FWRSFRA S A ini20f# Yy, EBEMHRGRESEHBRAE nit2() R B+ 5
5 9: 08

ZERBEGAE T —1 ServerThread X%, ZNRRE—NELRE, REEEEBITZER, N
ServerThread ] run() 7 AN M6 B IEB 3 & F ARG LR, EA LGRS EA XA Java 2,
MERISFTCHI A BERE, BaiX RS rERTT R AT 3 Fho

Q A —: RIEHFEEAWERBIGE— MRS, BT REHURF NN —NERE, B,
EREREARRSRE - NEREH B3NETT.

Q #HAZ: BRIBRFELSEUE— getlnstance() 1%, B ZFERBUZRE X R, XHEER
R RIRE RGP NAE —MIREH R .

Q HRA=: R#EMIRS LN main()REHFFHERAT.

Tl B, “E8 TRFNRE, AR Al EE R ERAZRS LR init() R HEH
systemReady )RR R T RZN R B3, HRXLEHMERFLEANTEE XH . HTXHULEED
HIARE, BAFRA—FEE T R &R st 2.

£ 10-2 FF|H T SystemServer /a3 S FI A RS, LLEOXUEAR S (5 s .

#* 10-2 SystemServer R 2R TR
;B £ A # & B E X
EntropyService SRAL Oy FEALEL 1.0
PowerManagerService FEL R 3 R 5 1.2/3
ActivityManagerService BOKRSZ —, B Activity EEX
TelephonyRegistry T Z AR S M AR A, B E S XM B 1.0
PackageManagerService BEragERS 33
AccountManagerService WFERERS, RIEERAANKF,, MARE Linux RZEHMKS 1.0
ContentService ContentProvider iR %, 1R H#LESHEFR ST 3.0
BatteryService R il B R 5 1.0
LightsService BRI RN A 2R RS 1.0
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gx
R H AR £ B # & B ##E X
VibratorService BB RE 1.0
AlarmManagerService SER SR E RS, RAERHRREAR S 1.0
WindowManagerService Framework % OMRSZ—, AHREOER 33
BluetoothService W F k% 1.0+
DevicePolicyManagerService | $#{t— b 2 55 2% 51 (4 & K& B i 13
StatusBarManagerService RASEE AR 1.3
ClipboardService RGEBIVIR R 55 1.0
InputMethodManagerService | A\ EE H RS 1.0
NetStatService W 2R A R 5 1.0
NetworkManagementService | M48 & 2R 5% NMS .create()
ConnectivityService 48 BB F AR S 2.3
ThrottleService HAHEREEA 1.3
AccessibilityManagerService MEBRREFREIH A A, RSN 1.0
AN P — AN R R R, IR BIRECR
MountService HHRS, Al iZks A Linux 2T # mount 77 1.0
NotificationManagerService jﬁ?ﬂ&‘%&g&%, Anieid 7 B‘];Eémﬁﬂ]:lﬁ . 13
SEA—R, REFAMEWEALY, FEEAL
DeviceStorageMonitorService | Rf#t 2 [AIRASK 3R % 1.0
LocationManagerService A7 B AR % 1.3
SearchManagerService WEREHERS 1.0
DropBoxManagerService B %R S5 Ui 1) Linux /2T Dropbox £/ 1.0
WallpaperManagerService ?}ﬁi%ﬂégéﬁﬁgzﬁi:imﬁi » B View RN, iR 1.3
AudioService HIE RS 1.0
BackupManagerService RGEU RS 1.0
AppWidgetService Widget Az %5 13
RecognitionManagerService B4R HIARS 1.3
DiskStatsService B GRS 1.0
AmS K98 RAM T Fr.

Q A &% main()i& [E—A4* Context X%, TARE AmS RFEAE 5.

Q A AmS.setSystemProcess().

Q /A AmS.installProviders().

O A systemReady(), 4 AmS 1T 58 systemReady() /&, 4404k /8 ahAH XEE RS 1
systemReady()BR %, FEREBAYVIIE.

10.4.2 BaiE— Activity

LEFNLL RS ZLAES, ActivityManagerService (AmS) AR %% 2 LA systemReady() 1 FH 5¢ Bl
JEIRBhHI, TE AmS IR systemReady() N & 85 — BARES I & T R shE 55 BA 5 i
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10.5 iﬁfiji--class EXH

—™ Activity FITHE . FRTERZRIE 308, mMainStack BAF| 1 HBH AT Activity Xf R, FrLA
£ ActivityStack H#%1 F iR % startHomeActivityLocked()o

FEIFHUE, RGN Activity FFEEHATIX —B01E, AR T mMainStack HHIFE—4
Activity X R. WIRFE ActivityManagerService /& BB BEEHIIE— A Activity MR GFAZ &
H— Activity BRI 50, K H M E] mMainStack 1, AAHE—NEITHI Activity XA
Activity, X— g AMRHAERIE R G iR R E —ANE e BT ENE— N BEEF.

f£ AmS [ startHomeActivityLocked)F, R AH T —4 catagory FB . CATEGORY
HOME ] intent.

TR, KBS E AN % intent, A8 HAT LA A2 Home F2/F7, X
At A A1E Android FUHSFFIE ST “Home F2/7” MRE . REGHEHAEFTEFH T “Home”
FAAL, TRREERMUFIZ S TR . BERESTEZMEFRESISX intent B, RGN
—AXIERE, WERA A ERE WA, IRV O g, TR S &KL “ Home”
5 S BIAHE ) Activity. X — Activity ()8 30t 2.

Java RIS S iR 5 2R “.class” #NHISCHF, BIFRS 0. SRJ57E Android Hf#
A dx TERILEHRAFEN “jar” #&H dex KB Dalvik BN STEREHPATRIES
K760 . FEMRBRAT AR AT, SRELBCUE, RN E, BEIF1, REA4 6k
R IT . EBEAIMBOI RS, BOAEEMBRXT Class FIIN#E, Class f% Method, Method
XAE code. IRt Class HIINEL, BIAISRATR/IATHIF 1S ERT IR ZEF, ¥ dexfile 3C
9387 S Class INE T HIBIE EMANTF, 46 EERE, SN HT .

10.5.1 DexFile 7 Ao HIBR 5T

£ Android RZEH, java PRSI LA IFENC jar "4 3 H) dex KBYSCHF, FEARRDHFR N dexfile.
FEINEK Class Z HI » 2455 2 HUAHBL A jar ST o 38 % {8 F read ()R BOR BN SO (¥ 4 %8 o (R 7E Dalvik
H {8 A mmap() K%, 1 read) AR, mmap()RR =4 dex XM B A, XFEBEEER N
FFEEBUERIERIT] 17 ] dex file HHIN A .

Dexfile 3RS NE 10-1 fras, FEH 3 #H4ER: kI, &5, BdE. @ik
I MALEANEE, T X RGN E. HF classDefsOff $§ 1 ClassDef 7E 31 I fR4H 1L
B, dataOff 45 € T BUETE LRI LEILE , ClassDef B P ERf# A Class & 5l o i1 5EEX ClassDef
A[3RA Class FIEAF R, H classDataOff 85 T Class 38 7 £ 88 X FI47 & .

44 dexfile LML BIN TG, 2 K # dexFileParse()Xf K47, H¥ #7045 RAREAE
% N DexFile IR A #IH, b ah ¥ o B i R i B AR B B I R R

QO baseAddr: F5 [\ MG X ARG E .

Q pClassDefs: 5 [F] ClassDefs (B[ class &5]) HIEHELE .

74, BFUORTEE K class BFZARYE class & 7T, BRI T INIREREE, 8T —1
hash & . £ hash X} class & F#AT hash, FEA AR index. 1XELHEVEER & 7EXT ST BT 58 A&
1], XFEBRIEMBGLFE P LR, (BREBITEREFHAT A KEEIRMNTE.

fEt e Ja, BT RITUEINER class M. TEHFERINEZEA ClassObject KARFE, ATLA
TE S TR E A4 A0 ClassObject A8 2% 1 JLAN B8 4544
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%10 % Dalvik VM ZERE IR

A Flmmap s (36
BUmLS
/ DexOptHeader
PR ¥dexFileParse}#frdexfile, DexHeader 3 fth 35 > DexHeader
DexFile${if 45
Dot lle i classDefsOff
DexFile dataOff
phi¥tdexCreateClassLookup pOptHeader DexStringlds
Srffrdexftileds B R, I pHeader DexTypelds
HagHash% pStringlds DexProtolds
pr. pTypelds DexFieldlds
T ST pFieldlds DexMethodlds
classDescriptorHash pMethodlds Tasslin
Table classDescriptorOffset pProtolds aecesdblugs
classDefOffset pClassDefs supereclassldx DexClassDef
pLinkData interfaceOff
Table... sourceFileldx
pClassLookup annotationsOff
baseAddr classDataOff
staticValues _J
DexClassDef
Data

E10-1 Dexfile HIXHHER
H JefEXXAF Object.h H 7] LLF B 40 T XF 454494k Object B s

typedef struct Object {
/* ptr to class object */
ClassObject* clazz;
/*
* A word containing either a "thin" lock or a "fat" monitor. See
* the comments in Sync.c for a description of its layout.
*/
u4 lock;
} Object;

BT Z5 4K Object 5E L T HARKLI, XEHFWTFHANLE.

Q lock: XK. Obejet Xt HIBISLIL, Bl notify wait HIALHE,

Q clazz: REHKIRE, SEAFELEMENE, XEHTHRETE L.
THaBEZ M E X

struct DataObject {
Object obj; /* MUST be first item */

/* variable #of u4 slots; u8 uses 2 slots */
u4 instanceData[l];
i
struct StringObject {
Object obj; /* MUST be first item */
/* variable #of ud4 slots; u8 uses 2 slots */
ud4 instanceData[l];

bi

A A% BB #428 () — 18] StringObject, HEIX NS5 )4 & I /5 & F i IR T
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struct StringObject {
/* ptr to class object */
ClassObject* clazz;
/*
* A word containing either a "thin" lock or a "fat" monitor. See
* the comments in Sync.c for a description of its layout.
*/
ud lock;

/* variable #of u4 slots; u8 uses 2 slots */
ud instanceData[l];

}i
BRI, AEfAIXT R N AF G H A 3 — 1T #F 2 Object S5k, X MEMEE &
& —7* ClassObejct, 3-SR lock. &I CHHHHETT, XELMER L4 Object S5 A{E
A, BHFEMEENFTHEER “NSR” KTheE, ENATLI3RE|—4~ (ClassObject), AJLAH—
A (lock)s

StringObject A& String FHE1TE EFIBIEXT R, ArrayObejet 254 AH I H B .

10.5.2 ClassObject——Class ZEMNFHEHRMER

7E Dalvik VM 1, HHE#E 45 ClassObject A A BMNBAIEE . FEINBLE, TREEANFT
alloc JUANX I, 43 HIFFHX directMethods. virtualMethods. sfields. ifields. X£{5 B &M dex T
IR X LU, B /e EEE Class FITELA(E B, MH3RE directMethod. virtualMethod. sfield.
ifield £HE L, AREHIXHN. FHFEZER, 7F ClassObject £ H 4444 super I TR, Bt
super Ji% i 7] LL¥E [ B HIEE K.

10.5.3 f0#k Class 34 AR ClassObject 898k %%

FEVHR SE INBBER SN IR G, £ T RFF 4R 5 5t # T AF #) B 4 findClassNolnit(). #E
IREL Class R3IH, 24 REARE M PR XHRMEREITOE. £ grund.sh il
Wt A EE Dalvik VM BT & U A SO, nREA IESR], Dalvik ZE/E s B H RS RES
BH:

export

BOOTCLASSPATH=$bootpath/core.jar:$bootpath/ext.jar:$bootpath/framework.jar: $bootpath/android.
police.jar

M % LoadClassFromDex()£: JG i H Class ffI A %# (M ClassDataoff &), /57 AlNE
directMethod. virtualMethod- ifield F1 sfield.

ATIERME, ENRETFEGHEAER, UELEMERAAE. A5, mREERIES
fERIRF R SR8, Bl E#H gDvm.loadedClasses iX 4~ Hash #R . MR — N TFRTE
WHEER R, EURELMBELT, ARNIEEESMEEEREE.

BT KA GDB ik, #EHH findClassNolnit()&b X B i/ (7 GDB T EHMA “b
findClassNolInit”). 7E GDB 75 L JLIRPAT “c” 1 “bt”, WK ATRESHIAMTER, &
B w] DAE F7E oR B0 B A% _E AT A2 YK FE 3 findClassNolnit()eR % :

(gdb) bt

#0 findClassNolInit (descriptor=0xfefd4c7f4 "?22222?%", loader=0x0, pDvmDex=0x0)
at dalvik/vm/oo/Class.c:1373

#1 0xf6fcdd53 in dvmFindClassNoInit (descriptor=0xf5046a63 "Ljava/lang/Object;", loader=0x0)
at dalvik/vm/oo/Class.c:1194

#2 0xf6fc6clOa in dvmResolveClass (referrer=0xf5837400, classIdx=290,
fromUnverifiedConstant=false) at dalvik/vm/oo/Resolve.c:94

#3 0xf6fc3476 in dvmLinkClass (clazz=0xf5837400, classesResolved=false)
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#4 O0Oxf6fclb67 in findClassNoInit (descriptor=0xf6ff0dfé "Ljava/lang/Class;", loader=0x0,

at dalvik/vm/oo/Class.c:2537
pDvmDex=0xa04c720) at dalvik/vm/co/Class.c:1489

10.5.4 MEFBEAREEH
FESCHF class.c () 2 575 TR B Wi &, RESMFEFE AL, THEHEZ cazz FHA:

(gdb) p clazz->super->descriptor

$6 = 0xf5046a63 "Ljava/lang/Object;"
(gdb) p clazz->descriptor

$7 = 0x£5046121 "Ljava/lang/Class;"

SRJGE SeAE R H findClassNolnitOFTEAL B W E W R, REBITRFHF/FEFE T AL:

(gdb) b findClassNoInit
Breakpoint 2 at 0xfé6fcl3e0: file dalvik/vm/oo/Class.c, line 1373.
(gdb) c
Continuing.

SER AT AR A RS — M InERE) Class:

(gdb) bt
#0 findClassNoInit (descriptor=0x0, loader=0x0, pDvmDex=0x0) at dalvik/vm/oo/Class.c:1373
#1 Oxf6fc32al in dvmLinkClass (clazz=0xf5837350, classesResolved=false)
at dalvik/vm/oo/Class.c:2491
#2 0xf6fclb67 in findClassNoInit (descriptor=0xf6fflded "Ljava/lang/Thread;", loader=0x0,
pDvmDex=0xa04c720) at dalvik/vm/oo/Class.c:1489
#3 0xf6£92692 in dvmThreadObjStartup () at dalvik/vm/Thread.c:328

at dalvik/vm/Init.c:1155

#5 O0xf6f8b8e3 in JINI _CreateJavaVM (p_vm=0xf6ff0df6, p_env=0xf6ff0df6, vm args=0xfef4d0b0)
at dalvik/vm/Jni.c:4198

#6 0x08048893 in main (argc=3, argv=0xfefd4dl68) at dalvik/dalvikvm/Main.c:212

BH b3 BR 20 R B U PT 43 SR AR S B SR ) AR AR IR 2
@ main;

@ INI_CreateJavaVM;

® dvmStartup;

@ dvmThreadObjStartup;

® dvmFindSystemClassNolnit;

® findClassNolnit.

£ FiR AR+ %A dvmFindSystemClassNolnit, &K A% 1284 HAEA inline LT, FH
GDB & A #|# dvmFindSystemClassNolnit )42 . {H2 A ZE# O, 7 LU [E 3 ik & F 5

dvmFindSystemClassNolnit.

10.5.5 MEAFEXH

TEIEA PR, S%mE—A Class, #RJFIXA™ Class Z 3T P ECHHMER, X
A Class X £5i#id INI 195 R A findClassNolnit. B A1 FE AT M B AR E K

fl, EEWUSHEREOARRER. ARATEERRE, UASEEANA.

#4 0xf6f800e6 in dvmStartup (argc=2, argv=0xa041190, ignoreUnrecognized=false, pEnv=0xa0411a0)



#1178 DEX UPFivR

DEX ({44 Android “F& E—Fal$AT XA H2KRY . "TEUERA Android T T A (aapt) ¥
DEX . BIECH LA & AndroidManifest.xml SCfF (Z##ilig ) HER— R ARFE (APK).
Sz FARE P 0] LARE R AR BIFAL BIBAT . ZEARERIAE T, HIEH PR Android RS+ DEX U1
AR, AELE B NAR G AR E I FER.

fE Android R4H, B NMAEBITE— Dalvik VM EFI 8B, W8 — N ERNILHIER 2
—/NSLRERR . BN EREE] . AFSEAMEE LR Mutex FH2KBKERIERS
TS

fE Android R4, B KNFTARNHRLEERM M —A Linux 272, FrCAERIALAT BLE £ oK
R RGN ARRAENEENS . ARMNBEASRFERZSREZT, XA ERIER M
FA#RAE FIAS[F B Linux F P RIZAT, 7T AR KFE B H IR B2 IR &2 A FSTIE 4T .

Zygote #—NEMVLERE, FEEHE—EUIELFKFILE, BIRAERMIIT 1
Android MHA#EF, Zygote B2 FORK (f4L) H—MNFRHARERPITZNAHERF . XM
BM5N: Zygote HIERERGBIIM ER, ERTREMIKVIENL . FERME. MERE
RN AAIGE N FIRAE, TERZTE—NH BN FI T

Zygote MIIRHIH &, RIGEHBH—NREG. A4, ST —HHERMREGE, Fid BN
EHIEHM Zygote FILE—RAFXIK, KKHE T HFFHH. Android TR Dalvik EHIHL
Android FLF B F IR 218 5 & Java iE 5, M JavaSE —#F, 4siFfT{E A Oracle DK % Java J§
B mIE AR HER] Java F RS SCHF (class SCHF).

1M G385 TR # M DX A B F 1989 S 5 i Android DEX U (classes. DEX)D. #)aff
F Android TR TR (aapt) ¥ DEX X4, BE¥§ 304 LA K AndroidManifest.xml 3Cf4 ( Z#Ei#g 2)
HER—NMNAREFA (APK). MAREFET U EAARFI LET.

BRE—1 %N “testjava” [ Java X, HABBUW T Frs:

‘ class test{

public static void main(String[] argc){
System.out.println("test!");
}
)

i dr 4 W] LAS 3] DEX 3Xf4.
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F11E DEXXMHFR

$ javac test.java

$ hexdump test.DEX

0000000 6564 0a78
0000010 fb3e d5£f3
0000020 02d8 0000
0000030 0000 0000
0000040 0007 0000
0000050 0001 0000
0000060 0001 0000
0000070 0176 0000
0000080 01bd 0000
0000090 01e0 0000
00000a0 0209 0000
0000000 0003 0000
00000c0O 0008 0000
0000040 0007 0000
00000e0 0005 0000
00000£0 0000 0001
0000100 0004 0000

0000120 000d 0000
0000130 0001 0001
0000140 1070 0001
0000150 0220 0000
0000160 206e 0000
0000170 0001 0000
0000180 616a 6176
0000190 6165 3bé6d
00001a0 4f2f 6a62
00001b0 6l6c 676e
00001cO 7661 2f61
00001d0 0600 744c
00001e0 5bl3 6adc
00001£0 6e69 3b67
0000200 7007 6972
0000210 7409 7365
0000220 0103 0700
0000230 0102 c809
0000240 0001 0000
0000250 0070 0000
0000260 0003 0000
0000270 0001 0000
0000280 00f0 0000
0000290 2001 0000
00002a0 0002 0000
000020 0176 0000
00002c0 2000 0000
00002d0 0001 0000
0000248

DEX (4% test DEX HIA &0 F Fias:

$ dx --DEX --output=test.DEX test.class

3330 0035 5ebd 4f7a 94e6 65f0
el85 dd62 fce7 cB87 aTec 5329

0070
0238
00a8
00e8
0110
017e
01d1
01£5
0210
0004
0006
0005
0170
000b
0000

0000
0001
0000
0008
0010
0006
692f
1200
6365
532f
616¢c
7365
7661
0400
T46e
2e74
780e
0002
0000
0002
0003
00e8
0006
0002
0168
2003
0001
0238

0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

0000
0000
000e
0000
000e
3c06
2f6f
6adc
3b74
7274
676e
3b74
2f61
616d
6ebec
61l6a
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000
0000

5678
000e
0003
0004
0la8

1234
0000
0000
0000
0000

0000 0000
0070 0000
00c4 0000
00£0 0000
0130 0000

0195 0000 01a% 0000

01d9 0000
01fb 0000

0001 0000

0005 0000
0005 0000
0168 0000
0003 0000

0ldc 0000
0200 0000

0002 0000

0006 0000
0000 0000
0007 0000
000a 0000

0001 0000 0000 0000
0004 0002 0009 0000

7661 2f61

1200 6adc

6e69 3b67

532f 7379
0100 0056
616c 676e
6e69 0300
0500 6574
6176 0100
0200 0200

000d 0000

0001 0000
0007 0000
00c4 0000
0005 0000
0001 0000

0130 0000

2002 0000
0002 0000
0227 0000

0000110 0004 0000 0000 0000 0001 0000 0000 0000
0227 0000
021b 0000
0003 0001
0062 0000
0001 0000
6e69 7469
7250 6e69

0000 0000
0004 0000
0002 0000
01la 000c
0002 0000
003e 4cl5
5374 7274
6léc 676e
7661 2f6l
1200 6adc
6574 3bé6d
5602 004c
532f 7274
756£ 0074
7473 0021
0700 000e
8080 b004

0000 0000

000e 0000
00a8 0000
0004 0000
0004 0000
0110 0000
1001 0000
000e 0000
021b 0000
1000 0000

T RIFIR I HTIXA™ DEX SR R A .

11.2.1 map_list

map_list #IE LM T 11-1 Fiw.

F 111

map_list #iBEH

]

S

# R

size

uint

list

map_item([size]

3 —T0A map_list IR/, A map_item FIZEH NN 11-2 Fiw.



11.2  DEX X#RIER
x 11-2 map_item B94544
& ¥ # R
type ushort
unused ushort
size uint
offset uint
type FIME IR 11-3 Fi7N.
#11-3 type KY{E
Item 2% ¥ B {1 Item B9K/]\/Byte
header_item TYPE_HEADER_ITEM 0x0000 0x70
string_id_item TYPE_STRING_ID_ITEM 0x0001 0x04
type_id_item TYPE_TYPE_ID_ITEM 0x0002 0x04
proto_id_item TYPE_PROTO_ID_ITEM 0x0003 0x0c
field_id_item TYPE_FIELD_ID_ITEM 0x0004 0x08
method_id_item TYPE_METHOD _ID_ITEM 0x0005 0x08
class_def_item TYPE_CLASS_DEF_ITEM 0x0006 0x20
map_list TYPE_MAP_LIST 0x1000 4 + (item.size X 12)
type_list TYPE_TYPE_LIST 0x1001 4 + (item.size X 2)
annotation_set_ref  list TYPE_ANNOTATION_SET_REF_LIST 0x1002 4 + (item.size X 4)
annotation_set_item TYPE_ANNOTATION_SET_ITEM 0x1003 4 + (item.size X 4)
class_data_item TYPE_CLASS_DATA_ITEM 0x2000 implicit; must parse
code_item TYPE_CODE_ITEM 0x2001 implicit; must parse
string_data_item TYPE_STRING_DATA_ITEM 0x2002 implicit; must parse
debug_info_item TYPE_DEBUG_INFO_ITEM 0x2003 implicit; must parse
annotation_item TYPE_ANNOTATION_ITEM 0x2004 implicit; must parse
encoded_array_item TYPE_ENCODED_ARRAY_ITEM 0x2005 implicit; must parse
annotations_directory_item ,}:E&E‘ANNOTATI ONS DIRECTORY. I 0x2006 implicit; must parse

IXA™ map_list & 13 4> map_item, EAR{HBHINE 11-4 Fios.

F 114 13 4 map_item
=1 *x B K w B

0x0000 header_item 0x1 0x0

0x0001 string_id_item Oxe 0x70
0x0002 type_id_item 0x7 0xa8
0x0003 proto_id_item 0x3 Oxc4
0x0004 field_id_item 0x1 0Oxe8
0x0005 method_id_item 0x4 0xf0
0x0006 class_def item 0x1 0x110
0x2001 code_item 0x2 0x130




2118 DEX XHEM®

gx
i< E A " B
0x1001 type_list 0x2 0x168
0x2002 string_data_item Oxe 0x176
0x2003 debug_info_item 0x2 0x21b
0x2000 class_data_item 0Ox1 0x227
0x1000 map_list 0x1 0x238

HIEFTUE Y, FF I size F1 offset F1 header item A —2K.

11.2.2 string_id_item

TERTTHH) test DEX X, EILE=1T+H “0070 0000” 73t string id %R #IHL B A 0x70,
I =1THI “000e 0000” 73 string id FIF& " string_id_item K% E A Oxe. string id KA
string_id_item, HA&RBEHWMEK 11-5 Fin.

* 115 iR

Name Format

string_data_off uint

string_data_off $5[A] string FI%(#E, string FIEHE RSN string_data_item, FAE0iE 8 W0
£ 11-6 Fizn.

% 11-6 ik
Name Format
utf16_size uleb128
data ubyte[]

4/ LEB128 1 1 3| 5s NEHAR, FIAFTHHESRH —BRE-IN2ME. BTRE—AF
THEREREAAN 0, HALKIR 1, B FE 7 ACAERAR, B - NF1H 7 6 L. FRS LEB128
MRS mREF AR AR REMRE. WA 11-1 Fir.

11-1  LEB128 ¥Rk a

MBERAHFEH LEB128, S BRT bit13. W& 11-7 s, ulebl28pl HME 1 #xA

uleb128.
*z 17 LEB128 &Y% &
Encoded Sequence As sleb128 As uleb128 As uleb128p1
0 0 0 -1
1 1 1 0
7f -1 127 126
80 7f —128 16256 16255

MIZHEE) 0x70 18 HH string id BIFIR T, 3£F 14 4 string_id_item.
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0176 0000 017e 0000 0195 0000 01a9 0000
01lbd 0000 01d1 0000 01d9 0000 O0ldc 0000
01le0 0000 01£f5 0000 01fb 0000 0200 0000
0209 0000 0210 0000

Bilan.
(1) String Data 7E 0x176 &b, FTLAMSCHHE) 0x176 B E|LL T EHE, Bl 0 4RE.

| 3c06 6e69 7469 003e

FeEEEEE — N1 N 0x06, 181 String Data (K% 4 6, FTLA String Data (] ASCII #2754 :
3¢ 69 6e 69 74 3¢ 13%F]: <init>.
(2) String Data £ 0x17e &b, BJELMSCHH) 0x17e 33| LA F83E, LL OS5 E.

| 4cl5 616a 6176 692f 2f6f 7250 6e69 5374 7274 6165 3bed 12 00

FeEBUE— N F 18 0x15, 134K String Data FHCEA 21, FLA String Data ] ASCI #3731 4

4c 6a 61 76 61 2f 69 6 2f 50 72 69 6e 74 53 74 72 65 61 6d 3b 18%(: Ljava/io/PrintStream, ALk
HKHE, WTLAS R HAh String Data.

(3) 6adc 7661 2f61 616¢ 676e 4£2f 6262 6365 3b74 73%|: Ljava/lang/Object.

(4) 6adc 7661 2f61 616¢ 676e 532f 7274 6e69 3b67 5%: Ljava/lang/String.

(5) 6adc 7661 2f61 616¢ 676e 532f 7379 6574 3b6d 15 F|: Ljava/lang/System.

(6) 744c 7365 3b74 183: Ltest.

(7) 56 15%]: V.

(8) 564c B%F|: VL.

(9) 5b 6adc 7661 2f61 616¢ 676e 532f 7274 6e69 3b67 15 %: Ljava/lang/String.

(10) 616d 669 f3%|: main.

(11) 756f 74 18%]: out.

(12) 70 6972 746e 6e6¢c 73 5]: println.

(13) 6574 7473 21 18%1: test!

(14) 747365 274 616a 6176 13%|: testjava.

BRI B SE B T 1ibDEX\Leb1211.h o, 40 R KR BT 7R

DEX_INLINE int readUnsignedLebl28(const ul** pStream) {
const ul* ptr = *pStream;
int result = *(ptr++);

if (result > 0x7f) { //WREF-NFIHRELR 1
int cur = *(ptr++); //IEME_ANFEY
//SRERE—NFVH 7 EEAAFHH 7 L
result = (result & 0x7f) | ((cur & 0x7f) << 7);
if (cur > 0x7f) { //WRBENFINESNUE 1
cur = *(ptr++); //IEERMB=ZAEH
result |= (cur & 0x7f) << 14;//HFMENERE=FTIN 7
if (cur > 0x7f) {//WRBE=ANFHNESHE 1
cur = *(ptr++);
result |= (cur & O0x7f) << 21;//%B0{EM SR FHM 7 M
if (cur > 0x7f) {//WRBONMFFHESHE 1
/*
* Note: We don't check to see if cur is out of
* range here, meaning we tolerate garbage in the
* high four-order bits.
*/
cur = *(ptrt++);

result |= cur << 28;//SFMEMLEERNMFTHEN T
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}

*pStream = ptr;
return result;

}

/&

« FREFSH, FSUBRRTREFFTNERAEREM, »>RIFSH
*/

DEX_INLINE int readSignedLebl28(const ul** pStream) {

const ul* ptr = *pStream;
int result = *(ptr++);

if (result <= 0x7f) |

result = (result << 25) >> 25;
} else {
int cur = *(ptr++);
result = (result & 0x7f) | ((cur & 0x7f) << 7);
if (cur <= 0x7f) ({
result = (result << 18) >> 18;
} else {
cur = *(ptr++);
result |= (cur & 0x7f) << 14;

if (cur <= 0x7f) {
result = (result << 11) >> 11;

} else {

cur = * (ptr++);

result |= (cur & 0x7f) << 21;

if (cur <= 0x7f) {
result = (result << 4) >> 4;

} else {
/*
* Note: We don't check to see if cur is out of
* range here, meaning we tolerate garbage in the
* high four-order bits.
L7
cur = *(ptr++);
result |= cur << 28;

}
}
*pStream = ptr;
return result;
}
/*
* ERHFWEEFSH Leb128
*/
int readAndVerifyUnsignedLebl28 (const ul** pStream, const ul* limit,
bool* okay);

/*
* ERHRIEEHSH Lebl28
*
/
int readAndVerifySignedLebl28 (const ul** pStream, const ul* limit, bool* okay):
/*
* EALHSH Lebl28
L4
DEX_INLINE ul* writeUnsignedLebl28(ul* ptr, u4 data)
{
while (true) {
ul out = data & Ox7f;
if (out != data) {
*ptr++ = out | 0x80;

data >>= 7;

} else {
*ptr++ = out;
break;
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return ptr;
}
/*
* R+
*/
DEX_INLINE int unsignedLebl28Size (u4 data)
{
int count = 0;

do {
data >>= 7;
count++;

} while (data != 0);

return count;

B X “libDEX\DEXFile.h” 1 “libDEX\DEXFile.c”, .DEX 3C{4 £ # 8t 5} F| DEXMapList,
e SR ARES I B s

typedef struct DEXMapList {

ud size; /* #of entries in list */
DEXMapltem list[1]; /* entries */
} DEXMapList;

size &7~ map_list 1K/, BI% E#(; DEXMapltem &#iERFEAKEH, HE XA WT
7R

typedef struct DEXMapItem {

u2 type; /* type code (see kDEXType* above) */
u2 unused;
ud size; /* count of items of the indicated type */
ud4 offset; /* file offset to the start of data */
} DEXMapltem;

TI7E4514 1k DEXHeader Hr 76l 1 &M EUERA ST mEE BEE 2, HoE RS T Hrs:

typedef struct DEXHeader ({

ul magic[8]: /* includes version number */

u4 checksum; /* adler32 checksum */

ul signature[kSHAlDigestLen]; /* SHA-1 hash */

u4 fileSize; /* length of entire file */

ud4 headerSize; /* offset to start of next section */

ud4 endianTag;
u4 linkSize;
ud 1linkOff;
u4 mapOff;
ud4 stringIdsSize;
ud stringIdsOff;
ud4 typeldsSize;
ud typeldsOff;
ud protoldsSize;
ud protoldsOff;
ud4 fieldIdsSize;
ud fieldIdsOff;
u4 methodIdsSize;
u4 methodIdsOff;
ud classDefsSize;
u4 classDefsOff;
u4 dataSize;
ud dataOff;

} DEXHeader;

11.2.3 type_ id_item
B 5 1T “00a8 0000” /3 Hi type id FIRHIALE A 0xa8, 55 54THI “0007 0000” 5 ! type
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id 712 9 type_id_item [FIXUE N 0x7. type id HIZ5H N type_id_item, #1% 11-8 FiiR.
% 11-8 type_id_item
& ¥ # 0 R
descriptor_idx uint
descriptor_idx A String id 3R HIE5, &5l A:

| 0001 0000 0002 0000 0003 0000 0004 0000 0005 0000 0006 0000 0008 0000

K IXAKFE : Ljava/io/PrintStream. Ljava/lang/Object. Ljava/lang/String. Ljava/lang/System- Ltest.

V [Ljava/lang/String.

Type_id_list 5| W% 11-9 fix.

* 119 Type_id_list 513
0 Ljava/io/PrintStream;
1 Ljava/lang/Object;
2 Ljava/lang/String;
3 Ljava/lang/System;
4 Ltest;
5 v
6 [Ljava/lang/String;

11.2.4 proto id_item

H1%5 5 1719004 0000”42t prototype id 5 942 B 2 Oxcd, 55 5 {7HI0003 0000”4t prototype
id 717+ proto_id_item FI%E A 0x3. prototype id IZ5HIN proto_id item, HIFE 11-10 FizR.

%= 11-10 proto_id_item
& F 7 R
shorty_idx uint
return_type_idx uint
parameters_off uint

shorty_idx 4y String Id & 15|, return_type idx A Type Id 5% 1% 5|, parameters off 5
[ type list. type list Z5#415% 11-11 FfiR.

= 1-1 type_list 544
Name Format
size uint
list type_item[size]
type_item ZH#IIIE 11-12 iR
% 11-12 type_item Z5#
Name Format
type_idx ushort

type_idx A type id SR K&K 5] .
MICH-B) 0xcd 73 3| prototype id FIR M T, FLHUITF 3 4> proto_id_item.
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(1) 0006 0000 0005 0000 0000 0000

string_id_list[0x6]fX& V, iR [FIZEH type id_list{0xS1fXFE V., E&HESH.

(2) 0007 0000 0005 0000 0168 0000

string_id_listf0x7{XE VL, &EIZEM type id list{oxS|NE V, SHM 0x168 L HIE N: 0001
0000 0002, 5|4 0x2, type id_list{0x2]4X# Ljava/lang/String;.

(3) 0007 0000 0005 0000 0170 0000

string_id_list{0x7]f4#& VL, R[EIZEA type id list[0x5]48% V., SHM 0x170 & HIE K: 0001
0000 0006, &34 0x6, type id list[0x6]87%[Ljava/lang/String;.

11.2.5 leld_id_item

HE 6 1THI “00e8 0000” 5 field id | FKIF7 B A 0xe8, HIZE 6 17HI “0001 0000” 4t field
id 72 H field id item FI¥E N 0x1. Field id 45 #IH field id item, FE 11-13 iR,

#* 1113 field_id_item
Name Format
class_idx ushort
type_idx ushort
name_idx uint

Q class_idx: RAKMER, BHZFBRTERZ.
Q type idx: FRHFEREIAR.

QO name_idx: AL TFEIILT.

ML) 0xe8 R EIINTF filed id %K.

I 0003 0000 000a 0000

LA, 356 1/ field_id_item. X FBFTEHIZAN: Ljava/lang/System;, M7 B HIZKELR .
Ljava/io/PrintStream;, MFERMEFH: out.

11.2.6 method id item

H 2 6 177 “00f0 0000” 78 method id %R KL E A 0xf0, 2 6 47 “0004 000” 4t method id
%2 method_id_item FI¥E A 0x4. Method id H145¥9°4 method_id_item, N 11-14 fix.

#1114 method_id_item
£ = B R
class_idx ushort
proto_idx ushort
name_idx uint

Q class_idx: RARKMAER, BEFERBERIE.

Q proto_idx: R EREE.

QO name idx: R ES T

MR 0xf0 15 F| method id FIR W T, £ 4 4 method id_item.

0O 0000 0001 000b 0000 2¥: Ljava/io/PrintStream;, JR&: VL, %5 A4: println.
0 0001 0000 0000 0000 2§: Ljava/lang/Object;, FRAL: V, &ZFH: <init>.
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Q 0004 0000 0000 0000 28: Ljava/lang/System;, JRZ%: V, #ZFA: <init>.

QO 0004 0002 0009 0000 2£: Ljava/lang/System;, J&EZ%!: VL, %% HN: main.

11.2.7 class def item

HE 717TH “0110 0000” 8 H class definitions 51 R HIAZ B 4 0x110, 28 7 47HT “0001 0000”
& class definitions 51|35 class def item FIEUE A 0x1. class definitions 45 #)°H class def item,
m#k 11-15 .

#* 11-15 class_def _item
& F w R
class_idx uint
access_flags uint
superclass_idx uint
interfaces_off uint
source_file_idx uint
annotations_off uint
class_data_off uint
static_values_off uint
Q class_idx: RAFEAIZER: Ltest.
QO access_flags: R HALIR.
Q superclass_idx: FRJK: Ljava/lang/Object.
Q interfaces off: XK A .
Q source file idx: FT X4 testjava.
O annotations off: XREAFFE.
Q class_data off: F/~TE[A class data item.
Q static_values off: #REH L.
class_data_item 1% 11-16 A7~
Fz 11-16 class_data_item
% F B =R
static_fields_size uleb128
instance_fields_size uleb128
direct_methods_size uleb128
virtual_methods_size uleb128

static_fields

encoded_field[static_fields_size]

instance_fields

encoded_field[instance_fields_size]

direct_methods

encoded_method[direct_methods_size]

virtual_methods

encoded_method[virtual_methods_size]

SO 0x227 AbCA class data item Z544. M 0x227 &b BRI FETFN:

00 00 02 00 02 80 80 04 b0 02 01 09 c8 02 00 00 00

Q static fields_size 4 0;
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O instance fields size 4 0;
O direct methods_size N 2;
Q virtual methods size 4 0;

ERNEIPEAN N0, BTBA T —MNEF B R direct_methods, encoded_method F1 encoded_field

HLHImTF, B4 direct_method () E &I TR

(1) 02808004 b0 02.

method_idx_diff: A 0x2 <init>.

access_flags: A 0x10000 (80 80 04), X3 constructor method.
code_off: A 0x130 (b0 02) , #&[\ code_item.

M 0x130 f#HT code_item #1F:

registers_size 0x1
ins_size 0x1
outs_size 0x1
tries_size 0
debug_info_off 0x21b
insns_size 0x4

insns ushort [insns_size] 1070 0001 0000 000e

Q 0x70 ] opcode 4: invoke-direct.
HgrmT.

invoke-direct {vD, VvE, vF, vG, vA}, meth@CCCC
B: argument word count (4 bits)

C: method inDEX (16 bits)

D..G, A: argument registers (4 bits each)

ST

B|A|op CCCC GI|F|E|D [B=5] op {vD, VE, VF, vG, vA}, meth@CCCC

(B=5] op {vD, vE, vF, vG, vA}, type@CCCC

[B=4] op (vD, VvE, vF, vG}, kind@CCCC

[B=3] op {vD, vE, vF}, kind@CCCC

[B=2] op {vD, vE}, kind@CCCC

[B=1] op {vD}, kind@CCCC

[B=0] op {}, kind@CCCC
HF B=1, D=0, CCCC=0x0001, *} /%[ method A Ljava/lang/Object;I<init>,
O 0x0e [ opcode A return-void.
Lt RS, BEMTHES.

|0000: invoke-direct {v0}, Ljava/lang/Object;.<init>:()V // method@0001
|10003: return-void

(2) 0109 c802.

method_idx_diff: 79 0x1, <init>.

access_flags: A 0x9 (0x8 and 0x1), f{F static and public
code_off: A 0x148 (c8 02), #E[[ code_item.

M 0x148 f#EHT code item W F .

registers_size 0x3
ins_size 0x1
outs_size 0x2
tries_size 0
debug_info_off 0x220
insns_size 0x8

insns ushort[insns_size] 0062 0000 01la 000c 206e 0000 0010 000e

O 0x62 ] opcode A sget-object.

BpaiE 77
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HgsmF

sget-object vAA, field@BBBB
A: value register or pair; may be source or dest (8 bits)
B: static field reference inDEX (16 bits)

P ik L

| Aalop BBBB

HT AA=0, BBBB=0x0000, FEA out.
O o0xla ffJ opcode A const-string.
HERWTF.

const-string vAA, string@BBBB
A: destination register (8 bits)
B: string inDEX

BAIWT

| AAlop BBBB

T AA=1, BBBB=0x000c, XfRIHJFHEA: test!
O 0x6e ff] opcode A: invoke-virtual.
HA& A A4 47 [F invoke-direct.

B|Alop CCCC G|F|E|D [B=5] op {vD, VE, vF, vG, VvA}, meth@CCCC
[B=5] op {vD, VE, vF, vG, VA}, type@CCCC

[B=4] op {vD, VE, vF, vG}, kind@CCCC

[B=3] op {vD, vE, vF}, kind@CCCC

[B=2] op {vD, VE}, kind@CCCC

[B=1] op {vD}, kind@CCCC

[B=0] op {}, kind@CCCC

iXH B=2, A=0, E=1, D=0, CCCC=0x0000, J/7¥&A “Ljava/io/PrintStream;” [¥] println.
O 0x0e /] opcode A return-void.
2t LR, BERBLAWT.

sget-object v0, Ljava/lang/System;.out:Ljava/io/PrintStream; // field@0000

const-string vl, "test!" // string@000c

invoke-virtual {v0, vl}, Ljava/io/PrintStream;.println:(Ljava/lang/String;)V // method@0000
return-void

& 1117 encoded_method
& *F B R
method_idx_diff ulebl128
access_flags uleb128
code_off uleb128
#* 11-18 encoded_field
Name Format
field_idx_diff uleb128
access_flags uleb128
* 1119 code_item
Name Format
registers_size ushort
ins_size ushort

296



11.3 DEX Xf44&#

gk
Name Format
outs_size ushort
tries_size ushort
debug_info_off uint
insns_size uint
insns ushort[insns_size]
padding ushort (optional) = 0
tries try_item[tries_size] (optional)
handlers encoded_catch_handler_list (optional)

a5, SRl = T S e =
m i

£ Android &%+, DEX X fF &7l LA\E#7F Dalvik VM Fhn#iE47 3. @it ADT fiE
ZIGRFEALESE, W LAE Java VRACEREE# 9 DEX CfF. BRAXA RIS R EH ARKITR? N
f+2 Android AEBAEH class XAF, TRARZANAR—HHR? LB HRARRARALE
%3, Dalvik ERWLATE SR RIREEN Java BRINIE SIS, MR TESHMERN —EKL
. MRHACHHRZFERY, TTUASEMR class XHF, EHEAER DEX Xff. DEX XA T
RELLR. BERFRE, FERNERLEDN, SBITAEBHERE. EAREE, Dalvik if 2%
TEFAHRPEDNN — DL EERTHARS, BIEHUHE DEX XS EEA AR,

11.3.1 Xk ( File Header )

DEX Xk EBAERKA AR M S M KBS S, Uk RIE Mg 11-20
B

#F 11-20 XK HY
FEEAM RBE | KE R
magic 0x0 8 ‘Magic'{ti, BIE¥FE, #AW DEX/M035/0”, HAH) 035 RREMHIRAE
checksum 0x8 4 BES
signature 0xC 20 SHA-1 %4
file_size 0x20 4 DEX SCAFH) A

header_size 0x24 4 ALK, 009 MiA=0x5C,035 R A=0x70
FRRF IR B B BRI X A E B LA O R BB T IR, hats

endian_tag 0x28 4 15 F=0x78563412
link_size 0x2C 4 EERAN, WA BB RBEERE
link_off 0x30 4 EREBREITRME, WA RERE. mEEERNAIN0, XEHEO
map_off 0x34 4 map £ #E A ik
string_ids_size 0x38 4 FREF IR Z B
string_ids_off | 0x3C 4 PR YRR S
type_ids_size 0x40 4 KT R BRI
type_ids_off 0x44 4 KAIF| R HE bt
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E11¥FE DEX X%

gx
FEREWN RBE | KE R
proto_ids_size 0x48 4 FERF|R B REAH
proto_ids_off 0x4C 4 JREF R H b
field_ids_size 0x50 4 FRIIRBEFRM
field_ids_off 0x54 4 FRIIFE M
method_ids_size | 0x58 4 TiEFIRE T ENE
method_ids_off | 0x5C 4 TriEF| R I
class_defs_size 0x60 4 K NEFR PN
class_defs_off 0x64 4 e U H R EHAE
data_size 0x68 4 BARBLOK AN, ABALA 4 FHRFF
data_off 0x6C 4 B B b

1132 BEFR

BH B, FEBL DEX XHMRRF, BEH4ANMFY, EEWKERER “DEX\n”,
EREAEXERARIRR DEX XK, HinE— /XU DEX AEEE, [ULHASHIAA
& Davlik EHWLETHISUE, EEHWHX 4 N7 . 75 Davlik BN BHERILK DEX, 2
BENFBRXGH, HERNAK DEX SR, BRIERER “dey\n” T. WIFX 4 HF1,
AT LR R A FI 26 R DEX ST .

FERTE “DEX\n” FHIMRRA TR, FEMAKRIAA DEX XHHMRAE. BRIXFNBRESA
“035\0”, LREBMMAIRE, HREAXMAES.

1133 KBREFH

FEARRENINFRIAGIGEE, FREERT E, FRAANBST, S#EEX
HEFREEHEHESE. BEARGERER S CBMWEIES CRC32. SHAI28 &, HIXEIFA
XKFHIXBAE, TiRH—MEBRRIREE, Wi Adler32, XEAEIE zlib BFEAMNEE, A
KRBT BM . ZEEH MarkAdler KB, HATERER CRC32 EAE, ATERTE — =
R, BER —MREFHRA, EERTARTERREN L CRC32 ZREZ . AT L Android &
g, wEHEEEMEEABHREFITHRILT .

THE&Z Adler32 HiEH C JERY, EETE Java P A[{#H java.util.zip.Adler32 K AR K H1E:
#define ZLIB_INTERNAL
$include "z1lib.h"
#define BASE 65521UL /* largest prime smaller than 65536 */

#define NMAX 5552
/*NMAX is the largest n such that 255n(n+l)/2 + (n+l) (BASE-1) <=2"32-1 */

#define DO1 (buf, i) {adler += (buf) [i]; sum2 += adler;}
$define DO2 (buf,i) DO1(buf,i); DOl (buf,i+l);

#define DO4 (buf,i) DO2(buf,i); DO2 (buf,i+2);

#define DO8 (buf,i) DO4 (buf,i); DO4 (buf,i+d);

#define DO16 (buf) DO8 (buf,0); DO8 (buf,8);

/*use NO_DIVIDE if your processor does not do division in hardware */
$ifdef NO_DIVIDE
#define MOD(a) \

do{ \
if(a >= (BASE << 16)) a -= (BASE << 16); \
if(a >= (BASE << 15)) a -= (BASE << 15); \
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-= (BASE
-= (BASE
-= (BASE
-= (BASE
-= (BASE
-= (BASE
-= (BASE
-= (BASE
-= (BASE
-= (BASE
-= (BASE
-= (BASE
= (BASE
-= (BASE

-= (BASE
-= (BASE
-= (BASE
-= (BASE

if(a >= (BASE << 14)) a
if(a >= (BASE << 13)) a
if(a >= (BASE << 12)) a
if(a >= (BASE << 11)) a
if(a »>= (BASE << 10)) a
if(a >= (BASE << 9)) a
if(a >= (BASE << 8)) a
if(a >= (BASE << 7)) a
if(a >= (BASE << 6)) a
if(a >= (BASE << 5)) a
if(a >= (BASE << 4)) a
if(a >= (BASE << 3)) a
if(a >= (BASE << 2)) a
if(a >= (BASE << 1)) a
if (a >= BASE) a -= BASE
Jwhile (0)

# define MOD4 (a) \

do{ \

if(a >= (BASE << 4)) a
if(a >= (BASE << 3)) a
if(a >= (BASE << 2)) a
if(a >= (BASE << 1)) a
if (a >= BASE) a -= BASE; \
}while (0)

felse

$define MOD(a) a %= BASE
#define MOD4 (a) a %= BASE
#endif

<<
<<
<<
<<
<<
<<
<<
<<
<<
<<
<<
<<
<<
<<

<<
<<
<<
<<

14); \
13); \
12); \
11);
10); \

9);
7 i

5);
4);
3):
2);
1):

4);
3):
2);
1);

P P i g B s

-

\

/i—

uLong ZEXPORT adler32 (adler, buf, len)
ulong adler;
const Bytef *buf;
ulnt len;

unsigned long sumZ;
unsigned n;

/*split Adler-32 into component sums */

sum2= (adler >> 16) & Oxffff;
adler&= Oxffff;

/*in case user likes doing a byte at a time, keep it fast */

if(len == 1) {
adler+= buf[0];
if (adler >= BASE)adler-= BASE;
sum2+= adler;
if (sum2 >= BASE) sum2-= BASE;
return adler| (sum2 << 16);

}

/*initial
if (buf ==

/*in case

if (len < 16) {

while(len--) {
adler+= *buf++;
sum2+= adler;

}

/*do length NMAX blocks -- requires just one modulo operation */
while (len >= NMAX)

}

if (adler >= BASE)
adler-= BASE;

MOD4 (sum2); /* only added so many BASE's */

return adler| (sum2 << 16);

len-= NMAX;

{

Adler-32 value (deferred check for len == 1 speed) */
Z_NULL) return 1L;

short lengths are provided, keep it somewhat fast */

*{
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n= NMAX/16; /* NMAX is divisible by 16 */

dof{
DOl6 (buf); /* 16 sums unrolled */
buf+= 16;

}while (--n);

MOD (adler) ;

MOD (sum2) ;

}

/*do remaining bytes (less than NMAX, still just one modulo) */
if(len) {
/* avoid modulos if none remaining */
while(len >= 16) {
len-= 16;
DO16 (buf) ;
buf+= 16;
}
while (len--) {
adler+= *buf++;
sum2+= adler;
}
MOD (adler) ;
MOD (sum2) ;
}
/*return recombined sums */
return adler| (sum2 << 16);
}

11.3.4 SHA-1 E&F&

£ DEX X8, WHECEE THA N4 FHHRRFRIBT, IMt4AEH SHA-1 L7
BWR? IHAREREL TH? FEH DEX XH—RBARMRAD, BEMNARFHEEG/LTTF
W, XAZHRER A 4 FEHORKN, ESMNNELRARN, BRI XHENEEEXR
T, ERBATMRERAHEKY . XERREHAETIER, FEEAEMBRRORRGE, X5
& SHA-1. SHA-1 KIS H 20 N1, WATHAMRKEE T 16 MW, JLFARBISCHTEH
REOBRASRE—FR. RITEMIEBMER, REAFEAFE - MRBEHITHRERE, XF
AT LASEIE R R AR DEX XHER T, BEEREAE - ANEANRREHTENTRE, BIEX
HRETE, XHFRIITH U TBMZ A,

SHA #& Secure Hash Algorithm 485, B ALLHFIE . SHA REFER 2L/, *
EEZFrESH AT AR A — R FEEHS % . SHA-1 FAHEL MDS 558, HHAEH MD5
B 16 FHK 4NFH, INMEERILZTELSNEROL DG, HRMZIFELZEFOHES.

11.3.5 map_off FE&

map_off ZE EEH TIRF map FIEALE, BN XH L map FEEMKE, @idiXA)
3BT LAFR B map $i¥E . map MEIEEM IR 11-21 Fim.

= 11-21 map BRRLEH
& x W B
size 4FY map B I
list RIS —TUE SR 12 F75, BN El BRI 3RE
€ X map H¥E HEFI 45 4 B % 20 R B :
/*
*Direct-mapped "map_list".
*/

truct DEXMapList {
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ud size; /* #of entries inlist */
DEXMapItem list[1]; /* entries */
} DEXMapList;

8 — map T L5 HIE AR AT
/t

*Direct-mapped "map_item".
*/
typedef struct DEXMapItem {
u2 type; /* type code (seekDEXType* above) */
u2 unused;
ud size; /* count of items ofthe indicated type */
ud offset; /* file offset tothe start of data */
} DEXMapItem;

49 DEXMapltem HIZhEER E X B—HIMIER L, HlankA., RN, KM E.
Hee XRHKABIT:

/*map item type codes */

enum{
kDEXTypeHeaderItem = 0x0000,
kDEXTypeStringIdItem = 0x0001,
kDEXTypeTypeldItem = 0x0002,
kDEXTypeProtoIdItem = 0x0003,
kDEXTypeFieldIdItem = 0x0004,
kDEXTypeMethodIdItem = 0x0005,
kDEXTypeClassDefItem = 0x0006,
kDEXTypeMapList = 0x1000,
kDEXTypeTypeList = 0x1001,
kDEXTypeAnnotationSetRefList = 0x1002,
kDEXTypeAnnotationSetItem = 0x1003,
kDEXTypeClassDataItem = 0x2000,
kDEXTypeCodeItem = 0x2001,
KDEXTypeStringDataltem = 0x2002,
kDEXTypeDebugInfoltem = 0x2003,
kDEXTypeAnnotationItem = 0x2004,
kDEXTypeEncodedArrayltem = 0x2005,
kDEXTypeAnnotationsDirectoryItem = 0x2006,

bi
M EHERER 4, EAETHE DEX XHEARHIAKAERE. TUEHXENRYS
SOk LR R BERE R —HM, X BB LRR L B LR . HELH map
FERERLTRYUNER, TERNTRREMATFER. 25 Android RZEHNE DEX X#HE, WA
LB Sk KB B 5 map BRBA—FR, BMEFILERZXA DEX Xff.

11.3.6 string_ids_size #0 off FE&

string_ids_size FE M off FRF BRI RFRHFRR. EHRFREFE, BEFERAINE
FEARFEIMERE, UWERBENITEA DEX XMA4EH. KPaEARERBENEL
iR, ATHHERHFRES.

string_ids_size #7iR T B EZ DA FRH, string ids_ off iR FAF BRI XM FFHEAE. FHre
RSN T B :

/* Direct-mapped "string_id_item".

t;gedef struct DEXStringId ({

u4 stringDataOff; /* file offset to string data_item */
} DEXStringId;

HSERT AR, X MEE X RF A R FA B RIMAER S| R BEIRE 7R & 0 LhREE,
ER/EEIAN MRS RBIARAANTT B E, REARBATRHIEE. - DFRFEHN

301




E1M1E DEX XHER

3| HH 4 MET, FHEINMBEEX K K/NEA 4 X string_ids_size. SERREEE X o HF 575 K H
UTF8 #& R RFF .
Ftn, N DEX XAH#H 16 #H| BRHRARWT:

| 063c 696e 6974 3e00

FSEFREEE R “<initA\0”,

FIXBEE P AN EE LB ABTME TR E, FERIT RO BIEAR A T F 78 K.
EBIHEE—AFH 06 MERTIENFHFER 6 MFH.

RTFFHERNKE, ANTHAREEEROMT .

(1) RTKERRmLER.

DEX XM BXHATREKFREREFEKE. —NFRHBOKETRE—ANFN UM 256)
HEF4NFH AGADIUL). FRHBRKERZHHE DT 256 M1, ELTFEEH M
M, BERTURR—ANFEHRKE, BAURTANMNFITRKE, A1 AFTRIKESERZH.
e R IXF R KIS T AFRE, {8 DEX X ERAKAE uleb128 3. leb128 4riGRE — 2L
KRG, BMFHRMA 7 RKEEROEE, BRRMARRSREERATT. ERREHEE
90T B
/: Writes a 32-bit value in unsigned ULEB128 format.

* Returns the updated pointer.
DEQ_INLINE ul* writeUnsignedLebl28 (ul* ptr, uéd data)
{ while (true) {

ul out = data & 0x7f;

if (out !'= data) {
*ptr++ = out | 0x80;

data >>= 7;

} else {
*ptr++ = out;
break;

}
}
return ptr;

)
ERIFEEEN T Fw:

/*
* Reads an unsigned LEB128 value, updating the given pointer to point
* just past the end of the read value. This function tolerates
* non-zero high-order bits in the fifth encoded byte.
*/
DEX_INLINE int readUnsignedLebl28(const ul** pStream) {
const ul* ptr = *pStream;
int result = *(ptr++);
if (result > 0x7f) {
int cur = *(ptr++);
result = (result & 0x7f) | ((cur & 0x7f) << 7);
if (cur > 0x7f) {
cur = *(ptr++);
result |= (cur & 0x7f) << 14;
if (cur > 0x7f) {
cur = *(ptr++);

result |= (cur & 0x7f) << 21;
if (cur > 0x7f) {
/*

* Note: We don't check to see if cur is out of

* range here, meaning we tolerate garbage in the
* high four-order bits.

/)
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cur = *(ptr++);
result |= cur << 28;
}
}
}

}

*pStream = ptr;

return result;

}

RIE L EMEZRS T EEA TR, RBE-ANFIR 06, REiLN 0, FHREREYTF
W, MARHXANFHE 7 AMEEE, 526, HHRNXI FRER 6 MFT, BEFRES
RERF “\07.

2) KERHEXL.

HTFFHEATKAKR UTF-8 B RAHE, R —NFRNFHHEEAEN. AENE—
MNEFRRAR—ANER, BRHEAED. EAMEEONNMFHRA—ADFR. MXEHKERRAES
RENFRHEFSHOFIE, ERENFREASHF/FIE. UEERNFEESE, LR
REAE R ICERN, AR A E S B R R .

A S A S T L N T I VO T ANy SR i A, YT T
L {
e Rt e G NSy e S e Ve PRt = 8 W T Y T A e YR e e YT 56 A ekt SR o

£ Android &4t+, DEXFile # 74 “libcore\dalvik\src\main\java\dalvik\system\DexFile.java”
HEX, EMEOSHSRAXRU TR,

QO public final class DEXFile extends Object.

Q java.lang.Object.

O dalvik.system.DEXFile.

#1E DEX Ui 3 _EFIER{E ZipFile AHBL, FERAEXRKHBPHEM . ALFRNAT,
ANEHESTIF MR DEX X, EAIERNWLLL R BB NE 7. EETHASTS, Hi¥
4N DEXFile 8 O ME AR,

11.4.1 #ERE

(1) public DEXFile (File file).

o5 ¥ DEXFile (File file)IThAE £ B8 E K File 3t RTIF DEX X, HEKSCEEE 2 —
A “ZIPJAR” AR ESE G, EEHEE —1N8A “classesDEX” B, BHHEHRF
“/data/dalvik-cache” FAERXT M HE FHITAE, WRRAGHNRAFKIESE LIRS ERN
‘B. NEMHZF “/data/dalvik-cache” FRIXMHFRAT, FAXNXHBIAALTHIHERSE (DEX
AL Z B

B ¥ DEXFile (File file) R £ 40 F B :

public DexFile(File file) throws IOException {
this(file.getPath());
}

4i% bf 31 DEXFile (File file)f1Z#(J& File, F&/~5| FSLFR DEX XK File W& . RS K
A T/0 BE, Bl SCHAFFERE BA PRV H .

(2) public DEXFile (String fileName).

VR BT RE R FT 48 /8 SCIH 4 1) DEX 3. Ab#E 2 08 % & — A ZIP/JAR XXfF,
BHEAAE— “classes.DEX”. EHHLKFE HR “/data/dalvik-cache” T A= BR% L f U 8 FF-4T
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FE, MRARGHNRAFHESE LURBEFHTE. FNEMLHZR “/data/dalvik-cache” T X4
BE, FRARXANCHESEAL TSRS (DEX #0280,
i% % DEXFile (String fileName)# R & 40 F fi 7 :

public DexFile(String fileName) throws IOException {
mCookie = openDexFile (fileName, null, 0);
mFileName = fileName;
guard.open("close") ;
//System.out.println("DEX FILE cookie is " + mCookie);
}

MG R B IS HR fileName, R DEX X4 . WEBERE VO RE, BlWXHERE
FEBE B BRI .

11.42 RAFFE

(1) public void close ()75 .

ANIT7E close FTHEER XH DEX X . FE RG A M fe FELERBUE MR IR, s,
R K H DEX XHHKEFIEE, DEX UM BERENVE BT . 771 close AJ B & 7E XM L)
HRFATRERE VO BE, BER—BASKRE.

774 close B JE BTN R Brow:

public void close() throws IOException {
guard.close();
closeDexFile (mCookie) ;
mCookie = 0;

}

(2) public Enumeration<String> entries ()7 ¥% .

AT ThRE R AL 2 DEX XXM B 4Z . REMERZ DEX XHTE &KL KM, X
ZRIRB R — RN ERE R (R java/lang/String).

Enumeration<String> entries )R & 40T fr i

public Enumeration<String> entries() ({
return new DFEnum(this);
}

(3) public String getName () /5.
AT getName KITIRERIKEL (E4TFF) DEX X4, BREMERXHEL. /i getName
IR0 T B AR :

public String getName() {
return mFileName;

}

(4) public static boolean isDEXOptNeeded (String fileName) /7% .

A% isDEXOptNeeded HIZhEER, WMREMNINA apkjar X4 C LI MR E true, FHH
MiZBEXiEE “DEXopt” f£i%. 2% fileName R E apk/jar LR LN BREL . MRPIZ
1 F DEXopt &3 AR [E] true; BN false.

isDEXOptNeeded [ &R 40T Fi7R:

native public static boolean isDexOptNeeded (String fileName)
throws FileNotFoundException, IOException;
}

A3t F51 isDEXOptNeeded £ R AT 7% .
Q FileNotFounDEXception: AR FRE—ANXHFBE XHAFE.



11.4 DEXFile #0#%

Q IOException: fileName AJ&H R apk/jar 3L, BGE 7E AT SCIFIT H B H 3.

O NullPointerException: fileName #2& %5 .

Q StaleDEXCacheError: fAkid #) DEX 30 Bt I B A T R4 X .

(5) public Class loadClass (String name, ClassLoader loader) 5% .

AIT7 loadClass FITNRERFEH — 1K, RBEEHIIRHHILE, WREMUERTZHE. WR
ARERHB[ZIMAHE, FEARBIRBENSE R, XIIE# A forName(String). loadClass ]
JRRLUN R B :

public Class loadClass(String name, ClasslLoader loader) {
String slashName = name.replace('.', '/');
return loadClassBinaryName (slashName, loader):

}

77 loadClass NEFERAFIK AT EMH ClassNotFounDEXception 7%, EABIKE—4
DEX XX B R A BIKHH# P 7 H RASHE.

A7 loadClass IS HUN T Fizr.

Q name: £4, Pz —4 “java/lang/String”.

Q loader: HEFIARIRFEHE, ABHER TR ZTERRAE.

AFLTT loadClass HYIR EE R KL X M AINT R, L3 LM IR [FZE.

(6) public static DEXFile loadDEX (String sourcePathName, String outputPathName, int flags).

AFT7¥E 10adDEX BTN RER FTFF— DEX XU, HAR Bt — N SUF SRR ALE i) DEX $03 .
MR KRR CAFEHF ARBH K, MEREHE. MEALR, EMWHKEEHRAE .
PO EE R TN A A EEEE KR 23R 2 S FEFHAT DEX M. AREERMH B E#
WHRZITE, MR ZEE— KR F 0 dalvik.system. DEXClassLoader .

loadDEX IR &40 T Bz :

static public DexFile loadDex (String sourcePathName, String outputPathName,
int flags) throws IOException {

* TODO: we may want to cache previously-opened DexFile objects.
* The cache would be synchronized with close(). This would help
* us avoid mapping the same DEX more than once when an app
* decided to open it multiple times. In practice this may not
* be a real issue.
*/
return new DexFile (sourcePathName, outputPathName, flags);
}

AFETT ¥ loadDEX IS E N F AT R .

Q sourcePathName: 7 “classes.DEX” ff] Jar Bi# APK X4 CHRATRELY B X '"raw
DEX").

Q outputPathName: {RAFMALILHI DEX £#E )30

Q flags: FTHAIIETNRE.

J77% loadDEX HiR [B]{E & — N ¥ i 8 & e i 2447 FF K DEXFile, ] f8& 4 IOException 7
W, RANTCIEFT T\ 808 .

: 7£ DEXFile # 0 3L A — A% k4P # 77 i% protected void finalize(), M7 i #3h
WiE | RAEXLRHEA, BF DEX XHHXH. B4, T RPHFEELE X
BT RK & 1O R ¥
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fE Android SR A B —AIEGL T, # BT R I7 ARAS SRRt R & AR H B oK.
(ERA LA, WH I RBOTE—PHVE . BROTAITEARFEGE, WL ARTY
K. FlanRLZan A I & — ] LLE E X248 Android R ? B4R Eclipse —#F, AT LAZhZINERE
. Wik Android N AR#AT ARS8 AT FUEIKIANES ? anfTXt Android NAIINE, TR FEHAT
B, TR IR ? 555 IR RE, AT CLGEAT R R B U AR RSN B8 e s B

11.5.1  EMFEAHI

Dalvik BN EHAh Java BN —FE, fEBiTEFR EAEREENRAEMBBAEFF.
TMAE Java AREERIEDILA, FTRAM class SCHFABEERSINER, Hn] AR H AR Ay — 2. Fr
LTk, ERFETHELFINE Class 17 A BB A MBRATH EH.

SRT Dalvik EFIMWLEFEAERIRAER Java BN, FHERMEBHLH _LBEFRESHER
i, MEREARAZAL, XEBFX H X FF. Android F ClassLoader i defineClass /7% A
&2 VMClassLoader ] defineClass A FA %L, MR NEAMAFERTHE —
“UnsupportedOperation Exception” Z #Mt4 #5c4, HZE &R E{EH AT . #3014 “ dalvik\vm\native\
java_lang_ VMClassLoader.cpp” #, Dalvik_java_lang_VMClassLoader_defineClass ] SEIL AT
mFRs:

static void Dalvik_java_lang_VMClassLoader_defineClass(const u4* args,
JValue* pResult)
{
Object* loader = (Object*) args[0];
StringObject* nameObj = (StringObject*) args([1l];
const ul* data = (const ul*) args([2];
int offset = args[3];
int len = args(4];
Object* pd = (Object*) args[5]:
char* name = NULL;
name = dvmCreateCstrFromString(nameObj) ;
LOGE ("ERROR: defineClass(%p, %s, %p, %d, %d, %p)\n",
loader, name, data, offset, len, pd);
dvmThrowException ("Ljava/lang/UnsupportedOperationException;",
"can't load this type of class file");
free (name);
RETURN_VOID() ;

}

11.5.2 RiEm#E

U RTE Dalvik EHIHLE ClassLoader A KA, Android M ClassLoader JRAEH 7 H /N2
DEXClassLoader 11 PathClassLoader. ##12% DEXClassLoader 7E 14 “libcore\dalvik\src\main\java\
dalvik\system\DexClassLoader.java” & X, EALIAREIWTAR:

public class DexClassLoader extends BaseDexClassLoader {

/**

* Creates a {Q@code DexClassLoader} that finds interpreted and native
code. Interpreted classes are found in a set of DEX files contained
in Jar or APK files.

<p>The path lists are separated using the character specified by the
{@code path.separator} system property, which defaults to {Q@code :}.

* % ok o H o *

@param dexPath the list of jar/apk files containing classes and



11.5 DEX Fzh7ShnE K40 %

¥ resources, delimited by {@code File.pathSeparator}, which
i defaults to {@code ":") on Android
* @param optimizedDirectory directory where optimized dex files
* should be written; must not be {@code null}
* @param libraryPath the list of directories containing native
* libraries, delimited by {@code File.pathSeparator}; may be
* {@code null}
* @param parent the parent class loader
*/

public DexClassLoader (String dexPath, String optimizedDirectory,

String libraryPath, ClassLoader parent) {
super (dexPath, new File (optimizedDirectory), libraryPath, parent);
}
}

2 PathClassLoader 7E 314 “libcore\dalvik\src\main\java\dalvik\system\PathClassLoaderjava” 1
EX, BRI T R

public class PathClassLoader extends BaseDexClassLoader {
/**

*

Creates a {@code PathClassLoader} that operates on a given list of files
and directories. This method is equivalent to calling

{@link #PathClassLoader (String, String, ClassLoader)} with a

{@code null} value for the second argument (see description there).

@param dexPath the list of jar/apk files containing classes and
resources, delimited by {@code File.pathSeparator}, which
defaults to {@code ":"} on Android

@param parent the parent class loader

/

public PathClassLoader (String dexPath, ClassLoader parent) {

super (dexPath, null, null, parent);

E O S N

}

*

/
Creates a {@code PathClassLoader} that operates on two given
lists of files and directories. The entries of the first list
should be one of the following:

<ul>

<1i>JAR/ZIP/APK files, possibly containing a "classes.dex" file as
well as arbitrary resources.

<li>Raw ".dex" files (not inside a zip file).

</ul>

The entries of the second list should be directories containing
native library files.

@param dexPath the list of jar/apk files containing classes and
resources, delimited by {@code File.pathSeparator}, which
defaults to {@code ":"} on Android

@param libraryPath the list of directories containing native
libraries, delimited by {@code File.pathSeparator}; may be
{@code null}

@param parent the parent class loader

P S S TR T R S R R

*/
public PathClassLoader (String dexPath, String libraryPath,
ClassLoader parent) {
super (dexPath, null, libraryPath, parent);

it FRSEEARED AT &N, IXPE N4k B ClassLoader I8 IN#R 28, A5 LR E# T ClassLoader
# findClass Ji%. fEFHAT loadClass i, B LASH LM “libcore\luni\src\main\java\java\lang\Class
Loader.java” %} ClassLoader FI40 T & XIS :

protected Class<?> loadClass(String className, boolean resolve)
throws ClassNotFounDEXception {

307



308

%118 DEX X{i¥m

Class<?> clazz = findLoadedClass (className) ;
if (clazz == null) {
try {
clazz = parent.loadClass(className, false);
} catch (ClassNotFounDEXception e) |
// Don't want to see this.
}
if (clazz == null) {
clazz = findClass(className) ;
}
}
return clazz;

}

[5l ik DEXClassLoader 1 PathClassLoader #f/& T & MR BRI R K N# % (FAEANR
HE# loadClass 77i%). tHEIR YL, BATEMER LKA, BEEREECULE U ERZEM
RB|EBOCEMBTXNE. MREEMBL T, MoHEEHZRE, MASERTMNE.

DEXClassLoader #1 PathClassLoader H:3E#8 28 DEXFile X ANARSLH K ME K] . XEF
BERER— T HZ, Dalvik ELWLIRAIKZ DEX X4, TAR class K. Fitt, BEEmEKL
b R fE & DEX 30, S(FHQEH DEX Xf4F#).apk B jar L1

WA AR, BB DEXFile AJLAEREMNERE, 2 A AEEEH ClassLoader HIF2K0E?
DEXFile 7NN, B I8 AR A 77 loadClass B # loadClassBinaryName. 41 loadClassBinary
Name TEROEBLZHRLHH “.” HHR “/”. F—TF loadClass RIEHM A :

public Class loadClass(String name, ClassLoader loader) {
String slashName = name.replace('.', '/');
return loadClassBinaryName (slashName, loader);

}

PathClassLoader #2ifid #Jif B ¥ new DEXFile(path)>k =4 DEXFile X1 % ]; 1 DEXClassLoader
|38t A ¥ loadDEX (path, outpath, 0) 78%| DEXFile ¥ %1 . XFHEKX HET
DEXClassLoader 7% Z 24t — /7] 5 ] outpath B&1%, FRBEH apk 8 jar 4§ DEX X 4.
AR, BAE PathClassLoader ANEEFEBIM zip BHERH DEX, FitR ZXFFHERE
DEX # A X, SHF L %M apk (K AEL LM apk £ cache T HEFEZE K DEX X44).
il DEXClassLoader A] L\ #¥.apk. .jar f1.DEX XfF, Jf H21EFEE M outpath 2R HH DEX
XA

5 #b, PathClassLoader 7E il #¢ 26 B 9 A () &2 DEXFile fJ loadClassBinaryName , [f
DEXClassLoader i F i)/ loadClass. [ tt, 7E{#F PathClassLoader Ff KA 2 FEH “/” &# “.”.

IXPERARR IR e LR R B, ATREMEA B T AA: javac. dx. eclipse %. Hd dx TH
BIFHEH “--no-strict”, [EA class SCHFHY BE4E AT REASULEL .

ML G, EHATLUET Java RFVIHFREA XA, BERXHZEMN A, HER
RSS2 LB R R EL. FFRIMIERE L — interface, FRHXA™ interface 5 A 8% ¥ o
FEINEAIZE, dkA&EHIXA interface, 3 HA —MSE TG KA, LIREIEIT Class ) newlnstance
HEFEN R RIEEITRIEH|E BN interface ¥R, TRMAUBEERHARRFIET -

11.5.3 RENZE

LIRS IR, BAIRAR &K DEX U INE, /8 IND R ## %A S 1E Native 2.
MR JE HEEAE E SR, BiBid defineClass ¥ MBBIN . HLHIAE AT LIPS, &
FABEEEER defineClass, U AE B dalvik BERNLAE, HEBEEHIHFES
FIREAE b, SN T AR AR AR



11.6  ZHAME jar F1 DEX

Dalvik ERIWLAZZE M DEX XA INEER H XA RIEH . £ RawDEXFile #4 Z &1,
HMARFERXMEE—EXEKRMESR. FEEBRRBK DEX XHBAELRNRER. HIME
nEsEERZ E, BREHTRMMERN, FURZD ERFRIEE A% .

7E B BT IR B R, Native App 5 Web App ZEF P AL FEE B B RIS . (BRELRR
TER RS, FEesEALS e E iR AR Fin, ERBRENH AR, X4k
& Web App IR # . FERETROABT, HEZEHHE Android ZHAINER jar SKAFF DEX ST %
FSup ;8

£ Android RG] LASEIIBNASINE, (HRTFER Java FAFE S EH B INER jar. XRE A
Android BRIl (Dalvik VM) ANiAiH Java #TH jar B byte code, 78 ZiliT dx T HERMIAFEHRK
Dalvik byte code J544T. X— s7E Android T BT K apk FAIAE H: 5| AFHAth Jar 9 B4
BATRH T classes.DEX.

FEXHTH) Android A, HITHA API /] LUSEIEhAMETH6E .

0O DEXClassLoader: XA LAMN#L “jar/apk/DEX”, 7] EAM SD RHin#L.

Q PathClassLoader: HEEMMEEL %3] Android ZZH ] APK 4.

# 72 DEXClassLoader F12 PathClassLoader I B {ALH, CAEARERTE AT T A AR,
FEHAFER .
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B 127 Dvliik VM NFERSIER

Dalvik FE#IH1Z Google 7 Android & LK Java ERIHLKISLEL, HIEEHE R Dalvik EIHL
PR —ANEEAE. EAERAES, BEMHE Android RGH Dvlik VM B RS EA MR,
REE D ANAR G E ARSI T &AL .

WA EE R Dalvik VM HFH— N EEAMF. WS ERYE, WFHEANES AFEENZL.

Q AFSAEL

Q AfFEY.

Java & 5 £ F new BIERFRDBEAF, BRE C/ICHFIESAEKZ, Java B 5 HERARM®
ETERAER B IR AE, Tl —Fh s R R M PLESR B N 7. S FRAERNLE, @
T 3 AN RN LT .

Q AF5SE.

Q AFEY.

Q AFEEERER.

EERFPAES, ¥ E LT Dalvik BRWLR 028N F K.

1. XMRHFE

WAEEHER FEREZ — &N Java RS EL AT, Java X RIEEIHLF R AEA RIE 12-1
FiRo

BT B %t REA — M E R EI L clazz # locks

(1) clazz: fEFANZX REEXF R, K3 RAKMERZN RETBII, XETLLRES M —
KT RIREUZ X TR KB B EER.

(2) lock: R—ANLHSELY, HULIANRKNEL.

(3) data: FFAFRON REHE, BAEXT R0 R X 1 KDRAFEE.

2. ¥

& Dalvik BRUNMNBRERZ SR —RELAERAE, WHE 12-2 fror. HH heapBase
RHERE b, heapLimit Ron AR K HubE, HEK/NH B AME AT OB “-Xmx” %L
dalvik.vm.heapsize 1§5€. fER4ARG+F, —M& dalvik.vm.heapsize {2 32 MB, 7E£ MIUI ##H#%
4 64 MB.



121  WEIHEREF

heapLimit

heapBase
B12-1 REFEhE B 12-2 HLEH

3. HAEFME

FEEDLPESF THEDNRNTHAFRLE, 258FRA liveBits M markBits. 7EXT AR
hL R ER/NGEH 8ANFT, HANEAMANFN RV 8 FHXF. XEHZH, MR
IR/ R 8 FH HES. i — M REERK/ANE 13 7, (HRES AN HEES
i 16 775 BULPTE N RIEmEHNE—E 2 8 F IS E . HE AL E Rt 2 F SRR HE N A1,
A bit ik 8 MY, FMHEAFAEBKRDESH 64 42—, JtF MIUT FISEBRYE, X
P& G 1 MB.

liveBits (T E R IREZHE P ISR, BYSE— DX REF, X5 AR bk 8T
A B AL BN 1.

4. HHNFERE

1E Dalvik BRIV LI F, £iBiL)EE K bionicC E H malloc/free #1E K4 Be/ B A FHI .
JE bionicC [ “malloc/free” ¥/ER T Douglea HISCHL (dimalloc), XR—/NEHHK C REFE
M., X dimalloc FEARER, EEATLISRAEXER.

5. dvmAllocObject

£ Dalvik BRIHLF, EIERF new BAX N C K% dvmAllocObject(). T HEEIhiZH 251
i dvmAllocObject [ 5ZH -

Object*dvmAllocObject (ClassObject *clazz, int flags) {
n = get object size form class object clazz
first try: allocate n bytes from heap
if first try failed {
run garbage collector without collecting soft references
second try: allocate n bytes from heap
}
if second try failed {
third try: grow the heap and allocate n bytes from heap
/+ERERHAE, —FHGFRIEANYENT, ABECIERIENREFNEXE, ‘Mﬁ]iﬂﬁ%%ﬂmﬁﬂ’mit%f R/
}
if third try failed {
run garbage collector with collecting soft references
fourth try: grow the hap and allocate n bytes from heap
}

if fourth try failed, return null pointer, dalvik vm will abort

}

HEATLLEH, AT HERHNGE, BRUNRTERKZE S, M7 4 R&EK HpdtiT 7l
W, B—IKAWE SoftReference, 2 —IRIEE SoftReference. M T th o] LA i B7 3% W SE i
Bl, L _EAE Dalvik ERINLEI S E 3 ANALAT LU0 SRR REAT

Q ZFREAKFEA System.ge()-
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®12F Dvlik VM IR G ¥R

Q AFSEARMES .

Q WmRESEHX R AT 384 KB, 21T KHRiC (concurrent mark).

4 ERTR, 7E Dalvik BHINLH, AFSECERIERRAEMAX LLRR B EW, A— A ECRT
FWNAF, 7o MOt & fil e B0 RONEE

Dalvik BN AFEETFEXKBT Loux FRAFEENLE, Dalvik FIP 778 B K LI
RIFE “vmalloc” BFRF. EXRFTHIARS, ROEIIREK 2R EZJH#E Dalvik A FEHE
HLAE BB AR AR . '

(1) RoRERIGHIE.

7304 HeapSource.c * & URFHEMLHIA, HIFH I T HIR:

typedef struct {
/*{#f dimalloc HEHNATE.
&/
mspace *msp;

HeapBitmap objectBitmap;

/* WA LEKNSEKE.
*/
size_t absoluteMaxSize;

/* EARBFTHE.
*f
size_t bytesAllocated;

/* ENRNTRE.

®/

size_t objectsAllocated;
} Heap;

(2) Fonir EHEREAEEE.
£ 3L HeapBitmap.h H 5& X R~ AL EHER S AEEE, HIRBW TEiR:

typedef struct {

/* WEEE.

u;gigned long int *bits;

/* BEKN

s;ie_t bitsLen;

/: AR R AR RIEEHE B R EitbiL .
ui;tptr_t base;

/* NAERPHNEE—RRBENN RIEsHEI, WRLRREN (max < base).
®/
uintptr_t max;

} HeapBitmap;

(3) HeapSource 5445 .
£ Dalvik E#IHLH, {#F5#11% HeapSource K E B & F Heap #3E, Heap R RHPH—/
TR, FHIERSTESCF HeapSource.c & X:

struct HeapSource {
/* WHEEER, SSEM 1 ) HEAP_UTILIZATION_MAX
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%/
size_t targetUtilization;

/* HEREHRIRT.
*f
size_t minimumSize;

/* BARAMBRT.
*f

size_t startSize;

/* RS EAEEKENEARST.
*/

size_t absoluteMaxSize;

/* BRIENEARST.
*/
size_t idealSize;

/* AR ERT AR SRR AR .
*)
size_t softLimit;

/* HBE4E, &ARSA 3.
*/
Heap heaps [HEAP_SOURCE_MAX_HEAP_COUNT] ;

/* SRR
%)
size_t numHeaps;

/* HSAETHE.
*/
size_t externalBytesAllocated;

/* RFIMBAERNERAE
*/

size_t externallimit;

/* #ERBX HeapSource MINERERE zygote R, MERTH Zygote HiE.
*f
bool sawZygote;
)i

(4) F1 mark bits X FIGE I .
7E 301 MarkSweep.h # 5E X 7 F1 mark bits fHS &5 4k, HIFRS T Fis:

typedef struct {
/* SRFRKEINREM
*/
const Object **limit;

/* M
*/
const Object **top;

/* BIE

*y

const Object **base;
} GcMarkStack;

typedef struct {
/* FRfEsEE

*/

HeapBitmap bitmaps[HEAP_SOURCE_MAX HEAP_COUNT];
/* fIEE

*/

size_t numBitmaps;

/* GC FRiCH
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¥

GcMarkStack stack;
/* TR E R AR

LI

const void *finger; // only used while scanning/recursing.
} GcMarkContext;

(5) Z5#4k GeHeap.
F£ 344 Heaplnternal.h 1 5€ X T Dalvik #3573 5] WCHLHI 75 2 245 94k GeHeap, FLIRERGINT
B :

struct GcHeap {
/* HeapSource %15, 887 FrE #HEHE */

HeapSource *heapSource;
/* FREREFIRE RN RNSER
*/

HeapRefTable nonCollectableRefs;
/SR E RN BB HT finalization HENSER
*

*/
LargeHeapRefTable *finalizableRefs;

/FEEEH T finalization HENNRWSER
*/
LargeHeapRefTable *pendingFinalizationRefs;

/* BE| B RIIF

*/

Object *softReferences;
/* BRI

*/

Object *weakReferences;
/* BFSI AN RIIR

*/

Object *phantomReferences;

/* BEWHIT clear 5 enqueue FEH3|BEXRIIFK
*f

LargeHeapRefTable *referenceOperations;

/* WMEMNRAHE, NFKR HeapWorker LREIEAERIT
* executing.

oy

Object *heapWorkerCurrentObject;

Method *heapWorkerCurrentMethod;

/*40R heapWorkerCurrentObject FAZ, KR HeapWorker FIAHITXAN A &M 8]
*/

u8 heapWorkerInterpStartTime;

/*W08 heapWorkerCurrentObject A AL, TR HeapWorker CPU FFIAHITXAN 7k HI[E]
*/

u8 heapWorkerInterpCpuStartTime;

/* F—R#HE Heap Source HET[E
*/
struct timespec heapWorkerNextTrim;

/* FRCHBRP RS
*/
GcMarkContext markContext;

/* GC FFAHETE.
x/
u8 gcStartTime;

/* RBEERTGC.
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*/
bool gcRunning;

/* cc HE|EMREKZ D

* FEg, BR—¥, £HEK

*/

enum { SR_COLLECT_NONE, SR_COLLECT_SOME, SR_COLLECT_ALL }
softReferenceCollectionState;

/* FES DRI AN REFBEKSIBHR

¥/

size_t softReferenceHeapSizeThreshold;
/* 53| B URBE X B U — B 6 F iR (B

%/

int softReferenceColor;

/* 5| Al KR

%/

bool markAllReferents;

#if DVM_TRACK_HEAP_MARKING
/* Every time an unmarked object becomes marked, markCount
* is incremented and markSize increases by the size of
* that object.

*/

size_t markCount;

size_t markSize;
#endif

/* TERABHHEXNESR

¥

int ddmHpifWhen;

int ddmHpsgWhen;

int ddmHpsgWhat ;

int ddmNhsgWhen;

int ddmNhsgWhat ;
#if WITH_HPROF

bool hprofDumpOnGc;

const char* hprofFileName;

hprof_context_t *hprofContext;

int hprofResult;
$endif

¥

(6) WIgEALLIIR [E 28
FESCAF Init.c 1, 3B B ¥ dvmGeStartup() SR A6 A 35 5] YT 2% -

bool dvmGcStartup (void)

{
dvmInitMutex (&gDvm.gcHeapLock) ;
return dvmHeapStartup();

(7) ¥IEEALA Heap HIZHIE B,

£ 1 alloc\Heap.c F, @it dvmHeapStartup()ef EUORVIGE LA Heap AHXHIGE R, Bl R
FINFESBEEMAFEES TE. HIERITFAR:

bool dvmHeapStartup ()
{
GcHeap *gcHeap;
#if defined (WITH_ALLOC_LIMITS)
gDvm.checkAllocLimits = false;
gDvm.allocationLimit = -1;
#endif
gcHeap = dvmHeapSourceStartup(gDvm.heapSizeStart, gDvm.heapSizeMax);
if (gcHeap == NULL) ({
return false;
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1
gcHeap->heapWorkerCurrentObject = NULL;
gcHeap->heapWorkerCurrentMethod = NULL;
gcHeap->heapWorkerInterpStartTime = OLL;
gcHeap->softReferenceCollectionState = SR_COLLECT_NONE;
gcHeap->softReferenceHeapSizeThreshold = gDvm.heapSizeStart;
gcHeap->ddmHpifWhen = 0;
gcHeap->ddmHpsgWhen = 0;
gcHeap->ddmHpsgWhat = 0;
gcHeap->ddmNhsgWhen = 0;
gcHeap->ddmNhsgWhat = 0;
#if WITH_HPROF
gcHeap->hprofDumpOnGec = false;
gcHeap->hprofContext = NULL;
#endif
/* This needs to be set before we call dvmHeapInitHeapRefTable().
*/
gDvm.gcHeap = gcHeap;
/* Set up the table we'll use for ALLOC_NO_GC.
¥
if (!dvmHeapInitHeapRefTable (&gcHeap->nonCollectableRefs,
kNonCollectableRefDefault))
{
LOGE_HEAP ("Can't allocate GC_NO_ALLOC table/n");
goto fail;
}
/* Set up the lists and lock we'll use for finalizable
* and reference objects.
*/
dvmInitMutex (&gDvm.heapWorkerListLock) ;
gcHeap->finalizableRefs = NULL;
gcHeap->pendingFinalizationRefs = NULL;
gcHeap->referenceOperations = NULL;
/* Initialize the HeapWorker locks and other state
* that the GC uses.
*yf
dvmInitializeHeapWorkerState():
return true;
fail:
gDvm.gcHeap = NULL;
dvmHeapSourceShutdown (gcHeap) ;
return false;

(8) fil& GcHeap.
FE 3L alloc\HeapSource.c #, i&#id Bf ¥ dvmHeapSourceStartup()3# £ GeHeap. HIERLINT
FiR:

GcHeap *
dvmHeapSourceStartup(size_t startSize, size_t absoluteMaxSize)
{

GcHeap *gcHeap;

HeapSource *hs;

Heap *heap;

mspace msp;

assert (gHs == NULL) ;

if (startSize > absoluteMaxSize) {
LOGE ("Bad heap parameters (start=%d, max=%d)\n",
startSize, absoluteMaxSize);
return NULL;
}

/* Create an unlocked dlmalloc mspace to use as
* the small object heap source.
*/
msp = createMspace (startSize, absoluteMaxSize, 0);
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if (msp == NULL) {
return false;

}

/* Allocate a descriptor from the heap we just created.
*/
gcHeap = mspace_malloc(msp, sizeof (*gcHeap)):
if (gcHeap == NULL) {
LOGE_HEAP ("Can't allocate heap descriptor\n");
goto fail;
}
memset (gcHeap, 0, sizeof (*gcHeap));

hs = mspace_malloc(msp, sizeof(*hs));

if (hs == NULL) ({
LOGE_HEAP ("Can't allocate heap source\n");
goto fail;

}

memset (hs, 0, sizeof(*hs)):

hs->targetUtilization = DEFAULT_HEAP_UTILIZATION;
hs->minimumSize = 0;
hs->startSize = startSize;
hs->absoluteMaxSize = absoluteMaxSize;
hs->idealSize = startSize;
hs->softLimit = INT_MAX; // no soft limit at first
hs->numHeaps = 0;
hs->sawZygote = gDvm.zygote;
if (!addNewHeap (hs, msp, absoluteMaxSize)) ({
LOGE_HEAP ("Can't add initial heap\n");
goto fail;
}

gcHeap->heapSource = hs;

countAllocation (hs2heap (hs), gcHeap, false);
countAllocation (hs2heap (hs), hs, false);

gHs = hs;
return gcHeap;

fail:
destroy_contiguous_mspace (msp) ;
return NULL;

(9) EBERAE.
7E 1% alloc\HeapSource.c F, it &K ¥ countAllocation()7E Heap::obiect Bitmap E#{THr12,
PMEE X XA E . HIRRS I T B

static inline void
countAllocation (Heap *heap, const void *ptr, bool isObj)
{
assert (heap->bytesAllocated < mspace_footprint (heap->msp));

heap->bytesAllocated += mspace_usable_size (heap->msp, ptr) +
HEAP_SOURCE_CHUNK_OVERHEAD;
if (isObj) {
heap->objectsAllocated++;
/ /ARCEI
dvmHeapBitmapSetObjectBit (&heap->objectBitmap, ptr):
}
assert (heap->bytesAllocated < mspace_footprint (heap->msp));
}
HB_INLINE_PROTO(
bool
dvmHeapBitmapMayContainObject (const HeapBitmap *hb,
const void *obj)
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const uintptr_t p = (const uintptr_t)obj;
assert((p & (HB_OBJECT_ALIGNMENT - 1)) == 0);

return p >= hb->base && p <= hb->max;
}
HB_INLINE_PROTO (
bool
dvmHeapBitmapCoversAddress (const HeapBitmap *hb, const void *obj)

assert (hb != NULL) ;

if (obj != NULL) {
const uintptr_t offset = (uintptr_t)obj - hb->base;
const size_t index = HB_OFFSET_TO_INDEX (offset) ;
return index < hb->bitslen / sizeof (*hb->bits);

}

return false;

(10) ZrECZE[A],
TE 304 Heap.c F, @it bR ¥ dvmMalloc()SEI (8] 43 e TAE. HIFRSMWTF Frow:

void* dvmMalloc(size_t size, int flags)
{
GcHeap *gcHeap = gDvm.gcHeap;
DvmHeapChunk *hc;
void *ptr;
bool triedGc, triedGrowing;

#if 0
/* handy for spotting large allocations */
if (size >= 100000) {
LOGI ("dvmMalloc (%d) :\n", size);
dvmDumpThread (dvmThreadSelf (), false);
}
#endif

#if defined (WITH_ALLOC_LIMITS)
/i—

*

See if they've exceeded the allocation limit for this thread.
A limit value of -1 means "no limit".

This is enabled at compile time because it requires us to do a

TLS lookup for the Thread pointer. This has enough of a performance
impact that we don't want to do it if we don't have to. (Now that
we're using gDvm.checkAllocLimits we may want to reconsider this,
but it's probably still best to just compile the check out of
production code -- one less thing to hit on every allocation.)

* % Ok % ¥ O ¥ ¥

*

74
if (gDvm.checkAllocLimits) {
Thread* self = dvmThreadSelf();
if (self != NULL) {
int count = self->allocLimit;
if (count > 0) {
self->allocLimit--;

} else if (count == 0) {
/* faill */
assert (!gDvm.initializing);
self->alloclimit = -1;

dvmThrowException ("Ldalvik/system/AllocationLimitError;",
"thread allocation limit exceeded");
return NULL;
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}

if (gDvm.allocationLimit >= 0) {
assert (!gDvm.initializing);
gDvm.allocationLimit = -1;
dvmThrowException ("Ldalvik/system/AllocationLimitError;",

"global allocation limit exceeded");

return NULL;

}

#endif

dvmLockHeap () ;

/* Try as hard as possible to allocate some memory.
*/
hc = tryMalloc(size);
if (hc != NULL) {
alloc_succeeded:
/* We've got the memory.
L7
if ((flags & ALLOC_FINALIZABLE) != 0) {
/* This object is an instance of a class that
* overrides finalize(). Add it to the finalizable list.

Note that until DVM OBJECT INIT() is called on this
object, its clazz will be NULL. Since the object is

in this table, it will be scanned as part of the root
set. scanObject() explicitly deals with the NULL clazz.
/

if (!dvmHeapAddRefTolargeTable (&gcHeap->finalizableRefs,
(Object *)hc->data))

L S S

{
LOGE_HEAP ("dvmMalloc(): no room for any more "
"finalizable objects\n");
dvmAbort () ;

}

#1f WITH_OBJECT_HEADERS
hc->header = OBJECT_HEADER;
hc->birthGeneration = gGeneration;
#endif
ptr = hc->data;

/* The caller may not want us to collect this object.
If not, throw it in the nonCollectableRefs table, which
will be added to the root set when we GC.

Note that until DVM_OBJECT_INIT() is called on this
object, its clazz will be NULL. Since the object is

in this table, it will be scanned as part of the root
set. scanObject() explicitly deals with the NULL clazz.

I T

*/
if ((flags & ALLOC_NO_GC) != 0) {
if (!dvmHeapAddToHeapRefTable (&gcHeap->nonCollectableRefs, ptr))
LOGE_HEAP ("dvmMalloc(): no room for any more "
"ALLOC_NO_GC objects: %zd\n",
dvmHeapNumHeapRefTableEntries (
&gcHeap->nonCollectableRefs));
dvmAbort () ;

}

$ifdef WITH_PROFILER
if (gDvm.allocProf.enabled) ({
Thread* self = dvmThreadSelf();
gDvm.allocProf.allocCount++;
gbvm.allocProf.allocSize += size;
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if (self !'= NULL) {
self->allocProf.allocCount++;
self->allocProf.allocSize += size;

}

#endif
} else {
/* The allocation failed.
*/
ptr = NULL;

#ifdef WITH_PROFILER
if (gDvm.allocProf.enabled) {

Thread* self = dvmThreadSelf():;

gDvm.allocProf. failedAllocCount++;

gDvm.allocProf.failedAllocSize += size;

if (self != NULL) {
self->allocProf.failedAllocCount++;
self->allocProf.failedAllocSize += size;

}
#endif
}

dvmUnlockHeap () ;

if (ptr != NULL) {
/t
* If this block is immediately GCable, and they haven't asked us not
* to track it, add it to the internal tracking list.
*
* If there's no "self" yet, we can't track it. Calls made before
* the Thread exists should use ALLOC_NO_GC.
*/
if ((flags & (ALLOC_DONT_TRACK | ALLOC_NO_GC)) == 0) ({
dvmAddTrackedAlloc (ptr, NULL);
}
} else {
/t
* The allocation failed; throw an QutOfMemoryError.
*/
throwOOME () ;
}

return ptr;

bR BAS AL B tryMalloc #4), RAARATHREN:

| tryMalloc()-gcForMalloc () -dvmCollectGarbageInternal ()

LR &R, £ dvmCollectGarbagelnternal() i3 17 £ 3% Bl Wt . | iR bR %0 76 > 4
“/dalvik/vm/alloc/Heap.cpp” HFE X, BE TR —— B LR R BRAELI.
HAEFR R tryMalloc, WREREZRAR AR —ENE, RELIARW TER:

static void *tryMalloc(size_t size)
{

void *ptr;

//TODO: figure out better heuristics

// There will be a lot of churn if someone allocates a bunch of

// big objects in a row, and we hit the frag case each time.

// A full GC for each.

// Maybe we grow the heap in bigger leaps

/7 Maybe we skip the GC if the size is large and we did one recently

// (number of allocations ago) (watch for thread effects)
// DeflateTest allocs a bunch of ~128k buffers w/in 0-5 allocs of each other
// (or, at least, there are only 0-5 objects swept each time)
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ptr = dvmHeapSourceAlloc(size);
if (ptr != NULL) {
return ptr;
}
/*
* The allocation failed. If the GC is running, block until it
* completes and retry.
*
if (gDvm.gcHeap->gcRunning) {
/*
* The GC is concurrently tracing the heap. Release the heap
* lock, wait for the GC to complete, and retrying allocating.
*/
dvmWaitForConcurrentGcToComplete () ;
} else {
/t
* Try a foreground GC since a concurrent GC is not currently running.
L
gcForMalloc(false);
}
ptr = dvmHeapSourceAlloc (size);
if (ptr != NULL) {
return ptr;
}
/* Even that didn't work; this is an exceptional state.
* Try harder, growing the heap if necessary.
x/
ptr = dvmHeapSourceAllocAndGrow(size) ;
if (ptr != NULL) ({
size_t newHeapSize;
newHeapSize = dvmHeapSourceGetIdealFootprint();
//TODO: may want to grow a little bit more so that the amount of free
// space is equal to the old free space + the utilization slop for

// the new allocation.

LOGI_HEAP("Grow heap (frag case) to "
"%zu.%03zuMB for %zu-byte allocation",
FRACTIONAL_MB (newHeapSize), size);

return ptr;

}

/* Most allocations should have succeeded by now, so the heap
* is really full, really fragmented, or the requested size is
* really big. Do another GC, collecting SoftReferences this
* time. The VM spec requires that all SoftReferences have
* been collected and cleared before throwing an OOME.
*/
//TODO: wait for the finalizers from the previous GC to finish
LOGI_HEAP ("Forcing collection of SoftReferences for %zu-byte allocation”,
size);
gcForMalloc (true);
ptr = dvmHeapSourceAllocAndGrow (size) ;
if (ptr != NULL) {
return ptr;
1
//TODO: maybe wait for finalizers and try one last time

LOGE_HEAP ("Out of memory on a %zd-byte allocation.", size);
//TODO: tell the HeapSource to dump its state
dvmDumpThread (dvmThreadSelf (), false);

return NULL;

% gcForMalloc ZhAER AT BIWCHLE], HEIWHLE A AN REIRCESERAERTE

B, BH% gcForMalloc (B AASCBARIL 0 F AR
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/* Do a full garbage collection, which may grow the
* heap as a side-effect if the live set is large.
*/
static void gcForMalloc (bool clearSoftReferences)
{
if (gDvm.allocProf.enabled) ({
Thread* self = dvmThreadSelf();
gDvm.allocProf.gcCount++;
if (self != NULL) ({
self->allocProf.gcCount++;
}
}
/* This may adjust the soft limit as a side-effect.
x)
const GcSpec *spec = clearSoftReferences ? GC_BEFORE_OOM
dvmCollectGarbagelInternal (spec);

& R ¥ dvmCollectGarbagelnternal, IhHE 2 ST 17 3% [A]4AC,

void dvmCollectGarbageInternal (const GcSpec* spec)
{

GcHeap *gcHeap = gDvm.gcHeap:

ud4 gcEnd = 0;

u4 rootStart = 0 , rootEnd = 0;

u4 dirtyStart = 0, dirtyEnd = 0;

size_t numObjectsFreed, numBytesFreed;

size_t currAllocated, currFootprint;

size_t percentFree;

int oldThreadPriority = INT_MAX;

/* The heap lock must be held.
Ao

if (gcHeap->gcRunning) {
LOGW_HEAP ("Attempted recursive GC");
return;

}

// Trace the beginning of the top-level GC.

if (spec == GC_FOR_MALLOCC) {
ATRACE_BEGIN ("GC (alloc)");

} else if (spec == GC_CONCURRENT) ({
ATRACE_BEGIN ("GC (concurrent)");

} else if (spec == GC_EXPLICIT) {
ATRACE_BEGIN ("GC (explicit)");

} else if (spec == GC_BEFORE_OOM) ({
ATRACE_BEGIN ("GC (before OOM)");

} else {
ATRACE_BEGIN ("GC (unknown)");

}

gcHeap->gcRunning = true;

rootStart = dvmGetRelativeTimeMsec();
ATRACE_BEGIN ("GC: Threads Suspended"); // Suspend A
dvmSuspendAllThreads (SUSPEND_FOR_GC) ;

/*

* thread performing the garbage collection.

*/

if (!spec->isConcurrent) |
oldThreadPriority = os_raiseThreadPriority();

}

if (gDvm.preVerify) {
LOGV_HEAP ("Verifying roots and heap before GC");
verifyRootsAndHeap () ;

: GC_FOR_MALLOC;

AARSLHACHE I T Frs:

* If we are not marking concurrently raise the priority of the
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dvmMethodTraceGCBegin () ;

/* Set up the marking context.

*/

if (!dvmHeapBeginMarkStep (spec->isPartial)) {
ATRACE_END() ; // Suspend A
ATRACE_END(); // Top-level GC
LOGE_HEAP ("dvmHeapBeginMarkStep failed; aborting");
dvmAbort () ;

}

/* Mark the set of objects that are strongly reachable from the roots.
*/

LOGD_HEAP ("Marking...");

dvmHeapMarkRootSet () ;

/* dvmHeapScanMarkedObjects() will build the lists of known
* instances of the Reference classes.

%)

assert (gcHeap->softReferences == NULL);
assert (gcHeap->weakReferences == NULL);
assert (gcHeap->finalizerReferences == NULL);
assert (gcHeap->phantomReferences == NULL) ;
assert (gcHeap->clearedReferences == NULL);

if (spec->isConcurrent) {
/*
* Resume threads while tracing from the roots. We unlock the
* heap to allow mutator threads to allocate from free space.
*
dvmClearCardTable() ;
dvmUnlockHeap () ;
dvmResumeAllThreads (SUSPEND_FOR_GC) ;
ATRACE_END () ; // Suspend A
rootEnd = dvmGetRelativeTimeMsec() ;

}

/* Recursively mark any objects that marked objects point to strongly.
* If we're not collecting soft references, soft-reachable

* objects will also be marked.

*/

LOGD_HEAP ("Recursing...");

dvmHeapScanMarkedObjects () ;

if (spec->isConcurrent) |
/*
* Re-acquire the heap lock and perform the final thread
* suspension.
*/
dirtyStart = dvmGetRelativeTimeMsec();
dvmLockHeap () ;
ATRACE_BEGIN("GC: Threads Suspended"); // Suspend B
dvmSuspendAllThreads (SUSPEND_FOR_GC) ;
/*
* As no barrier intercepts root updates, we conservatively
* assume all roots may be gray and re-mark them.
*/
dvmHeapReMarkRootSet () ;
/*
* With the exception of reference objects and weak interned
* strings, all gray objects should now be on dirty cards.
*f
if (gDvm.verifyCardTable) ({
dvmVerifyCardTable () :
}
/*
* Recursively mark gray objects pointed to by the roots or by
* heap objects dirtied during the concurrent mark.
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}
/

d

/

d

/

}

}

74
dvmHeapReScanMarkedObjects () ;

*

* All strongly-reachable objects have now been marked. Process
* weakly-reachable objects discovered while tracing.

*/

vmHeapProcessReferences (&gcHeap->softReferences,
spec->doPreserve == false,
&gcHeap->weakReferences,
&gcHeap->finalizerReferences,
&gcHeap->phantomReferences) ;

#if defined (WITH_JIT)

*

* Patching a chaining cell is very cheap as it only updates 4 words. It's
the overhead of stopping all threads and synchronizing the I/D cache
that makes it expensive.

*
*
*
* Therefore we batch those work orders in a queue and go through them
* when threads are suspended for GC.

*/

vmCompilerPerformSafePointChecks () ;

#endif
LOGD_HEAP ("Sweeping...");

dvmHeapSweepSystemWeaks () ;

*

* Live objects have a bit set in the mark bitmap, swap the mark
* and live bitmaps. The sweep can proceed concurrently viewing
* the new live bitmap as the old mark bitmap, and vice versa.
%/

dvmHeapSourceSwapBitmaps () ;

if (gDvm.postVerify) ({

LOGV_HEAP ("Verifying roots and heap after GC");
verifyRootsAndHeap() ;

if (spec->isConcurrent) f{

dvmUnlockHeap () ;

dvmResumeAl1Threads (SUSPEND_FOR_GC) ;
ATRACE_END(); // Suspend B

dirtyEnd = dvmGetRelativeTimeMsec():

dvmHeapSweepUnmarkedObjects (spec->isPartial, spec->isConcurrent,

&numObjectsFreed, &numBytesFreed);

LOGD_HEAP ("Cleaning up...");
dvmHeapFinishMarkStep() ;
if (spec->isConcurrent) {

dvmLockHeap () ;

LOGD_HEAP ("Done.") ;

/* Now's a good time to adjust the heap size, since

* we know what our utilization is.

*

* This doesn't actually resize any memory;

* it just lets the heap grow more when necessary.

*/

dvmHeapSourceGrowForUtilization() ;

currAllocated = dvmHeapSourceGetValue (HS_BYTES_ALLOCATED, NULL, 0);
currFootprint = dvmHeapSourceGetValue (HS_FOOTPRINT, NULL, 0);
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dvmMe thodTraceGCEnd () ;
LOGV_HEAP ("GC finished");

gcHeap->gcRunning = false;
LOGV_HEAP ("Resuming threads");

if (spec->isConcurrent) {
/*
* Wake-up any threads that blocked after a failed allocation
* request.
*f
dvmBroadcastCond (&gDvm.gcHeapCond) ;

if (!spec->isConcurrent) {
dvmResumeAl1Threads (SUSPEND_FOR_GC) ;
ATRACE_END(); // Suspend A
dirtyEnd = dvmGetRelativeTimeMsec () ;
/*
* Restore the original thread scheduling priority if it was
* changed at the start of the current garbage collection.
*/
if (oldThreadPriority != INT_MAX) {
os_lowerThreadPriority (oldThreadPriority);
}
}

/t

* Move queue of pending references back into Java.

*/

dvmEnqueueClearedReferences (&gDvm.gcHeap->clearedReferences) ;

gcEnd = dvmGetRelativeTimeMsec();

percentFree = 100 - (size_t) (100.0f * (float)currAllocated / currFootprint);

if (!spec->isConcurrent) {
ud4 markSweepTime = dirtyEnd - rootStart;
u4 gcTime = gcEnd - rootStart;
bool isSmall = numBytesFreed > 0 && numBytesFreed < 1024;
ALOGD ("%s freed %s%zdK, %d%% free %zdK/%zdK, paused %ums,
spec->reason,

isSmall ? "<" : "",
numBytesFreed ? MAX (numBytesFreed / 1024, 1) : O,
percentFree,

currAllocated / 1024, currFootprint / 1024,
markSweepTime, gcTime);
} else {
ud4 rootTime = rootEnd - rootStart;
ud4 dirtyTime = dirtyEnd - dirtyStart;
u4 gcTime = gcEnd - rootStart;
bool isSmall = numBytesFreed > 0 && numBytesFreed < 1024;

total %ums",

ALOGD("%s freed %$s%zdK, %d%3% free %zdK/%zdK, paused %ums+%ums, total %ums",

spec->reason,

isSmall 2 "<" : "",
numBytesFreed ? MAX (numBytesFreed / 1024, 1) : O,
percentFree,

currAllocated / 1024, currFootprint / 1024,
rootTime, dirtyTime, gcTime);

if (gcHeap->ddmHpifWhen != 0) ({
LOGD_HEAP ("Sending VM heap info to DDM");
dvmDdmSendHeapInfo (gcHeap->ddmHpifWhen, false);

if (gcHeap->ddmHpsgWhen != 0) {
LOGD_HEAP ("Dumping VM heap to DDM");
dvmDdmSendHeapSegments (false, false);

if (gcHeap->ddmNhsgWhen != 0) {
LOGD_HEAP ("Dumping native heap to DDM");
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dvmDdmSendHeapSegments (false, true);
}

ATRACE_END(); // Top-level GC
}

B R, E# dvmCollectGarbagelnternal HIZNRET 4338 K, BT B &RERWIhAESS, &
BA W T T6E.

Q Suspend (E%F) HFEFEHK thread (5F2).

Q #IEEH— Mark Stack F>R{E /iE % HeapBitmap ] bitmark.

Q 7£ Heap memory FHIFTEN R H, REARZY Soft Reference EiZ Weak Reference %
K], EEHEM—AFRC, 3 HAE bitmap memory H AL E, FH EK X R H#EHE Mark Stack.

O 4 heap memory F [T A soft reference 1 weak reference, RfiXLLfH] reference &I #N 1%
AN NULL, #EHAIEMNREESENR.

Q ¥ F7H 7E Heap Memory & BARICH RGN R A EIYL .

Q WRESNX RIE mark bitmap FH — ML E, NH live bitmap 5 mark bitmap H#:, 2
ZI R KA ERIZARC BE SN R 52K

Q 4 bitmap memory KA, HH WE RN SR W@ FIALEUHE SR, BAR H REREHIX R I+
=

Q # bitmap memory F I B AL EFTHATHIGHALE, FHMBR Mark Stack.

Q A Heap Source E#71A % Heap memory size.

Q EREFTHIAFER thread.

Bt Ak, SEMT Android BEMNLEET A ECAIEAR . LLAS AT LA T fB 2] Android DVM A
78 T R Q0T SE R B VR [ET USRI R . 7E Android —FFHLEIRHE B FF 4640 DVM MIATEELG, X4
R 2w T =%,

(1) RI4r—3 mSpace HINFFX .

(2) #EiX/> mSpace WFFX 15, B —H Heap memory, Hi Heap source K% € LN KB
4, FFfdE —Ht Bitmap memory K1 Heap memory KR .

(3) g E—3 mark stack memory RAZ M ATHC B X R .

% Java BFFELEA—AINRE, HAEESM dvmMalloc R#FEE. —HFIREE Heap
Memory Fc B 7 —H 1%, 7£ Heap memory F [ Bitmap Memory 1 2 & {7 . 28 J5 HH gcForMalloc
ZPATEEALE], E EWOILE bR X RERE S TR AE R B E R

....................................................................................................................

. EXRENSNFRARIETEANR, X—BQHE Java B E L. 7 Java &

EETREEHE new HRAXNE, ENSHFRRABRSFRRRIA, WA
¥iw DX RBAR AR Rt R —BES5H, ERF XA EN NULL 52 4+ 5l
' b SN T NE LD S R R S Ve S D S ST
WA EEAX. Tava P BEHLR. K. B, B4, BERRNBEETUSH
| Java & ML S0 iR,

%t F Android F &Kk, HITEEEHKRZ Dalvik Java VM. MERTRRIKE, BHBES
75 AT L AT AR AL TR, ELANTEFF & — S KB xR S R R IS P AT G5 IE F3h T GC A,

e
e
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{8 F 2% dalvik.system. VMRuntime $243t ff) 777 setTargetHeapUtilization() ] LA 552 F HE R 77 (1 Ab 2
RME. THEEEMERHTE:

I private final static float TARGET_HEAP UTILIZATION = 0.75f;

FEFEFF onCreate Bk AT LAY 40 F 77 B0 7] «

| VMRuntime.getRuntime () .setTargetHeapUtilization (TARGET_HEAP_UTILIZATION);

T —L KA Android W1 B BlERK S, EEIEAE BRF RES, fuatERema EE R
Android H G 7 & EHLEF . B AT FH B RAM #RHEF &, X F 8R4 1% TR i RAM
X PERE I+ UK, B T AR Dalvik ERINLIKIHE N A74rBCAh, $E 0T BASRSIE X H RN
7R/

A LA# F Dalvik 3£ #92 dalvik.system. VMRuntime 3% & /NN 7. 2 VMRuntime 343t
TR AR R E TR D, Android AE/MEF 2 ELHIHE A7 T LUEIE 2 Runtime (77
% totalMemory()Fll /7 17: freeMemory()ZREX VM H)—E N 775 8. Flin:

private final static int CWJ_HEAP_SIZE = 6* 1024* 1024 ;
VMRuntime.getRuntime () . setMinimumHeapSize (CWJ_HEAP_SIZE); //iRB&R/\ heap WHEA 6MB A/

LR T AL RIS R, &7 LUE F3hFI GC R7 N0 . thinfE b2 & i,
1 T E8 5 Android 1) Bitmap Xt R, ] BU& BY 7 ¥ recycle() B ik GC [EY{— Bitmap X%,
M X — AN B Bitmap 7] LAME A FEM TR, Flan:

if (bitmapObject.isRecycled()==false) //WRFHEL
bitmapObject.recycle():

H 7 F Max Heap Size <3 A 77 ) L BR{E , Android FIB & (& 16 MBCR: S5HL 22 24 MB),
o T 38 R X A RERU . BRI 3 setMinimumHeapSize ST R 2038 T HER T RME, B0 EARG IE
o TFREREN B, DRER/NENFR/NET ERAE 59K R EBR{E(16 MB), X
WES BB AEH.

771% setTargetHeapUtilization (float newTarget) FJ A% & WAZRI R M H 7, L SLhriF
FEmEXANF SR, BHVSE GC KR ERBEANFRAD, iELbhRGHAERZXANE
k.
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LrR AR 2 Dalvik VM WTFEERIR G, SRR REER AR L#wW T —4> Android
LR AFERRSER. BEEL, SRS RERIRAF IR EXENHET,
BV Android RZEH Dalvik SR IERNHIFIEA KR, AEE P AEBEEFIRK ¥ I4T
—Fgﬁl‘.ﬂ\)

FE R EWEEEARY, FEFUUT 3 MERNERE.

Q sSIAH#.

Q MarkSweep H k.

Q SemiSpaceCopy Hi%.

HAFEEERERE UL 3 FERER, TLUREARN S REENRPEE. EEFTHA
B, BELHES B BEENEERER,

SIREEEER AR, MAERA - RRBERZXRAFREXNRHEH K. Lin&E coM
RS, BEMER I ATERFEIAZA COM X REH AR ERBREK . Z—/ COM NREARF
SREERAN, BTARNEREEGARAR, Eit, BHINEMIEXD COM MR REBN L
FEMBR, REEHEA 5| ATHECkRMER, BNERENRLRELZ EHEMFEZHE], XH R RGN
HAH, R COMNBEMRS, BRRELEAREEIRT .

SRS REEMR AT .

Q X RERBIRE, LD BT EW, [ A AR R

Q RFEAERE, 2K LRAREER, ATRELHH VIR COM XN REEEHTET K.

SIRTHREERRAR.

Q SIATHSEEIITHE, S5 REFTEEHSI RIS, T COM X RN Tz
B, BHEERBUIRLD, BEHAEW. HRE Java B ARFEFRESN, H5IHXRBIEEL.

Q AREMRIZ X5 A EH S AR EE. LinE—NHERE, A cEEs| Halm
HTR, IHEERHENSER, YA nRTZRATER, MEEFIMERNER, FHTHE
L ¢

ZSHIE AR “PRic—TRRR” BE, WO T X TR RS 0 SOHAT — R 2 R 7 R 52 £

Xt G AT LA, &P SRR MR R, REIFTA A BAN &, HAhA AT ZA 0 Rk AL R N R,
AR E . EME LRI R RIAEE, XAEESARARE: FREAERR. XMOSHITHE




13.2 Mark Sweep E%

BEFARL T IRAB SRR B B . 55| A REEAFENE, “Ric—ER” EEATER
Mg —RNFELEAIEEHRE, RBEERCH BT — KRG AT T “Pric —TERR” Bk Bl
% B RHAC T BB, 57 HMECIE N AT RBT > T #AE 5| A UER 4. it “FR
W—ER” BEEAE MR, BREFREMCHERE B RF L84T. Rk EE
BITEREY, NHARFLAERFIE, FEFRNREWEETETERE, AREFHEHNARE
&7

Dalvik LS H F i B8 & Mark Sweep 5k, ZHEE—SH Mark BB (Bric HigEshst
%) Sweep MrE (EIHIR PNAF) FIATERK Compact (Bt (YR HEF B S ). Dalvik ERUALI
LA AT AT % H) Compact i Bt .

(1) Mark BB,

WIFWENE - P RFICHENTR, EREH HZE S I LR Y5 E xR
(unreachableobjects). Bl R BEARIC HIEBIXN &R, XFEATA R0 0T Sk 2 aT BA RIS 573K .

O MREA (RootSet),

AT EIR R, TEELL Dalvik BRINET CA%R, BRTHRWEZ M. Fikbik
W XA FR1E STW (stop-the-world, MR FERTIF 1L . Dalvik ERIYLEET IR F B 4
—ERBFER, XEEFEEAHE: BIMEEMRENEFE. Java BFHBEFER. RENERK
INL5IH, VM H TR RSN R —AMERL C Bkml. —/ MRl B ol gea & X X R K35
A, B &R HAMEREENSH.

X 5| AEBBIMAS— N EEY, ARES. REMREETFE, BT ERAT
MRESH R RN R, Fik, Mark 3572 XBRNERE, B
ERRRA TRV R A% R . B 13-1 s, BEMRES (a) F 6,
AT LAV B X RE S A {ab,c,d}, XFERLIEER H BT A vl 40 ] )
MNEREE. 13-1 Mark iZ#2

Q #riddk (MarkStack).

WIRWREARRRERES, REMERFHE—NTR, BEEERMEAHRANR, Xt
TRATU RIS, £ markBits A7 B ARz 0t R ARG bkt B FIAL BN 1. XFE24RA
220, markBits A7 B2 BT A 7 U5 M BT RES .

(2) Sweep MrE% -

FIRWERE SRR RWAE, 7E Mark M BB markBits A7 B AT A8 B AT A 7T 15 14 B
XERES, T liveBits I ERRIAIACE SN RES. Fit@Eid b BXHEMLE, liveBits
£z BT markBits i B 2= 5 502 BT A o] BRI N REE . Sweep MR free SRR HUX L N 17
hHE.,

(3) Concurrent Mark (3 KFRid).

AT BTHREE, FEFEEEDUNAET, X2 FBEEF LK A R FEH. Wk
WS X E TAEALT Mark BB, Dalvik E#IHLGEA T Concurrent Mark A LA4E 56 15 B ] .
f£ Concurrent Mark 15| A— NI ge 4678, HIZLBELBREE CKBESTRE T RE
&, FEPrAEMPLEHBEZET. XA Concurrent —id & L. HENT B HE, B
1B1T Sweep Bt B, LHFILBUNAIZET. XEFA—ANEE, BIE go LR mark Xt RETH %,
HARRRENBT XEIA T BV WA R FITE Sweep Wi, X EHBIEAT mark B, {HRTE
EAB B T 24 mark BT RKUE, o AAREE®TERR T, XEN—EEE LRI TR
A5 B A ]
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FEJRSCAH “alloc/MarkSweep.h” H1, 5 X T FE SR WER LRI RE, &4 REH B AU

THIR.
(1) BR%Y createMarkStack HZffE 2 G B A4 (L HERR TIEAT A2 U 75 Z PR ICHER T BRI
ARBSENF 7R -

static bool createMarkStack (GcMarkStack *stack)
{
assert(stack != NULL);
size_t length = dvmHeapSourceGetldealFootprint() * sizeof (Object*) /
(sizeof (Object) + HEAP_SOURCE_CHUNK_OVERHEAD) ;
madvise (stack->base, length, MADV_NORMAL) ;
stack->top = stack->base;
return true;

(2) BR¥ destroyMarkStack )RR 85 B0 BT WA 76 E ARG R . RELIH
ARBBNT s :

static void destroyMarkStack(GcMarkStack *stack)

{
assert (stack != NULL);
madvise (stack->base, stack->length, MADV_DONTNEED) ;
stack->top = NULL;

(3) Bfi¥ markStackPush H)ZIRERFEHER F I —MFid, BRI T FR:

static void markStackPush(GcMarkStack *stack, const Object *obj)
{

assert (stack != NULL);

assert (stack->base <= stack->top);

assert (stack->limit > stack->top):

assert (obj != NULL);

*stack->top = obj;

++stack->top;

(4) ¥ markStackPop KD REREARICER P IMA — X R, AAELHADI T Hix:

static const Object *markStackPop(GcMarkStack *stack)
{

assert (stack != NULL);

assert (stack->base < stack->top):

assert (stack->limit > stack->top);

--stack->top;

return *stack->top;

(5) i ¥ dvmHeapBeginMarkStep) G AL, FMXT RALE B N — AL E sk, LME
Ja EXF XA BB AT PRiE . B3 dvmHeapBeginMarkStep() ) B A SLELAR B a0 F AR :

bool dvmHeapBeginMarkStep (bool isPartial)
{
GcMarkContext *ctx = &gDvm.gcHeap->markContext;

if (!createMarkStack (&ctx->stack)) {
return false;
}
ctx->finger = NULL;
ctx->immunelimit = (char*)dvmHeapSourceGetImmuneLimit (isPartial);
return true;
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(6) BRH setAndReturnMarkBit fIZhAER BB IR EIFARCAFIN &, BASSIURGEL I T HR:

static long setAndReturnMarkBit (GcMarkContext *ctx, const void *obj)
{

return dvmHeapBitmapSetAndReturnObjectBit (ctx->bitmap, obj);
}

(7) BR% markObjectNonNul fIZhEERFRICIEE N &, HEASLIARE I T AR:

static void markObjectNonNull (const Object *obj, GcMarkContext *ctx,
bool checkFinger)
{
assert(ctx != NULL);
assert (obj != NULL);
assert (dvmIsValidObject (obj)):
if (obj < (Object *)ctx->immuneLimit) ({
assert (isMarked (obj, ctx));
return;
}
if (!setAndReturnMarkBit (ctx, obj)) |
/* This object was not previously marked.
¥/
if (checkFinger && (void *)obj < ctx->finger) {
/* This object will need to go on the mark stack.
*/
markStackPush (&ctx->stack, obj);

(8) BR¥ markObject FIThEE BB it i3 B AR AniE T &, BEASSIARI T Ars:

static void markObject (const Object *obj, GcMarkContext *ctx)
{
if (obj != NULL) ({
markObjectNonNull (obj, ctx, true);
}

FEATHTARIE BN S B R RAR T 48 2 V7 i B AL, BT LX) R T BN BIbR T AR .
(9) PR%Y rootMarkObject Visitor FITRERARICARX R &, BAASLIARLINTATR:

static void rootMarkObjectVisitor(void *addr, ud4 thread, RootType type,
void *arg)
{
assert (addr != NULL);
assert(arg != NULL);
Object *obj = *(Object **)addr;
GcMarkContext *ctx = (GcMarkContext *)arg;
if (obj != NULL) {
markObjectNonNull (obj, ctx, false);
}

(10> ¥ K% dvmHeapMarkRootSet)#RiC T A RN 5, B $1 314510 heap o #H (E17 51 A&
A root X R HELIARLITFiR:

void dvmHeapMarkRootSet ()

{
GcHeap *gcHeap = gDvm.gcHeap;
dvmMarkImmuneObjects (gcHeap->markContext.immuneLimit) ;
dvmVisitRoots (rootMarkObjectVisitor, &gcHeap->markContext);

(11) BA%K rootReMarkObjectVisitor FITRER EFHRCRN R U5 a13E, BARSLIARL AT Fir:

static void rootReMarkObjectVisitor (void *addr, u4 thread, RootType type,
void *arg)
{
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assert(addr != NULL);
assert (arg != NULL);
Object *obj = *(Object **)addr;
GcMarkContext *ctx = (GcMarkContext *)arg;
if (obj != NULL) {

markObjectNonNull (obj, ctx, true);
}

(12) % dvmHeapReMarkRootSet BTG RARKR FHI A 51 FH, BAELIAR M FAR:

void dvmHeapReMarkRootSet ()

{
GcMarkContext *ctx = &gDvm.gcHeap->markContext;
assert (ctx->finger == (void *)ULONG_MAX) ;
dvmVisitRoots (rootReMarkObjectVisitor, ctx);

(13) BR¥} scanFields KT RER AT A MISLH 7B, BAKIAR T Frn:

static void scanFields(const Object *obj, GcMarkContext *ctx)
{
assert (obj != NULL);
assert (obj->clazz != NULL);
assert (ctx != NULL);
if (obj->clazz->refOffsets != CLASS_WALK_SUPER) {
unsigned int refOffsets = obj->clazz->refOffsets;
while (refOffsets != 0) {
size_t rshift = CLZ (refOffsets);
size_t offset = CLASS_OFFSET_FROM_CLZ (rshift);
Object *ref = dvmGetFieldObject (obj, offset);
markObject (ref, ctx);
refOffsets &= ~(CLASS_HIGH_BIT >> rshift);
}
} else |
for (ClassObject *clazz = obj->clazz;
clazz != NULL;
clazz = clazz->super) {
InstField *field = clazz->ifields:;
for (int i = 0; i < clazz->ifieldRefCount; ++i, ++field) {
void *addr = BYTE_OFFSET (obj, field->byteOffset);
Object *ref = ((JValue *)addr)->1;
markObject (ref, ctx);

(14) K%K scanStaticFields H)ThEE R AREXN R MRS, BASSIAEI T HixR:

static void scanStaticFields(const ClassObject *clazz, GcMarkContext *ctx)
{

assert (clazz != NULL);
assert (ctx != NULL);
for (int i = 0; i < clazz->sfieldCount; ++i) {
char ch = clazz->sfields[i].signature[0];
if (ch == '"[' || ¢ch == 'L') {
Object *obj = clazz->sfields[i].value.l;
markObject (obj, ctx);

(15) BR¥L scanlnterfaces A THRER Vil — MR RHIED, BEALIAR M TAIR:
static void scanInterfaces(const ClassObject *clazz, GcMarkContext *ctx)
{
assert(clazz != NULL);
assert (ctx != NULL);
for (int i = 0; i < clazz->interfaceCount; ++i) {
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markObject ( (const Object *)clazz->interfaces[i], ctx):

(16) P& ¥ scanClassObject HIZhEE R/ ARk, BEFBRM T HM —E KT O 54 .
Bt AR T BiR:

static void scanClassObject (const Object *obj, GcMarkContext *ctx)
{
assert (obj != NULL);
assert (dvmIsClassObject (obj));
assert (ctx != NULL);
markObject ( (const Object *)obj->clazz, ctx);
const ClassObject *asClass = (const ClassObject *)obj;
if (IS_CLASS_FLAG_SET (asClass, CLASS_ISARRAY)) |
markObject ( (const Object *)asClass->elementClass, ctx);
}
/* Do super and the interfaces contain Objects and not dex idx values? */
if (asClass->status > CLASS_IDX) {
markObject ( (const Object *)asClass->super, ctx);
}
markObject ( (const Object *)asClass->classLoader, ctx);
scanFields (obj, ctx);
scanStaticFields (asClass, ctx):
if (asClass->status > CLASS_IDX) {
scanlnterfaces(asClass, ctx);

}

(17) BR¥ scanArrayObject HIZHEERFHHFTA BAX REPRE. WRBANZRETTA—D
SIAARRSK, NFELHILGES OB EN. BASIALTFR:

static void scanArrayObject (const Object *obj, GcMarkContext *ctx)
{
assert (obj != NULL);
assert (obj->clazz != NULL);
assert(ctx != NULL);
markObject ( (const Object *)obj->clazz, ctx);
if (IS_CLASS_FLAG_SET (obj->clazz, CLASS_ISOBJECTARRAY)) {
const ArrayObject *array = (const ArrayObject *)obj;
const Object **contents = (const Object **) (void *)array->contents;
for (size_t i = 0; i < array->length; ++i) {
markObject (contents[i], ctx);
}

(18) ¥\ referenceClassFlags HITIRERZIREH XSE FRIrE, BAELMABL TR

static int referenceClassFlags(const Object *obj)
{
int flags = CLASS_ISREFERENCE |
CLASS_ISWEAKREFERENCE |
CLASS_ISFINALIZERREFERENCE |
CLASS_ISPHANTOMREFERENCE;
return GET_CLASS_FLAG_GROUP(obj->clazz, flags);

(19) PR¥%L isSoftReference. isWeakReference. isFinalizerReference 1 isPhantomReference X
e, MENFREKSIH. ¥B55 H. R4 E FinalizerReference. JK4:H PhantomReference,
M #RIR ] true, BASCEARRE T FIR:

static bool isSoftReference (const Object *obj)
{
return referenceClassFlags(obj) == CLASS_ISREFERENCE;
}
static bool isWeakReference (const Object *obj)
{
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return referenceClassFlags(obj) & CLASS_ISWEAKREFERENCE;
}

/*
* Returns true if the object derives from FinalizerReference.
at's
static bool isFinalizerReference (const Object *obj)
{

return referenceClassFlags(obj) & CLASS_ISFINALIZERREFERENCE;
}

/*
* Returns true if the object derives from PhantomReference.
*f
static bool isPhantomReference (const Object *obj)
{

return referenceClassFlags(obj) & CLASS_ISPHANTOMREFERENCE;
}

(20) B&% enqueuePendingReference [JZhAERAEHRN S5 Al MBI LS, Bk
AR 1 F B :

static void enqueuePendingReference (Object *ref, Object **list)
{
assert (ref != NULL);
assert (list != NULL);
size_t offset = gDvm.offJavalangRefReference_pendingNext;
if (*list == NULL) {
dvmSetFieldObject (ref, offset, ref);
*list = ref;
} else {
Object *head = dvmGetFieldObject (*1list, offset);
dvmSetFieldObject (ref, offset, head);
dvmSetFieldObject (*1ist, offset, ref);

(21) B&A¥ dequeuePendingReference HITIRERBKRIIHBFIFH—N2%, RiELIABM
TR

static Object *dequeuePendingReference (Object **1list)
{
assert(list != NULL);
assert(*list != NULL);
size_t offset = gDvm.offJavalangRefReference_pendingNext;
Object *head = dvmGetFieldObject (*list, offset);
Object *ref;
if (*list == head) {
ref = *list;
*1list = NULL;
} else {
Object *next = dvmGetFieldObject (head, offset);
dvmSetFieldObject (*1ist, offset, next);
ref = head;
}
dvmSetFieldObject (ref, offset, NULL);
return ref;

(22) BR¥ delayReferenceReferent H]ThHE RMBIEXT R AIRAY, W H M NABR KRB BAT S,
IR X R & fianlizeable X5, NI finalizerReferences A% F . %% & WeakReference X1 %,
M# H N weakReferences BA%I| . BKi%k delayReferenceReferent i) EA&SLERRAL TR B 7 :

static void delayReferenceReferent (Object *obj, GcMarkContext *ctx)
{

assert(obj != NULL);

assert (obj->clazz != NULL);
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assert (IS_CLASS_FLAG_SET (obj->clazz, CLASS_ISREFERENCE));
assert (ctx != NULL);
GcHeap *gcHeap = gDvm.gcHeap;
size_t pendingNextOffset = gDvm.offJavalangRefReference_pendingNext;
size_t referentOffset = gDvm.offJavalangRefReference_referent;
Object *pending = dvmGetFieldObject (obj, pendingNextOffset);
Object *referent = dvmGetFieldObject(obj, referentOffset);
if (pending == NULL && referent != NULL && !isMarked(referent, ctx)) {
Object **list = NULL;
if (isSoftReference (obj)) {
list = &gcHeap->softReferences;
} else if (isWeakReference(obj)) {
list = &gcHeap->weakReferences;
} else if (isFinalizerReference (obj)) {
list = &gcHeap->finalizerReferences;
} else if (isPhantomReference (obj)) |
list = &gcHeap->phantomReferences;
}
assert(list != NULL);
enqueuePendingReference (obj, list);

(23) K% scanDataObject FIZIRERARXT REIENRA, FHARCHFTEFIHIHNR. Bk
SEIARES 0 R :

static void scanDataObject (const Object *obj, GcMarkContext *ctx)
{

assert (obj != NULL);

assert (obj->clazz != NULL);

assert (ctx != NULL);

markObject ( (const Object *)obj->clazz, ctx);

scanFields (obj, ctx);

if (IS_CLASS_FLAG_SET (obj->clazz, CLASS_ISREFERENCE)) {

delayReferenceReferent ( (Object *)obj, ctx);
}

(24) % scanObject HITHEE R AL T "mark stack"FHKIFGNIT R, B EHW T REIRFF Java 2K
RERHRENR, EREUEN S, ERMIEA Java MR, 431X 3 Fxt ST AR, H
T finalize X R ER Java XT R, FihiX B RE MM scanDataObject 4. B scanObject
) B AR SEIARRS 20 R AR«

static void scanObject (const Object *obj, GcMarkContext *ctx)
{
assert (obj != NULL);
assert (obj->clazz != NULL);
if (obj->clazz == gDvm.classJavalangClass) {
scanClassObject (obj, ctx);
} else if (IS_CLASS_FLAG_SET (obj->clazz, CLASS_ISARRAY)) {
scanArrayObject (obj, ctx);
} else {
scanDataObject (obj, ctx):
}

(25) BR¥ processMarkStack FrITHRER Ab2E T EAFBRALEMIST R, A scanObject ¥kt
"mark stack" )R, BARLIARG T FrR:

static void processMarkStack (GcMarkContext *ctx)
{
assert (ctx != NULL);
assert (ctx->finger == (void *)ULONG_MAX) ;
assert (ctx->stack.top >= ctx->stack.base);
GcMarkStack *stack = &ctx->stack;
while (stack->top > stack->base) {
const Object *obj = markStackPop (stack);
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scanObject (obj, ctx);

(26) BR%\ objectSize MIThEERITEX REIK /D, BRI I FR:

static size_t objectSize (const Object *obj)
{
assert (dvmIsValidObject (obj));
assert (dvmIsValidObject ( (Object *)obj->clazz));
if (IS_CLASS_FLAG_SET (obj->clazz, CLASS_ISARRAY)) {
return dvmArrayObjectSize((ArrayObject *)obj);

} else if (obj->clazz == gDvm.classJavalangClass) {
return dvmClassObjectSize((ClassObject *)obj):
} else {

return obj->clazz->objectSize;

}

(27) B¥ nextGrayObject HITIRER M AT HAMIFC R, WRBE RN R, EX—XHKEE
null. B ¥ nextGrayObject ] B A&SLBARIL I F B :

static Object *nextGrayObject (const ul *base, const ul *limit,
const HeapBitmap *markBits)
{

const ul *ptr;

assert (base < limit);
assert (limit - base <= GC_CARD_SIZE);
for (ptr = base; ptr < limit; ptr += HB_OBJECT_ALIGNMENT) {
if (dvmHeapBitmapIsObjectBitSet (markBits, ptr))
return (Object *)ptr;
}
return NULL;

(28) Bi¥Y scanDirtyCards HITNREREFFEARIGE RVGHE Z B33 “MER A7, FERRIEERT,
FEM5Z—RPEAMEXBRRCAEITRE, ¥ “BEHEH” SEUIRMERRE S AN
X%, BR¥ scanDirtyCards HIE & SLEARRS M0 F B

const ul *scanDirtyCards(const ul *start, const ul *end,
GcMarkContext *ctx)
{
const HeapBitmap *markBits = ctx->bitmap;
const ul *card = start, *prevAddr = NULL;
while (card < end) {
if (*card != GC_CARD_DIRTY) {
return card;
}
const ul *ptr = prevAddr ? prevAddr : (ul*)dvmAddrFromCard(card);
const ul *limit = ptr + GC_CARD_SIZE;
while (ptr < limit) {
Object *obj = nextGrayObject (ptr, limit, markBits);
if (obj == NULL) {
break;
}
scanObject (obj, ctx);
ptr = (ul*)obj + ALIGN_UP(objectSize (obj), HB_OBJECT_ALIGNMENT) ;

if (ptr < limit) {
/* Ended within the current card, advance to the next card. */
t++card;
prevAddr = NULL;
} else {
/* Ended past the current card, skip ahead. */
card = dvmCardFromAddr (ptr) ;
prevAddr = ptr;
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}
return NULL;

71 B& ¥ scanGrayObjects KIZRER LI A ARM TIE, RAELIAEW T HR:

static void scanGrayObjects(GcMarkContext *ctx)
{

GcHeap *h = gDvm.gcHeap:;

const ul *base, *limit, *ptr, *dirty;

base = &h->cardTableBase[0];
limit = dvmCardFromAddr ((ul *)dvmHeapSourceGetLimit());
assert (limit <= &h->cardTableBase[h->cardTableLength]);

ptr = base;
for (;:) |
dirty = (const ul *)memchr (ptr, GC_CARD_DIRTY, limit - ptr);
if (dirty == NULL) ({
break;
}
assert ((dirty > ptr) && (dirty < limit));
ptr = scanDirtyCards(dirty, limit, ctx);
if (ptr == NULL) {
break;
}
assert ((ptr > dirty) && (ptr < limit));

(29) Ei# scanBitmapCallback HIZhRE R AR E N RO BT HIEIE, LETHEREANNT
AL F I T — /N R Kbk A bk . PR scanBitmapCallback ) BAALIARL W T Fis:

static void scanBitmapCallback(Object *obj, void *finger, void *arq)
(

GcMarkContext *ctx = (GcMarkContext *)arg;

ctx->finger = (void *)finger;

scanObject (obj, ctx);

(30) i A B ¥ dvmHeapScanMarkedObjects)fR#E L — R $45 RN RAOLE, XE— MR
XA AT E, MRXAMENRERSH, s AER. XSRS REARERE,
MARTFUE At BB 5 Hoxt F AR EATARIC KIS 2. BB 3 dvmHeapScanMarkedObjects() i) B AR SLELARS
R s

void dvmHeapScanMarkedObjects (void)
{
GcMarkContext *ctx = &gDvm.gcHeap->markContext;

assert (ctx->finger == NULL);

/* The bitmaps currently have bits set for the root set.

* Walk across the bitmaps and scan each object.

*/

dvmHeapBitmapScanWalk (ctx->bitmap, scanBitmapCallback, ctx);

ctx->finger = (void *)ULONG_MAX;

/* We've walked the mark bitmaps. Scan anything that's
* left on the mark stack.

*/

processMarkStack(ctx) ;

1f 8 % dvmHeapReScanMarkedObjects (I ZI B2 R B E AT KX R, RELHARBDT
FoR:
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void dvmHeapReScanMarkedObjects()

{
GcMarkContext *ctx = &gDvm.gcHeap->markContext;

/*

* The finger must have been set to the maximum value to ensure
* that gray objects will be pushed onto the mark stack.

*/

assert (ctx->finger == (void *)ULONG_MAX) ;

scanGrayObjects (ctx) ;

processMarkStack (ctx) ;

(31) H¥ clearReference HITIRERIEMRSHE X, BASLIAREI T FiR:

static void clearReference (Object *reference)

{
size_t offset = gDvm.offJavalangRefReference_referent;
dvmSetFieldObject (reference, offset, NULL);

(32) BR¥#] preserveSomeSoftReferences HITHAE R IR B — L84k 5|, BRI TFATR:

static void preserveSomeSoftReferences (Object **1list)
{
assert(list != NULL);
GcMarkContext *ctx = &gDvm.gcHeap->markContext;
size_t referentOffset = gDvm.offJavalangRefReference_referent;
Object *clear = NULL;
size_t counter = 0;
while (*1list != NULL) {
Object *ref = dequeuePendingReference(list);
Object *referent = dvmGetFieldObject(ref, referentOffset);
if (referent == NULL) {
/* Referent was cleared by the user during marking. */
continue;
}
bool marked = isMarked(referent, ctx);
if (!'marked && ((++counter) & 1)) {
/* Referent is white and biased toward saving, mark it. */
markObject (referent, ctx);
marked = true;

if (!marked) ({
/* Referent is white, queue it for clearing. */
enqueuePendingReference (ref, &clear);
}
}
*list = clear;
/*
* Restart the mark with the newly black references added to the
* root set.
¥/

processMarkStack (ctx);

(33) PR¥ clearWhiteReferences HKIZHEERER A S %5 H, BASZHALI T AR:

static void clearWhiteReferences (Object **list)
{
assert(list != NULL);
GcMarkContext *ctx = &gDvm.gcHeap->markContext;
size_t referentOffset = gDvm.offJavalLangRefReference_referent;
while (*list != NULL) {
Object *ref = dequeuePendingReference(list);
Object *referent = dvmGetFieldObject (ref, referentOffset);
if (referent != NULL && !isMarked (referent, ctx)) {
/* Referent is white, clear it. */
clearReference (ref) ;
if (isEnqueuable(ref)) {
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enqueueReference (ref) ;

}
}
assert (*list == NULL);

(34) PK#{ enqueueFinalizerReferences H)ZRERZIE L INI 75 2% finalize X R (15| 1% 3] Java
55— java.lang.ref ReferenceQueue 11, E ARSI 1 R BR:

static void enqueueFinalizerReferences (Object **1list)
{
assert(list != NULL);
GcMarkContext *ctx = &gDvm.gcHeap->markContext;
size_t referentOffset = gDvm.offJavalangRefReference_referent;
size_t zombieOffset = gDvm.offJavalangRefFinalizerReference_zombie;
bool hasEnqueued = false;
while (*list != NULL) {
Object *ref = dequeuePendingReference(list);
Object *referent = dvmGetFieldObject(ref, referentOffset);
if (referent != NULL && !isMarked(referent, ctx)) ({
markObject (referent, ctx):
/* If the referent is non-null the reference must queuable. */
assert (isEnqueuable (ref));
dvmSetFieldObject (ref, zombieOffset, referent);
clearReference (ref) ;
enqueueReference (ref);
hasEnqueued = true;
}
}
if (hasEnqueued) {
processMarkStack (ctx) ;
}
assert (*list == NULL);

(35) k% dvmHeapProcessReferences {)TIREREI BN RUWEETTEST, ¥ finalize PAFI M E
FUHLE Native (AHh) Iifsi# %] Java 5. ¥ dvmHeapProcessReferences HJ EAASEIACHL In F
Fii7R :

void dvmHeapProcessReferences (Object **softReferences, bool clearSoftRefs,
Object **weakReferences,
Object **finalizerReferences,
Object **phantomReferences)

assert (softReferences != NULL);

assert (weakReferences != NULL);

assert (finalizerReferences != NULL);

assert (phantomReferences != NULL);

/i

* Unless we are in the zygote or required to clear soft

* references with white references, preserve some white

* referents.

*/

if (!gDvm.zygote && !clearSoftRefs) ({
preserveSomeSoftReferences (softReferences);

}

/*

* Clear all remaining soft and weak references with white

* referents.

* I

clearWhiteReferences (softReferences);

clearWhiteReferences (weakReferences);

/*

* Preserve all white objects with finalize methods and schedule

* them for finalization.

*/

enqueueFinalizerReferences (finalizerReferences);
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/*

* Clear all f-reachable soft and weak references with white
* referents.

L7 4

clearWhiteReferences (softReferences) ;
clearWhiteReferences (weakReferences) ;

/t

* Clear all phantom references with white referents.
®J

clearWhiteReferences (phantomReferences) ;

/*

* At this point all reference lists should be empty.
*7

assert (*softReferences == NULL);

assert (*weakReferences == NULL) ;

assert (*finalizerReferences == NULL);

assert (*phantomReferences == NULL) ;

(36) Hi¥{ dvmEnqueueClearedReferences [ZHRER G — MERFIR S| HITEH, BALIA
B0 B

void dvmEnqueueClearedReferences (Object **cleared)
{
assert (cleared != NULL);
if (*cleared != NULL) {
Thread *self = dvmThreadSelf();
assert (self != NULL);
Method *meth = gDvm.methJavaLangRefReferenceQueueAdd;
assert (meth != NULL);
JValue unused;
Object *reference = *cleared;
dvmCallMethod (self, meth, NULL, &unused, reference);
*cleared = NULL;

(37) VAFR% dvmHeapFinishMarkStep()EIH 24 MIFE %t RE WA, 7T LLE B HEE FE iR 0k
B AR AR, HEEANS, ZXERTTLUEAES SRR T . BE dvmHeapFinishMarkStep()
FIRAALIARB I T FiRs:

void dvmHeapFinishMarkStep ()

{
HeapBitmap *markBitmap;
HeapBitmap objectBitmap;
GcMarkContext *markContext;

markContext = &gDvm.gcHeap->markContext;

/* The sweep step freed every object that appeared in the
HeapSource bitmaps that didn't appear in the mark bitmaps.
The new state of the HeapSource is exactly the final

mark bitmaps, so swap them in.

The old bitmaps will be swapped into the context so that

we can clean them up.

%/

dvmHeapSourceReplaceObjectBitmaps (markContext->bitmaps,
markContext->numBitmaps) ;

/* Clean up the old HeapSource bitmaps and anything else associated

* with the marking process.

Y

dvmHeapBitmapDeleteList (markContext->bitmaps, markContext->numBitmaps) ;

destroyMarkStack (&markContext->stack);

memset (markContext, 0, sizeof (*markContext)):;

(38) BA¥ sweepBitmapCallback K Dfe R A E I, AL TAR:
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static void sweepBitmapCallback(size_t numPtrs, void **ptrs, void *arg)
{
assert(arg != NULL);

SweepContext *ctx = (SweepContext *)arg;
if (ctx->isConcurrent) {
dvmLockHeap () ;

}
ctx->numBytes += dvmHeapSourceFreeList (numPtrs, ptrs);
ctx->numObjects += numPtrs;
if (ctx->isConcurrent) {
dvmUnlockHeap() ;
}

(39) K% sweepWeakJniGlobals fIZh R £ IFE R INI, BASLIAE W T HxR:

static void sweepWeakJniGlobals ()
{
IndirectRefTable* table = &gDvm.jniWeakGlobalRefTable;
GcMarkContext* ctx = &gDvm.gcHeap->markContext;
typedef IndirectRefTable::iterator It; // TODO: C++0x auto
for (It it = table->begin(), end = table->end(); it != end; ++it) {
Object** entry = *it;
if (!isMarked(*entry, ctx)) {
*entry = kCleareddniWeakGlobal;
}

(40) 8 & ¥ dvmHeapSweepUnmarkedObjects()i& FR & GARic Xt R, k2 MIBREH HE
%R . E¥ dvmHeapSweepUnmarkedObjects() - 2 SLIARL W T Fran:

dvmHeapSweepUnmarkedObjects (int *numFreed, size_t *sizeFreed)
{

const HeapBitmap *markBitmaps;

const GcMarkContext *markContext;

HeapBitmap objectBitmaps [HEAP_SOURCE_MAX HEAP_COUNT];

size_t origObjectsAllocated;

size_t origBytesAllocated;

size_t numBitmaps;

/* Bll reachable objects have been marked.

* Detach any unreachable interned strings before
* we sweep.

*/
dvmGeDetachDeadInternedStrings (isUnmarkedObject) ;

/* Free any known objects that are not marked.

*/

origObjectsAllocated = dvmHeapSourceGetValue (HS_OBJECTS_ALLOCATED, NULL, 0);
origBytesAllocated = dvmHeapSourceGetValue (HS_BYTES_ALLOCATED, NULL, 0);

markContext = &gDvm.gcHeap->markContext;

markBitmaps = markContext->bitmaps;

numBitmaps = dvmHeapSourceGetObjectBitmaps (objectBitmaps,

HEAP_SOURCE_MAX_HEAP_COUNT) ;
#ifndef NDEBUG

if (numBitmaps != markContext->numBitmaps) {

LOGE ("heap bitmap count mismatch: %zd != %zd\n",
numBitmaps, markContext->numBitmaps);

dvmAbort () ;

}
(41) A %% dvmHeapHandleReferences()AhEE Java X R 5| KA., M FELEMT
3INEETE.

O SoftReference: Xt HE%E T x5 FHERE “&K5IH”.
O WeakReference: #3 7 x15|FHEARH “5331 7.
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Q PhantomReference: #3 7Xf5| FH BARH “S215I1H”. 85| AZEIE5 H B bR bk B,
M5 A, S5 AN T3 AAZEILE.
PR %7 dvmHeapHandleReferences()f B AL BTSN T FiR

void dvmHeapHandleReferences (Object *refListHead, enum RefType refType)
{

Object *reference;

GcMarkContext *markContext = &gDvm.gcHeap->markContext;

const int offVmData = gDvm.offJavalangRefReference_vmData;

const int offReferent = gDvm.offJavalangRefReference_referent;

bool workRequired = false;

size_t numCleared = 0;
size_t numEnqueued = 0;
reference = reflistHead;
while (reference != NULL) {
Object *next;
Object *referent;

/* Pull the interesting fields out of the Reference object.
#/

next = dvmGetFieldObject (reference, offVmData);

referent = dvmGetFieldObject (reference, offReferent);

//TODO: when handling REF_PHANTOM, unlink any references

// that fail this initial if(). We need to re-walk
// the list, and it would be nice to avoid the extra
// work.

if (referent != NULL && !isMarked(ptr2chunk(referent), markContext)) {
bool schedClear, schedEnqueue;

/* This is the strongest reference that refers to referent.
* Do the right thing.
*/
switch (refType) {
case REF_SOFT:
case REF_WEAK:
schedClear = clearReference(reference);
schedEnqueue = engueueReference (reference);
break;
case REF_PHANTOM:
/* PhantomReferences are not cleared automatically.
* Until someone clears it (or the reference itself
is collected), the referent must remain alive.

*
*
* It's necessary to fully mark the referent because
* it will still be present during the next GC, and

* all objects that it points to must be valid.

* (The referent will be marked outside of this loop,
* after handing all references of this strength, in
* case multiple references point to the same object.)

schedClear = false;

/* A PhantomReference is only useful with a
* queue, but since it's possible to create one
* without a queue, we need to check.
*/
schedEnqueue = enqueueReference (reference);
break;
default:
assert (!"Bad reference type");
schedClear = false;
schedEnqueue = false;
break;
}
numCleared += schedClear ? 1 : 0;
numEnqueued += schedEnqueue ? 1 :

0;
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if (schedClear || schedEnqueue) {
uintptr_t workBits;

/* Stuff the clear/enqueue bits in the bottom of

* the pointer. Assumes that objects are 8-byte

* aligned.

*

* Note that we are adding the *Reference* (which

* is by definition already marked at this point) to
* this list; we're not adding the referent (which
* has already been cleared).

L4

assert(((intptr_t)reference & 3) == 0);
assert ( ((WORKER_CLEAR | WORKER_ENQUEUE) & ~3) == 0);

workBits = (schedClear ? WORKER_CLEAR : 0) |
(schedEnqueue ? WORKER_ENQUEUE : 0);
if (!dvmHeapAddRefTolLargeTable (
&gDvm.gcHeap->referenceOperations,
(Object *) ((uintptr_t)reference | workBits)))

LOGE_HEAP ("dvmMalloc(): no room for any more "
"reference operations\n");
dvmAbort () ;
}

workRequired = true;

if (refType != REF_PHANTOM) {
/* Let later GCs know not to reschedule this reference.
*/
dvmSetFieldObject (reference, offVmData,
SCHEDULED_REFERENCE_MAGIC) ;
} // else this is handled later for REF_PHANTOM

} // else there was a stronger reference to the referent.
reference = next;

1
#define refType2str(r) \

((r) == REF_SOFT ? "soft" : ( \
(r) == REF_WEAK ? "weak" : ( \
(r) == REF_PHANTOM ? "phantom" : "UNKNOWN" )))

LOGD_HEAP ("dvmHeapHandleReferences () : cleared %zd, enqueued %zd %s references\n", numCleared,
numEnqueued, refType2str(refType));

/* Walk though the reference list again, and mark any non-clear/marked
* referents. Only PhantomReferences can have non-clear referents
* at this point.
*f
if (refType == REF_PHANTOM) ({
bool scanRequired = false;

HPROF_SET_GC_SCAN_STATE (HPROF_ROOT_REFERENCE_CLEANUP, 0);
reference = refListHead;
while (reference != NULL) ({

Object *next;

Object *referent;

/* Pull the interesting fields out of the Reference object.
*/

next = dvmGetFieldObject (reference, offVmData):

referent = dvmGetFieldObject (reference, offReferent);

if (referent != NULL && !isMarked (ptr2chunk(referent), markContext)) {
markObjectNonNull (referent, markContext);

scanRequired = true;

/* Let later GCs know not to reschedule this reference.
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*/
dvmSetFieldObject (reference, offvmData,
SCHEDULED_REFERENCE_MAGIC) ;
}

reference = next;

}
HPROF_CLEAR_GC_SCAN_STATE() ;

if (scanRequired) {
processMarkStack (markContext) ;
}
}

if (workRequired) {
dvmSignalHeapWorker (false);
}

(42) AR %t dvmHeapScheduleFinalizations() il Fi & M ARCHIXN R, it — 0 REEHHREN1E
ATLNETT, DMEREMAF RN SRR, ST RETHEM. %% dvmHeapScheduleFinalizations()
() B AR SEIARAS 40 BT

void dvmHeapScheduleFinalizations (

{
HeapRefTable newPendingRefs;
LargeHeapRefTable *finRefs = gDvm.gcHeap->finalizableRefs;
Object **ref;
Object **lastRef;
size_t totalPendCount;
GcMarkContext *markContext

]

&gDvm. gcHeap->markContext;

/*

* All reachable objects have been marked.

* Any unmarked finalizable objects need to be finalized.
%/

/* Create a table that the new pending refs will

* be added to.

x/

if (!dvmHeapInitHeapRefTable (&newPendingRefs, 128)) {
//TODO: mark all finalizable refs and hope that

// we can schedule them next time. Watch out,
// because we may be expecting to free up space
// by calling finalizers.

LOGE_GC ("dvmHeapScheduleFinalizations(): no room for "
"pending finalizations\n");
dvmAbort () ;
}

/* Walk through finalizableRefs and move any unmarked references
* to the list of new pending refs.
o
totalPendCount = 0;
while (finRefs != NULL) ({
Object **gapRef;
size_t newPendCount = 0;

gapRef = ref = finRefs->refs.table;

lastRef = finRefs->refs.nextEntry;

while (ref < lastRef) {
DvmHeapChunk *hc;

hc = ptr2chunk(*ref);
if (!isMarked (hc, markContext)) {
if (!dvmHeapAddToHeapRefTable (&newPendingRefs, *ref)) {
//TODO: add the current table and allocate
// a new, smaller one.
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LOGE_GC ("dvmHeapScheduleFinalizations(): "
"no room for any more pending finalizations: %zd\n",
dvmHeapNumHeapRefTableEntries (&newPendingRefs)) ;
dvmAbort () ;
}
newPendCount++;
} else {
/* This ref is marked, so will remain on finalizableRefs.
*/
if (newPendCount > 0) {
/* Copy it up to fill the holes.
*
/
*gapRef++ = *ref;
} else {
/* No holes yet; don't bother copying.
*/
gapRef++;
}
}
ref++;
}
finRefs->refs.nextEntry = gapRef;
//TCDO: if the table is empty when we're done, free it.
totalPendCount += newPendCount;
finRefs = finRefs->next;
}
LOGD_GC ("dvmHeapScheduleFinalizations(): %zd finalizers triggered.\n",
totalPendCount) ;
if (totalPendCount == 0) {
/* No objects required finalization.
* Free the empty temporary table.
*/
dvmClearReferenceTable (&newPendingRefs) ;
return;

}

/* Add the new pending refs to the main list.

*/
if (!dvmHeapAddTableTolLargeTable (&gDvm.gcHeap->pendingFinalizationRefs,
&newPendingRefs) )
{
LOGE_GC ("dvmHeapScheduleFinalizations(): can't insert new "
"pending finalizations\n");
dvmAbort () ;

}
//TODO: try compacting the main list with a memcpy loop

/* Mark the refs we just moved; we don't want them or their
* children to get swept yet.
xf
ref = newPendingRefs.table;
lastRef = newPendingRefs.nextEntry;
assert (ref < lastRef);
HPROF_SET_GC_SCAN_STATE (HPROF_ROOT_FINALIZING, 0);
while (ref < lastRef) {
markObjectNonNull (*ref, markContext);
ref++;
}
HPROF_CLEAR_GC_SCAN_STATE () ;

/* Set markAllReferents so that we don't collect referents whose
* only references are in final-reachable objects.

* TODO: eventually provide normal reference behavior by properly
5 marking these references.

*of

gDvm.gcHeap->markAllReferents = true;

processMarkStack (markContext) ;

gDvm.gcHeap->markAllReferents = false;
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I dvmSignalHeapWorker (false);
}

EREERBAEAN TR, RE Dalvik ERNKB M RCHMREEELE, ThRMRnE
MR 4, Hik ERIRERER, SR, i M7 mERA L™, BUERBREEERPZR,
Mz FEEBANEMHEIT K.

m | : Y

BEAEMEARNY, 78T SR EE R
TRk EIHE ? B EIE XA R, st SEEHANTHEMYS. KL, WRERE
BEAERMATR, —MEEMYLREAHTH, —MREFIHITH. BIELRE Asi#tTnsy
X, FHBAZATA, MEEMNEIE-NMERE, XMREENBT. EINERIR IR A EiX
MERRE, Bl R AR

if (gDvm.zygote) {

if (!dvmInitZygote ())
gotofail;

} else{

if (!dvmInitAfterZygote())
gotofail;

}

£ ARV T B3 dvmInitAfterZygote(), HiKEH 4 A K% dvmSignalCatcherStartup()
AL IR EYT L. R% dvminitA fierZygote() ) B AR SEIRARRL 40 F From:

bool dvmInitAfterZygote (void)
{
u8 startHeap, startQuit, startJdwp;
u8 endHeap, endQuit, endJdwp;
startHeap = dvmGetRelativeTimeUsec();
/*
* Post-zygote heap initialization, including starting
* the HeapWorker thread.
*/
if (!dvmGcStartupAfterZygote())
return false;
endHeap = dvmGetRelativeTimeUsec();
startQuit = dvmGetRelativeTimeUsec();
/* start signal catcher thread that dumps stacks on SIGQUIT */
if (!gDvm.reduceSignals && !gDvm.noQuitHandler) {
if (!dvmSignalCatcherStartup())
return false;

}
/* start stdout/stderr copier, if requested */
if (gDvm.logStdio) {

if (!dvmStdioConverterStartup())

return false;

}
endQuit = dvmGetRelativeTimeUsec();
startJddwp = dvmGetRelativeTimeUsec();
/*
* Start JDWP thread. If the command-line debugger flags specified
* "suspend=y", this will pause the VM. We probably want this to
* come last.
&t
if (!dvmInitJDWP()) {

LOGD("JDWP init failed; continuing anyway\n");
}
endJdwp = dvmGetRelativeTimeUsec () ;
LOGV ("thread-start heap=%d quit=%d jdwp=%d total=%d usec\n",

(int) (endHeap-startHeap), (int) (endQuit-startQuit),
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(int) (endJdwp-startJdwp), (int) (endJdwp-startHeap)):;
#ifdef WITH_JIT
if (gDvm.executionMode == kExecutionModeJit) {
if (!dvmCompilerStartup())
return false;
}
#endif
return true;

}
B% ¥ dvmSignalCatcherStartup() ) SLEARFD a0 F iz :

bool dvmSignalCatcherStartup(void)

{

gDvm.haltSignalCatcher= false;

if (!dvmCreateInternalThread (&gDvm.signalCatcherHandle,
"SignalCatcher", signalCatcherThreadStart,NULL))
returnfalse;

returntrue;

}

Bt EE AR BARKE, #ETLUE B FRIE 1T R B0 signalCatcherThreadStart(), 7EIX % E
#t 4 18 F BR $ dvmCollectGarbage() R THi3% [FIUi. % dvmCollectGarbage ] E {4 SLILAHL tn
THIR:

void dvmCollectGarbage (bool collectSoftReferences)
{

dvmLockHeap () ;

LOGVV ("ExplicitGC\n") ;

dvmCollectGarbageInternal (collectSoftReferences);
dvmUnlockHeap () ;

}

e 3 EE I BRI B LRV RS R R, ARG EER A RE dvmCollect
Garbagelnternal SR 1THk BIBGE R T, WEtVAH LmEbaicibR B Em k.
AR B EAETER GC REIW, #4nT KR,

staticvoidDalvik_java_lang Runtime_gc(constud* args,JValue*pResult)
{

UNUSED_PARAMETER (args) ;

dvmCollectGarbage (false) ;

RETURN_VOID() ;

}

Akt 238 F T B dvmCollectGarbage()REEATHIR BIWL. FHIHIT XEEHR/ENFEL
2 A I AT -

— &K UL, Java BERINLERZHF verbosege BT, #ith ¥4I R IX(E B . Dalvik &
FUHLAT LA verbosege TR, ARJE (A #AM . Dalvik ERIYLEH B S #I—F LOG HLE| R4 H
WifE R

WIRTE Linux FIi&{T adb logeat 74, SFFHFEHWTEE:

| D/dalvikvm( 745): GC_CONCURRENT freed 199K, 53% free 3023K/6343K, external 0K/0K, paused 2ms+2ms

(1) D/dalvikvm: F7~H Dalvik VM Hith AR5 B, 55 BB FAE Dalvik VM Fr{E#E
T2/ pide. GC_CONCURRENT £ M JUFp R 7~ il & b R B R A

Q GC _MALLOC: 475 Ae e fid %

O GC_CONCURRENT: *44rEC)xt R AR/t 384 KB Bk
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QO GC_EXPLICIT: xfhisk&ER B (System.ge)s

0O GC_EXTERNAL_ALLOC: #hP 4743 Bt S fid %

(2) freed 199 K: FRARBIRWERERB T 199 KB KA FF.

(3) 53% free 3023 K/6343 K: HH 6343 K KA LETNFLE, 3023 K RoRAIH W, 3%
o] N TE o5 B A A I L

(4) external 0 K/0 K: F/xA]HIMNBHF/SIMNEHNFELEE.

(5) paused 2 ms+2 ms: S—ANF[A[{E R/~ markrootset FIET 8], 2% — /N [EME R /RS — UK mark
fIm 1] . 0 SR A& R AN GC_CONCURRENT, X —1T 8N [A{E, bR fFEm i a] .

AT LA T 3 AN 45ig.

(1) B Dalvik ERNUIRAL T —iFXEE, EBEREHRZE —HER, il mark fl sweep
HIET[E], 43BN AF RN R AL KBINAFE R, EF 5T SoftReference. WeakReference
#1 PhantomReference FJALHEE, FIRBIRWELTE T L/ 0N X5 %,

(2) BH Dalvik T LB =1 WHFE, INESRAFN LAELEZMEF, %
FABA WIS —NRIE R AR, — /M A7 40 BC AT DA B B N2 A 40 Bl g B 40 B

(3) Dalvik EB#HLH 5| AT concurrentmark, {HZXIT £ CPU, #]LASEI parrelmark, BA]
LA FH 2 MR TR RIRTIZ 1T mark BB .

IX LR H AT Dalvik K FOML P8 4782 AT DA H f it
Java VM 22— /MY, BUERFSIZMVERISEI, BE XM LIS T HSER . TVM MY o
BAEMEEMEHEM GC ML BEY, VM TS T HEMIEK IVM S ERMEEZHAF
EHMThRE, BEHF A —EEFEMEEN “GC”.

ifj Dalvik VM £ —/MEA&RISEHL, BIERTER—/ IVM FtH2F £/~ GC L. #lin Oracle
] HotSpot VM HR4E A 5] (1143 47 =i sE R T A E /A F A H GC. 7 Dalvik VM 1.0 fiR4
FEf, AR GC BERBA SN “MRid—¥ER” (Mark Sweep), XT#E EEHEBHTHHR
(exact/precise) #Rid, X4k/aFf7as LEARHATIRFN (conservative) #Rid. ARidHIARTIUSE

XAF “dalvik/vm/alloc/MarkSweep.c” H fI80 T R :
/

s

Mark the set of root objects.

Things we need to scan:
- System classes defined by root classloader
- For each thread:
- Interpreted stack, from top to "curFrame"
- Dalvik registers (args + local vars)
JNI local references
Automatic VM local references (TrackedAlloc)
Associated Thread/VMThread object
ThreadGroups (could track & start with these instead of working
upward from Threads)
- Exception currently being thrown, if present
JINI global references
Interned string table
Primitive classes
Special objects
- gDvm.outOfMemoryObj
Objects allocated with ALLOC_NO_GC
Objects pending finalization (but not yet finalized)
Objects in debugger object registry

I SR |

* ok ok ok ok ok ok ok ok ok o ok ¥ H * 3k ok H * o o
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* Don't need:

* - Native stack (for in-progress stuff in the VM)

* - The TrackedAlloc stuff watches all native VM references.
LY

WE GC LA RN RIF LHIH T B — /MR 2[4 GC #xicH, 1 Dalvik VM RIARE, 7
HEHT GC MIRHRE & B b E—Has (8], CAGLE M R RAF A F X RUFRIE, 7E GC &R
JERRB B

EAREIT B, MAREAF I, IBENFANS ABTIMCERRAEL RS oA 1.
LA R T, BAMCHBREENN R, BERCEIME “Bk”. EHERITE, Dalvik VM ¥
NEEN M 28, TRE—MEFSERE AL E EEBIA AR5 IR R B 5
B CEE. AT AREXNMIEARKR, MEPH ARG AR M —ANFST, WX ME
—BREEANEE. A, EEEPSEEREE —ENFH.

HHAT “Pric—iER” TIE, ELIL LR GC ErRESHEHERE . Android FrsEIREY libe
(KA Bionic) XHXFHE LA FFHIFISCIL, AT LLIgE i i (iX — il B R 2E « 5L Dalvik VM IR
B RE JVM |, RERFKFESITEIEFIAT Java i .class KRR IVM. 4 Android FF &
F) dx 55 Dalvik VM &%, MATUERE—NIVM T (ERE—AKEAKRN “IVM” LHRE
J8if JCK (Java Compliance Kit) HIHAFHIRBRBUS A REIT, BrLAT4&K ¥ “dx + Dalvik VM”
RN TVM, BRBARED . R %L Dalvik VM KIXXR, £ KREFEREZ 5 HE IVM #
g, WABARITEHEER TS IVM BFRAREKN. 5 VM SIEHHERKHOARET
EXRATETEERNESE, MIVM KA TETRNELSE. XTTLUEER%LITA ARM MR
W%t . Dalvik VM BEERFNEH, HREZRTHEBSRXH HIFRHETH.
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7E Android &4, AR EWHLEIFFREBITLONFOE R, FRALATLIRBZFILN
AR EH K. TE Android R4iH, sp Ml wp #FR A E GEFR%T (android refbase 3§ (sp Al wp)).
5L sp 1 wp B2 Android AH C+HSLIH) B BEIR B . AAZRARTF, KA H## Dalvik
VM W ARSI FIEE A AR, S B N 5 AR B 5 2147 T 24t .

T R e N N A S ST e
m S0 1 wp it

RGN CHRZEES T, W —HEAREF AKNRREIER. EARHNTHEHMER,
— B AR EERAFIIRE RS, FlA “new” FE—IMEOHERREZE, 2F &L
delete (HIER) EXANXMER, XK TERERRGEHM IR £ Android RGiT, B AHEITHEX
—BARBER C++=RESH, FrUtLEAMEREH N RETER N F MR . it Android
FERARGL T B REARSALA, BT (E A sp dr- A0 wp A SRR R B FL 92 sp A1 wp U2 Android
FF CHSEBLH B B3R B LAl G R BRI AL, sp Al wp SEFR B R — AN SBR[
W RERIEE AT, T E ESEIER B & refbase iIXM K. XEARBEA T F X+,

| /frameworks/base/include/utils/RefBase.h

LA R EBAYAART refbase K, FATEIN 7EEF] Android B3R BT & EM A
function, FIMSERR LA AKX RAESIHRUEE RS T BERRE CRRES, BRI URKER B8
RERH RN R A S, ER%ERF—IXASE5 AMES AN, — BRI AHER 0 EME
BEH C.

1411 sp E&

£ Android &4t , sp SLhr EAJE smart pointer K455, /2 strong pointer, & A LR
MAE T —MEAN R TE. FTLRBESE sp KM—MERE:

template< typename T>

sp< T>::sp(T* other)

: m_ptr (other)

{

if (other) other->incStrong(this);

}
e i A B — X &R
| sp< CameraHardwarelInterface> hardware (new CameraHal());
KPR L sp FEET XS A B IR A HEATH A BRAE, U —DMEHHRE, B8 T —MERX RIFEE,
BRI R X0 RA S I — 585 780, XA incStrong ) SEILLAE refbase B . ¥ “new”
ik —A> CameraHal X} %, ¥ Ef{H% sp< CameraHardwarelnterface>fIif %, & #I58 5] B i+ £
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SM03H 1. HEREN RRELS— sp FRETHIBH R, NHREEESIHITEESm 1, THHE
EE sp FINTH R 3L

template< typename T>

sp< T>::~sp()

{

if (m_ptr) m_ptr->decStrong(this);
}

KPR LR RMIER —A> sp XA RBIRR, sp TREHIR A XTI REVIERT AT BURSIR 1, X RE5R
SIRTHECA 0 B, XX RBL S B SRR

14.1.2 wp B

7£ Android &%+, wp # & Weak Pointer K148 S, 555 A4 HEEE, M4 T A Android
B3R BRI AD X AREE “ BT SR AR G, BEKE wp — AN R

wp< T>::wp(T* other)

: m_ptr (other)

{

if (other) m_refs = other->createWeak(this);

}

f£ Android REiH, wp Ml sp —#f, EER EHHAMNICHEHET TRETDS, NEEAHE
Whn—Axt 5 8 K555 A8, R wp BAE —A4 m_ref #85t, XM T ERANE wp T4
N sp IRHEAEAII, 0 B

template< typename T>

sp< T> wp< T>::promote() const

{

return sp< T>(m_ptr, m_refs);

}

template< typename T>

sp< T>::sp(T* p, weakref type* refs)

: mptr((p && refs->attemptIncStrong(this)) ? p : 0)
{

}

Sefr Xt wp fREHE— R AR R K wp TREFF RN — sp 1aEF, RBEHMREFHERT,
IR AR Th UL AR R IR FFAE, IR RGBT R DS WRR B T o« wp TR EIFEEE SR R ER RS,
&k mhardware I R REF—A4>, WL FA:

wp< CameraHardwareInterface> CameraHardwareStub::singleton;
sp< CameraHardwareInterface> CameraHal::createlnstance()

{

LOG_FUNCTION_NAME

if (singleton != 0) {

sp< CameraHardwareInterface> hardware = singleton.promote();
if (hardware != 0) {

return hardware;

}

}

sp< CameraHardwareInterface> hardware (new CameraHal()); //3§§|ﬁbﬂ1
singleton = hardware;//$5|f 1

return hardware;//WEMERL, B3I HM 1

}
//hardware #MBR, 2B3IHM 1

f£ Android HIVEMIEH, SEELSFRFM: sp<xxx>. wp<xxx>TERFIRRIE X, XHELR
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Android FHJE a4t . Android K BEFRETAECAIRARSAE LD T BN S8

frameworks/base/include/utils/RefBase.h
frameworks/base/libs/utils/RefBase.cpp

WRHIRLU KL FHXRME 14-1 .

-mBase
l -mRefs 1

RefBase RefBase.weakref_impl

m _;Tm +m_ptr m_IfefS
N R I .
| Ttypename | '__T;‘!?‘i'la_"_“’; 1

sp ] Wp
_ . -m_ptr:T
m_ptr'T +m_refs: weakref_type

et 5 e i e e e i

14-1 BREEHEXXNXR

1421 BHEFESTETH

Android & X T 3 M8 Refast K1Y, o5 R3EIEE (Strong Pointer). §5F8%F (Weak Pointer)
iz B 484t (Light Pointer). 3EfEE 5—ME XK EeREBESHE, B 5 AHEckidxd
ZOFREEFER AN, WRAFEAEEBGE 7 RE5IH, W3R8 E 3%

SR thIER — X R, ER BB NS ZN REHE, a8 TR R =XT R,
AR A REE T 55 18 £ R 8 A X R B B B BE DT | R A AR R . BT R SSiEEFrE M
HIXTR, FEEKSIES T IONEES AT wp KFTIRHEH promote()77%). S518 %5 FTHe Ml #IXT
SR ] RErEH A T B R, RN R DL, wp B promote() 7 iERHR B EHEET, X
FEBE R S H B Bk T 1) 6 BB L

ARBHEZREAMBIX —SKR? HL—mtWAESR, EERETE /N a4 5]
R R, #HENBEHRIT 55— weakref impl ERIHIXT S, XA R HFTIEFEN RI R
B 5| FTHEONES TR S 5 FHH . XM REF IR AU AREHAN, ERBHNEREEAS
BN R FFIEEREMMEZXNINER, RAL®ERS| A EASE 5 HHEEN 0B, XMHER
7 e R

BT RIFEMT B ZE AL E G4 . RRINER — 1K MyClass, WRZEEHE e
HRSIARXNEBRNR, BAXNETHE FHIHENRIRKM.

(1) XAMHRE RefBase IR EETH.

(2) EANENTESUBHIERE, ERMERETEEXEEX:

| virtual ~MyClass():

W T LA HRF AT CARE L RS, & XOTEA B KA. i@ R
FERE X

| MyClass* p_obj;

B ReTaET RIXFFE L -
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| sp<MyClass> p_obj;

HEBRAEE UL sp<MyClass>* p_obj. ¥]¥ER HILIXFER, XFELEREHBTENLT —
ANeEiesr. REEEE LEA S, (HRBRIFKEAEMFHXFERNE L.

EX T —MNEREEA R, M UBRER R ERATE, BERE. WHINREE. F
NERBIREE,. {ENRBSHE. Flm:

p_obj = new MyClass(); // IBAESM p_obj = new sp<MyClass>
sp<MyClass> p_obj2 = p_obj;

p_obj->func() ;

p_obj = create_obj():

some_func (p_obj) ;

EEAERE delete (MIBR) — A% REFa4T, BIHAAT delete p_obj #fE. TLHRIHLXT RIS
A, AR MR KERRREEHBABMEANNSR. YAFEFMFRA—IXNEE, RTEE
Bk ¥R {E N NULL B AJ -

| p_obj = NULL;

EHR A EREIRE, SRR SOTEMBIRE KL, ERAREEL TR R RXT RAT
G TR IE R

wp<MyClass> wp_obj = new MyClass();
p_obj = wp_obj.promote(); // HEAEIEH, FIXBER . MARE->, ERFAEEHZEW
wp_obj = NULL;

HMAT R, FRetRA HRRIR G, BB TR R R RAR T &R, EHL
TEME-NERR IR IR, MAR—IMRIEMEH, RREHLSTHRRETEHA
BRI, FTUAEXT ST R BUR AT, BOF b R AN E A REFR ST AT

1422 BRERIES

7E Android R4, BRERIEHEL S A EBARREF N ROEREAL. SKFREREEH
IR R4k 7K B K LightRefBase, 3¢ LightRefBase fEX f “frameworks\native\include\utils\
RefBase.h” H15E X, BAASEHARD T FIR:

template <class T>
class LightRefBase
{
public:
inline LightRefBase() : mCount(0) { }
inline void incStrong(const void* id) const {
android_atomic_inc (&mCount) ;
}
inline void decStrong (const void* id) const {
if (android_atomic_dec(&mCount) == 1) {
delete static_cast<const T*>(this);
}
}
//! DEBUGGING ONLY: Get current strong ref count.
inline int32_t getStrongCount () const {
return mCount;
}
typedef LightRefBase<T> basetype;
protected:
inline ~LightRefBase() { }
private:
friend class ReferenceMover;
inline static void moveReferences(void* d, void const* s, size_t n,
const ReferenceConverterBase& caster) { }
private:
mutable volatile int32_t mCount;
bi
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B ERRAEATLAE Y, 2 LightRefBase ‘B R —/N5| 28 AL E mCount, HAIHE
0. F4F, 2 LightRefBase it il 5 B incStrong F1 decStrong 4E47 5| FtH ¥R HIE, XM
AR B RS Reta4t Al . ZERR B decStrong 1, WIRUETGIAVEUER 1, MALHW 1 FHEEN
0, IXF: delete (HIER) XAXTR.

7E Android 4t , F1 LightRefBase 5| F it $ECE[F A KR e84 R sp, sp BRERIRH
HISEIE. 7EXM “frameworks\native\include\utils\RefBase.h” 9, sp fE&SZIARRE I F ArR:

template <typename T>
class sp

{
public:
typedef typename RefBase::weakref type weakref type;

inline sp() : m_ptr(0) { }

sp(T* other);//T Frx RELFREE,

sp(const sp<T>& other);

template<typename U> sp(U* other);
template<typename U> sp(const sp<U>& other);
~sp ()

// Assignment

sp& operator = (T* other);
sp& operator = (const sp<T>& other);

template<typename U> sp& operator
template<typename U> sp& operator

(const sp<U>& other);
(U* other):

//! Special optimization for use by ProcessState (and nobody else).
void force_set(T* other);

// Reset
void clear();

// Accessors

inline T& operator* () const { return *m_ptr; }
inline T* operator-> () const { return m ptr; |}
inline T* get () const { return m_ptr; }

// Operators

COMPARE (==
COMPARE ( ! =)
COMPARE (>)
COMPARE (<)
COMPARE (<=)
COMPARE (>=)

private:
template<typename Y> friend class sp;

template<typename Y> friend class wp;

// Optimization for wp::promote().
sp(T* p, weakref_ type* refs);

T m_ptr;

}i

% sp AW TR MAIE R
Q EiE G ek 5.
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Q ¥ NHiERE.
FIRFEANHE R B AE SO “ frameworks\native\include\utils\RefBase.h” F1SCH, B AkSLIR LD
WFAR:

template<typename T>
sp<T>::sp(T* other)
: m_ptr (other)
{
if (other) other->incStrong(this);
}

template<typename T>
sp<T>::sp(const sp<T>& other)
: m_ptr(other.m ptr)
{
if (m_ptr) m_ptr->incStrong(this);
}

% sp FEETHHWERE, ThEt A m_ptr FIR K3 decStrong A>3 S K1 5] T 5{E .
B3 decStrong 7E2 LightRefBase *15& X, 45| FiTEUR 1 FAE/K 0 Bf 2 B3 delete (BIFR) X4
SR T8 SUHTHE R B SEBARAD 40 T B s :

template<typename T>
sp<T>::~sp ()
{
if (m_ptr) m_ptr->decStrong(this);
}

14.2.3 52¥5%t

7f Android &%, EIBEHME KI5 T 535 & RefBase, 2 RefBase L2 LightRefBase E X
Z. (HRHIEEFZ LightRefBase —#f, HIRHE T incStrong 1 decStrong J 7t B HUR#AE E 1 5
FIit-%(#8. 2K RefBase 53K LightRefBase B KX Jll &, BEAHBK LightRefBase —FE E R —
ANEERIE (mutable volatile int32_t mCount) RAEF X R 5| . EERERNIHTHEEAR
[ i S RESR 5| iS55 5] - b 8. FTLA7E2R RefBase MU ERSEEL A, 385 FTHE0M5S 5| FH i3k
Thie R im i H A A & mRefs IRALHT .

2K RefBase FE 3 “frameworks\native\include\utils\RefBase.h” H 52 X, EARSZIIACRR U T FioR:

class RefBase

{

public:
void incStrong (const void* id) const;
void decStrong (const void* id) const;
void forceIncStrong (const void* id) const;
//! DEBUGGING ONLY: Get current strong ref count.
int32_t getStrongCount () const;

class weakref type

{

public:
RefBase* refBase () const;
void incWeak (const wvoid* id);
void decWeak (const void* id);

// acquires a strong reference if there is already one.
bool attemptIncStrong (const void* id);

// acquires a weak reference if there is already one.

// This is not always safe. see ProcessState.cpp and BpBinder.cpp
// for proper use.

bool attemptIncWeak (const void* id);

//! DEBUGGING ONLY: Get current weak ref count.
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int32_t getWeakCount () const;
//! DEBUGGING ONLY: Print references held on object.
void printRefs() const;

//! DEBUGGING ONLY: Enable tracking for this object.
// enable -- enable/disable tracking

// retain -- when tracking is enable, if true, then we save a stack trace
// for each reference and dereference; when retain == false, we
// match up references and dereferences and keep only the

// outstanding ones.

void trackMe (bool enable, bool retain);

weakref type* createWeak(const void* id) const;

weakref_type* getWeakRefs() const;
//! DEBUGGING ONLY: Print references held on object.

inline void printRefs () const { getWeakRefs()->printRefs(); }
//! DEBUGGING ONLY: Enable tracking of object.
inline void trackMe (bool enable, bool retain)

{
getWeakRefs () ->trackMe (enable, retain);
}
typedef RefBase basetype;
protected:
RefBase () ;
virtual ~RefBase () ;
//! Flags for extendObjectLifetime ()
enum {
OBJECT_LIFETIME_STRONG = 0x0000,
OBJECT_LIFETIME_WEAK = 0x0001,
OBJECT_LIFETIME_MASK = 0x0001
}i
void extendObjectLifetime (int32_t mode):

//! Flags for onIncStrongAttempted ()
enum {

FIRST_INC_STRONG = 0x0001
i

virtual void onFirstRef () ;
virtual void onLastStrongRef (const void* id):
virtual bool onIncStrongAttempted (uint32_t flags, const void* id);
virtual void onLastWeakRef (const void* id);
private:

friend class ReferenceMover;
static void moveReferences (void* d, void const* s, size_t n,
const ReferenceConverterBase& caster);
private:
friend class weakref_type;
class weakref impl;
RefBase (const RefBase& 0);
RefBase& operator=(const RefBase& 0);
weakref_impl* const mRefs;

)i

7E3 RefBase H', H A E mRefs F12KA N weakref impl #84t. 2 RefBase [ B AKSZINAE
XM “frameworks\native\libs\utils\RefBase.cpp” F & X, EAKSLIARL U T Frns:

class RefBase::weakref impl : public RefBase::weakref type
{
public:

volatile int32_t mStrong;

volatile int32_t mWeak;

RefBase* const mBase;

volatile int32_t mFlags;

#if !DEBUG_REFS

weakref_impl (RefBase* base)
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: mStrong (INITIAL_STRONG_VALUE)
mWeak (0)

mBase (base)

mFlags (0)

~

~

{
}

void addStrongRef (const void* /*id*/) { }

void removeStrongRef (const void* /*id*/) { }

void renameStrongRefId(const void* /*old_id*/, const void* /*new_id*/) { }
void addWeakRef (const void* /*id*/) { }

void removeWeakRef (const void* /*id*/) { }

void renameWeakRefId(const void* /*old_id*/, const void* /*new_id*/) { }
void printRefs() const { }

void trackMe (bool, bool) { }

telse

weakref_impl (RefBase* base)
: mStrong (INITIAL_STRONG_VALUE)
miWeak (0)
mBase (base)
mFlags (0)
mStrongRefs (NULL)
mWeakRefs (NULL)
, mTrackEnabled (! !DEBUG_REFS_ENABLED BY DEFAULT)
, mRetain (false)

{
}

~weakref_impl ()
{
bool dumpStack = false;
if (!mRetain && mStrongRefs != NULL) {
dumpStack = true;
#if DEBUG_REFS_FATAL_SANITY CHECKS
LOG_ALWAYS_FATAL ("Strong references remain!");
#else
ALOGE ("Strong references remain:");
#endif
ref_entry* refs = mStrongRefs;
while (refs) {
char inc = refs->ref >= 0 ? "+' : '-';
ALOGD ("\t%c ID %p (ref %d):", inc, refs->id, refs->ref);
#if DEBUG_REFS_CALLSTACK_ENABLED
refs->stack.dump () ;
#endif
refs = refs->next;

}

if (!mRetain && mWeakRefs != NULL) {
dumpStack = true;
#if DEBUG_REFS_FATAL_SANITY_ CHECKS
LOG_ALWAYS_FATAL ("Weak references remain:");
felse
ALOGE ("Weak references remain!");
#endif
ref_entry* refs = mWeakRefs;
while (refs) {
char inc = refs->ref >=0 2 '+' : '=-';
ALOGD ("\t%c ID %p (ref %d):", inc, refs->id, refs->ref);
#if DEBUG_REFS_CALLSTACK_ENABLED
refs->stack.dump () ;
#endif
refs = refs->next;
}

}
if (dumpStack) {
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ALOGE ("above errors at:");
CallStack stack;
stack.update () ;
stack.dump () ;

}

void addStrongRef (const void* id) {
//BLOGD_IF (mTrackEnabled,
// "addStrongRef: RefBase=%p, id=%p", mBase, id);
addRef (&mStrongRefs, id, mStrong);

}

void removeStrongRef (const void* id) {
//BLOGD_IF (mTrackEnabled,
/1 "removeStrongRef: RefBase=%p, id=%p", mBase, id);
if (!mRetain) {
removeRef (émStrongRefs, id);
} else {
addRef (&mStrongRefs, id, -mStrong);
}
}

void renameStrongRefld(const void* old_id, const void* new_id)
//ALOGD_IF (mTrackEnabled,
!/ "renameStrongRefId: RefBase=%p, oid=%p, nid=%p",
// mBase, old_id, new_id);
renameRefsId (mStrongRefs, old_id, new_id);

}

void addWeakRef (const void* id) {
addRef (¢mWeakRefs, id, mWeak);
}

void removeWeakRef (const void* id) {
if (!mRetain) {
removeRef (&mWeakRefs, id);
} else {
addRef (smWeakRefs, id, -mWeak) ;
}
}

void renameWeakRefId(const void* old_id, const void* new_id) {
renameRefsId (mWeakRefs, old_id, new_id);

}

void trackMe (bool track, bool retain)
{

mTrackEnabled = track;

mRetain = retain;

}

void printRefs() const

{
String8 text;

{
Mutex::Autolock _l1 (mMutex) ;
char buf[128];

sprintf (buf, "Strong references on RefBase %p (weakref type %p):\n", mBase, this);

text.append (buf) ;
printRefsLocked (&text, mStrongRefs);

sprintf (buf, "Weak references on RefBase %$p (weakref_type %p):\n", mBase, this);

text.append (buf) ;
printRefsLocked (&text, mWeakRefs);

char name[100];
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snprintf (name, 100, "/data/%p.stack", this);
int rc = open(name, O_RDWR | O_CREAT | O_APPEND);
if (rc >= 0) {
write (rc, text.string(), text.length()):
close (rc);
ALOGD ("STACK TRACE for %p saved in %s", this, name);
}
else ALOGE ("FAILED TO PRINT STACK TRACE for %p in %s: %s", this,
name, strerror (errno));

}

private:
struct ref_entry
{
ref_entry* next;
const void* id;
#if DEBUG_REFS_CALLSTACK_ENABLED
CallStack stack;
#endif
int32_t ref;
}i

void addRef (ref_entry** refs, const void* id, int32_t mRef)
{
if (mTrackEnabled) {
AutoMutex _1 (mMutex);

ref_entry* ref = new ref entry;
// Reference count at the time of the snapshot, but before the
// update. Positive value means we increment, negative--we
// decrement the reference count.
ref->ref = mRef;
ref->id = id;
#if DEBUG_REFS_CALLSTACK_ENABLED
ref->stack.update(2);
#endif
ref->next = *refs;
*refs = ref;

}

void removeRef (ref_entry** refs, const void* id)
{
if (mTrackEnabled) {
AutoMutex _1(mMutex);

ref _entry* const head = *refs;
ref_entry* ref = head;
while (ref != NULL) {
if (ref->id == id) {
*refs = ref->next;
delete ref;
return;
}
refs = &ref->next;
ref = *refs;

}

#1f DEBUG_REFS_FATAL_SANITY_ CHECKS
LOG_ALWAYS_FATAL ("RefBase: removing id %p on RefBase %p"
" (weakref type %p) that doesn't exist!",
id, mBase, this);
#endif

ALOGE ("RefBase: removing id %p on RefBase %p"

" (weakref_type %p) that doesn't exist!",
id, mBase, this);
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ref = head;

while (ref) {
char inc = ref->ref >= 0 2?2 '"+' : '-';
ALOGD("\t%c ID %p (ref %d):", inc, ref->id, ref->ref);
ref = ref->next;

}

Callstack stack;
stack.update () ;
stack.dump () ;

}

vold renameRefsId(ref_entry* r, const void* old_id, const void* new_id)
{
if (mTrackEnabled) ({
AutoMutex _1 (mMutex):;
ref_entry* ref = r;
while (ref != NULL) {
if (ref->id == old_id) {
ref->id = new_id;
}

ref = ref->next;

}

void printRefsLocked (String8* out, const ref_entry* refs) const
{
char buf[128];
while (refs) ({
char inc = refs->ref >= 0 ? '"+' : '-';
sprintf (buf, "\t%c ID %p (ref %d):\n",
inc, refs->id, refs->ref);
out->append (buf) ;
#if DEBUG_REFS_CALLSTACK_ENABLED
out->append (refs->stack.toString ("\t\t"));
felse
out->append ("\t\t (call stacks disabled)");
#endif
refs = refs->next;

}

mutable Mutex mMutex;
ref_entry* mStrongRefs;
ref_entry* mWeakRefs;

bool mTrackEnabled;

// Collect stack traces on addref and removeref, instead of deleting the stack references
// on removeref that match the address ones.

bool mRetain;

#endif
Vi

void RefBase::incStrong(const void* id) const
{
weakref_impl* const refs = mRefs;
refs->incWeak (id) ;

refs->addStrongRef (id) ;

const int32_t c = android_atomic_inc(&refs->mStrong);

ALOG_ASSERT (c > 0, "incStrong() called on %p after last strong ref", refs):
#if PRINT_REFS

ALOGD("incStrong of %p from %p: cnt=%d\n", this, id, c);
#endif
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if (c != INITIAL STRONG_VALUE) {
return;

}

android_atomic_add (-INITIAL_STRONG_VALUE, &refs->mStrong);
refs->mBase->onFirstRef () ;
}

void RefBase::decStrong(const void* id) const
{
weakref_impl* const refs = mRefs;
refs->removeStrongRef (id) ;
const int32_t c = android_atomic_dec(&refs->mStrong);
#if PRINT_REFS
ALOGD ("decStrong of %p from $p: cnt=%d\n", this, id, c);
#endif
ALOG_ASSERT (c >= 1, "decStrong() called on %p too many times", refs);
if (c == 1) {
refs->mBase->onLastStrongRef (id) ;
if ((refs->mFlags&OBJECT_LIFETIME_MASK) == OBJECT_LIFETIME_STRONG) {
delete this;
}
}
refs->decWeak (id) ;
}

void RefBase::forcelncStrong(const void* id) const
{
weakref_impl* const refs = mRefs;
refs->incWeak (id) ;

refs->addStrongRef (id) ;
const int32_t ¢ = android_atomic_inc (&refs->mStrong) ;
ALOG_ASSERT (c >= 0, "forceIncStrong called on $p after ref count underflow",
refs);
#if PRINT_REFS
ALOGD ("forceIncStrong of %p from %p: cnt=%d\n", this, id, c):
#endif

switch (c) {

case INITIAL_STRONG_VALUE:
android_atomic_add(-INITIAL_STRONG_VALUE, &refs->mStrong);
// fall through...

case 0:
refs->mBase->onFirstRef () ;

}

}

int32_t RefBase::getStrongCount () const
(

return mRefs->mStrong;

}

RefBase* RefBase::weakref_type::refBase() const

{

return static_cast<const weakref impl*>(this)->mBase;
}

void RefBase::weakref_type::incWeak (const void* id)
{
weakref_impl* const impl = static_cast<weakref_impl*>(this);
impl->addWeakRef (id) ;
const int32_t c = android_atomic_inc (&impl->mWeak) ;
ALOG_ASSERT (c >= 0, "incWeak called on %p after last weak ref", this);

void RefBase::weakref type::decWeak (const void* id)
{

361



362

£ 14 Z Dalvik VM WAL IR

weakref_impl* const impl = static_cast<weakref_ impl*>(this):
impl->removeWeakRef (id) ;

const int32_t ¢ = android_atomic_dec(&impl->mWeak);

ALOG_ASSERT (c >= 1, "decWeak called on %p too many times", this);
if (¢ != 1) return;

if ((impl->mFlags&OBJECT_ LIFETIME WEAK) == OBJECT LIFETIME STRONG) |{

// This is the regular lifetime case. The object is destroyed

// when the last strong reference goes away. Since weakref_impl

// outlive the object, it is not destroyed in the dtor, and

// we'll have to do it here.

if (impl->mStrong == INITIAL_STRONG_VALUE) {
// Special case: we never had a strong reference, so we need to
// destroy the object now.
delete impl->mBase;

} else {
// ALOGV ("Freeing refs %p of old RefBase %p\n", this, impl->mBase):
delete impl;

}

} else {

// less common case: lifetime is OBJECT_LIFETIME_(WEAK|FOREVER}

impl->mBase->onLastWeakRef (id) ;

if ((impl->mFlags&OBJECT_LIFETIME_MASK) == OBJECT_LIFETIME_WEAK) {
// this is the OBJECT_LIFETIME_WEAK case. The last weak-reference
// is gone, we can destroy the object.
delete impl->mBase;

}
bool RefBase::weakref_type::attemptIncStrong(const void* id)
{ incWeak (id) ;
weakref impl* const impl = static_cast<weakref_impl*>(this);

int32_t curCount = impl->mStrong;
ALOG_ASSERT (curCount >= 0, "attemptIncStrong called on %p after underflow",

this);
while (curCount > 0 && curCount != INITIAL_STRONG_VALUE) {
if (android_atomic_cmpxchg(curCount, curCount+l, &impl->mStrong) == 0) |
break;

}
curCount = impl->mStrong;

if (curCount <= 0 || curCount == INITIAL_STRONG_VALUE) {
bool allow;
if (curCount == INITIAL_STRONG_VALUE) {
// Attempting to acquire first strong reference... this is allowed
// if the object does NOT have a longer lifetime (meaning the
// implementation doesn't need to see this), or if the implementation
// allows it to happen.
allow = (impl->mFlags&OBJECT LIFETIME WEAK) != OBJECT LIFETIME_WEAK
|| impl->mBase->onIncStrongAttempted (FIRST_INC_STRONG, id);
} else {
// Attempting to revive the object... this is allowed
// if the object DOES have a longer lifetime (so we can safely
// call the object with only a weak ref) and the implementation
// allows it to happen.
allow = (impl->mFlags&OBJECT_LIFETIME_WEAK) == OBJECT_LIFETIME WEAK
&& impl->mBase->onIncStrongAttempted (FIRST_INC_STRONG, id);

if ('allow) {
decWeak (id) ;
return false;
}

curCount = android _atomic_inc(&impl->mStrong) ;
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// 1If the strong reference count has already been incremented by

// someone else, the implementor of onIncStrongAttempted() is holding

// an unneeded reference. So call onlLastStrongRef() here to remove it.

// (No, this is not pretty.) Note that we MUST NOT do this if we

// are in fact acquiring the first reference.

if (curCount > 0 && curCount < INITIAL_STRONG_VALUE) {
impl->mBase->onLastStrongRef (id) ;

}
impl->addStrongRef (id) ;

#if PRINT_REFS
ALOGD ("attemptIncStrong of %p from %$p: cnt=%d\n", this, id, curCount);
#endif

if (curCount == INITIAL_STRONG_VALUE) {
android_atomic_add (-INITIAL_STRONG_VALUE, &impl->mStrong);
impl->mBase->onFirstRef () ;

}

return true;

}

bool RefBase::weakref type::attemptIncWeak(const void* id)

{
weakref impl* const impl = static_cast<weakref_impl*>(this);

int32_t curCount = impl->mWeak;
ALOG_ASSERT (curCount >= 0, "attemptIncWeak called on %p after underflow”,
this);
while (curCount > 0) {
if (android_atomic_cmpxchg(curCount, curCount+l, &impl->mWeak) == 0) {
break;
}
curCount = impl->mWeak;
}

if (curCount > 0) {
impl->addWeakRef (id) ;
}

return curCount > 0;
}

int32_t RefBase::weakref type::getWeakCount () const
{

return static_cast<const weakref impl*>(this)->mWeak;
}

void RefBase::weakref type::printRefs() const
{
static_cast<const weakref impl*>(this)->printRefs();

}

void RefBase::weakref type::trackMe (bool enable, bool retain)
{

static_cast<weakref_impl*>(this)->trackMe(enable, retain);
}

RefBase::weakref_type* RefBase::createWeak(const void* id) const
{

mRefs->incWeak (id) ;

return mRefs; ¢
}

RefBase: :weakref type* RefBase::getWeakRefs() const
{

return mRefs;
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}

RefBase::RefBase ()

: mRefs (new weakref_impl (this))
{
}

RefBase::~RefBase ()
{
if (mRefs->mStrong == INITIAL_STRONG_VALUE) ({
// we never acquired a strong (and/or weak) reference on this object.
delete mRefs;
} else |
// life-time of this object is extended to WEAK or FOREVER, in
// which case weakref_impl doesn't out-live the object and we
// can free it now.
if ((mRefs->mFlags & OBJECT_LIFETIME_MASK) !'= OBJECT_LIFETIME_STRONG) {
// It's possible that the weak count is not 0 if the object
// re-acquired a weak reference in its destructor
if (mRefs->mWeak == 0) {
delete mRefs;
}
}
1
// for debugging purposes, clear this.
const_cast<weakref_impl*&>(mRefs) = NULL;

}

void RefBase::extendObjectLifetime (int32_t mode)
{

android_atomic_or (mode, &mRefs->mFlags);
}

void RefBase::onFirstRef ()
{
)

void RefBase::onLastStrongRef (const void* /*id*/)
{
}

bool RefBase::onIncStrongAttempted(uint32_t flags, const void* id)
{

return (flags&FIRST_INC_STRONG) ? true : false;
}

void RefBase::onLastWeakRef (const void* /*id*/)
{
}

void RefBase::moveReferences (void* dst, void const* src, size_t n,
const ReferenceConverterBase& caster)
{
#if DEBUG_REFS
const size_t itemSize = caster.getReferenceTypeSize();
for (size_t i=0 ; i<n ; i++) {
void* d = reinterpret_cast<void *>(intptr_t(dst) + i*itemSize);
void const* s = reinterpret_cast<void const*>(intptr_t (src) + i*itemSize);
RefBase* ref (reinterpret_cast<RefBase*>(caster.getReferenceBase(d)));
ref->mRefs->renameStrongRefId(s, d);
ref->mRefs->renameWeakRefId (s, d);
}
#endif
}
] e e e e e e e e e e S S e S S e S E S e S
TextOutput& printStrongPointer (TextOutputé& to, const void* val)
{
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to << llsp<>(u << val << ll)ll'.
return to;
}
TextOutput& printWeakPointer (TextOutput& to, const void* val)
{
to << "wp<> (" << val << ")™;
return to;

}

}; // namespace android

BN ERAREES AT 0 TAARBERES:
(1) A4 DEBUG_REFS #RicARiRIIES S, KR weakref impl 45 4% 7% B iRl 4= . Debug
R A B URARRE B R R AT R A SE LAY, ST L B 3 H AR R E TR A R AR5 it 5 .

#if !DEBUG_REFS

......

#endif

14.2.4 58¥s%t

£ Android R H, SHIEETARIBEHER —H KT HIT#K: RefBase . FIRIEEHL—H,
FRE A - NMERERNRORAZE m_ptr. B, FBIREEE —NKER weakref type T8
B R R R m_refs. 2 wp FESCMH “frameworks\native\include\utils\RefBase.h” #15€ X,
B ARSI T FiR:

template <typename T>
class wp
{
public:
typedef typename RefBase::weakref_type weakref_type;

inline wp() : m_ptr(0) { }

wp (T* other);

wp (const wp<T>& other);

wp(const sp<T>& other);
template<typename U> wp(U* other);

template<typename U> wp(const sp<U>& other);
template<typename U> wp(const wp<U>& other);

~wp () i

// Assignment

wp& operator = (T* other);

wp& operator = (const wp<T>& other);

wp& operator = (const sp<T>& other);

template<typename U> wp& operator = (U* other);
template<typename U> wp& operator = (const wp<U>& other);
template<typename U> wp& operator = (const sp<U>& other);
void set_object_and_refs(T* other, weakref_type* refs);
// promotion to sp

sp<T> promote() const;

// Reset
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void clear();

// Accessors

inline weakref type* get_refs() const { return m_refs; }
inline T* unsafe_get() const { return m ptr; }

// Operators

COMPARE_WEAK (==
COMPARE_WEAK (!=)
COMPARE_WEAK (>)
COMPARE_WEAK (<)
COMPARE_WEAK (<=)
COMPARE_WERK (>=)

inline bool operator == (const wp<T>& o) const {
return (m_ptr == o.m ptr) && (m_refs == o.m_refs);

}

template<typename U>

inline bool operator == (const wp<U>& o) const {
return m_ptr == o.m_ptr;

}

inline bool operator > (const wp<T>& o) const {

return (m_ptr == o.m ptr) ? (m_refs > o.m refs) : (m_ptr > o.m_ptr);
}
template<typename U>
inline bool operator > (const wp<U>& o) const {

return (m_ptr == o.m _ptr) ? (m_refs > o.m refs) : (m ptr > o.m_ptr);
}

inline bool operator < (const wp<T>& o) const {
return (m_ptr == o.m_ptr) ? (m_refs < o.m_refs) : (m ptr < o.m_ptr);
}
template<typename U>
inline bool operator < (const wp<U>& o) const {

return (m ptr == o.m_ptr) ? (m_refs < o.m_refs) : (m_ptr < o.m_ptr);
}
inline bool operator != (const wp<T>& o) const { return m_refs != o.m_refs; }
template<typename U> inline bool operator != (const wp<U>& o) const { return !operator == (0); }

inline bool operator <= (const wp<T>& o) const { return !operator > (o); }
template<typename U> inline bool operator <= (const wp<U>& o) const { return !operator > (0); }
inline bool operator >= (const wp<T>& o) const { return !operator < (0); }
template<typename U> inline bool operator >= (const wp<U>& o) const { return !operator < (o); }

private:
template<typename Y> friend class sp;
template<typename Y> friend class wp;

g m_ptr;
weakref_type* m_refs;
bi

2 wp HIH4 8 R B A SEBLARAS 0 F B«

template<typename T>

wp<T>::wp(T* other)
: m_ptr (other)

{

if (other) m_refs = other->createWeak(this);

}

fE BiRRRE R, S3 other 254k 7K T-25 RefBase, 3FiHF] 7 2 RefBase H & A B3] createWeak .
PR ¥ createWeak 7E {4 “frameworks\native\libs\utils\RefBase.cpp” 5 X, EASZIARIEIN T Fiw:
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RefBase::weakref_ type* RefBase::createWeak (const void* id) const
{

mRefs->incWeak (id) ;

return mRefs;// mRefs HIKE K weakref_impl $E

HEX wp MRS, HRHEEARERSRE weakref impl X R K% decWeak, H
RS . 24555 F 808 o B, ARIBEE BARXT REIPRELSL (0. OBJECT_LIFETIME
WEAK 5(# OBJECT_LIFETIME FOREVER) XiRERBE delete (MFR) BirxfR. THEHEMN
R LB

template<typename T>
Wwp<T>::~wp ()
{
if (m_ptr) m_refs->decWeak (this);
}

SRR KA RAREERERRN R, RERSRMHBBEER “*” A “>7 BIER
T, MR B T XA MRERS . WRBHEREERNR, NTRELFRE AR e
FHER F7 A F AR A2 B m_ptr F1 m_refs #4Ji& —/NiR$8 4T sp, m_ptr 48 HARXT R — 4845,
m_refs £ 45 A B brx R R H K weakref impl X F . FHARBUT:

template<typename T>
sp<T> wp<T>::promote() const
{
return sp<T>(m_ptr, m_refs);
}

52Z %R A E AR I T BR -

template<typename T>
sp<T>::sp(T* p, weakref_type* refs)
: mptr((p && refs->attemptIncStrong(this)) ? p : 0)
{
}

£ LR g RS, ¥EaTE R 17 BARX RHIR AR E m_ptr. WREFEBHFX R, W m_ptr
B AR R, MRZENEFRNREEAFE, U m ptr A NULL. BREAZRNFTESERE
attemptIncStrong KR 1458 . B attemptIncStrong £ B A& SEEUACAS 0 F Ff R«

bool RefBase::weakref type::attemptIncStrong(const void* id)
{

incWeak (id) ;
weakref_impl* const impl = static_cast<weakref impl*>(this);

int32_t curCount = impl->mStrong;
LOG_ASSERT (curCount >= 0, "attemptIncStrong called on %p after underflow",

this);
while (curCount > 0 && curCount != INITIAL STRONG_VALUE) {
if (android_atomic_cmpxchg(curCount, curCount+l, &impl->mStrong) == 0) {
break;

1
curCount = impl->mStrong;

}

if (curCount <= 0 || curCount == INITIAL_STRONG_VALUE) {

bool allow;

if (curCount == INITIAL_STRONG_VALUE) {
// Attempting to acquire first strong reference... this is allowed
// if the object does NOT have a longer lifetime (meaning the
// implementation doesn't need to see this), or if the implementation
// allows it to happen.
allow = (impl->mFlags&OBJECT_LIFETIME WEAK) != OBJECT_LIFETIME_WEAK
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|| impl->mBase->onIncStrongAttempted (FIRST_INC_STRONG, id);
} else {

// Attempting to revive the object... this is allowed

// if the object DOES have a longer lifetime (so we can safely

// call the object with only a weak ref) and the implementation

// allows it to happen.

allow = (impl->mFlags&OBJECT_LIFETIME_WEAK) == OBJECT_LIFETIME_WEAK
&& impl->mBase->onIncStrongAttempted (FIRST_INC_STRONG, id);

if (!'allow) {
decWeak (id) ;
return false;
}

curCount = android_atomic_inc(&impl->mStrong);

// 1f the strong reference count has already been incremented by

// someone else, the implementor of onIncStrongAttempted() is holding

// an unneeded reference. So call onLastStrongRef() here to remove it.

// (No, this is not pretty.) Note that we MUST NOT do this if we

// are in fact acquiring the first reference.

if (curCount > 0 && curCount < INITIAL_STRONG_VALUE) ({
impl->mBase->onLastStrongRef (id) ;

}

impl->addWeakRef (id) ;
impl->addStrongRef (id) 7

$if PRINT_REFS
LOGD ("attemptIncStrong of $p from %p: cnt=%d\n", this, id, curCount);
fendif

if (curCount == INITIAL_STRONG_VALUE) ({
android_atomic_add (-INITIAL_STRONG_VALUE, &impl->mStrong);
impl->mBase->onFirstRef () ;

}

return true;
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S AP A A K% I 4, Android R4 R FHFE PR R B Zygote BAEZH HKR K,
M Zygote A2 X2 H Init HIZEBNHI . 1E)5 30 Zygote HFERT &8I — Dalvik VM L6, 4
Zygote HEZE H— A F IR R FFHER, %X Dalvik VM 2618 #I 2 H KM HERF .,
XFERT LU RN B FE i R ER A — NS Dalvik VM 2. FERZRAAES, KBS
J8 3 Dalvik VM 7 BARidH2, R B ARG HE AR A2 S $T T EAt.

TEJ8 3 Zygote AR HIEFEF, LA AndroidRuntime [ 5 B3 start /£ 583 Dalvik VM
ME—H. 183N Zygote HEREHIIFER, BT &8IE—/ Dalvik ERINEFIZ 4, ELH Java i
1T EEINEEHFE K, CLRIEM—LE Android #%-0r2RET INT 71 ATTE £ ) Dalvik ERIHLSLH
. B NHABFEHER Zygote HEIIL K, MUK Zygote #HFEF ) Dalvik B HIHLE
BN, BL5 Zygote —#EHLE Java BITHE, X5EAMR T Linux NZKHEEIZENEH (fork).
X#h Zygote SEALHLHI IR AR AN AT LA /S 3 — AR P 3ERE, 17 BB AT DA &4 BAK I A 77
HAE. HRBRAETTHE, BELEWIVERE, FA Zygote REFHVLEFB2IH. BRESE
BANRGERE A Zygote #72, HHWREHEEEAN S ARFRRE, WAAIALEEEZXAFH,
FERZHIEN T AR EHNRIRRE . BT, SRR Zygote FALHLHIRFI A T ¥ K.

f£ Android R4+ B3l Zygote HFRHILEF, 2 1HH F|28 AndroidRuntime /% 7 K start
F¥Ja Dalvik EHIWLESAERKNEE. BEASREWAE 15-1 fix.

i Ini | | i
Mw&ﬁ; L 4

3: JNI_CreateJavaVM

6: dvmInitZygote

I 1

1 1
8:androidSetCreate ThreadFunc

—+ T

- - L

& 15-1 Dalvik W fI/BaniTRE
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®15F 447 Dalvik VM B9 3ahi3#2

JEit B 15-1 AT LKA T f# Dalvik VM KIS shid 58, ZEAT KRS, B VE4 JH# 3 3 Dalvik
VM KB RE, MBI E — NS BRN AR,

15.2.1 813 Dalvik VM 3£

30 “frameworks/base/core/jni/AndroidRuntime.cpp” ', i k¥ start /£ 5)8 2h Dalvik VM
I —%. R start A HRE startVm B8 — Dalvik VM L6, H HRFERDEE mlavaVM
th. SRE A K R BB startReg EM Android #0381 INI 77v%, FHASH className FrXt B[
— Java PR main 1E4 Zygote #FEM Java B M. &K start ) B ASSIARS W0 T Frs:

void AndroidRuntime::start (const char* className, const bool startSystemServer)

{
/* &¥ startvm BFE/B— Dalvik EAWEE, HERGERRTR njavavm § */

if (startVm(&mJavaVM, &env) != 0)
goto bail;
/* :
*E ¥ startReg AT M Android Bols3b) INT J5ik
ey

if (startReg(env) < 0) {
LOGE ("Unable to register all android natives\n"):
goto bail;

/*

* FFIEBEERIAL

i/

jclass startClass;
jmethodID startMeth;

slashClassName = strdup(className);

for (cp = slashClassName; *cp != '\0'; cp++)
if (*cp == "'.")
*Cp = 1/";

startClass = env->FindClass (slashClassName) ;
if (startClass == NULL) {
LOGE ("JavaVM unable to locate class '%s'\n", slashClassName);
/* keep going */
} else {
startMeth = env->GetStaticMethodID(startClass, "main",
" ([Ljava/lang/String;)V");
if (startMeth == NULL) {
LOGE ("JavaVM unable to find main() in '%s'\n", className);
/* keep going */
} else {
env->CallStaticVoidMethod (startClass, startMeth, strArray);

LOGD ("Shutting down VM\n");

if (mJavaVM->DetachCurrentThread() != JINI_OK)
LOGW ("Warning: unable to detach main thread\n");
if (mJavaVM->DestroyJavaVM() != 0)

LOGW ("Warning: VM did not shut down cleanly\n");
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{

FEIR Y ERRBACE Z 7, 7528 RIRIEE §) Dalvik VM SEA 40T AN BR 7 K3
O DetachCurrentThread: LhfEE4S Zygote HEFE ) - Lo A2 Mt B WI NI G 2 () Dalvik FEAIMLELH .
Q DestroyJavaVM: H T NINIEI & 1) Dalvik VM SE£41 .

16.2.2 15E—RIIRHIET

BRI % startVm 7E 344 “frameworks/base/core/jni/AndroidRuntime.cpp” H15E X, ThRERTEE
Dalvik VM I 1852 — 258 F K HIET. R startVm B BARSLHARRS U0 F R :

int AndroidRuntime::startVm(JavaVM** pJdavaVM, JNIEnv** pEnv)

int result = -1;
JavaVMInitArgs initArgs;
JavaVMOption opt;

char
char
char
char
char
char
char
char
char
char
char
char

propBuf [ PROPERTY_VALUE_MAX] ;

stackTraceFileBuf [PROPERTY_VALUE_MAX] ;

dexoptFlagsBuf [PROPERTY_VALUE_MAX];
enableAssertBuf[sizeof ("-ea:")-1 + PROPERTY VALUE MAX]

jniOptsBuf[sizeof ("-Xjniopts:")-1 + PROPERTY_VALUE_MAX];

heapstartsizeOptsBuf[sizeof ("-Xms")-1 + PROPERTY_VALUE_MAX];

heapsizeOptsBuf[sizeof ("-Xmx")-1 + PROPERTY VALUE_MAX] ;

heapgrowthlimitOptsBuf [sizeof ("-XX:HeapGrowthLimit=")-1 + PROPERTY_VALUE_MAX];
heapminfreeOptsBuf [sizeof ("-XX:HeapMinFree=")-1 + PROPERTY_VALUE_MAX];
heapmaxfreeOptsBuf [sizeof ("-XX:HeapMaxFree=")-1 + PROPERTY VALUE_MAX]:
heaptargetutilizationOptsBuf[sizeof ("-XX:HeapTargetUtilization=")-1 + PROPERTY_VALUE_MAX] ;

extraOptsBuf [PROPERTY_VALUE_MAX] ;

char* stackTraceFile = NULL;

bool checkdni = false;
bool checkDexSum = false;
bool logStdio = false;
enum {
kEMDefault,
kEMIntPortable,
kEMIntFast,
kEMJitCompiler,

} executionMode = kEMDefault;

property get ("dalvik.vm.checkjni", propBuf, "");

if (strcmp (propBuf, "true") == 0) {
checkdni = true;
} else if (strcmp(propBuf, "false") != 0) {

/* property is neither true nor false; fall back on

property get ("ro.kernel.android.checkjni", propBuf, "");
if (propBuf([0] == '1") {

}
}

checkdni = true;

property_get ("dalvik.vm.execution-mode", propBuf, "");

if (strcmp(propBuf, "int:portable") == 0) {
executionMode = kEMIntPortable;

} else if (strcmp(propBuf, "int:fast") == 0) {
executionMode = kEMIntFast;

} else if (strcmp(propBuf, "int:jit") == 0) {
executionMode = kEMJitCompiler;

}

property _get ("dalvik.vm.stack-trace-file",

property_get ("dalvik.vm.check-dex-sum", propBuf, "");
if (strcmp (propBuf, "true") == 0) {
checkDexSum = true;

}

property_get ("log.redirect-stdio", propBuf, "");:

stackTraceFileBuf,

iy

kernel parameter */
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if (strcmp(propBuf, "true") == 0) |
logStdio = true;
}

strecpy (enableAssertBuf, "-ea:");
property_get ("dalvik.vm.enableassertions", enableAssertBuf+4, "");

strcpy (jniOptsBuf, "-Xjniopts:");
property_get ("dalvik.vm.jniopts”, jniOptsBuf+10, "");

/* route exit() to our handler */
opt.extralnfo = (void*) runtime exit;
opt.optionString = "exit";
mOptions.add (opt) ;

/* route fprintf() to our handler */
opt.extralnfo = (void*) runtime_vfprintf;
opt.optionString = "vfprintf";
mOptions.add (opt) ;

/* register the framework-specific "is sensitive thread" hook */
opt.extraInfo = (void*) runtime_isSensitiveThread;
opt.optionString = "sensitiveThread";

mOptions.add(opt) ;

opt.extralnfo = NULL;

/* enable verbose; standard options are { jni, gc, class } */

//options[curOpt++].optionString = "-verbose:jni";
opt.optionString = "-verbose:gc";

mOptions.add(opt);

//options[curOpt++].optionString = "-verbose:class";
/*

* The default starting and maximum size of the heap. Larger
* values should be specified in a product property override.
*/

strcpy (heapstartsizeOptsBuf, "-Xms");

property_get ("dalvik.vm.heapstartsize", heapstartsizeOptsBuf+4, "4m");
opt.optionString = heapstartsizeOptsBuf;

mOptions.add(opt);

strcpy (heapsizeOptsBuf, "-Xmx");

property_get ("dalvik.vm.heapsize", heapsizeOptsBuf+4, "lém");
opt.optionString = heapsizeOptsBuf;

mOptions.add(opt)

// Increase the main thread's interpreter stack size for bug 6315322.
opt.optionString = "-XX:mainThreadStackSize=24K";
mOptions.add(opt);

strcpy (heapgrowthlimitOptsBuf, "-XX:HeapGrowthLimit=");
property_get ("dalvik.vm.heapgrowthlimit", heapgrowthlimitOptsBuf+20, "");
if (heapgrowthlimitOptsBuf[20] != '\0') {
opt.optionString = heapgrowthlimitOptsBuf;
mOptions.add (opt) ;
}

strcpy (heapminfreeOptsBuf, "-XX:HeapMinFree=");
property get("dalvik.vm.heapminfree", heapminfreeOptsBuf+l6, "");
if (heapminfreeOptsBuf[l6] != '\0") {
opt.optionString = heapminfreeOptsBuf;
mOptions.add (opt);
}

strcpy (heapmaxfreeOptsBuf, "-XX:HeapMaxFree=");
property_get ("dalvik.vm.heapmaxfree", heapmaxfreeOptsBuf+l6, "");
if (heapmaxfreeOptsBuf[l6] != '\0') {

opt.optionString = heapmaxfreeOptsBuf;

mOptions.add(opt);
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}

strcpy (heaptargetutilizationOptsBuf, "-XX:HeapTargetUtilization=");
property_get ("dalvik.vm.heaptargetutilization", heaptargetutilizationOptsBuf+26, "");
if (heaptargetutilizationOptsBuf[26] != '\0") {
opt.optionString = heaptargetutilizationOptsBuf;
mOptions.add (opt) ;
}

/*
* Enable or disable dexopt features, such as bytecode verification and
* calculation of register maps for precise GC.

*/
property_get ("dalvik.vm.dexopt-flags", dexoptFlagsBuf, "");
if (dexoptFlagsBuf([0] != '\0') {

const char* opc;
const char* val;

opc = strstr(dexoptFlagsBuf, "v="); /* verification */
if (opc != NULL) {
switch (*(opc+2)) {

case 'n': wval = "-Xverify:none"; break;
case 'r': wval = "-Xverify:remote"; break;
case 'a': val = "-Xverify:all"; break;
default: val = NULL; break;

}

if (val != NULL) {
opt.optionString = val;
mOptions.add (opt) ;

}
opc = strstr(dexoptFlagsBuf, "o="); /* optimization */

if (opc != NULL) {
switch (*(opc+2)) {

case 'n': wval = "-Xdexopt:none"; break;
case 'v': wval = "-Xdexopt:verified"; break;
case 'a': val = "-Xdexopt:all"; break;
case 'f': wval = "-Xdexopt:full"; break;
default: val = NULL; break;

}
if (val != NULL) {

opt.optionString = val;
mOptions.add(opt);

}

opc = strstr(dexoptFlagsBuf, "m=y"); /* register map */
if (opc != NULL) {
opt.optionString = "-Xgenregmap";

mOptions.add (opt):

/* turn on precise GC while we're at it */
opt.optionString = "-Xgc:precise";
mOptions.add (opt);

}

/* enable debugging; set suspend=y to pause during VM init */

/* use android ADB transport */

opt.optionString =
"-agentlib:jdwp=transport=dt_android_adb, suspend=n, server=y";

mOptions.add(opt);

ALOGD ("CheckJNI is %s\n", checkJdni ? "ON" : "OFF");

if (checkdni) ({
/* extended JNI checking */
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opt.optionString = "-Xcheck:jni";
mOptions.add(opt);

/* set a cap on JNI global references */
opt.optionString = "-Xjnigreflimit:2000";
mOptions.add(opt) ;

/* with -Xcheck:jni, this provides a JNI function call trace */
//opt.optionString = "-verbose:jni";
//mOptions.add (opt);

1

char lockProfThresholdBuf[sizeof ("-Xlockprofthreshold:") + sizeof (propBuf)];
property_get ("dalvik.vm.lockprof.threshold", propBuf, "");
if (strlen(propBuf) > 0) {
strcpy (LockProfThresholdBuf, "-Xlockprofthreshold:");
strcat (lockProfThresholdBuf, propBuf);
opt.optionString = lockProfThresholdBuf;
mOptions.add(opt);
}

/* Force interpreter-only mode for selected opcodes. Eg "1-0a,3c,fl-ff" */
char jitOpBuf[sizeof ("-Xjitop:") + PROPERTY_VALUE_MAX];
property_get ("dalvik.vm.jit.op", propBuf, "");
if (strlen(propBuf) > 0) {
strcpy (jitOpBuf, "-Xjitop:");
strcat (jitOpBuf, propBuf);
opt.optionString = jitOpBuf;
mOptions.add(opt) ;
}

/* Force interpreter-only mode for selected methods */
char jitMethodBuf[sizeof ("-Xjitmethod:") + PROPERTY_VALUE_MAX];
property_get ("dalvik.vm.jit.method", propBuf, "");
if (strlen(propBuf) > 0) ({
strcpy (jitMethodBuf, "-Xjitmethod:");
strcat (jitMethodBuf, propBuf);
opt.optionString = jitMethodBuf;
mOptions.add(opt) ;
}

if (executionMode == kEMIntPortable) {

opt.optionString = "-Xint:portable";
mOptions.add (opt) ;

} else if (executionMode == kEMIntFast) {
opt.optionString = "-Xint:fast";
mOptions.add (opt) ;

} else if (executionMode == kEMJitCompiler) {
opt.optionString = "-Xint:jit";

mOptions.add (opt) ;
}

if (checkDexSum) {
/* perform additional DEX checksum tests */
opt.optionString = "-Xcheckdexsum";
mOptions.add (opt);

if (logStdio) {
/* convert stdout/stderr to log messages */
opt.optionString = "-Xlog-stdio";
mOptions.add (opt);

if (enableAssertBuf[4] != '"\0') {
/* accept "all" to mean "all classes and packages" */
if (strcmp(enableAssertBuf+4, "all") == 0)

enableAssertBuf[3] = '\0';
ALOGI ("Assertions enabled: '%s'\n", enableAssertBuf);
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/*
{

}

/i
*
*

*/
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opt.optionString = enableAssertBuf;
mOptions.add (opt) ;

1se {

ALOGV ("Assertions disabled\n");

(jniOptsBuf[10] != '\0') {

ALOGI ("JNI options: '%s'\n", jniOptsBuf);
opt.optionString = jniOptsBuf;
mOptions.add (opt) ;

(stackTraceFileBuf[0] != '\0') {
static const char* stfOptName = "-Xstacktracefile:";
stackTraceFile = (char*) malloc(strlen(stfOptName) +

strlen(stackTraceFileBuf) +1);
strcpy(stackTraceFile, stfOptName);
strcat (stackTraceFile, stackTraceFileBuf);
opt.optionString = stackTraceFile;
mOptions.add (opt) ;

extra options; parse this late so it overrides others */
perty_get ("dalvik.vm.extra-opts", extraOptsBuf, "");
seExtraOpts (extraOptsBuf) ;

Set the properties for locale */

char langOption[sizeof ("-Duser.language=") + 3];

char regionOption[sizeof ("-Duser.region=") + 3];
strcpy (langOption, "-Duser.language=");
strcpy (regionOption, "-Duser.region=");

readLocale (langOption, regionOption);
opt.extraInfo = NULL;
opt.optionString = langOption;
mOptions.add (opt) ;

opt.optionString = regionOption;
mOptions.add (opt);

We don't have /tmp on the device, but we often have an SD card. Apps
shouldn't use this, but some test suites might want to exercise it.

opt.optionString = "-Djava.io.tmpdir=/sdcard";
mOptions.add (opt) ;

initArgs.version

I

JNI_VERSION_1_4;

initArgs.options = mOptions.editArray();
initArgs.nOptions = mOptions.size();
initArgs.ignoreUnrecognized = JNI_FALSE;

/*

* FIHa4k VM.

*

* The JavaVM* is essentially per-process, and the JNIEnv* is per-thread.
* If this call succeeds, the VM is ready, and we can start issuing

* JNI calls.

*/

if

}

(JNI_CreateJavaVM(pJavaVM, pEnv, &initArgs) < 0) |
ALOGE ("JNI_CreateJavaVM failed\n");
goto bail;

result = 0;

bail:

free(stackTraceFile);
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l return result;
}

£ EREEH, ®E T —RFIHEH] Dalvik VM BIETT, FFRE T LUET R E R RGBSR
fREX SR, RS AFEAREIENT 41,

Q -Xcheck:jni: IRER S 3) INI e & 5. @il XA EDAT U B ZE V7 19 ) Java X R
AR ERER AR EENE, PIRERNESTRRE. £HENAY, TUFEHRZKREME
dalvik.vm.checkjni 8{# ro.kernel.android.checkjni 3k #E 5& & 7 & /5 F-Xcheck:jni £ .

O -Xint:portable/-Xint:fast/-Xint;jit: THEERIEE Dalvik ERWLKBITHER, aTLLEE RSB
dalvik.vm.execution-mode 345 € Dalvik VM HISFREIE. 7E Dalvik VM 3R 3 FigfTiE=.

® Portable: 375 Dalvik VM CARJ B E 7 A KRBTSR, miF R H BN AT ATEAE BF
& Ligf7,

® Fast: A] LLEHXT ZHHT-F & KR K 4w 1% Dalvik VM.

® Jit: RUEEEN AR E A HIE S E BEHAT.

Q Xstacktracefile: ThAERTE & i RS H . 23485 T -Xstacktracefile B2 5, AL
R ERRE R P AR B B 48 O £ .

O -Xmx: DIRER 8 5E Java T RIER R KA, Dalvik VM ) Java Xt RHEHIBRIN B K E 2 16 MB.

15.2.3 I FH#181k Dalvik VM L6

WF R INI_CreateJavaVM BIZFHA1151L— Dalvik VM 261, HREHE S “ dalvik\vm\Ini.cpp”
HE X, BRI TR

jint JNI_CreateJavaVM(JavaVM** p_vm, JNIEnv** p_env, void* vm_args) {
const JavaVMInitArgs* args = (JavaVMInitArgs*) vm_args;
if (args->version < JNI_VERSION_1_2) {
return JNI_EVERSION;
}

// TODO: don't allow creation of multiple VMs -- one per customer for now

/* zero globals; not strictly necessary the first time a VM is started */
memset (&gDvm, 0, sizeof(gDvm));

/*

*AHFHRER Dalvik BHHES, B—1 JavavMExt HR,

¥4

JavaVMExt* pVM = (JavaVMExt*) calloc(l, sizeof (JavaVMExt)):
pVM->funcTable = &gInvokeInterface;

pVM->envList = NULL;

dvmInitMutex (&pVM->envListLock) ;

UniquePtr<const char*[]> argv(new const char*[args->nOptions]);
memset (argv.get (), 0, sizeof(char*) * (args->nOptions));

/*
* A HEERE BRI — oNT IR
*Bl— INIEnvExt JR
* I AR BT VE A & ¥ dvmCreateINIEnY R5EM K
*yf
int argc = 0;
for (int i = 0; i < args->nOptions; i++) |
const char* optStr = args->options([i].optionString;
if (optStr == NULL) {
dvmFprintf (stderr, "ERROR: CreateJavaVM failed: argument %d was NULL\n", i);
return JNI_ERR;

} else if (strcmp(optStr, "viprintf") == 0) {
gDvm.vfprintfHook = (int (*) (FILE *, const char*, va_list))args->options[i].extralnfo;
} else if (strcmp(optStr, "exit") == 0) {
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gDvm.exitHook = (void (*) (int)) args->options([i].extralnfo;
} else if (strcmp(optStr, "abort") == 0) ({
gDvm.abortHook = (void (*) (void))args—->options([i].extralnfo;
} else if (strcmp(optStr, "sensitiveThread") == 0) {
gDvm. isSensitiveThreadHook = (bool (*) (void))args->options([i].extraInfo;
} else if (strcmp(optStr, "-Xcheck:jni") == 0) {
gDvmJni.useCheckdni = true;
} else if (strncmp(optStr, "-Xjniopts:", 10) == 0) {

char* jniOpts = strdup(optStr + 10);
size_t jniOptCount = 1;
for (char* p = jniOpts; *p != 0; ++p) |

if (*p=",") {
++jniOptCount;
*p = 0;

}
}
char* jniOpt = jniOpts;
for (size_t i = 0; i < jniOptCount; ++i) {
if (strcmp(jniOpt, "warnonly") == 0) {
gDvmJni.warnOnly = true;
} else if (strcmp(jniOpt, "forcecopy") == 0) {
gDvmJni.forceCopy = true;

} else if (strcmp(jniOpt, "logThirdPartyJdni") == 0) ({
gDvmJni.logThirdPartydni = true;
} else {
dvmFprintf (stderr, "ERROR: CreateJavaVM failed: unknown -Xjniopts option '$s'\n",
jniopt) ;

return JNI_ERR;
}
jniOpt += strlen(jniOpt) + 1;
}
free (jniOpts);

} else {
/* regular option */
argv[argc++] = optStr;

}

if (gDvmJni.useCheckdni) {
dvmUseCheckeddniVm(pVM) ;
}

if (gDvmJni.jnivm != NULL) {
dvmFprintf (stderr, "ERROR: Dalvik only supports one VM per process\n");
return JNI_ERR;

}

gDvmJni.jniVm = (JavaVM*) pVM;

/*

* Create a JNIEnv for the main thread. We need to have something set up
* here because some of the class initialization we do when starting

* up the VM will call into native code.

*f

JNIEnvExt* pEnv = (JNIEnvExt*) dvmCreateJNIEnv (NULL);

/*BSH vm_args FrERK Dalvik VM BENETIHENEI TR argy iR — P EZFRHHP X
*FARH dvmStartup EVALFIT TSI EE Dalvik BEALSLH
*/
gDvm.initializing = true;
std::string status =

dvmStartup(argc, argv.get(), args->ignoreUnrecognized, (JINIEnv*)pEnv);
gDvm.initializing = false;

if (!status.empty()) {
free (pEnv) ;
free (pVM) ;
ALOGW ("CreateJavaVM failed: %s", status.c_str());
return JNI_ERR;
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/*

* A R% dvmChangeStatus ¥ S AI&RARAIL B AEENT NATIVE RS
* BT S p vm M p_env

* JERIRIEIRAVLALFH TavavMExt HEFD INIEnvExt W EIREAEAE.
*/

dvmChangeStatus (NULL, THREAD_NATIVE);

*p_env = (JNIEnv*) pEnv;

*p_vm = (JavaVM*) pVM;

ALOGV ("CreateJavaVM succeeded");

return JNI_OK;

}

15.2.4 €13 INIEnvExt X5

B4R % dvmCreateJNIEnv, JLIhREREIE INIEnvExt Xt R LA 4ATH0 INI 3088, 35
B INIEnvExt Xf R /75 3 Dalvik VM FIFT{# (A8 O &R . HALHITE £ Dalvik VM 3E2 48T
#HFEH) Dalvik VM, #RFELFETE gDvm R ZEE vmList H. K% dvmCreate]NIEnv 7E 3L
4 “dalvik\vm\Ini.cpp” H5E X, BAASLIAILL T FR:

JNIEnv* dvmCreateJNIEnv (Thread* self) ({
JavaVMExt* vm = (JavaVMExt*) gDvmJdni.jniVm;

//if (self !'= NULL)
// ALOGI ("Ent CreateJNIEnv: threadid=%d %p", self->threadld, self);

assert (vm != NULL);

JNIEnvExt* newEnv
newEnv->funcTable
if (self != NULL) {
dvmSetJIniEnvThreadId( (IJNIEnv*) newEnv, self);
assert (newEnv->envThreadId != 0);
} else {
/* make it obvious if we fail to initialize these later */
newEnv->envThreadId = 0x77777775;
newEnv->self = (Thread*) 0x77777779;

(INIEnvExt*) calloc(l, sizeof (JNIEnvExt));
&gNativelnterface;

}

if (gDvmJni.useCheckJdni) {
dvmUseCheckedJniEnv (newEnv) ;

}

ScopedPthreadMutexLock lock(&vm->envListLock) ;

/* insert at head of list */
newEnv->next = vm->envlist;
assert (newEnv->prev == NULL) ;
if (vm->envList == NULL) ({

// rare, but possible

vm->envList = newEnv;
} else {

vm->envList->prev = newEnv;
}

vm->envList = newEnv;

//if (self != NULL)
// ALOGI ("Xit CreateJNIEnv: threadid=%d %p", self->threadld, self);
return (JNIEnv*) newEnv;

1E EiRRAS ., S8 self FoRATTHEIBUEE I INIEnvExt St R B CBE LS, Wi IR 247 ol &0
] DLIE i FH 2R % dvmSetIniEnvThreadld 34 © 1< BEE 3k .

FBE R dvmStartup, INEERVIIEI Dalvik VM, FFi% B AL Dalvik VM /3. XLk
EENETEERIFES H argy F, F HBRAFETUK N EON arge. 78 AR 5 BhiE T2 /T ST 0
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THEAEE.

Q A% setCommandLineDefaults 45 Dalvik VM % EERINS 1.

QO VA% processOptions #MEC R BRI N FZE R, UUBAAHSH argv Al arge Fifd K53
I

PR ¥ dvmStartup £ 30 “dalvik\vm\Init.cpp” F5E X, BAELIARFE I T Fin:

std::string dvmStartup(int argc, const char* const argv(],
bool ignoreUnrecognized, JNIEnv* pEnv)

{
ScopedShutdown scopedShutdown;

assert (gDvm.initializing);
ALOGV ("VM init args (%d):", argc):
for (int 1 = 0; i < argc; i++) {
ALOGV (" %d: '%s'", i, argv[i]):
}
/BB &EY setCommandLineDefaults &4 palvik EHIZBRIASE
/I BABHERAR—ESIERE Dalvik BIN KB REME

setCommandLineDefaults();

/*
* BEEH processOptions RNEEBHAEZEXRBNBESH argv M arge RN BRIER,

"
int cc = processOptions(argc, argv, ignoreUnrecognized);
if (cc !=0) {

if (cc < 0) |
dvmFprintf (stderr, "\n");
usage ("dalvikvm") ;
}
return "syntax error";
}

#if WITH_EXTRA_GC_CHECKS > 1
/* only "portable" interp has the extra goodies */
if (gDvm.executionMode != kExecutionModeInterpPortable) {
ALOGI ("Switching to 'portable' interpreter for GC checks");
gDvm. executionMode = kExecutionModelInterpPortable;
}
#endif

/* RBWERT */

if (!access("/dev/cpuctl/tasks", F_OK)) {
ALOGV ("Using kernel group scheduling");
gDvm. kernelGroupScheduling = 1;

} else {
ALOGV ("Using kernel scheduler policies");

}
/* BEVERE */

if (!gDvm.reduceSignals)
blockSignals () ;

/* BAERGRAAN */
if (sysconf (_SC_PAGESIZE) != SYSTEM PAGE_SIZE) ({
return StringPrintf ("expected page size %d, got %d",
SYSTEM_PAGE_SIZE, (int) sysconf (_SC_PAGESIZE));

}

/* mterp &E */
ALOGV ("Using executionMode %d", gDvm.executionMode);
dvmCheckAsmConstants () ;

/i

*MN T EORIBFF LM Dalvik EHMHLA &N FER
A )

dvmQuasiAtomicsStartup() ;
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if (!dvmAllocTrackerStartup()) {//BTF#iaH paviik BUNMNRIBRIZRFER
return "dvmAllocTrackerStartup failed";
}
if (!dvmGeStartup()) {//FR¥IEAMK Davlik BAWMKIRKSE ( cc) FHER
return "dvmGcStartup failed";
}
// dvmThreadStartup BF#iEM Davlik ﬁi}‘m&'\]ﬁﬁﬁﬁ
/! AEHREROE— Thread WRMUR AT LEVBURTRE
if (!dvmThreadStartup()) {
return "dvmThreadStartup failed";

}
// BTk paviik BRFBKE Native RER
if (!dvmInlineNativeStartup()) {
return "dvmInlineNativeStartup";

}
/ /BT EFEE MK (Register Map ) FHEHR
if (!dvmRegisterMapStartup()) {
return "dvmRegisterMapStartup failed";

}
//BF#4a4L instanceof BIEFFFIESE
if (!dvmInstanceofStartup()) |
return "dvmInstanceofStartup failed";

}
//BT#a BRI ENES ( Bootstrap Class Loader ), BEI#I#44L java.lang.Class %
if (!dvmClassStartup()) {
return "dvmClassStartup failed";

}

/~l-
* At this point, the system is guaranteed to be sufficiently
* initialized that we can look up classes and class members. This
* call populates the gDvm instance with all the class and member
* references that the VM wants to use directly.
*/
if (!dvmFindRequiredClassesAndMembers()) {
return "dvmFindRequiredClassesAndMembers failed";

}
//BTWIEI java.lang. String XKABRE— P 2H R, XHY palvik BRHETERZE
// BAAEMA java.lang.String XN AR intern KIFAX M FHEDEANFTHS
if (!dvmStringInternStartup()) {
return "dvmStringInternStartup failed";

}
//BT#E{ Native Shared Object FEM#HF, B so EM#HEK
if (!dvmNativeStartup()) {
return "dvmNativeStartup failed";

}
// BFMELAE Native BER
/] FREBEEEE Dalvik BRMAHRE N ZELEEME Native REEEXEXKKP
//BAEMNWRE XN so X, REFERFE Dalvik ERNMKIBRIREHIREH
if (!dvmInternalNativeStartup()) {
return "dvmInternalNativeStartup failed";

}
/BT 2E5 AR, MRINE L5 Direct Buffer HHXKIZ
//%%0 DirectBuffer. PhantomReference Hl ReferenceQueue &%
if (!dvmdniStartup()) {
return "dvmJniStartup failed";

}
// BT Miak palvik BB MEE ST FHELR, DURME dalvik. system. VMDebug X%
if (!dvmProfilingStartup()) {
return "dvmProfilingStartup failed";
}

/*
* Create a table of methods for which we will substitute an "inline"
* version for performance.
*f
if (!dvmCreateInlineSubsTable()) {
return "dvmCreateInlineSubsTable failed";

}
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/*
*ATRIE Dalvik BN P FEERARKASE, HAXERBAFARE-ITARLE
*XPRATREAREAN N A FEN, XLRBEAREIT java. lang. Boolean, java.lang.Character,
*java.lang.Float. java.lang.Double. java.lang.Byte. java.lang.Short. java.lang.Integer
#0java.lang.Long
*/
if (!dvmValidateBoxClasses()) {
return "dvmValidateBoxClasses failed";
}

/*
* ATASELEN NI MEERBNELAS LR REF— INLHKIET,
HERERFWZ ONI HEST LB XK, hRRERHREEEN IDIRERZ INT FRFP X
£/
if (!dvmPrepMainFordJni (pEnv)) {
return "dvmPrepMainForJni failed";

}

/
Explicitly initialize java.lang.Class. This doesn't happen
automatically because it's allocated specially (it's an instance
of itself). Must happen before registration of system natives,
which make some calls that throw assertions if the classes they
* operate on aren't initialized.
*f
if (!dvmInitClass(gDvm.classJavalangClass)) {

return "couldn't initialized java.lang.Class";

* o o+ k5

}

/*
* BABMI—EH jniRegisterSystemMethods, GEEBE XA T & registerCorelibrariesdni 3k
* 4 Java B 3EHEM oNT ik
L
if (!registerSystemNatives (pEnv)) {
return "couldn't register system natives";

}

/*
* BTREIR—X5AFNMRAXRNRENR, HEARCNEFER, NENSTUREREA
*RURENREIE java.lang.OutOfMemoryError, java.lang.InternalError
*# java.lang.NoClassDefFoundError
*f
if (!dvmCreateStockExceptions()) |

return "dvmCreateStockExceptions failed";

}

/t

* BT AETHE OB — 1 java.lang.ThreadGroup X R . java.lang.Thread X & f
java.lang.VMThread ¥R,

*IXUE Java M RFOFERIE Step 5 FEIEH C++/E Thread W RXIE—iE,

*3EE A¥HR pDalvik BN 42

*7

if (!'dvmPrepMainThread()) {

return "dvmPrepMainThread failed";
}

/i

*ATREZEBELYHASI BFEM Java W R, BRATRIEELEETRUTARNAIRMDITERFAD

*J

if (dvmReferenceTableEntries (&dvmThreadSelf ()->internallocalRefTable) != 0)

{
ALOGW ("Warning: tracked references remain post-initialization");
dvmDumpReferenceTable (&dvmThreadSelf () ->internallLocalRefTable, "MAIN");

)

/*BFMt41k palvik ERAABERKE,
*Dalvik VM5 Java vM—#, $RiBET sowp IMCRIFEREFH K
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x/
if (!dvmDebuggerStartup()) {
return "dvmDebuggerStartup failed";

}

if (!dvmGcStartupClasses()) |
return "dvmGcStartupClasses failed";

}
/*

* Init for either zygote mode or non-zygote mode. The key difference
* is that we don't start any additional threads in Zygote mode.
*/
if (gDvm.zygote) {
if (!initZygote()) {
return "initZygote failed";
}
} else {
if (!dvmInitAfterZygote()) {
return "dvmInitAfterZygote failed";
}

#ifndef NDEBUG
if (!dvmTestHash())
ALOGE ("dvmTestHash FAILED");
if (false /*noisy!*/ && !'dvmTestIndirectRefTable())
ALOGE ("dvmTestIndirectRefTable FAILED");
$endif

if (dvmCheckException (dvmThreadSelf())) {
dvmLogExceptionStackTrace() ;
return "Exception pending at end of VM initialization";

}

scopedShutdown.disarm() ;
return "";

}

16.25 WELFHREFHESA D

P& R dvminitZygote, HINGER A REF M setpgid MR B {12, WE Zyogte
BFERETRA ID. BRI setpgid B SAEFENEAN 0 FISH, XFRR Zyogte R HE
4 ID 52 ID #H[E, B Zyogte HFBETE— N EMPHEHER. RE dvminitZygote 7E X4
“dalvik/vm/Init.c” F5E X, BAELIAREU THRA:

static bool dvmInitZygote (void)
{

/* zygote goes into its own process group */
setpgid(0,0);

return true;
}

15.2.6 XM Android /U283 INI A&

B FRE R startReg, 7£3X14 AndroidRuntime.java 1, B3 start EFH T3¢ AndroidRuntime H
AERH startReg KL Android /02K INT J¥E. BR#L startReg 7ESCF “frameworks/base/core/jni/
AndroidRuntime.cpp” F5E X, BAASEIAIE T Fis:

/ *

* Register android native functions with the VM.

*/

/*static*/
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int AndroidRuntime::startReg (JNIEnv* env)
{
/*
*HFH &% androidSetCreateThreadFunc ¥ E— &R EIB#F javaCreateThreadEtce
* LB H 72 BEMIGL—1 Native £FEH) ONI IFIREM,
*AN LS A c++REPHE— Native LFZHEHE,
*HB¥ javaCreateThreadEtc KW EARMISNIZ Native LK INT IR
*/

androidSetCreateThreadFunc ( (android_create_thread_fn) javaCreateThreadEtc);
LOGV ("--- registering native functions ---\n"):

env->PushLocalFrame (200) ;
/*
*HA&EH register_jni_procs FFM Android Bk oNT Fik, M oNT FERMNERED,
*BEA Native RIBP3IAE—% Java MR,
*XE Java WREIABELRELNEEN— Native R,
*{BRILE palvik EHWUERHEEETER, hHR YAEEN Native BERE LT HERHE,
M REIM oNT FEZE], FIHHBELTLREN Native BRPEAN—] ( Frame ),
*FFEAEEM ONT FEZSE, Fahitbig e ik
e
if (register_jni_procs(gRegJNI, NELEM(gRegJNI), env) < 0) ({
env->PopLocalFrame (NULL) ;
return -1;
}
env->PopLocalFrame (NULL) ;
//createJavaThread ("fubar", quickTest, (void*) "hello");
return 0;

1

£ LA RIESH, S¥ env #8M T —/> INIEnv X R, WX REFRLATLER) INI FR 5, &Eid i
F INIEnv %} % i/ 7 BR #% PushLocalFrame #1 PopLocalFrame, ®] LA F &K A HRIL~EMN
Native HERZ H 43 H AR H — M. X R W — DA, REEIRTF Java X RTE Native (A
) AREGFHARE] . K3 register_jni_procs fEARSCELARRL 4R AR :

static int register_jni_procs(const RegJNIRec array[], size_t count, JINIEnv* env)
{
for (size_t 1 = 0; i < count; i++) {
if (array([i].mProc(env) < 0) {
#ifndef NDEBUG

ALOGD ("----—=-——- 111 %s failed to load\n", array([i].mName);
#endif
return -1;
}
}
return 0;

}

£ ERRESF, S8 array 810 T £ RE gRegINI FTHliiA K INI FiEvEM R EE,
RH)IEIERF — 1> RegINIRec X R 4R, M4 — 1 RegINIRec Xf R&AH — 1~ 7 & & mProc 1
[] — A~ INI 75 332 A o 0, 385 AR TR P 3 v i o 0 77 =X BRI AT K TN 7 v 31 61 2 () Dalvik
VM F13.

FE M “frameworks/base/core/jni/AndroidRuntime.cpp” F——%|H T £ R & gRegINI A f
AHI INT FiEEM R #R, TEMTT LT fRVEM T WHRLE Android #0381 INT 7%, XA T
FioR:

static const RegJNIRec gRegJNI[] = {
REG_JNI (register_android_debug JNITest),
REG_JNI (register_com_android_internal_os_RuntimeInit),
REG_JNI (register_android_os_SystemClock),
REG_JNI (register_android_util_EventLog),
REG_JNI (register_android_util_Log),
REG_JNI (register_android_util_FloatMath),
REG_JNI (register_android_text_format_Time),
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REG_JNI (register_android_content_AssetManager),
REG_JNI (register_android_content_StringBlock),
REG_JNI (register_android_content_XmlBlock),
REG_JNI (register_android_emoji_EmojiFactory),
REG_JNI (register_android_text_AndroidCharacter),
REG_JNI (register_android_text_AndroidBidi),
REG_JNI (register_android_view_InputDevice),
REG_JNI (register_android_view_KeyCharacterMap),
REG_JNI (register_android_os_Process),

REG_JNI (register_android_os_SystemProperties),
REG_JNI (register_android_os_Binder),

REG_JNI (register_android_os_Parcel),

REG_JNI (register_android_view_DisplayEventReceiver),
REG_JNI (register_android_nio_utils),

REG_JNI (register_android_graphics_PixelFormat),
REG_JNI (register_android_graphics_Graphics),
REG_JNI (register_android_view_GLES20DisplayList),
REG_JNI (register_android_view_GLES20Canvas),
REG_JNI (register_android_view_HardwareRenderer),
REG_JNI (register_android_view_Surface),

REG_JNI (register_android_view_SurfaceControl),
REG_JNI (register_android_view_SurfaceSession),
REG_JNI (register_android_view_TextureView),
REG_JNI (register_com_google_android_gles_jni_EGLImpl),
REG_UNI (register_com_google_android_gles_jni_GLImpl),
REG_JNI (register_android_opengl_jni_EGL14),
REG_JNI (register_android_opengl_jni_EGLExt),
REG_JNI (register_android_opengl_jni_GLES10),
REG_JUNI (register_android_opengl_jni_GLES10Ext),
REG_JNI (register_android_opengl_jni_GLES11),
REG_JNI (register_android_opengl_jni_GLES11Ext),
REG_JNI (register_android_opengl_jni_GLES20),
REG_UNI (register_android_opengl_jni_GLES30),

REG_JNI (register_android_graphics_Bitmap),

REG_JNI (register_android_graphics_BitmapFactory),
REG_JNI (register_android_graphics_BitmapRegionDecoder),
REG_JNI (register_android_graphics_Camera),

REG_JNI (register_android_graphics_Canvas),

REG_JNI (register_android_graphics_ColorFilter),
REG_UNI (register_android_graphics_DrawFilter),
REG_JNI (register_android_graphics_Interpolator),
REG_JNI (register_android_graphics_LayerRasterizer),
REG_JNI (register_android_graphics_MaskFilter),
REG_JUNI (register_android_graphics_Matrix),

REG_JNI (register_android_graphics_Movie),

REG_JNI (register_android_graphics_NinePatch),
REG_JNI (register_android_graphics_Paint),

REG_JNI (register_android_graphics_Path),

REG_JNI (register_android_graphics_PathMeasure),
REG_JNI (register_android_graphics_PathEffect),
REG_JNI (register_android_graphics_Picture),
REG_JNI (register_android_graphics_PorterDuff),
REG_JNI (register_android_graphics_Rasterizer),
REG_JNI (register_android _graphics_Region),

REG_JNI (register_android_graphics_Shader),

REG_JNI (register_android graphics_SurfaceTexture),
REG_JNI (register_android_graphics_Typeface),
REG_JNI (register_android_graphics_Xfermode),
REG_JNI (register_android_graphics_YuvImage),

REG_JNI (register_android_database_CursorWindow),
REG_JNI (register_android_database_SQLiteConnection),
REG_JNI (register_android_database_SQLiteGlobal),
REG_JNI (register_android_database_SQLiteDebug),
REG_JNI (register_android_os_Debug),

REG_JNI (register_android_os_FileObserver),

REG_UJUNI (register_android_os_FileUtils),

REG_JNI (register_android_os_MessageQueue),
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REG_JNI (register_android_os_ParcelFileDescriptor),
REG_JNI (register_android_os_SELinux),

REG_JNI (register_android_os_Trace),

REG_JNI (register_android_os_UEventObserver),
REG_JNI (register_android_net_LocalSocketImpl),
REG_JUNI (register_android_net_NetworkUtils),
REG_JNI (register_android net TrafficStats),
REG_JNI (register_android_net_wifi_WifiManager),
REG_JNI (register_android_os_MemoryFile),

REG_JNI (register_com_android_internal_os_ZygotelInit),
REG_JNI (register_android_hardware_Camera),

REG_JNI (register_android_hardware_SensorManager),
REG_JUNI (register_android_hardware_SerialPort),
REG_JNI (register_android_hardware_UsbDevice),
REG_JNI (register_android_hardware_UsbDeviceConnection),
REG_JNI (register_android_hardware_UsbRequest),
REG_JNI (register_android _media_AudioRecord),
REG_JNI (register_android _media_AudioSystem),
REG_JNI (register_android _media_AudioTrack),
REG_JNI (register_android media_JetPlayer),

REG_JNI (register_android _media_RemoteDisplay),
REG_JNI (register_android_media_ToneGenerator),

REG_JNI (register_android_opengl_classes),

REG_JNI (register_android_server NetworkManagementSocketTagger),
REG_JNI (register_android_server Watchdog),

REG_JNI (register_android_ddm_DdmHandleNativeHeap),
REG_JNI (register_android_backup_BackupDatalnput),
REG_JNI (register_android_backup_BackupDataOutput),
REG_JUNI (register_android_backup_FileBackupHelperBase),
REG_JNI (register_android_backup_BackupHelperDispatcher),
REG_JNI (register_android_app_backup_FullBackup),

REG_JNI (register_android_app_ActivityThread),

REG_JNI (register_android_app_NativeActivity),

REG_JNI (register_android_view_InputChannel),

REG_JNI (register_android_view_InputEventReceiver),
REG_JUNI (register_android_view_InputEventSender),

REG_JNI (register_android_view_InputQueue),

REG_JNI (register_android_view_KeyEvent),

REG_JNI (register_android_view_MotionEvent),

REG_JNI (register_android_view_PointerIcon),

REG_JNI (register_android_view_VelocityTracker),

REG_JNI (register_android_content_res_ObbScanner),
REG_JNI (register_android_content_res_Configuration),

REG_JNI (register_android_animation_PropertyValuesHolder),
REG_JNI (register_com_android_internal_content_NativeLibraryHelper),
REG_JUNI (register_com_android_internal _net_NetworkStatsFactory),

}:

15.2.7 & javaCreateThreadEtc #9F

£ X AndroidRuntimejava #, BK%{ start P T 2 AndroidRuntime 285 i Bl 7 BR %
androidSetCreateThreadFunc, X+ LAf# FIZkF26I 8 javaCreateThreadEtc #JF. B¥( androidSet
CreateThreadFunc 7E ({4 “frameworks/base/core/jni/AndroidRuntime.cpp” & X, BALIMREG
W F iR

void androidSetCreateThreadFunc (android_create_thread_fn func)

{

gCreateThreadFn = func;

}

R SEIARRL T &1, 7E R T84T gCreateThreadFn HF{R7F T £ #2618 17 javaCreateThreadEtc
¥ . BR¥FE4ET gCreateThreadFn R\ & ¥4 4] 2K % androidCreateRawThreadEtc, W15RAN % B LFZE

385




S5 44 Dalvik VM H 2R

B¥F, N ERH androidCreateRawThreadEtc 2B KLLFECI R H . RE androidCreate
RawThreadEtc 7E3Cf4 “frameworks\native\libs\utils\Threads.cpp” & X, BEAKSLIAREUT AiR:

int androidCreateRawThreadEtc (android_thread_func_t entryFunction,
void *userData,
const char* threadName,
int32_t threadPriority,
size_t threadStackSize,
android_thread_id_t *threadId)

pthread_attr_t attr;
pthread_attr_init (&attr);
pthread_attr_setdetachstate(&attr, PTHREAD_CREATE_DETACHED) ;

#ifdef HAVE_ANDROID_OS /* valgrind is rejecting RT-priority create regs */
if (threadPriority != PRIORITY_DEFAULT || threadName != NULL) {
// Now that the pthread t has a method to find the associated
// android_thread_id t (pid) from pthread t, it would be possible to avoid
// this trampoline in some cases as the parent could set the properties
// for the child. However, there would be a race condition because the
// child becomes ready immediately, and it doesn't work for the name.
// prctl (PR_SET_NAME) only works for self; prctl (PR_SET_THREAD NAME) was
// proposed but not yet accepted.
thread_data_t* t = new thread data_t;
t->priority = threadPriority;
t->threadName = threadName ? strdup(threadName) : NULL;
t->entryFunction = entryFunction;
t->userData = userData;
entryFunction = (android_thread_func_t)&thread_data_t::trampoline;
userData = t;
}
#endif

if (threadStackSize) {
pthread_attr_setstacksize (&attr, threadStackSize);
}

errno = 0;
pthread_t thread;
int result = pthread_create(&thread, &attr,
(android_pthread_entry)entryFunction, userData);
pthread_attr_destroy(&attr);
if (result != 0) {
ALOGE ("androidCreateRawThreadEtc failed (entry=%p, res=%d, errno=%d)\n"
" (android threadPriority=%d)",
entryFunction, result, errno, threadPriority);
return 0;

}

// Note that *threadID is directly available to the parent only, as it is
// assigned after the child starts. Use memory barrier / lock if the child
// or other threads also need access.
if (threadId != NULL) {

*threadId = (android_thread_id_t)thread; // XXX: this is not portable
i

return 1;
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fE Android £4cH, W5 Dalvik VM VB A RERE —AN INI 7k, WS BEEBREIXA SR
I HbhE £ A0AT o BB IET] WL, Android & HLRTE A MR (E RS LT INI /71, T A2 i Dalvik VM
fRBERIAT. B4b, 1E Android REHH) Dalvik VM AMER LA$AAT Java RS, T BiE AT LLERAT
Native (&#h) 5, tHEER C/CHER%. ERATIXLEE C/CHREIITRES, 7 LURAE A Hh#R/E
RARMENZG A Linux #FEMLRE . R Native 155 7 012 H R ML FE AL AT Java
RIG, B4 ELFRLEXAUEER— Dalvik VM &2 . ZEAZRM AR D, K EMIHREM Dalvik
VM HEIBRRENIERE, REEP ANABEIAIRKN ST T &4

m S SIS B T R
Al
y

fE Android £4tH, 24 Dalvik VM AR — A BLR REET, W RIXAS R kR —4 INL i,
W& BEBXA R I LT . HICAT L, BEAEAMBRERS AT INI 7L, AR
tH Dalvik VM fEREEE1T. £ Android R4+, Ll C/C+HiBF LI INL 5%, RERHHERIFE—
A SO 3, TEIAFE INI 75580 & B e 3B 24 10 B #2 2 72 1) s bk 23 7]

16.1.1 RENFERF

FESCF “libcore/luni/src/main/java/java/lang/System.java” F, @it 5% loadLibrary Ki% &N
HEF, BRAELIHABWTR:

public static void loadLibrary(String libName) {
/ /BB & loadLibrary EAFHBFRA LlioName 8 so X#
Runtime.getRuntime () .loadLibrary (libName, VMStack.getCallingClassLoader());
}

7 Dalvik VM RZtH, &R AERE ©E MBI KFTER AR, THEMEIZRA
JB I APK REWSIRAFII so SUAFRIBRAE. IER G, FrblAgsE —4> so XHE MG, FMmEEEaTLL
HWrE R~ BFAEECH so X HFH.

16.1.2 70 so XHFHFKIF

P& 7E2€ Runtime ()i 7 B % loadLibrary, IhRER NI BFFA libName [ so 1. HSH
libraryName 7~ Z INE K so X4, S loader Fn 5 EMNE M so SCHEFTREXHIZEH — M 2RINE
#%. BR# loadLibrary 7E 3L “libcore/luni/src/main/java/java/lang/Runtime. java” 15 X, BRI
ARSI Fias :

void loadLibrary(String libraryName, ClassLoader loader) {
if (loader != null) {
String filename = loader.findLibrary(libraryName) ;
if (filename == null) {




388

Z 16 % HF Dalvik VM JERIRER

throw new UnsatisfiedLinkError ("Couldn't load " + libraryName +
" from loader " + loader +
": findLibrary returned null");
}
String error = doload(filename, loader);
if (error != null) {
throw new UnsatisfiedLinkError (error);
}
return;
}

String filename = System.mapLibraryName (libraryName) ;
List<String> candidates = new ArrayList<String>();
String lastError = null;
for (String directory : mLibPaths) {
String candidate = directory + filename;
candidates.add(candidate);

if (IoUtils.canOpenReadOnly(candidate)) {
String error = doload(candidate, loader);
if (error == null) {
return; // We successfully loaded the library. Job done.
}
lastError = error;

}

if (lastError != null) {
throw new UnsatisfiedLinkError (lastError);

}

throw new UnsatisfiedLinkError ("Library " + libraryName + " not found; tried " + candidates);

}

£ ERRESH, RS loader FMESET null, FABKRRAREMERM so XHEERGTE
Bl so X EHFEHKR. FXEREMNRATEL so X4 H R, #RTFAEE Runtime & LK
25 & mLibPaths Fr##iiA ) String #4H . T ERRREIXL H R R BFE 5SS libraryName
SF RLE so 4RI v, B AT LARf E S8 libraryName B 2 INERHT so XHERB R — NS so
KA. R E, MJEHZE Runtime F ) BB %X nativeLoad #5 E N £ 2| 4 sl #EFEH) Dalvik VM &,
ERE S ¥ libraryName FTRRHI so XHERBHFET RAEEM so XX B FRil, FEKHEHN
lib<name>.so fIFE ., X —IhAE R EiL I 2 System ()% 25 Ak 7 2R % mapLibraryName R SZHLH .

2% Runtime ', BR%{ nativeLoad HIZHRERMEMSH libraryName #RH so M. HH
nativeLoad 7E X {# “libcore/luni/src/main/java/java/lang/Runtime java” # 5 X, EARLIHAEMT
lZipa

| private staticnative String nativeLoad (String filename, ClassLoader loader, String ldLibraryPath) ;

PR 3} nativeLoad & —* INI /7%, fE/53) Dalvik VM B} gk ©47E N M T 4k INI ik, 7]
CAE B8 A B A A 5 INT 77V, thak 2 so SCH4 filename B2 [ B4 % /¥ INT 75 1% - B #{ nativeLoad
£ C++ 2 Xt B A SEBL B8 & Dalvik_java lang Runtime_nativeLoad , I f€ & 56 i F B %
dvmCreateCstrFromString ¥ E#H# M — 1 CHERFFFH fileName, A58 K% dvmLoad
NativeCode ¥/N#, so 3014 . B Dalvik java_lang Runtime nativeLoad 7E 314 “ dalvik/vm/ native/java_
lang Runtime.c” & X, BAASLIHARIGWT Frs:

static void Dalvik_java_lang Runtime_nativeload (const ué4* args,
JValue* pResult)

{
StringObject* fileNameObj = (StringObject*) args([0]:
Object* classloader = (Object*) args[l];
StringObject* ldLibraryPathObj = (StringObject*) args[2];

assert (fileNameObj != NULL);




char* fileName = dvmCreateCstrFromString(fileNameObj) ;

if (ldLibraryPathObj != NULL) ({
char* ldLibraryPath = dvmCreateCstrFromString(ldLibraryPathObj) ;
void* sym = dlsym(RTLD_DEFAULT, "android_update_LD_LIBRARY_PATH");
if (sym != NULL) {
typedef void (*Fn) (const char*);
Fn android_update_LD_LIBRARY PATH = reinterpret_cast<Fn>(sym);
(*android_update_LD_LIBRARY_PATH) (ldLibraryPath) ;
} else {
ALOGE ("android_update_LD_LIBRARY_PATH not found; .so dependencies will not work!");
}
free(ldLibraryPath);
}

StringObject* result = NULL;
char* reason = NULL;
bool success = dvmLoadNativeCode (fileName, classLoader, &reason);
if (!success) {
const char* msg = (reason != NULL) ? reason : "unknown failure";
result = dvmCreateStringFromCstr (msg) ;
dvmReleaseTrackedAlloc ((Object*) result, NULL);
}

free(reason);
free(fileName) ;
RETURN_PTR (result) ;

7 LR RIS, S¥ args[0]fRFF T Java EH)—~ String Xf %, It String X R#EAR T EME K
so 315

T KB ¥ dvmLoadNativeCode, FH IhEER 1 Fl B3} findSharedLibEntry ¥ & & & B2 N#R
2% pathName $8E M so . WMRELEMEE, NATLAIRE—A SharedLib Xf & pEntry, 7EM
SharedLib ¥} % pEntry F, #iR T S% pathName g€ KA so XHMAKMEBE L. R LXK
MBEXNEMBEAESETLAMAFEANEMEE, HELKEEMBERIN, BARK
dvmLoadNativeCode E#23 AR &R [ false, RNABEE LRTHFEP MESE pathName Frfiiid
f) so XM . BA% dvmLoadNativeCode 7E 3 4F “dalvik/vm/Native.cpp” H5E X, HEA&SLIARLIMT
B

bool dvmLoadNativeCode (const char* pathName, Object* classLoader,
char** detail)
{
SharedLib* pEntry;
void* handle;
bool verbose;

/* reduce noise by not chattering about system libraries */
verbose = !!strncmp (pathName, "/system", sizeof ("/system")-1);
verbose = verbose && !!strncmp (pathName, "/vendor", sizeof ("/vendor")-1);

if (verbose)
ALOGD("Trying to load lib %s %p", pathName, classLoader);

*detail = NULL;

/*
* See if we've already loaded it. If we have, and the class loader
* matches, return successfully without doing anything.
*/
pEntry = findSharedLibEntry (pathName) ;
if (pEntry != NULL) {
if (pEntry->classLoader != classLoader) {
ALOGW ("Shared lib '$%s' already opened by CL %p; can't open in %p",
pathName, pEntry->classLoader, classLoader);
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return false;
}
if (verbose) {
ALOGD ("Shared 1ib '%s' already loaded in same CL %p",
pathName, classLoader);
}
if (!checkOnLoadResult (pEntry))
return false;
return true;

N

T T I T TR R S

Open the shared library. Because we're using a full path, the system
doesn't have to search through LD_LIBRARY_PATH. (It may do so to
resolve this library's dependencies though.)

Failures here are expected when java.library.path has several entries
and we have to hunt for the lib.

The current version of the dynamic linker prints detailed information
about dlopen() failures. Some things to check if the message is
cryptic:
- make sure the library exists on the device
- verify that the right path is being opened (the debug log message
above can help with that)
- check to see if the library is valid (e.g. not zero bytes long)
- check config/prelink-linux-arm.map to ensure that the library
is listed and is not being overrun by the previous entry (if
loading suddenly stops working on a prelinked library, this is
a good one to check) R
- write a trivial app that calls sleep() then dlopen(), attach
to it with "strace -p <pid>" while it sleeps, and watch for
attempts to open nonexistent dependent shared libs

This can execute slowly for a large library on a busy system, so we
want to switch from RUNNING to VMWAIT while it executes. This allows
the GC to ignore us.

*

2/

Thread* self = dvmThreadSelf();

ThreadStatus oldStatus = dvmChangeStatus (self, THREAD_VMWAIT);
handle = dlopen (pathName, RTLD_LAZY):;

dvmChangeStatus (self, oldStatus);

if (handle == NULL) {
*detail = strdup(dlerror());
ALOGE ("dlopen (\"%s\") failed: %s", pathName, *detail);
return false;

}

/* create a new entry */

SharedLib* pNewEntry;

pNewEntry = (SharedLib*) calloc(l, sizeof (SharedLib));
pNewEntry->pathName = strdup(pathName) ;
pNewEntry->handle = handle;

pNewEntry->classLoader = classLoader;

dvmInitMutex (&pNewEntry->onLoadLock) ;
pthread_cond_init (&pNewEntry->onLoadCond, NULL);
pNewEntry->onLoadThreadld = self->threadId;

/* try to add it to the list */
SharedLib* pActualEntry = addSharedLibEntry (pNewEntry) ;

if (pNewEntry != pActualEntry) {
ALOGI ("WOW: we lost a race to add a shared lib (%s CL=%p)",
pathName, classLoader);
freeSharedLibEntry (pNewEntry) ;
return checkOnLoadResult (pActualEntry);
} else {
if (verbose)
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ALOGD ("Added shared lib %s %p", pathName, classLoader);

bool result = true;
void* vonLoad;
int version;

vonLoad = dlsym(handle, "JNI_OnLoad"):

if (vonLoad == NULL) {
ALOGD ("No JNI_OnLoad found in %s %p, skipping init",

pathName, classLoader);

} else {
/*
* Call JNI_OnLoad. We have to override the current class
* loader, which will always be "null" since the stuff at the
* top of the stack is around Runtime.loadLibrary(). (See
* the comments in the JNI FindClass function.)
*i/
OnLoadFunc func = (OnLoadFunc)vonLoad;
Object* prevOverride = self->classLoaderOverride;

self->classLoaderOverride = classLoader;
oldStatus = dvmChangeStatus(self, THREAD_NATIVE);
if (gDvm.verbosedni) {

ALOGI (" [Calling JNI_OnLoad for \"$s\"]", pathName);
}
version = (*func) (gDvmJni.jniVm, NULL);
dvmChangeStatus (self, oldStatus);
self->classLoaderOverride = prevOverride;

if (version != JNI_VERSION_1 2 && version != JNI_VERSION_1_4 &&
version != JNI_VERSION_1 6)
{
ALOGW ("JNI_OnLoad returned bad version (%d) in %s %p",
version, pathName, classLoader);
/
It's unwise to call dlclose() here, but we can mark it
as bad and ensure that future load attempts will fail.

We don't know how far JNI_OnLoad got, so there could
be some partially-initialized stuff accessible through
newly-registered native method calls. We could try to
unregister them, but that doesn't seem worthwhile.
/
result = false;
} else {
if (gDvm.verbosedni) {
ALOGI (" [Returned from JNI_OnLoad for \"$%$s\"]", pathName);

E R S

}
}

if (result)

pNewEntry->onLoadResult = kOnLoadOkay:;
else

pNewEntry->onLoadResult = kOnLoadFailed;

pNewEntry->onLoadThreadId = 0;

/*

* Broadcast a wakeup to anybody sleeping on the condition variable.
L

dvmLockMutex (&pNewEnt ry->onLoadLock) ;

pthread_cond_broadcast (&pNewEntry->onLoadCond) ;

dvmUnlockMutex (&pNewEntry->onLoadLock) ;

return result;
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16.1.3 ZRERHEIR K

FERH jniRegisterNativeMethods, EILAASH env AT EIZ A INIEny RIRBSH
className FrfliiR (026 . Kl 2% EyEMET INI B9, EAEEME INI 3t HS % gMethods
KR . HH jniRegisterNativeMethods 7E 3 fF “libnativehelper/dalvik/vm/INIHelp.cpp” # 5 X,
BALHAE I TRR:

extern "C" int jniRegisterNativeMethods (C_JNIEnv* env, const char* className,
const JNINativeMethod* gMethods, int numMethods)

{
JNIEnv* e = reinterpret_cast<JNIEnv*>(env);

ALOGV ("Registering %s natives", className);

scoped_local_ref<jclass> c(env, findClass(env, className));

if (c.get() == NULL) {
char* msg;
asprintf (&msg, "Native registration unable to find class '$s', aborting"”, className);
e->FatalError (msg) ;

if ((*env)->RegisterNatives(e, c.get(), gMethods, numMethods) < 0) {
char* msg;
asprintf (émsg, "RegisterNatives failed for '&s', aborting”, className);
e->FatalError (msg) ;

}

return 0;

}

16.1.4 JEM INI FE

5 ¥ RegisterNatives, FIIEE 2 H env ATT8 AR £ H94 INTEnv I 7 RIEM S 3 gMethods
PR i) INT ik R % RegisterNatives 7E 304 “dalvik/libnativehelper/include/nativehelper/jni.h” #15E
X, BRI T FTR:

jint RegisterNatives(jclass clazz, const JNINativeMethod* methods,
jint nMethods)
{

return functions->RegisterNatives(this, clazz, methods, nMethods);
}

7E LR RS F, BRI RegisterNatives BT84 18 M T £ Dalvik & #LHL A &6 2 X H) R 3
RegisterNatives. K %{ RegisterNatives )T §& & 55 1 F B #( dvmDecodelIndirectRef K 3R 15 Z 7 i INI
FEREN S, RFHEIT for EFAEK KA H R $ dvmRegisterINIMethod 72 #{ methods ik AT
HERKE—N INI F7iE. ¥ RegisterNatives 7E X fF “dalvik/vm/Ini.cpp” 5 XL, BAELIAL
R B

static jint RegisterNatives (JNIEnv* env, jclass jclazz,
const JNINativeMethod* methods, jint nMethods)

(
ScopedJniThreadState ts(env);

ClassObject* clazz = (ClassObject*) dvmDecodeIndirectRef (ts.self(), jclazz);

if (gDvm.verbosedni) ({
ALOGI (" [Registering JNI native methods for class %s]",
clazz->descriptor);
}

for (int i = 0; i < nMethods; i++) {
if (!dvmRegisterJNIMethod(clazz, methods([i].name,
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methods[1i).signature, methods[i].£fnPtr))
{
return JNI_ERR;
}
}
return JNI_OK;

£ ER RS, A INI FEEELHR. S Mtk .
& K dvmRegister]NIMethod, LJEEREMZSH methods iR FT#ER 1 — /> INI 7.
PR3 dvmRegisterINIMethod 7E X {4 “dalvik/vm/Ini.cpp” & X, BEAARSLIACHE T Frs:

static bool dvmRegisterJNIMethod(ClassObject* clazz, const char* methodName,
const char* signature, void* fnPtr)
{
if (fnPtr == NULL) {
return false;

}

// 1If a signature starts with a '!', we take that as a sign that the native code doesn't
// need the extra JNI arguments (the JINIEnv* and the jclass).
bool fastdni = false;
if (*signature == '!') {
fastdni = true;
++signature;

ALOGV ("fast JNI method %s.%s:%s detected", clazz->descriptor, methodName, signature);

}

/ /B &% dvnFindDirectMethodByDescriptor &#& methodName B R clazz H—NEEM R EH
Method* method = dvmFindDirectMethodByDescriptor (clazz, methodName, signature);
if (method == NULL) {

/ /&% dvmFindVirtualMethodByDescriptor ¥ methodName F & clazz B— M EM R &

method = dvmFindVirtualMethodByDescriptor (clazz, methodName, signature);
}
if (method == NULL) {

dumpCandidateMethods (clazz, methodName, signature);

return false;

) .
/ /i3 A & dvmIsNativeMethod HIKi clazz B R B % methodName L2 F A INI Fi%,
/ /B native BIHH

if (!dvmIsNativeMethod (method)) {

ALOGW ("Unable to register: not native: %s.%s:%s", clazz->descriptor, methodName, signature);
return false;

if (fastdni) {
// In this case, we have extra constraints to check...
if (dvmIsSynchronizedMethod (method)) {
// Synchronization is usually provided by the JNI bridge,
// but we won't have one.
ALOGE ("fast JNI method %s.%s:%s cannot be synchronized",

clazz->descriptor, methodName, signature);
return false;

if (!dvmIsStaticMethod (method)) {
// There's no real reason for this constraint, but since we won't
// be supplying a JNIEnv* or a jobject 'this', you're effectively
// static anyway, so it seems clearer to say so.
ALOGE ("fast JNI method %s.%s:%s cannot be non-static",
clazz->descriptor, methodName, signature);
return false;

if (method->nativeFunc != dvmResolveNativeMethod) {
/* this is allowed, but unusual */

ALOGV ("Note: %s.%s:%s was already registered", clazz->descriptor, methodName, signature);
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method->fastdni = fastdni;
dvmUseJNIBridge (method, fnPtr);

ALOGV ("JNI-registered %s.%s:%s", clazz->descriptor, methodName, signature);
return true;
}

E_LRSEHACHE S, 7E/EMS 3 methodName FiiR R INT 7752 I ST 40 F B 2 THE.
Q WHRESH clazz PR I 7776 AL 7 B %1 methodName .
Q #R3 clazz A9 AL 7 B 3K methodName #§ %5 B 4 INT J53%, B native &4 .

16.1.5 SKIL UNI #1E

B T REKE dvmUseINIBridge, HINEERZEEA INI 77k a0 LB IV IRIE . K
dvmUseJNIBridge 7E 30 “dalvik/vm/Ini.cpp” F5E X, BARSLZEACKL 0T Fim:

void dvmUseJNIBridge (Method* method, void* func) {
method->shouldTrace = shouldTrace (method) ;
// Does the method take any reference arguments?
method->noRef = true;
const char* cp = method->shorty;

while (*++cp != '\0') { // Pre-increment to skip return type.
if (*cp == 'L') {
method->noRef = false;
break;

}

}
DalvikBridgeFunc bridge = gDvmJni.useCheckJdni ? dvmCheckCallJNIMethod : dvmCallJNIMethod;

dvmSetNativeFunc (method, bridge, (const u2*) func);

}

FERERS dvmSetNativeFunc, HINRERPUTEIERK INI HiEEMERIE. K3 dvmSetNativeFunc
3L “dalvik/vm/oo/Class.cpp” HE X, BEAASLIARE I FER:

void dvmSetNativeFunc (Method* method, DalvikBridgeFunc func,
const u2* insns)

{

ClassObject* clazz = method->clazz;
assert (func != NULL);

/* just open up both; easier that way */
dvmLinearReadWrite (clazz->classLoader, clazz->virtualMethods);
dvmLinearReadWrite (clazz->classLoader, clazz->directMethods);

if (insns != NULL) {
/* update both, ensuring that "insns" is observed first */
method->insns = insns;
android_atomic_release_store((int32_t) func,
(volatile int32_t*) (void*) &method->nativeFunc);
} else {
/* only update nativeFunc */
method->nativeFunc = func;
}

dvmLinearReadOnly (clazz->classLoader, clazz->virtualMethods);
dvmLinearReadOnly (clazz->classLoader, clazz->directMethods);

fE LR, &SNS EEEHN TR,

O method: R/NEEM INI iEK) Java 25 A REL.

O 2% func: F~ INI i Bridge B %.

Q 2% insns: FARBFME INI FiER REAE. X35 insns F{EAE T NULL B, K%
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dvmSetNativeFunc 2% 5% 2% insns A func FI{ERFFFE S H method FTHE MK — 4> Method X%
B RR 52 A% & insns i nativeFunc #. 34 insns FI{E% T NULL K}, pR#{ dvmSetNativeFunc R4 S5
func H1E fRF7E 2% method AT F f9—- Method X} % & 72 2 & nativeFunc .

R S T T
& (ST B AGL
- il aa Rt o o
o sy e O e

7E Android &4t , Bt android.os.Process [ 45 A R 2R 3 start K612 Dalvik VM 375
BP i ActivityManagerService il 4518 id 2 android.os.Process #8745 A 7 B 4L start K15 K Zygote i
BRI REE, T Zyogte B2 N i 2 dalvik.system.Zygote F1E#75 ik 7 B ${ forkAndSpecialize
il % Android N FHFEFHER .

16.21 ARERERE

BB HRE forkAndSpecialize, XZ&—A INI BE, MEETELH “libcore/dalvik/sre/main/
java/dalvik/system/Zygote.java” F & X, AL TAHR:

native public static int forkAndSpecialize(int uid, int gid, int[] gids,
int debugFlags, int[]([] rlimits);

......

BR ¥ forkAndSpecialize & H C++/Z ] R Dalvik_dalvik_system_Zygote forkAndSpecialize &
SEERAG, I EREE X “dalvik/vi/native/dalvik_system_Zygote.cpp” H5E X, BAALIABWT
FRi7R :

static void Dalvik_dalvik_system_Zygote_forkAndSpecialize (const u4* args,
JValue* pResult)
{
pid_t pid;
pid = forkAndSpecializeCommon (args, false);
RETURN_INT (pid) ;
}

BENSHBAE RPN TR,

Q ¥ args: BT ud FH, HPEE T B Dalvik BRIV EEK BTG M Java EAZi&
ke1sH.

Q Z% pResult: F TR INI HERASER, X&E % RETURN_INT KL

16.2.2 & Dalvik VM ##2

{E R ¥ Dalvik_dalvik_system Zygote forkAndSpec H1 1A T B % forkAndSpecializeCommon,
Ihfe 22— Dalvik VM ##2. &% forkAndSpecializeCommon 7E 3 {F “dalvik/vm/native/dalvik _
system_Zygote.cpp” € X, BEAELIARRLU T FiR:

static pid_t forkAndSpecializeCommon (const ud* args, bool isSystemServer)
{
pid_t pid;

uid_t uid = (uid_t) args[0]:

gid_t gid = (gid_t) args[l];

ArrayObject* gids = (ArrayObject *)args([2];

u4 debugFlags = args([3];

ArrayObject *rlimits = (ArrayObject *)args[4];

ud4 mountMode = MOUNT_EXTERNAL_NONE;

int64_t permittedCapabilities, effectiveCapabilities;
char *seInfo = NULL;

char *niceName = NULL;
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if (isSystemServer) {
/*
* Don't use GET_ARG_LONG here for now. gcc is generating code
* that uses register d8 as a temporary, and that's coming out
* scrambled in the child process. b/3138621
*f
//permittedCapabilities = GET_ARG_LONG (args, 5);
//effectiveCapabilities = GET_ARG_LONG(args, 7);
permittedCapabilities = args[5] | (int64_t) args[6] << 32;
effectiveCapabilities = args[7] | (int64_t) args[8] << 32;
} else {
mountMode = args[5];
permittedCapabilities = effectiveCapabilities = 0;
StringObject* seInfoObj = (StringObject*)args(6]:
if (seInfoObj) {
seInfo = dvmCreateCstrFromString(seInfoObj);
if (!selInfo) {
ALOGE ("seInfo dvmCreateCstrFromString failed");
dvmAbort () ;
}
}
StringObject* niceNameObj = (StringObject*)args(7];
if (niceNameObj) {
niceName = dvmCreateCstrFromString (niceNameObj);
if (!niceName) {
ALOGE ("niceName dvmCreateCstrFromString failed");
dvmAbort () ;

if (!gDvm.zygote) {
dvmThrowIllegalStateException (
"VM instance not started with -Xzygote");

return -1;

}

if (!dvmGcPreZygoteFork()) {
ALOGE ("pre-fork heap failed"):
dvmAbort () ;

}

setSignalHandler () ;

dvmDumpLoaderStats ("zygote") ;
pid = fork():

if (pid == 0) {
int err;
/* The child process */

#ifdef HAVE_ANDROID_OS
extern int gMallocLeakZygoteChild;
gMallocLeakZygoteChild = 1;

/* keep caps across UID change, unless we're staying root */
if (uid !'= 0) {
err = prctl (PR_SET_KEEPCAPS, 1, 0, 0, 0);:

if (err < 0) {
ALOGE ("cannot PR_SET_KEEPCAPS: %s", strerror(errno));
dvmAbort () ;

}

for (int i = 0; prctl (PR_CAPBSET READ, i, 0, 0, 0) >= 0; i++) {
err = prctl (PR_CAPBSET_DROP, i, 0, 0, 0);
if (err < 0) {
if (errno == EINVAL) ({
ALOGW ("PR_CAPBSET_DROP %d failed: %s. "
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"Please make sure your kernel is compiled with "
"file capabilities support enabled.",
i, strerror(errno));

} else {
ALOGE ("PR_CAPBSET_DROP %d failed: %s.", i, strerror(errno));
dvmAbort () ;

}
#endif /* HAVE_ANDROID_OS */

if (mountMode != MOUNT_EXTERNAL_NONE) {
err = mountEmulatedStorage (uid, mountMode) ;
if (err < 0) {
ALOGE ("cannot mountExternalStorage(): %s", strerror(errno));

if (errno == ENOTCONN || errno == EROFS) {
// When device is actively encrypting, we get ENOTCONN here
// since FUSE was mounted before the framework restarted.
// When encrypted device is booting, we get EROFS since
// FUSE hasn't been created yet by init.
// In either case, continue without external storage.

} else {
dvmAbort () ;

}

}

err = setgroupsIntarray(gids);

if (err < 0) {
ALOGE ("cannot setgroups(): %s", strerror(errno)):
dvmAbort () ;

}

err = setrlimitsFromArray(rlimits);

if (err < 0) {
ALOGE ("cannot setrlimit(): %s", strerror(errno));
dvmAbort () ;

}

err = setresgid(gid, gid, gid);

if (err < 0) {
ALOGE ("cannot setresgid(%d): %s", gid, strerror(errno));
dvmAbort () ;

}

err = setresuid(uid, uid, uid);

if (err < 0) {
ALOGE ("cannot setresuid(%d): %s", uid, strerror(errno)):;
dvmAbort () ;

}

if (needsNoRandomizeWorkaround()) {
int current = personality (OxffffFFFF);
int success = personality((ADDR_NO_RANDOMIZE | current));
if (success == -1) ({
ALOGW ("Personality switch failed. current=%d error=%d\n", current, errno):
}
}

err = setCapabilities(permittedCapabilities, effectiveCapabilities);
if (err != 0) {
ALOGE ("cannot set capabilities (%11lx,%11x): %s",
permittedCapabilities, effectiveCapabilities, strerror(err));
dvmAbort () ;
}

err = set_sched_policy (0, SP_DEFAULT);

if (err < 0) {
ALOGE ("cannot set_sched policy(0, SP_DEFAULT): %s", strerror(-err)):;
dvmAbort () ;
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}

err = setSELinuxContext (uid, isSystemServer, seInfo, niceName);
if (err < 0) {
ALOGE ("cannot set SELinux context: %s\n", strerror(errno));
dvmAbort () ;
}
// These free(3) calls are safe because we know we're only ever forking
// a single-threaded process, so we know no other thread held the heap
// lock when we forked.
free (selnfo);
free(niceName) ;

/*

* Qur system thread ID has changed. Get the new one.
£

Thread* thread = dvmThreadSelf();

thread->systemTid = dvmGetSysThreadId();

/* configure additional debug options */
enableDebugFeatures (debugFlags) ;

unsetSignalHandler();

gDvm.zygote = false;

if (!dvmInitAfterZygote()) {
ALOGE ("error in post-zygote initialization");
dvmAbort () ;

}

} else if (pid > 0) {(

/* the parent process */

free(selnfo);

free (niceName) ;

}

return pid;

%R % forkAndSpecializeCommon £/l System i#F2F, S%{ isSystemServer HJ{EZ T true,
MW ESHFIR args SEE W FSMIZSE permittedCapabilities Al effectiveCapabilities. H AT
FH R~ System BRI, /5 E R System HEFE 480 A8 2L

16.2.3 #1178 Dalvik VM

F4h, TEERH forkAndSpecializeCommon F &V T &% dvmInitAfterZygote, IhEER#H—F
VTR WAEF G R B2 217 1 Dalvik VM. BRi# dvmInitAfterZygote 7£ (44 “dalvik/vm/Init.cpp”
N, BAASEIARE I T ATR:

bool dvmInitAfterZygote()

{
uB startHeap, startQuit, startJdwp;
u8 endHeap, endQuit, endJdwp;

startHeap = dvmGetRelativeTimeUsec();

/*
* Post-zygote heap initialization, including starting
* the HeapWorker thread.
*/
if (!dvmGcStartupAfterzZygote())
return false;

endHeap = dvmGetRelativeTimeUsec();
startQuit = dvmGetRelativeTimeUsec();

/* start signal catcher thread that dumps stacks on SIGQUIT */
if (!gDvm.reduceSignals && !gDvm.noQuitHandler) {
if (!dvmSignalCatcherStartup())

return false;
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}

/* start stdout/stderr copier, if requested */
if (gDvm.logStdio) {
if (!dvmStdioConverterStartup())
return false;

1

endQuit = dvmGetRelativeTimeUsec();
startJdwp = dvmGetRelativeTimeUsec();

/ir
* Start JDWP thread. If the command-line debugger flags specified
* "suspend=y", this will pause the VM. We probably want this to
* come last.
*/
if (!initddwp()) {
ALOGD ("JDWP init failed; continuing anyway"):
}

endJdwp = dvmGetRelativeTimeUsec();

ALOGV ("thread-start heap=%d quit=%d jdwp=%d total=%d usec",
(int) (endHeap-startHeap), (int) (endQuit-startQuit),
(int) (endJdwp-startJdwp), (int) (endJdwp-startHeap)):

#ifdef WITH_JIT
if (gDvm.executionMode == kExecutionModeJit) {
if (!dvmCompilerStartup())
return false;
}
#endif

return true;

}

Bl A1k, —A Dalvik VM #REREIE T/ERTER T, HITLLE R : Dalvik VM HEF2H) 5L
AR Linux BHF2.

7E Java JZ N A, 83T 2K java.lang. Thread [/ 7 ER ¥ start A2 Dalvik VM £&72. 7
KEHINAS, HFMERE start FFE6 5387017 Dalvik VM Z652 19 URA5 o

16.3.1 KREREE

7E L ¥ “ libcore/luni/src/main/java/java/lang/Thread.java ” #, B # stat S AW EL &
hasBeenStarted #{ERE A true. WRA true MULAR L E3) T IEEAEK) Thread X RATHEA
] Java &#2; WRAA true WRARNEEEH B D) Java 872, BN Thread )R EY start 2l H
Illegal ThreadStateException 5# % . BR¥{ start fXH R SLBACES 40 F B :

public class Thread implements Runnable ({
public synchronized void start() {
if (hasBeenStarted) {
throw new IllegalThreadStateException("Thread already started.");

}
hasBeenStarted = true;
VMThread.create (this, stackSize);

}

16.3.2 fIEZ%FE
TE2& Thread iR % start &7, I 728 VMThread § F)E A A 7 B create, HINRERGI1E—
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MNERBITERTE . K create 73014 “libcore\luni\src\main\java\java\lang\VMThread.java” 7 5 X,
BRI T FrR:

I native static void create(Thread t, long stacksize);

EIRBRHL create & —4 INI ¥, £i#iL C++EK K% Dalvik_java_lang VMThread_create 3¢
LI . BR¥ create 7E X “dalvik\vm\native\java_lang VMThread.cpp” & X, SN
THiR:

static void Dalvik_java_lang VMThread_create (const u4* args, JValue* pResult)
{

Object* threadObj = (Object*) args[0];

sB stackSize = GET_ARG_LONG (args, 1):;

/* copying collector will pin threadObj for us since it was an argument */
dvmCreateInterpThread (threadObj, (int) stackSize);
RETURN_VOID() ;

}

fE LRI, KA Java 246 RS HUE, 8 &% dvmCreatelnterpThread $44T B A
QRLETIE. H¥ dvmCreatelnterpThread 7E X4 “dalvik\vm\Thread.cpp” H5& X, B4EIA
WS40 T Bz

bool dvmCreateInterpThread(Object* threadObj, int regStackSize)

{
assert (threadObj != NULL);

Thread* self = dvmThreadSelf();

int stackSize;

if (regStackSize == 0)
stackSize = gDvm.stackSize;

else if (regStackSize < kMinStackSize)
stackSize = kMinStackSize;

else if (reqStackSize > kMaxStackSize)
stackSize = kMaxStackSize;

else
stackSize = reqgStackSize;

pthread_attr_t threadAttr;
pthread_attr_init (&threadAttr);
pthread_attr_setdetachstate (&threadAttr, PTHREAD_CREATE_DETACHED) ;

/*
* To minimize the time spent in the critical section, we allocate the
* yvmThread object here.
*/
Object* vmThreadObj = dvmAllocObject (gDvm.classJavalLangVMThread, ALLOC_DEFAULT) ;
if (vmThreadObj == NULL)
return false;

Thread* newThread = allocThread(stackSize);

if (newThread == NULL) {
dvmReleaseTrackedAlloc (vmThreadObj, NULL);
return false;

}
newThread->threadObj = threadObj;
assert (newThread->status == THREAD_INITIALIZING) ;

/*

We need to lock out other threads while we test and set the

"vmThread" field in java.lang.Thread, because we use that to determine
if this thread has been started before. We use the thread list lock
because it's handy and we're going to need to grab it again soon
anyway.

* O * A+ * *

*f
dvmLockThreadList (self) ;
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if (dvmGetFieldObject (threadObj, gDvm.offJavalangThread vmThread) != NULL) {
dvmUnlockThreadList () ;
dvmThrowIllegalThreadStateException (
"thread has already been started");
freeThread (newThread) ;
dvmReleaseTrackedAlloc (vmThreadObj, NULL);

/*

* There are actually three data structures: Thread (object), VMThread
* (object), and Thread (C struct). All of them point to at least one
* other.

*

* As soon as "VMThread.vmData" is assigned, other threads can start

* making calls into us (e.g. setPriority).

*/

dvmSetFieldInt (vmThreadObj, gDvm.offJavalangVMThread_vmData, (u4)newThread);
dvmSetFieldObject (threadObj, gDvm.offJavalangThread vmThread, vmThreadObj) ;

/*

* Thread creation might take a while, so release the lock.
*/

dvmUnlockThreadList () ;

ThreadStatus oldStatus = dvmChangeStatus(self, THREAD_VMWAIT);

pthread_t threadHandle;

int cc = pthread_create(&threadHandle, &threadAttr, interpThreadStart, newThread);
pthread_attr_destroy(&threadAttr);

dvmChangeStatus(self, oldStatus);

if (cc !'=0) {
/*
* Failure generally indicates that we have exceeded system
* resource limits. VirtualMachineError is probably too severe,
* so use OutOfMemoryError.
*/

dvmSetFieldObject (threadObj, gDvm.offJavaLangThread_vmThread, NULL):

ALOGE ("pthread_create (stack size %d bytes) failed: %s", stackSize, strerror(cc));
dvmThrowExceptionFmt (gDvm.exOutOfMemoryError,
"pthread_create (stack size %d bytes) failed: %s",
stackSize, strerror(cc)):;
goto fail;
}
dvmLockThreadList (self) ;
assert (self->status == THREAD_RUNNING) ;
self->status = THREAD VMWAIT;
while (newThread->status != THREAD_STARTING)
pthread_cond_wait (&gDvm.threadStartCond, &gDvm.threadListLock);

LOG_THREAD ("threadid=%d: adding to list", newThread->threadld);
newThread->next = gDvm.threadList->next;
if (newThread->next != NULL)
newThread->next->prev = newThread;
newThread->prev = gDvm. threadList;
gDvm.threadList->next = newThread;

/* Add any existing global modes to the interpBreak control */
dvmInitializeInterpBreak (newThread) :

if (!dvmGetFieldBoolean (threadObj, gDvm.offJavalangThread_daemon))
gDvm.nonDaemonThreadCount++; // gquarded by thread list lock

dvmUnlockThreadList () ;

/* change status back to RUNNING, self-suspending if necessary */
dvmChangeStatus (self, THREAD_RUNNING) ;

dvmLockThreadList (self) ;

assert (newThread->status == THREAD STARTING) ;

newThread->status = THREAD_VMWAIT;
pthread_cond_broadcast (&gDvm. threadStartCond) ;
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dvmUnlockThreadList () ;
dvmReleaseTrackedAlloc (vmThreadObj, NULL);
return true;

fail:
freeThread (newThread) ;
dvmReleaseTrackedAlloc (vmThreadObj, NULL);
return false;

}

£ ERAASF, 8 pR3Y pthread_create R AIE—MEFE. PR3 pthread_create I —/MELFE
RIBH %, TEEMEZELENEME. XE i E 104k pthread_attr t SRR . 51K pthread_attr t
T LA F BB 3 pthread _attr_init SCERRIE1LALEE, FFRF] K%Y pthread_attr_setdetachstate K B E
KD BRA . ¥ dvmCreatelnterpThread #9231 B A5 B 40 F Frr

O 2% reqStackSize: RAZERIZM Dalvik VM L2 Java £ K/, M{EET 0 B & {F A F
FF7E gDvm.stackSize * BB 1 /5 TH E QIR MILFEH Java BRK/D. HRBH reqStackSize AN
0, A EULAHKTFETF kMinStackSize(512+768), 3 H/NF25F kMaxStackSize(256 X 1024+768),
Nl e AT

Q 2% threadObj: A& Java EHI— Thread X{ %, 7E Dalvik VM F XA —4* Native 2
Thread X %

16.3.3 T shidiE

FE TR eR#L interpThreadStart, INAER /S 3hFT IR Dalvik VM £:42. BR# interpThreadStart
1EXfF “dalvik\'vm\Thread.cpp” #5E X, BRI TFIR:

static void* interpThreadStart (void* arg)
{
Thread* self = (Thread*) arg;

std::string threadName (dvmGetThreadName (self));
setThreadName (threadName.c_str());

/*

* Finish initializing the Thread struct.
L

dvmLockThreadList (self);
prepareThread(self);

LOG_THREAD ("threadid=%d: created from interp", self->threadId);

/*

* Change our status and wake our parent, who will add us to the

* thread list and advance our state to VMWAIT.

*