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B 15 KINFHdIF Android JR55

FE4MHT Android YEFS BT, TESEIKEN Android RGHIIERID, JFEH CHINLSE EHEITHRE. AFK
A IR %% 1% Android 5.0 YRRSIIFE AR, 5745F, BEA Android REHEBKIXHHEEKR, H
REMBEREZR, PFTUBEAREX Android 5.0 JHIDH) H RGBT BES T, FHEHNHM SDK H
4 SDK 777

1.1 #KIX Android /&

EAEWIH Android REMVRENY, FELRBIEGE. BHET, WEFHEREERSLE Windows.
Linux 1 Mac OS. B8 Mac OS J& 2§ Linux £%t, FrlAA ¥ JH#EAE Windows REiA Linux R4
FREL Android JERS IR .

1.1.1 £ Linux #%t3kBX Android j/5%5

fE Linux &4, B # FH Ubuntu 3k FEMYw¥F Android JEFS. 1T Android HIERE A EIREE,
Google K T git BIRRAES TR, HIAEFBEREEARFRR git RE2, 7T LLH repo H LA Sk
F# Android JiFS, FHEZES B U{TIREL Android YRI5 HIEFE .

(1) T#Kk repo
ERPFEZT, A2 bin X%, HFFR repo, HIEZBAERBEIRERESE, HAWT:
$ mkdir ~/bin

$ PATH=~/bin:$PATH
T % repo FIBIA, AFHAT repo, W4U0F:

$ curl https://dl-ssl.google.com/dl/googlesource/git-repo/repo > ~/bin/repo

WEATPATHR, W4T
$ chmod a+x ~/bin/repo

(2) HIgEA— repo I b
FERFERT, G2 HEX, AT Android ##8%, M4WF:

$ mkdir AndroidCode
$ cd AndroidCode

#AZ| AndroidCode H3%, IHIZ1T repo FEIEM, FHIELH XML, ELHXOHERTBEY
) bug, ULRIFFRIERKARAKIRFIRGG, G20TF:

$ repo init -u https://android.googlesource.com/platform/manifest



THHAS S, ERRARRAT LOELHN-b SHER T, mLuT:

$ repo init -u https://android.googlesource.com/platform/manifest -b
android-5.0.0_r1

Bltn, W] CAE AT 64 KA1 BCET Android YEARAS

Jrepo init -u https://android.googlesource.com/platform/manifest -b android-5.0_r1

O\ L 62 5 Enter 88UT, WHE 1-1 Fims.

K11 EH TR

£ FRIEHTFEIHE Name Ml Email, HETEZ G, &8 Y #H1T7HA, BERD repo k1L
SERk, XBFAEAFFAR[FIZP Android YRRS T, [ERPIIRERHFETRETIH], FTEMOFRF, $AT FEaTSITIE

CEZAMER
$ repo sync

ad ERPBE, I FTEIFFED Android J5F%, FHBCRWE 1-2 F)fT

= fe vgdr /g/u.\dr dlb

B 1-2 IEfE TFHEEY

BRI 2% 5 T B BR K], AT BE4AAT /repo init -u https://android.googlesource.com/platform/manifest -b
android-5.0.0_r1 ¥4 &KW, R — SR BINKGERELBKEE, BN AHES, HES4H,
ITEA L. WRBIZRRBIER, WAT L2258 F a0 F 75 g v o

(1) EAMW T ar 2 MIBR Android 5.0 XA, RIEEHHATYVIGL S

rm-rf * -R

@
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(2) W—BefREEG L. RN TR, —BRIXHEERS T8 Android IR .
WREIRMME 13 FralEE, WRRERKD), EEYIGL.

"~ [eygdrive/g/android/bin/as

K13  mIhlsaie

xR

(1) ARARETHREEZF, RRBTRARTARIETIHN, HF “BF/BR” , 2453 —
A2 xepo B XAk, XAk A R ARA Android BARAE) “IE B AT

(2) BXHZE THRBIETA, 2Mrepo XH £ FF i Android BAAL,

(3) % TF# Android 5.0 BRATAE, TvAA 2| Android B4 T # A % 274 bionic. bootable,
build. cts. dalvik Xk B %, X232 Android 8 &K,

(4) R ARFRLAFFAIAFLE TR, RLATAERKDTFTRYLBET Crl+C 34 Cul+Z
AP IERKAE TR, IHERERBRDYE LRI,

1.1.2 7£ Windows ¥ & 3kBX Android iJ&#S

f£ Windows “F& F3REL Android JEASH 7 :UMTE Linux S HIZRBURBEMIE, HEFEEWLE
Windows “F& EHI#EE — Linux #5, HAFRERHET cygwin TH. cygwin KIfEH RS —ELE
Windows _I- ] Linux #3835, T# cygwin T H it http:/cygwin.com/install html.

TG 2B E] — A4 setup.exe AT HAT SCAF, Gt IS AT CASE B A0 R #R B i T B R4S,
BARREIN TR,

(1) J83) cygwin, & 1-4 fii7R.

(2) Bl “F—37 &4, EHEFE DB AWK FHLE, wE 1-5 fix.

(3) By “F—3” &4, EHFEZERERX, WE 1-6 fix.

(4) B “T—35” &4, ®PFEN SRS, Wl 1-7 Brs.

)




o x|

> Cygwin Setup . ‘
Cygwin Net Release Setup Program

ﬂu&nmuwﬁhm&mﬂmdm
Cygwin environment as well as all subsequent updates. Make
mhmavbem&aewusved

The

vill guide ugh the i .
Please riote that Cygwin consists of a large number of

this program at any time in the future to add.
upgrade packages as necessary.

Setup.exe version 2.819 (32 bit)
Copyright 2000-2013

» Cygwin Setup ~ Choose Installation Bireclor

Select Root Install Directory il
wummmmmwm Aso choose a few =
md&m

f C:\androidcodesools

| & Ml Users (RECOMMENDED)
Cygwin will be available to afl users of the system.

| 0 Just Me

| Cygwin vl stil be avaiable to all users, but Desktop Icons, Cygwin Menu Entries, and
| mﬂﬂd&ﬂmﬂmauﬂywaﬁaﬂemhwﬂw Only select this f
you lack Administrator pvileges or f you have specific needs

<tgm[FT2m>] mH |

K16 MERZFEMER

(5) iy “T—57 &, WEMSAE. WRPTEMSHEAH,

AR, MEkFEEE TR, WA 1-8 Ffix.

> Cygwin Setup - Choose Installotion Type

Choose A Downdoad Source =
Choase whether to install or download from the intemet, o install from files in Dt
alocal drectory. "

7 Install from intemet
fles wil

=

" Download Without Instaling

" install from Local Directory

<esw[FFms] wH |
B 1-5 GNP TR

> Cygwin Setup — Chosse Installation Hirectory

Select Root install Directory 5
Select the directory where you want to install Cygwin. Also choose a few L

{ lC‘ .androidcodes;ools

Browse... !

[ install For
& Al Users (RECOMMENDED)
Cygwin will be available to all users of the system.

 Just Me
Cygwin will still be available to all users, but Desktop lcons, Cygwin Menu Entries, snd
important Installer information are only available to the cument user. Only select this
you lack Administrator privieges or § you have spectfic needs.

<E—%5® | T—Hm > Bl j
Bl 1-7 ERRER SRR
WX — BT RE, R

(6) Hidi “T—3” M, BHF PN —BIEHERBILK RS R, XBREFNE

BE e, WA 19 fis.

~ Cygwin Setup — Select Conmection Typi =10l x|
Select Your intemet Connection
Setup needs to know how you wartt it to connect to the intemet. Choose =
the appropriate settings below.

s
" Use Intemet Explorer Proxy Settings
€ Use HTTP/FTP Proxy:

Port [

<tso[FEm>] wmH |

K 1-8  wE Mg AE
(7) Bk “F

G,

> Cygwin Setup — Cheose Download Sitels)

Choose A Download Site ’
Choose a site from this list. or add your own stes to the list =

Available Download Stes:
htto//cygwin ub no _.._]
ftp -/ ucmimor canterbury ac.nz
http./ /ucmimor. canterbury ac.nz
hitp.//stingray cyber net pk
ftp-/fio equc.t
http:/ Atp.eq.uc pt
fto://mirors fe up pt
http://mirors fe up ot
fto:/Hip sunet s
hnp download nus edu sg

User URL: [

<r—so[FFw>] mE |

K19 T EEE S

—57 ¥, IR TRAIE, Wl 1-10 s,
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(8) #dy “T 7 #4l, RBEFETRWTEE, EHFEKIX T curl. git. python IXLET.

H, & 1-11 fis.

! € Cygwin Setup

Tis page displays the progress of the download or instaliation

Downloading
setup bz2 from ftp://ftp ntu edu tw/pub /cygwin/
0 00kB/s

Progress.

K 1-10 BEFHTEFIF

Select Packages

* Cygwin Setup -

Select Packages
Select packages to install ==
Seachoudl  Oesr]  CKeeo G Cor CBo  Vew|Caegoy
Category | Current ew B..|S..| Sizesl

I ALL € Default
[ Debug &) Default
[ Libs & Default
[ Net € Default
[ ¥eb £ Default

N THREE S R PR TR, —EHBANEERN nstall FER, WK 1-12 Fix.
(9) Hili “TF—27 &4, FHTFEEE, Wl 1-13 Fir.

[>Cygwin Setup ~ Select Packagss

Select Packages
Select packages to install el
Search jcur 'Clearl " Keep & Cur " B \ﬁewlcaegory
Category Current New ’ B LS. Siz_‘J

B ALL &) Install
Debug 4 Install
Doc &) Install
Libs 4 Install
Net & Install
Web 4) Install

2

<o {FSm>] mE |

4
¥ Hide obsclete packagss

B 1-12 %8N Install FER

THZERISHARRER, B
“SER” AN SE R R . 2 R ARET cygwin
J&, 77T cygwin, SBEHH — Linux #) T
EREE, AR5 Linux “F & KRG FET
1B A F#k Android Y555 .

HUEFAE N3 Android YRAGES, R
HE T IRAE P IRAT, HolbR http/source.
android.com/source/downloading.html , X —
FNPIFE RGN EE. Foh, BATR
AR LR, T BRSO A 1] 1-14
Frzs R ZEF LA ) o 2 8

-
of
crsw[EEey  wH |
A1-11 KR TFHRIAE
~loix

This page displays the progress of the download or instaliation.

gawk-4.1.0-1tarbz2 from fip/ftp ntu edu tw/cygwin/ /x86/rel .
0% (/1010 0.0kB/s

Total:
Disk:

el o | [CHA]

M 1-13 FEdkEs%

Kl 1-14 7E Windows ' cygwin T B F % Android YL



1.2  4#7 Android /B 4EH

K13 Android 5.0 JH% e, PRI A AR NWE 34
4y

M Core Project: 10 TREES4SY, IX/EHE . Android R4i(H)
fith, BEARAFAEAR H RSSO

M External Project: #f& T#2&B4r, wJ DAEH AU H A
BHY JEINRE, BARAFAE external X,

Package: fi#fi4r, #2477 Android FISFHFET. WA
Bt . MANEAIRS, #IRFF1E package XXMk,

AT VE IR Android 5.0 JEAS ) H 34544

1.2.1 BIEGEH

it Android 1.5 i£4& Android 5.0, &ANRRCAS YRS H S63&
AHKAL. EREAE TR Android (K9 HFRHURAS. EH4IFLT
ARG ETE . R4 T4 Android 5.0 Y%A )5, AT LLE BI7E
B2 H R A LA U IERT—/> Makefile XA, Wil 1-15 Fios.
W R G 3G IR H 3%, M3 —A out SUAFK, HK
AT = A SO . Android 5.0 55 —2% 5 H 345 M 1) HAR Ui

B 1-15

libnativehelper
ndk

packages

pdk

prebuilts

sdk

system

tools

Makefile

F#%1¥) Android 5.0 JEHY

m 1-1 frs.

% 1-1  Android 5.0 JERBHRE R

Android JFRR B3R R
abi abi Af15%4%H5, abi:application binary interface, N FHFER k|80
art AFIEATIE, A Dalvik VM X 431K
bionic bionic C f
bootable JE 35| FAHRAE
build MR G g RN K generic AR R ACE
cts Android A PERAE/ bR
dalvik dalvik Java KEHIHL
development N FFE PP R AR
device B AH KA
docs A GTFR A DR SR
external Android i ] i) — S5 FF YR R4
frameworks B HERR —Java K CHiE S, & Android B2 FR IR HESE
gdk B SE 5 AR
hardware FE R ERLE HAL 85

@



Android J&#34R B % WAk
kernel Linux ¥ A% 3044
libcore U PEAH K

libnativehelper

#& Support functions for Android’s class libraries FI4i 5, KRBIAFE, &K INT FE 1 5EAH

ndk F1%fC. Android NDK (Android Native Development Kit) f&—Z&FIKIF AT E, o

adk FEFFFE RN G AE Android N FHFRFH RN C/CHHE & 9n 'S MAEFEE S
out G ¥R 56 U A IS H L 7E I H 5%

packages MR

pdk Plug Development Kit (1455, 2 A#IT KEH

prebuilts x86 1 arm ZEH) T Fidm iF i) — Lo B U5

sdk sdk M AEALL 3R

system A RGBT KA, R C B S S

tools TRk

vendor i E AR

Makefile 4= J5 [f) Makefile

BT L, RIS AR H SRR SR IIBERIN A, W LAE IR Th AR o R R AR 1
Mifr, TTCA N RGNS, THE. X JPRIAEE. B, BB ARG A%, Aty
PAFR 98 R HA) A 2 LA K AN A2, SR 23 LA 75 2 2 7y T ) B R S BB A A

1.2.2 NMNRAEFEBS

MR B UL FASE, | A A#EHET SDK _FIFRK— /N ISLH APK 4, #28TF
MHARERFX—ZER, MHAFEFLE Android R4 4T L ERALE . HESSEH I packages H F ISk
LRGN FFER, packages ) H &5 HW01 F s .

packages /

—— apps /IR FATEFFEE

| —— BasicSmsReceiver IIE R

| —— Bluetooth 15

| —— Browser 113 5 3%

| —— Calculator IRTEH

| —— Calendar =07

| —— Camera /IR AEHL

| —— CellBroadcastReceiver LS AR 20
| —— Certinstaller ARG, 7 Android FREHFER
| —— Contacts IERA

| —— DeskClock /=BT

|  F—— Email /e F it

| [—— Exchange l[Exchange BB
| —— Gallery 1B EE

| —— Gallery2 IIEEE 2

| —— HTMLViewer /IHTML &E53%

| —— KeyChain IIEZRERE



AR Android B 5

—— Launcher2

—— Mms

—— Music

—— MusicFX

—— Nfc

—— Packagelnstaller
—— Phone

—— Protips

—— Provision

—— QuickSearchBox
f—— Settings

}—— SoundRecorder
}—— SpareParts
—— SpeechRecorder
}—— Stk

— Tay

—— VideoEditor
L—— VoiceDialer
|—— experimental

—— BugReportSender
—— Bummer

|—— CameraPreviewTest
|—— DreamTheater
—— ExamplelmsFramework

|
|
|
|
|
| —— LoaderApp
|
|
|
|
|

—— NotificationLog
—— NotificationShowcase
}—— procstatlog
}—— RpcPerformance
L—— StrictModeTest
—— inputmethods
| —— LatinIME
| —— OpenWnn
| L—— PinyinIME
—— providers
—— ApplicationsProvider
—— CalendarProvider
[—— ContactsProvider
—— DownloadProvider
—— DrmProvider
—— GoogleContactsProvider
—— MediaProvider
—— TelephonyProvider
L—— UserDictionaryProvider
—— screensavers
—— Basic
—— PhotoTable
—— WebView
L—— wallpapers
—— Basic
—— Galaxy4

@

IIBEhRE 2

IFAZ

&%

IIE S5
IGEImE s

B8R ER

J/::hv
NERBRT

51 38E

IR R
I&E

NIFESH
&G E
IIREREF

/ISIM k4%
IR

ISR 4R4E
IEEY%wmS

IHEE AR BIER
/Ibug BIREFZRF

/BRI TR R P

IBRNGE

BT STHINE
//OpenWnn 3%
IHEEBNE

e 3t3

/IR FATEFFIR MRS, RUENMEFARNAE

B AR HEES
IR AR S
T ETRR IS
IPBEERE 3
/IGoogle Bk F& AIR14S
IR 8
AR =g

I PFHR S
IIRRARP

IR RERP
IR R 7518

11 5T

1154
RGN E ISR
1S4 REEHK



F1E ERHRBE A

—— HoloSpiral IIFREERSR

—— LivePicker
—— MagicSmoke
—— MusicVisualization

—— NoiseField
L—— PhaseBeam
it - H SRS U, package F %= BA7 KA Android REERIZMIINAE, Qi
N AHREFARR AR RE Y, EPBRaERaGawRNHER, XNAE = RN HER, @&
B R NBEAREN ], FrelRfS 4 package H X NFH RGN HE

123 NAEFERSS

N FFHESE 2 Android RGP HIZ O 4, tEE SDK 4y, SiftENSNHEFFEH, [
BN RREFERNSMARGRS . REEFE. B RER X, TUH/ER S HEE, NHAERF
HEZE () SE B ARG A8 4 #BE /frameworks/base Fll/frameworks/av H3& F, /frameworks/base ] H 3% 45940
TR

PAESCAF IS T R FEFFHESZ AR IR /0005, IR H R FRISCHH R T Android ()82

frameworks/base

—— api NIER XML 32, EXT API
—— cmds //Android REIEE®H< (am. app_proce ¥F)
—— core Iz EE

—— data IIEEFHERREH
—— docs 113044

—— drm I FE R ETR

—— graphics IIEFRESR

F— icu4j /AT iR ERRE) R
}—— include 113324

—— keystore I FEEZAEPEX
—— libs IEE

—— location IR E

—— media I[ES%"S

—— native /173 B

—— nfc-extras /INFC #83%

—— obex IS TFt55

—— opengl /IOpenGL #83%

—— packages I&E, TTS, VPN i2F
—— policy /I RFEEX

—— sax /XML #4738

—— services //Android B8R %%

|—— telephony /EBIERR %

|—— test-runner IFRRAAE %

—— tests IFARAE X

—— tools TR

—— voip IRTREE

L— wifi T LML



LR, RREHEOSNAEFEE, FRNEEREEFEMEEMRE, BR— 1 HEETHR
PR FE. 7E/frameworks/base H & FHH K RGIRS, FEFEF KSRGS RSN
Mo .

1.24 BRGHREFI

£ 123 hAAE T NHBEFHELRERNS, 7RIS B SEI AR TS (R 47 7E/frameworks/base H 3%
To HSEEXANHFEPER %N service FTHZ, HAr4R5% 2 H T 528 Android KGR ). £
TR VEM AN service HR FINE, HHEREMW TR

frameworks/base/services
—— common_time /1EtiE) B BAAE X B AR 55
—— input IBGN RGBS
— java B EEREZH Java B
F— jni IIE A EERRSSH JNI B
L— tests IFR A%

o, java A jni IS H X0 02— AR 1 Java EAF INT ESEHR, java H X FEFEHMEHX
ZE#I L B HoAth Android &GRS LB W0 T BTz

frameworks/base/services/java/com/android/server

[—— accessibility

—— am

—— connectivity

|—— display

}—— dreams

—— drm

—— input

—— location

F—— net

F— pm

—— power

—— updates

—— usb

F—— wm

[—— AlarmManagerService.java 1TR$hARSS
—— AppWidgetService.java IR NTAERS
—— AppWidgetServicelmpl.java

|—— AttributeCache.java

[—— BackupManagerService.java & B RSE
}—— BatteryService.java 1IEB AR X AR 55
—— BluetoothManagerService.java 155

—— BootReceiver.java

[—— BrickReceiver.java

|—— CertBlacklister.java

|—— ClipboardService.java

[—— CommonTimeManagementService.java /B EHR AR 55
—— ConnectivityService.java

—— CountryDetectorService.java



£1E8 RBRHRKRE

—— DevicePolicyManagerService.java

—— DeviceStorageMonitorService.java IR& & ERE HENT AR S5
—— DiskStatsService.java IR TSRS
—— DockObserver.java I BE WAL AR 55

|—— DropBoxManagerService.java

—— EntropyMixer.java

|—— EventLogTags.logtags
—— INativeDaemonConnectorCallbacks.java

—— InputMethodManagerService.java IBRNEETRARSS
—— IntentResolver.java

—— IntentResolverOld.java

|—— LightsService.java

—— LocationManagerService.java 13 3B4 B BR 55
—— MasterClearReceiver.java
—— MountService.java IFEE RS

—— NativeDaemonConnector.java
—— NativeDaemonConnectorException.java
—— NativeDaemonEvent.java

—— NetworkManagementService.java I E TR
—— NetworkTimeUpdateService.java
—— NotificationManagerService.java BBk %

—— NsdService.java

—— PackageManagerBackupAgent.java

—— PreferredComponent.java

—— ProcessMap.java

—— RandomBlock.java

—— RecognitionManagerService.java

}—— SamplingProfilerService.java

|—— SerialService.java /INFC #83%
[—— ServiceWatcher.java

[—— ShutdownActivity.java

|—— StatusBarManagerService.java IMRTSEETERSS
—— SystemBackupAgent.java

|—— SystemServer.java

|—— TelephonyRegistry.java

[—— TextServicesManagerService.java

—— ThrottleService.java

—— TwilightCalculator.java

—— TwilightService.java

[—— UiModeManagerService.java

—— UpdatelockService.java IR EHTARSS
—— VibratorService.java 13BN BR S5

—— WallpaperManagerService.java IIBERBR 55

—— Watchdog.java &1

—— WifiService.java TR AR 55
L—— wiredAccessoryManager.java NGB EBRS

ML TH RS AN AT A Y, Android HH R IR FPRAE# 2, BIEAE. W&, BIEERK
ORIEA ERA LTRSS, XERE T RAZHPIRS, XERFERST—RIRAE Android R
GRS ME, ERGRHANEHR, RFREWER, MARFFRARIETIFRE XA, Efile

)



\B# Android & &

B RGNS IT —HAERGBIT, HNAERFMEAMEAARE.
A 4N, 7E frameworks/av/ T A — services H3E, XA~ H F FAABU 2 & SR AL IR % )

LA, HREHWW TR,

frameworks/av/services
—— audioflinger ISR EERSE
L—— camera RN ETRAR S

XA av/services H & T 130U EE R FIR R Android R4t & SUAIRARNLUIR S 19, IX RPN E
HEENRGIRS, TFRN AR 28 HERKBUX P IRS .

1.2.5 RZIEFEID

Android M RGREF ERBHAERE £, DEEHIEERK, ERA TXEMEFE, Android K41 e
TEFEREMMARF. THEE T —LIREHBREERNRGRER EXRSVTEA IR Frib i)
fhE.

(D R4 CHFE

Android RZEKH KR —/NM BSD kKR KIFRAER R K E bionic, fEFEBIRE X FHEXA
SCfEde, HHEFEMW TR,

bionic/

— libc /IC EE

—— libdl IEN7SEEFEEER %
— libm V&3

— libstdc++ /IC++SEIEE
}—— libthread_db IIZRF2RE

—— linker IFERERRHEX
L— test IFARAE X

(2) PR

Android F AR 2.3 fiAZ B &2 B OpenCore SEBLMI, 2.3 WA J& Stragefright # & #: 7,
OpenCore A T B2 BRI S E . FR Android th B4 7 — S S/ S HE, HTEM L
PRI F . HBIR. dnhD RIS 5 DhAE . Android Ff 25 SEAAFE - FE B SE BRARAY 3 7 /frameworks/av/media
HXT, HEFEHW TR,

frameworks/av/media/

—— common_time /BFE)4E 3%

—— libeffects IIES 53 e

|—— libmedia 1B REFE, Bis

—— libmedia_native NBERE— Android.mk, F%%¥ native 324
—— libmediaplayerservice 112 AR TR AR 55 RO SCER B

—— libstagefright IIstagefright BSCHREE

—— mediaserver I T2 R AR S

L— mtp /imtp S AISEER (RN

(3) EEExRE
Android T HEREBREEEM TN ESTRENEHR, AREENELR. SN, 2%H%Thes, 12

@,



%1% RR#LBE Android B

{7 2D F1 3D EE M LR S, A Android REET N “ KWK, HAVSLE/frameworks/native/
services/surfaceflinger/ H 3% F, HHRKEWHWW T s,

frameworks/native/services/surfaceflinger/

—— DisplayHardware IIBRIEEEX

— tests /s

}—— Android.mk /IMakeFile 321

}—— Barrier.h

—— Client.cpp IR RME PRSI
}—— Client.h

—— clz.cpp

—— clz.h

—— DdmConnection.cpp
—— DdmConnection.h

—— DisplayDevice.cpp IR RS &FHEX
|—— DisplayDevice.h

—— EventThread.cpp IERZ%E
—— EventThread.h

—— GLExtensions.cpp //OpenGL ¥ R
—— GLExtensions.h

—— Layer.cpp IIERHEX
—— Layer.h

—— LayerBase.cpp IEBEA
}—— LayerBase.h

—— LayerDim.cpp VI3 5EES
—— LayerDim.h

—— LayerScreenshot.cpp IBEHx
—— LayerScreenshot.h

—— MessageQueue.cpp IGEEBATY

—— GLExtensions.h
—— MessageQueue.h

—— MODULE_LICENSE_APACHE2 IREHR

—— SurfaceFlinger.cpp IBEEEE, BEEEMZDE
—— SurfaceFlinger.h

—— SurfaceTextureLayer.cpp BB

|—— SurfaceTextureLayer.h

|—— Transform.cpp
L—— Transform.h

(4) MLk
WX 4% 5 8 P - B A FH RSB Web W M489 51 %, S ¥F Android ] Web Y 23 F1— AN AT HR A ) Web
P, XA KRS =07 R I 8% 5] % Webkit SZFR, Webkit XIS LE /external/webkit/ H # T,
HHZEWW TR,

external/webkit/

—— Examples /IWebkit 7=
—— LayoutTests VEY S
—— PerformanceTests NIRRT
—— Source /Webkit JR{HS
—— Tools /ITHR



2R Android & %

—— WebKitLibraries

—— Android.mk

—— bison_check.mk

—— CleanSpec.mk

—— MODULE_LICENSE_LGPL

—— NOTICE
L—— WEBKIT_MERGE_REVISION

(5) 3D BB

/I\Webkit B2 /9 EE
//Makefile

IRE$
IRAEER

Android Hf1) 3D EJEE G2 K H OpenGL KSLHLKI, OpenGL & FFHIIE = BIESE, HH
A LASEEL Android ) 3D EIFEREM Dl 3D BB Inid ThRE, & — MR EEMThREE.
M Android 5.0 FFih, SCHErEHT B A OpenGL ES 3.1, H LA/ frameworks/native/opengl H,

HH FE T PR

frameworks/native/opengl/
|— include

—— libagl

— libs

—— specs

— tests

L—— tools

(6) SQLite

//OpenGL shgysk3c

/I#E MAC os E#IEE
//OpenGL Y& O FISCHEE
//OpenGL BI3Z#Y
IR AR

ITREE

SQLite #& Android R4t AWK NMREEK AL, HELIFEAHCEEMN EITIE. SQLite 1)
s RRAERT B 6, BT, HABREDE, HBESERANRS EHfEA. SQLite &
Android R4t H 5 SEEUEE FEDhRE A% O e, FARRDSEI 4 Java I C ISANB4T, Java 43 H)4ARRY
£ /frameworks/base/core/java/android/database 1, H R W TR,

frameworks/base/core/java/android/database/
—— sqlite

—— AbstractCursor.java

—— AbstractWindowedCursor.java

—— BulkCursorDescriptor.java

—— BulkCursorNative.java

—— BulkCursorToCursorAdaptor.java
—— CharArrayBuffer.java

—— ContentObservable.java

—— ContentObserver.java

—— CrossProcessCursor.java

|—— CrossProcessCursorWrapper.java
|—— Cursor.java

—— CursorindexOutOfBoundsException.java
—— CursorJoiner.java

—— CursorToBulkCursorAdaptor.java
—— CursorWindow.java

[—— CursorWindowAllocationException.java
|—— CursorWrapper.java

|—— DatabaseErrorHandler.java

[—— DatabaseUtils.java

/ISQLite AIHEZ ST
I FREOIMER 2

B EC#R

IRBEMNE &

/ICrossProcessCursor Rt 3¢
IGEFRSEER
IR ERRE

IEHC R
a0
IFHFEORE
T3 EES
IBREER IR AR
I EEET A2
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|—— DataSetObservable.java
|—— DataSetObserver.java

—— DefaultDatabaseErrorHandler.java BRABIBEESRIR AR
|—— IBulkCursor.java
}—— IContentObserver.aidl /laidl i FEi#Z&EE

—— MatrixCursor.java
—— MergeCursor.java
|—— Observable.java

—— package.html
[—— SQLException.java IIBRERE

L—— StaleDataException.java

Java JZ A5 3 B2 SEB SQLite FIAESLRIRE R SEIR, J {8 F /7 & SLFH 2 B e a7 o6t 5 R 3
PEFE, H EA IR P R
C+HE RIS TE /external/sqlite #42 F, HHREWW T FiR.

external/sqlite/
}—— android /IAndroid BiiEEER—LTHE
ALl /IAndroid ¥ BEE R ESL T

M _ETH Java F1 C #4r FACRS H R &M AT LAF . SQLite 7E Android H i 2 H 1R HE K HALH,
HAE SDK mh & FFBU4 1 LSRR F mT AR ) B 7 (S s SR AE R P, Xt B dE AT A7 A A B

1.2.6 REEITEIS

MRFTFE AL, Android RGN Z KM Java FFAK, HT Java i& S KB F S8, Java AR
BBATERNLF . IERF XA, Android RSt H LM 7 —/NELL IVM HEEEH TR
A FE I Java BRI, XHEFRA Dalvik.

Dalvik Dh#E55 [E T JVM, N Android “F& L Java RIS 424t Ti247 385, Dalvik A& & C+HE
LI, EVREHR E R TA dalvik 3Ok, BEAFBE) 2 Dalvik WL SEIARES, L HFEH
W F .

J

|—— dalvikvm IANOBZR

—— dexdump /IDEX B4
—— dexgen /IDEX 4 R HE%
—— dexiist /IDEX 3%

|—— dexopt 14

—— docs 11324

b— dvz liZygot }8%

— dx /DX TR, #£4 Java #i#% DEX
F— hit

—— libdex /IDEX EERYSEIIXHS
—— opcode-gen

—— tests IFARRAE X

—— tools IITR

F—— unit-tests IFRRAE 2

— vm IR SEER
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—— Android.mk /IMakefile

—— CleanSpec.mk
—— MODULE_LICENSE_APACHE2

—— NOTICE

L—— README.txt

FRA FHXEACT I Android BELHL, 7 ARLF AR A A e
CHERIAAT SO RS B . BaEHIIEAT7E Android R4 L. i conpiler

ifi A Android 5.0 ¥4, Android N2 BRINIZ1THAELA ART, b :-Zm-
ART B EREFIIEITHOR. 3 ARG 1-16 B, -
1 .2.7 E1¢*m%}%gﬂﬁ runtime

Android [{ITE i 2 FHIHAERRZ SEBL, BRI B A OB Sl
FELERAMEMRBELI, X NRRBE S KBNS EE B hodroid ak

HEEBARN, BEHEA LR FTHEH, x EESEBN HREFHEREREO, 116 ART Mtk H S4sH
X B — S A A D RE LA RO RS E B D . REERAE,

X— 227K OEM | Bitishi K — )z, FRIX — 2 B4R Al 20 R B A 4 BE A B & B 1R
KK FRo VRIS 2R R HELL A SEIAR IS A1 — 227 & B M (08 O I sE Bl . RS ER
PO7EYRASAR H % T 1) hardware CfFJerh, HHZXEWHWW T Fras.

hardware/
—— libhardware IR
—— libhardware_legacy B REEREE
L— il Il BRAE X R B S

M LT B R AT LA 1, SRR L T R EMEME, Rk EELE
hEIThae, BB RAWREAT, LIRSS H H X451, B, libhardware H % FHIZ5HIA:

hardware/libhardware/

—— include IANOB®
—— modules /IDEX R3C %

| —— audio IIESRXRRE
| —— audio_remote_submix ISR &%
| —— gralloc 1IME

| —— hwcomposer =g ES

| —— local_time 17 1R8]

| —— nfc /INFC TheE

| }—— nfc-nci /INFC #9300

| —— power /IR

| —— usbaudio /IUSB E5mig &
| —— Android.mk /IMakefile

| —— README.android

—— tests /IDEX 4 pi 8%
—— dexlist /IDEX BI3&
—— dexopt it

L—— docs 113244

®
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M L H G AT AT, libhardware H X EE R Android RGHIFELETIRERIR/Z L, £
& audio. nfc f power.

ifd libhardware legacy f¥] H 5% 5 libhardware K[E]/N g, Ha24txd IH A SL3 7 S m)— B2, 3L
HX FEH uevent. wifi AEBHWNEELM. XHMHRKTFRIRE—RSBHRE XIREESH
W7 & R SLIAFS Android ML HIREAHFE o

1M ril B FABHR LB R& S BiErKsEi, HERSEMW TR,

hardware/ril/

— include N33t

— libril INibril B

F—— mock-ril

—— reference-ril IIreference ril BE
—— rild Il sRipiEE

L—— CleanSpec.mk

1.3 TR T AL

Android YRS 24 P ERAE TR B RIR. TR EGE R R B, 258 b th a4 BT T &
BOKSEH, WRITRKMNHABFER K SDK i) APL. [ERHTH 7iXEMMEEE. Thagmk.
MBRRERED, AiIFRMN AR I8 AR UHR Android 5 4 i e 1) 3
A HR.

1.3.1 REEOMPBREEO

MAFETHEK NS A, o AAIEES E iRl — SDK, FLohfefk % T8 M _E i
K SDK AR, XFHER A SDK SEI S, AT AR 5557 SDK AH A i) API 11,
MHSH —5% SDK FFREHAERLZM APL #: 0. R, XEBEKEE DR T SDK JFR—EAR
I, REEETIREI KEEFMALE SDK H “3in” Bee: Ot 4 g 3.

FLEEVRRG R L (R B FR e 11, WRLLE: LR BRI IR ? B, Eff—A APP KRGt HL &
FEE, PLA Wi-Fi BRE T MITHE R, 7E SDK H A BEM M8 D kiEA K. 4Rt Hih
BART] LR BB 2 RO R X AN 75 3K, {H A 3= BEUHAA B A FIEARG b A et 2 1 Sk SE X L6 T g

FE YR % 4%/ frameworks/base/core/java/android/os H 3%, fA7EH 4N LA S i 34, Bl BatteryStats.
java Fll BatteryStatsImpl.java, I3 7 B 7 —> HIAH OC (4 R 2K BatteryStats, J5# 4k7K T BatteryStats,
FB T B . FHRE S BatteryStats.java IR, EXPKPE YL TREZFERIDT
RATIRERPREZAL, Flan:

Wi-Fi JF K.
WA XK.
BT I o
PIRFT FF .
R E

B EE




R BRI S AMES E E RE S AL, RN B e T AR MR RS, B M R B

IR Android B %

IR AT LA SR s B #E,  SCf4- BatteryStats.java FACRS W1 T Bs »

public abstract class BatteryStats implements Parcelable {

I ERE AR ST RSY
IIWi-Fi FF g B8]
public static final int WIFI_RUNNING = 4;
IIWi-Fi SE2$i E R i8]
public static final int FULL_WIFI_LOCK = 5;
/IWi-Fi 3338 8]
public static final int WIFI_SCAN = 6;
IIWi-Fi EAEThEEFF B AT E]
public static final int WIFI_MULTICAST_ENABLED = 7;
ISR T iR Rt 8]
public static final int AUDIO_TURNED_ON =7;
ARS8 T Ia Bt a]
public static final int VIDEO_TURNED_ON = 8;
NRGRSBMN ERTBIBE
public static final int STATS_SINCE_CHARGED = 0;
N E—RRGKE
public static final int STATS_LAST = 1;
IIRERRGRTS
public static final int STATS_CURRENT = 2;
I ER3R TR & BIIAERRTS
public static final int STATS_SINCE_UNPLUGGED = 3;
I ERREB R
public static abstract class Uid {
/I{33IFE LB UID BiFRRTS
public abstract Map<String, ? extends Wakelock> getWakelockStats();
public static abstract class Wakelock {
public abstract Timer getWakeTime(int type);

}
/{SEIHEXEX UID pofE R IRES
public abstract Map<integer, ? extends Sensor> getSensorStats();
114533 Pid K&
public abstract SparseArray<? extends Pid> getPidStats();
ISBERRE
public abstract Map<String, ? extends Proc> getProcessStats();
IEBIERZES
public abstract Map<String, ? extends Pkg> getPackageStats();
,**

* {53 Vid

* {@hide}

*/
public abstract int getUid();
I**

* 153 Top HWBINFTE

* {@hide}

b/
public abstract long getTcpBytesReceived(int which);
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/**
* 183 Tep ZHAIFTH
* {@hide}
*
public abstract long getTcpBytesSent(int which);
IRBR Wi-Fi iZ{TR%]
public abstract void noteWifiRunningLocked();
IR Wi-Fi {£1ErZ1)
public abstract void noteWifiStoppedLocked();
public abstract void noteFullWifiLockAcquiredLocked();
public abstract void noteFullWifiLockReleasedLocked();
public abstract void noteWifiScanStartedLocked();
public abstract void noteWifiScanStoppedLocked();
public abstract void noteWifiMulticastEnabledLocked();
public abstract void noteWifiMulticastDisabledLocked();
public abstract void noteAudioTurnedOnLocked();
public abstract void noteAudioTurnedOffLocked();
public abstract void noteVideoTurnedOnLocked();
public abstract void noteVideoTurnedOffLocked();
11153 Wi-Fi i&1TRHE
public abstract long getWifiRunningTime(long batteryRealtime, int which);
11153 Wi-Fi $izEfa]
public abstract long getFullWifiLockTime(long batteryRealtime, int which);
/1453 Wi-Fi 34878
public abstract long getWifiScanTime(long batteryRealtime, int which);
11453 Wi-Fi EAbThaeFr B RdiE]
public abstract long getWifiMulticastTime(long batteryRealtime, int which);
1S3 E 5T Rt a]
public abstract long getAudioTurnedOnTime(long batteryRealtime, int which);
IS BIASTTFF 5 Bt 8]
public abstract long getVideoTurnedOnTime(long batteryRealtime, int which);
static final String[] USER_ACTIVITY_TYPES = {
"other”, "button", "touch"
h
public static final int NUM_USER_ACTIVITY_TYPES = 3;
public abstract void noteUserActivityLocked(int type);
public abstract boolean hasUserActivity();
public abstract int getUserActivityCount(int type, int which);
115 AR R 2
public static abstract class Sensor {
public static final int GPS = -10000;
public abstract int getHandle();
public abstract Timer getSensorTime();
}
/IPid 2
public class Pid {
public long mWakeSum;
public long mWakeStart;

}
TR

public static abstract class Proc {
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public static class ExcessivePower {
IMEEEF5 3
public static final int TYPE_WAKE = 1;
/ICPU 28!
public static final int TYPE_CPU = 2;
public int type;
public long overTime;
public long usedTime;

}

1353 PRt iE)

public abstract long getUserTime(int which);

11353 R GeRta)

public abstract long getSystemTime(int which);

I3RS

public abstract int getStarts(int which);

11553 CPU fEriI & E{TRYRTE

public abstract long getForegroundTime(int which);

1#5%] CPU K& F&

public abstract long getTimeAtCpuSpeedStep(int speedStep, int which);
IS RIROBEE

public abstract int countExcessivePowers();

public abstract ExcessivePower getExcessivePower(int i);

}

}
EREE SR
M BERE ST E
* {@hide}
*
public abstract long getScreenOnTime(long batteryRealtime, int which);
" RERBRSOFR, [RIEEFE
* {@hide}
*
public abstract iong getScreenBrightnessTime(int brightnessBin, long batteryRealtime, int which);
/*i'
* {53 A E R T TR AR 8]
* {@hide}
4
public abstract long getPhoneOnTime(long batteryRealtime, int which);
,it
* EEFHLTREESBEE
* {@hide}
of]
public abstract long getPhoneSignalStrengthTime(int strengthBin,
long batteryRealtime, int which);
/*1(
* BEIFHERES BETE
* {@hide}
*/

public abstract long getPhoneSignalScanningTime(long batteryRealtime, int which);
/**

G,

* BRAFNERBITRERIESRE R R E
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* {@hide}
*/
public abstract int getPhoneSignalStrengthCount(int strengthBin, int which);
/**
* BEFNARRIEEREHFENRE
* {@hide}
*
public abstract long getPhoneDataConnectionTime(int dataType,
long batteryRealtime, int which);
/ﬁi
* BEIFHHNB T BIRE R HFERYRT 8]
* {@hide}
w}
public abstract int getPhoneDataConnectionCount(int dataType, int which);
/ti
* SRFHLT Wi-Fi :THRSHETE
* {@hide}
*/
public abstract long getWifiOnTime(long batteryRealtime, int which);
/**
* BEIFNLT Wi-Fi iFTFFRASH ARz EH Wi-Fi B2 TFHTFRZASE A9 i8]
* {@hide}
*/
public abstract long getGlobalWifiRunningTime(long batteryRealtime, int which);
/*i
* BEIFNEF LTRSS AR E
* {@hide}
el
public abstract long getBluetoothOnTime(long batteryRealtime, int which);

}

M _ETH R PEACES AT LA Y, 7E U4 BatteryStats.java 52 X TR E 5 iith B B A RGUREH XK R
BoRAr g, A LR HAE S RN E T @hide A, TR SRR O RN AN RS e B HoAth 5 T i R R
4 Google Faj 17, ASREiEIE SDK #4715 1A, I RERTE LS HIRRA H FF il

AT A brid @hide B BREL AR T Google B 77 7 BARIBRREE 1, {H2 FRIFEW LUK HFE B
R, RAE Google H AN B E — E#A SR HIFM, AR Rl T4Y, HERX 5% @hide
B R e 11— 3

A5 CAF BatteryStats.java H & X IR /G, 8T R A4 M4 BatteryStatsImpl java, 7EHC
{4k 7K T BatteryStats #153, Xt BatteryStats H FI1R £ R 7 ikt 47 7 SC8L, HEKMRBW TR

public final class BatteryStatsimpl extends BatteryStats {

EBE T B KRS

@0Override
public int getUid() {
return muUid;

}

@0Override

public long getTcpBytesReceived(int which) {
if (which == STATS_LAST){
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return mLoadedTcpBytesReceived;
} else {
long current = computeCurrentTcpBytesReceived();
if (which == STATS_SINCE_UNPLUGGED) {
current -= mTcpBytesReceivedAtLastUnplug;
} else if (which == STATS_SINCE_CHARGED) {
current += mLoadedTcpBytesReceived;

}
return current;
}
}
@0Override

public long getTcpBytesSent(int which) {
if (which == STATS_LAST) {
return mLoadedTcpBytesSent;
}else {
long current = computeCurrentTcpBytesSent();
if (which == STATS_SINCE_UNPLUGGED) {
current -= mTcpBytesSentAtLastUnplug;
} else if (which == STATS_SINCE_CHARGED) {
current += mLoadedTcpBytesSent;
}
return current;
}

}
@Override public long getScreenOnTime(long batteryRealtime, int which) {

return mScreenOnTimer.getTotalTimeLocked(batteryRealtime, which);
}
@Override public long getScreenBrightnessTime(int brightnessBin,
long batteryRealtime, int which) {
return mScreenBrightnessTimer[brightnessBin].getTotalTimeLocked(
batteryRealtime, which);
}
@Override public long getPhoneOnTime(long batteryRealtime, int which) {
return mPhoneOnTimer.getTotalTimeLocked(batteryRealtime, which);
}
@Override public long getPhoneSignalStrengthTime(int strengthBin,
long batteryRealtime, int which) {
return mPhoneSignalStrengthsTimer[strengthBin].getTotalTimeLocked(
batteryRealtime, which);
}
@Override public long getPhoneSignalScanningTime(
long batteryRealtime, int which) {
return mPhoneSignalScanningTimer.getTotalTimeLocked(
batteryRealtime, which);
}
@Override public int getPhoneSignalStrengthCount(int strengthBin, int which){
return mPhoneSignalStrengthsTimer|[strengthBin].getCountLocked(which);

}
@Override public long getPhoneDataConnectionTime(int dataType,

long batteryRealtime, int which) {
@,
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return mPhoneDataConnectionsTimer[dataType].getTotalTimelLocked(
batteryRealtime, which);

}

@Override public int getPhoneDataConnectionCount(int dataType, int which) {
return mPhoneDataConnectionsTimer{dataType].getCountLocked(which);

}

@Override public long getWifiOnTime(long batteryRealtime, int which) {
return mWifiOnTimer.getTotalTimelLocked(batteryRealtime, which);

}

@Override public long getGlobalWifiRunningTime(long batteryRealtime, int which) {
return mGlobalWifiRunningTimer.getTotalTimeLocked(batteryRealtime, which);

}

@Override public long getBluetoothOnTime(long batteryRealtime, int which) {
return mBluetoothOnTimer.getTotalTimeLocked(batteryRealtime, which);

}

}

£ EiRfRASH, BatteryStatsImpl 47K T 28 BatteryStats, #RJ5 il 7 H AP RGO, X4 T
IS FE 2 T B st e A i 3k i o T 0 ) Biie 11 7, LA P B D B VK 7E 1.3.2 e vEdm
MR-

1.3.2 ARREZEO

fE 1.3.1 TR AES, LA BatteryStats XM NBIHEA ST T Android HAEFERIRREE O . TR
AT AEVRAD {8 X SR R T K 753, AR 20 M #E L AR P I i 2 Hh 1 P i e 11 1

Android &4t Settings 27 H{# F 2% BatteryStats, =B RGiiT—L RS Th REALER I T /B R [a]
FOFE H 15 I . Settings {8 F| BatteryStats 8 [f] & S ff PowerUsageSummary.java, 77 E&E AN
/packages/apps/settings/src/com/android/settings/fuelgauge .

A4 PowerUsageSummary.java ) FEIIGER S TH R G T K HEEE LS, fEILHF T —L BatteryStats
K HREEE TR B SRS, R SRS A R B AR .

public class PowerUsageSummary extends PreferenceFragment implements Runnable {
I EREER R
IIZEX T BatteryStats f%H) 3 MR, S REHIZEE
private static BatteryStatsimpl sStatsXfer;
|IBatteryStats mBatteryinfo;
BatteryStatsImpl mStats;
/I{E onCreate H #8541t mBatteryinfo x5
@~Override
public void onCreate(Bundle icicle) {
super.onCreate(icicle);
if (icicle != null) {
/1%t mStats X} S B{E
mStats = sStatsXfer;
}

addPreferencesFromResource(R.xml.power_usage_summary);
1134 4¢ mBatteryinfo &
mBatteryinfo = |BatteryStats.Stub.asInterface(
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ServiceManager.getService("batteryinfo"));
mUm =(UserManager)getActivity().getSystemService(Context. USER_SERVICE);
mAppListGroup = (PreferenceGroup) findPreference(KEY_APP_LIST);
mBatteryStatusPref = mAppListGroup.findPreference(KEY_BATTERY_STATUS);
mPowerProfile = new PowerProfile(getActivity());
setHasOptionsMenu(true);

}
private void addPhoneUsage(long uSecNow) {
long phoneOnTimeMs = mStats.getPhoneOnTime(uSecNow, mStatsType) / 1000;
double phoneOnPower = mPowerProfile.getAveragePower(PowerProfile. POWER_RADIO_ACTIVE)

* phoneOnTimeMs / 1000;
addEntry(getActivity().getString(R.string.power_phone), DrainType.PHONE,
phoneOnTimeMs,
R.drawable.ic_settings_voice_calls, phoneOnPower);
}

/12 mStats XA VNRLETNET Parcel #EOSREANA L
private void load() {
try {
byte[] data = mBatterylnfo.getStatistics();
Parcel parcel = Parcel.obtain();
parcel.unmarshall(data, 0, data.length);
parcel.setDataPosition(0);
mStats = com.android.internal.os.BatteryStatsimpl. CREATOR.createFromParcel(parcel);
mStats.distributeWorkLocked(BatteryStats. STATS_SINCE_CHARGED);
} catch (RemoteException e) {
Log.e(TAG, "RemoteException:", e);
}
}

453 3RO F B FFE B 1R
private void addScreenUsage(long uSecNow) {
double power = 0;
Il getScreenOnTime() BatteryStats AR #IED
long screenOnTimeMs = mStats.getScreenOnTime(uSecNow, mStatsType) / 1000;
power += screenOnTimeMs *
mPowerProfile.getAveragePower(PowerProfile. POWER_SCREEN_ON);
final double screenFullPower =
mPowerProfile.getAveragePower(PowerProfile. POWER_SCREEN_FULL);
for (int i = 0; i < BatteryStats. NUM_SCREEN_BRIGHTNESS_BINS; i++) {
double screenBinPower = screenFullPower * (i + 0.5f)
/ BatteryStats. NUM_SCREEN_BRIGHTNESS_BINS;
/I getScreenBrightnessTime Jg BatteryStats s pgBSEED
long brightnessTime = mStats.getScreenBrightnessTime(i, uSecNow, mStatsType) / 1000;
power += screenBinPower * brightnessTime;
if (DEBUG) {
Log.i(TAG, "Screen bin power =" + (int) screenBinPower +
", time =" + brightnessTime);
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}

power /= 1000;

addEntry(getActivity().getString(R.string.power_screen),
DrainType.SCREEN, screenOnTimeMs,
R.drawable.ic_settings_display, power);

}
113538 Wi-Fi By € R fFe B fER
private void addWiFiUsage(long uSecNow) {
lIgetWifiOnTime )3 BatteryStats AR EIEDO
long onTimeMs = mStats.getWifiOnTime(uSecNow, mStatsType) / 1000;
//getGlobalWifiRunningTime % BatteryStats FREIRE#@iE DO
long runningTimeMs = mStats.getGlobalWifiRunningTime(uSecNow, mStatsType) / 1000;
if (DEBUG) Log.i(TAG, "WIFI runningTime=" + runningTimeMs
+ " app runningTime=" + mAppWifiRunning);
runningTimeMs -= mAppWifiRunning;
if (runningTimeMs < 0) runningTimeMs = 0;
double wifiPower = (onTimeMs * 0 /* TODO */
* mPowerProfile.getAveragePower(PowerProfile. POWER_WIFI_ON)
+ runningTimeMs *
mPowerProfile.getAveragePower(PowerProfile. POWER_WIFI_ON)) / 1000;
if (DEBUG) Log.i(TAG, "WIFI power=" + wifiPower + " from procs=" + mWifiPower);
BatterySipper bs=addEntry(getActivity().getString(R.string.power_wifi), DrainType.WIFI,
runningTimeMs, R.drawable.ic_settings_wifi, wifiPower + mWifiPower);
aggregateSippers(bs, mWifiSippers, "WIFI");

}
ISR EZF B R B iE FnFE R 1
private void addBluetoothUsage(long uSecNow) {
/lgetBluetoothOnTime J BatteryStats RIS #IED
long btOnTimeMs = mStats.getBluetoothOnTime(uSecNow, mStatsType) / 1000;
double btPower = btOnTimeMs *
mPowerProfile.getAveragePower(PowerProfile. POWER_BLUETOOTH_ON)
/ 1000;
/IgetBluetoothPingCount J3 BatteryStats fhit s =
int btPingCount = mStats.getBluetoothPingCount();
btPower += (btPingCount *
mPowerProfile.getAveragePower(PowerProfile. POWER_BLUETOOTH_AT_CMD)) / 1000;
BatterySipper bs =
addEntry(getActivity().getString(R.string.power_bluetooth),
DrainType.BLUETOOTH, btOnTimeMs,
R.drawable.ic_settings_bluetooth,
btPower + mBluetoothPower);
aggregateSippers(bs, mBluetoothSippers, "Bluetooth");

}

M ERIIACHITTLAE i, £ — B IZ %) T BatteryStats 289 (B2 11 . 5618 i B
B DIRRABSAL FI B 7], SR VG A5 2SS P v A, 280 — s R VR B AT 18 HH i f R i i ot . B
REAXPRIRREE L, TR RN R 2 R AR R — fF 38, 170 LT A £ RIS P 3 & A AR 5=
AR, TF A RERE 2 RN
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%% Android JERD ) A vEIER i, R B 4 Android JEAZHE H 3% F I Makefile, 4T make fir4>
BRI SEHR . 244R7E% 1% Android TS B, B GEME CL5EMFANY TIE. #E\ Android JRA% H & H
make M HEATHIFE, MG TR,

$: cd ~/Android5.0 (iXE /Y Android5.0 2 THIBERHREER)
$: make

%%1% Android Y515 7] PL75 F~/project/android/cupcake/out Hx%, EH KB mUE 1-17 .

e

RARIES 7ext 1

B 1-17 gt A2 A L R

BAGmELELARE B, TEE LR AR E AR R ER A HIZT Android 5.0
WS TT i

141 HEEEWFENE

e 4% Android YRS 2 /T, FTELMATHIESE T/E. T LA Ubuntu RGAFIIHEE B4 IR
PA K %1 Android VRIS 7. BARRMBEW TR,
(1) %% JDK, %ii¥ Android 5.0 FIVRAS R E JIDK 1.7, F#R jdk-7u22-linux-i586.bin J5 31T %3,
X RL A AU

$ cd /usr

$ mkdir java

$ cd java

$ sudo cp jdk-7u22-linux-i586.bin
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$ sudo chmod 755 jdk-7u22-linux-i586.bin
$ sudo sh jdk-7u22-linux-i586.bin

(2) ¥ B DK A, Fin A &2 £ k9 B &~ #).bashre XA, %R )5 H source
A AR, AR EEA BRI

export JAVA_HOME-=/usr/javal/jdk1.7.0_27

export JRE_ HOME=$JAVA_HOMEI/jre

export CLASSPATH=.:$JAVA_HOME/lib:$JRE_HOME/lib:3CLASSPATH

export PATH=$PATH:$JAVA_HOME/bin:$JAVA_HOME/bin/tools.jar:$JRE_HOME/bin
export ANDROID_JAVA HOME=$JAVA_HOME

XF T2 35 0F 0 JIDK, JF HAEIR IR R 2 5, 7 LA A FF 3047/ java —version K #F& JDK [
A . G0 R 1-18 Fasififs BN, B4 Ui Th %% T JDK,

ubuntu®. 18 .84, 7

VM (build 28.8-B12, mixed mode

K 1-18 4T java —version J5

(3) ZEEFEMGgmPETE, XT Linux 10.04 RGOKUL, RFEEREW FRM4 TR, 7fE%3%
R R TS LIE B RN 4% .

sudo apt-get install git-core gnupg flex bison gperf build-essential \
zip curl zlib1g-dev libc6-dev lib32ncurses5-dev ia32-libs \
x11proto-core-dev libx11-dev lib32readline5-dev lib32z-dev \
libgl1-mesa-dev g++-multilib mingw32 tofrodos python-markdown \

A5 P T T PR i 2 i — A R R A
sudo In -s /usr/lib32/mesa/libGL.so0.1 /usr/lib32/mesal/libGL.so

2R 11.10 RETFHEMFN T H.
sudo apt-get install libx11-dev:i386
(4) FHEWE EEEAE, HI MR . X TR EA R T RN, BT i
B, XTI ARZ I, B ITEREH vi B0 gedit AT 16 = H X i) bashre X, K5
FE ST e i 8 i T FR 4R

export USE_CCACHE=1

RAFJEIRY, EFERARGMEREARK, WE 1-19 Pis.
FEL S UIH B YA AR H b, SRS AT T I 21 B ccache [1K/NA 50G.
prebuilts/misc/linux-x86/ccache/ccache -M 50G

HSE ccache 2 —NUAT M, JETEHK-M Al S0G A&24Li645 ccache S, KRR E 50G 2
7216, ST DR P I R 75 R B .
(5) BT Fard, SAYIF Android JEHS BT 38 A BE AR B f A S 80,

source build/envsetup.sh



BEA T REARTNIN T WL BRI AE, A LAFTIT I 1-20 B B 77 HE s SRR SO

File Edit View Terminal Help

/.bash_allases
~/.bash_aliases

enable program
o Afat's
ces /ete/b

retc/bash_completion -0q posix
/etc/bash_completion

188,16

1-19 RESESET

neluding
ncluding
ncluding
ncluding
ncluding
ncluding
ncluding
ncluding
ncluding
ncluding

device/samsung/manta/vendorsetup. sh
device/generic/mips/vendorsetup. sh
device/generic/armvy - a-neon/vendorsetup. sh
device/generic/x86/ vendorsetup.sh
device/lge/hamnerhead/ vendorsetup. sh
device/lge/mako/vendorsetup. sh
device/asus/grouper/vendorsetup. sh
device/asus/deb/vendorsetyp. sh
device/asus/tilapia/vendorsetup. sh
device/asus/ flo/vendorsetup. sh

/ \ letion/ h

B 120  FTFFFAE TR SO

(6) 1B1T lunch My & LEHRIFHIR, SHIA—LCEXWMEFWBH. EHMANNETE, RE

% Enter BHINERFFH RN R, W 1-21 P

You

Lunch meny. .. _Dick a combo:

‘re building on Linux

. aosp_arm-eng

. aocsp_xBk-eng

. aosp_mips-eng
vbox_x8&-eng

. 305p manta-userdebug

. mini_mips-userdebug

. mini_armvia_neon-userdebug
. mini_x86-userdebug

9. aosp_hammerhead-userdebug
18. aosp mako-userdebug

11. aosp_grouper-userdebug
12. aosp_deb-userdebug

13, aosp_tilapia-userdebug

QO O W B R e

14. aosp_flo-userdebug

Which would you like? [aosp_arm em}

1Z1T lunch iy & FFIERIF M X HARE, B TRITGPARIERHMFER B, B1700F 24T 9 2.

make -j16

BRIt ab B FHVHSEALE CPU & i7 4770, FTUMER 16, BN RFSELEE, FNiHENRER
R, PIRETREKN %R MFERNELSHEME 1-22 FiRiiRRER.

B 121 EFEHFERR




£1E REMHRBEA

File Edit View Terminal Help
+ MAKE_EXT4FS_CMD-'make_extdfs .S out/target/preduct/generic/root/file contexts -1 §76716880 -a
system oul/target/product/generic/ob)/PACKAGING/ systemimage Intermediates/system.img out/target/p
roduct/generic/system’

+ echo make extdfs -S out/target/product/generic/root/file contexts -1 576716828 -a system out/ta
rget/ product/generic/ obl/ PACKAGING/ systemimage interpedistes/ system, img out/target/product/generi
c/system

make extéfs -S out/target/product/generic/root/file contexts -1 576716880 -a system out/target/pr
oduct/generic/obj/PACKAGING/ systemimage intermediates/system. img out/target/product/generic/syste
m

+ make extdfs -5 out/target/product/generic/root/file contexts -1 576714688 -a system out/target/
product/generic/ohj/ PACKAGING/ systemimage 1ntermediates/system. img out/target/product/generic/sys
Tem

gy " T paToneLers,
Size: S76716808
Block size: 4836

#locks per group: 32768

Inodes per group: 784¢

Inode size: 256

Journal blocks: 2788

Label:

Blocks: 148868

8lock groups: 5

Reserved block group size: 39

Kreated filesystem with 1262/3528@ inodes and 81858/142888 blocks

p '[' @ -pe @ ']

Install system fs 1image: out/target/product/generic/system. 1rg
put/target/product/generic/system, img+ maxs12e=588791888 blocksize=2112 total=576716808 reserve=5
42392 .

B 122 wFRIIE MRAMER

EgFseiE, 7 LAEEIEHE out/target/product/generic/ H 3 F A Boxd b B4 C 4, & 1-23
7R

P ‘ ieene
e el S
dex_bootjars fake_packages oD
f ] B teary
: i |
B e E
root symbgois system android-info.txt cache.img
coRaE 7 el
CmsE 5
.
clean_steps.mk instaited-files txt previous_build ramdisk.img system.img

config.mi

userdata img
A 1-23  out/target/product/generic/ H 3%

R I Android RAMEAERE —ANFRGEE, N RLATHRERTREKGLER, 55, %
# Android R H A2 42 FEwt S E TR, HBEA TR, TERSFRE—BFR, Hlie,
EHHAE T M LA xyh666168 #91:-F , dhk 2 http://jingyan.baidu.com/article/a501d80ce61ad0ec630f
5e0bhtml, B AikA MM B E R EMNEHE, CPU AR FARLRREN, HAEIEE S
BEMBPHBBEPBETE,

1.4.2 HEEMZEFDIEIT
TEMARISE BT IS BB T, R R T AT F I i A & B AT .

emulator

BATHRIN G MRR WA 1-24 Fios.

EL




&l 1-24  TERLRLES A () S iR AT RUR
1.5 %FRAA R SDK

S A 4> Android BFFERF A 2T SDK SEIL, Hidf A SDK A f8: 1 eIl & Fh &%
FERIZhEE. FA 0] BAFE Android [)'E 77 Wt B8 T 881 SDK A, ] BLAJERS 4 % SDK,
NYERS AL SDK 4RAS .

F## Android 5.0 FIVERL AR H3% A —4A SDK H3, B 5 SDK XM EAEBAE XA H
s, UEBG M. BRLE. ADB FHH THLLK SDK IR AR SCRY, a] Lot 4 ik it 5 =
HRIT R FEER SDK, ik FHis.

$ Make SDK

M PESERJGE, 27E/out/host/linux-x86/sdk/ H F F4E % SDK, X4 SDK &5E&S5EBFREN, 5
B T SDK DhRteeME, 2B RKAK JAR £, B EH T H, ADB iR TE, #JLU#
FHIX AN PRAE B SDK SKTT & N FH AL

%}F Android RGHIFF R, AN LLG Al FEFF R 7.

M JF SDK M A.

T IEEH TR .

E—RHE T, FFREINFHREFERIET SDK KT A, HeBI5 @M Bk astt st . 3T
FRAXT 3T SDK I R ZERXIEE 2N NERZ, — B THEEERREERMNSE. WM
HANMHABGRERARE, SHRBRS, K EENHET SDK KIHF K.

R AEET SDK FF & Android (RIS FIFER, T2 JDK. SDK Al—AMJF &3, JDK fl SDK A
FRFE FAARRBRA, A% FEiHiE Windows 7 F & T T KA.

@



(1) %% JDK
T Android [ FFRF R1EH Java B S IR, PO eFEE RS Java 1) DK, FHEHHEA
A& KT 6 FEREFTHRA K JIDK.

http://java.sun.com/javase/downloads/index.jsp,
(2) %% Eclipse
Eclipse /2T & Android N 25 ) IDE 358, A 3E% + & s v] LLE A, Bif http://www.eclipse

org/downloads/™] LA F# A&V & HIBFT A Eclipse.
(3) %% Android SDK
Android SDK & Google X4 & A f1% 1T Android FF &K I T B, GHFESMRARFF KHELZM

THUKEEER A, 4TJF http:/developer.android.com/sdk/index.html H] A T % & %1 kit 4 i £t %F
Windows 7 “F & H] SDK.

BTFHERERIANATREZE, FENHFRAEHITOTECE.

(1) BLE Eclipse
% 135: $TJF Eclipse, ESRHA2HI%EFE help | Install New Software 74>, Hmﬁu@ 1-25 i E H.

o . .
Available Software
Select a site or enter the location of a site.
L eemermeeremesmEn
Work with: SR
Nam Version
71 (@) There is no site selected.
Details
¥] Show only the latest versions of available software | Hide items that are already installed
What i already installed?

[¥| Group items by category
V] Contact all update sites during install to find required software

@

& 1-25 Install & X

2. B Add #H, SHBIE 1-26 PR BIXHEHE
% 3 2: {E Add Repository R EHEH AT LAFTHE — Ml 5, 7E Name SCAHEFHi A Android B0 H &

MAEf44 5, 1E Location SCASHEH %\ https://dl-ssl.google.com/android/eclipse/, 1 1-27 Fizs.

|

& Add Repository V{.} Add Site
S —— ? ML L
Name: | | Name:  Android L ko A}
Location: http:// [_LDCﬂﬁon: hﬂps://dl-ss|,goog|e.com/android[’eclipse/w- - 2 Archive... I
F
<) ® CIN
1-27  Add Site X} iEHE

&l 1-26 Add Repository X iEHHE




% 4% WRKRI https:// TR, 7T LABOR http:/Z 38— F, SRAF&F A2 f5, #d OK

¥, SHPnE 1-28 FraaiE d.

1-28 IR/ NE MR T K Android AR/ T BE4, Android DDMS £ AR RER. B
Android #F8. TEfE8S. BFEHEMITE, Android Development Tool f&j# ADT, £JF& Android HI#H
HERET ADT A et Android T2,

.

@"‘“‘" _E MR me ey s e W
Avmlnhla Software
| Check the items that you wish to install. ?5‘
Work with:  Android - httpsy/dl-ssl.google.com/android/ecipse/ - add. |
| Find more software by working with the Avaiiable Software Sites
| Name Version
@ (/124 Developer Tools
| 1§ Android DDMS 0.9.6,v201002051504-24846
| ¢! 4 Android Development Tool 0.9.6.v201002051504-24846
|
1
| Details
|
| {7 Show only the latest versions of available schware Hide items that are already installed
| ¥ Group items by category Whet is alzeady initalied?
| i Contact all update sites during install to find required software )
1 2 8s M Net> | £ | s e
| & Back Next> | Eish Cancel |
{

B 1-28 Install & O

54 M Next #4, HIWAE 1-29 Fras i 5.

FER 1-29 3 TR SRR TAM, %+ Laccept.. FIEHE, H7 Next Ml STt LM, F

Q,’&

- =
® i
&‘"ﬂ‘“ oA S B T @ e - -+ Earm )

Rav-aw Licenses
| Licenses must be reviewed before the software can be instalied. This includes licenses for software required to complete the ekg
| install.

| Items with licenses: License text:
|| Name ' Version Note: jeommon-1.0.12jar is under the BSD license rather
r ! Android DDMS 0.9.6:¥201002051504-24846 thanthe AL You canfind capy.of ie 950 Lioepseist. (@
! “§ Android Development Tools 0.9.6.+201002051504-24846 " h
1 & Mylyn Bridge: Eclipse IDE 3.3.3,v20100330-0100-e3x jfreechart-1.0.9ar and ffreechart-1.0.9-swtjar are under
It | 4 Mylyn Bridge: Java Development 3.3.3.420100330-0100-3x the LGPL rather than the N’L You o ﬁnd 2 copy of the

) . | LGPLat
Y dge: T o 3.3.3.v20100330-0100-¢ Py
! ‘ hiye:Bridcies TeemSunpo; 3¥201003 3x 21t You can get the source code for these two
|| 4> Mylyn Connector: Bugzilla 333 3.420100330-0100-3x componerts at
|| %+ Mylyn Task List (Required| 3.3.3.v20100330-0100-e3x | itkernel.org/pub/jireechart-1.0.9.zip
& Mylyn Task-Focused Interface (Rec.. 3.3.3.v20100330-0100-e3x
| Mylyn WikiText 1.2:1v20100222-0100-3x X
| Apache License
i Version 2.0, January 2004
https//wwav.apache.orgflicenses/

f TERMS AND CONDITIONS FOR USE, REPRODUCTION,
} i AND DISTRIBUTION
I | L Definitions. -

| 1 accept the terms of the license agreements
f i = : + '8 1do not accept the terms of the license agreements
== e - - T
| @ Qm,LM, §i  Next» Rinich | Cancel ]
|

K129 L



man & 1-30 AR

@] install o 6 s |

Downloading org.eclipse.mylyn.commons.core

¥ Install

[Run in Backgroupd’ [ Cancel‘»J ‘ << Details |

B 1-30 Fraheeds
F 6L UMBEHHGLTERYE, SHBRRAm, WA 1-31 Fir.

@ Software Updates

£} Itis strongly recommended you restart Eclipse for the changes to take |
" effect. For some add-ons, it may be possible to apply the changes you have ]
made without restarting. Would you like to restart now? i

|

|

|

|

No 1 i‘App!vChanges:j |

LRI

XA 7 BT Yes 141 E 5 Eclipse ik A @A %K.
(2) AZE Android SDK
$TFF Eclipse, %+ Window | preferences #r4, #AME 1-32 B~ 5.

1-31

[® Preferences S
e fier et Android e
# General Android Preferences |
Android -
e SDK Location: EASDK\android-sdk
c/CHs Note: The fist of SDK Targets below is only reloaded ance you hit ‘Apply’ o 'OK'.
. Help " . e
eI, | Target Name Vendor Platform  API ..
Favn | Android 1.5 Android Open Source Project 15 3
Plugein Development Andreid 16 Android Open Source Project 16 4
RiiogDabiig | Android 2.1 Android Open Source Preject 21 7
Teum | Android 2.2 Android Open Source Project 2.2 8
XML Android 2.3.3 Android Open Source Project 233 10
Android 3.0 Android Open Scurce Project 3.0 1
| Android 3.1 Android Open Source Project 3.1 12
| Android 3.2 Android Open Source Project 3.2 13
| Android 4.0 Android Open Source Project 40 14
| Android 0.3 Android Open Source Project 403 15
| Android 4.1 Android Open Source Prject 4.1 16
| Google APls Google Inc. 41 16
| Restore Defaults
@ Lok 1[Gl ]
;;;;; S _ |

E 1-32

P B 5 1




IXFERL AT LA Eclipse HT8 Android T.72, EAHAERE THERZETH AMAN Android R4, ]
PLFTFF SDK #2 H 3 F ) SDK & ¥ T H SDK Manager.exe, X ifi/52# A% SDK TR M, W

& 1-33 fioso

3 Android SDK Wanager . . =Ioix|
Packages Tools 4
SOK Path: £ 1adt bondla-windows-uif 840010070 stk
[ Packeges = g
([ e [ AT | Rev. [Status I Al
b [/ Android SIK Tools 23.0.5 (5 Installed |
[/ Android SIK Platform-tools 20§ Update available: rev. 21
[0 ¢ Androsd SPK Build-tools 21 Fot installed
[0+ Android SDK Build-tools 20 {5 Installed
O Androsd SPK Fuild-tools 19.1 Fot installed
O/ Android SDE Build-toels 19.0.3 Mot installed
[0 Android SPK Puild-tools 19.0.2  Fot installed
O/ Audroid SPK Build-toels 19.0.1  Fot installed
[0/ Androsd SPK Build-tools 19 Fot installed
O+ Androsd SPK Build-toels 1811 ot installed
[0/ Androsd SPK Baild-toels 18,7 ot installed
00 Androsd SPK Build-toels 18.0.1 ~ Fot installed
| [0/ Android SIK Build-tools 17 % Installed
[ | & M2 Android 5.0 PI 21)
| [ & Pocamentation for Android SDE 21 7 Fot installed
&5 SOK Platforn 21 7 Hot snstalled
E173% AR EABT v7a System Image 21 1 Fot installed
[Aé# Intel x86 Atom 64 Systen Image 21 1 Fot installed
[ Intel x86 Aton Systen Image 21 7 Fot installed
[} Google APIs 21 7 Fot installed
B 78 Google APTs ARN EABT v7a Systes Tmage 21 2 ot installed
[ Google APIs Intel x66 Atom 64 Systes Insge 21 z Fot installed
A8 Google APTs Intel x86 Atom System Inage 21 2 Fot installed
H [T Sources for Android SDE 21 1 Fot snstalled
| | = [ Android L (APT 20, L preview) !
| [1[# Documentation for Android 'L’ Preview SDK L 1 7% Installed | (
| Shov: 7 Updates/New [ Installed Seloct New or lpdates . Tnstall 13 yackuges. . ||
I~ Obsolate Deselect ALL . Delete 4 packeges... ’ |
i
l £ o

Done loading packages.

& 1-33  Android SDK & #

M 1-33 R LA IR IEMWTHL S T M AT A SDK RS T AEME, UACSERE T HMRE %
IR A ., AT LAk 4L 7 Install packages B3 Delete packages #4541 & AMIEx SDK ¥ T HA. iR
s, WidREL R, 5MERKRER. 2% SDK F1i# TRz wE, R 58 T Eclipse
A1 SDK MIACE TAF, Z 1 Windows 7 *F-& T#T SDK ] Android FIFF & IR 2 438 58 Ao




sk 5 il NI

JNI /& Java Native Interface 1485, F~ Java Az 0. M Java 1.1 4G, INIFR#E@ERCN T Java
FEER—H5y, BV Java ASAHALE S ST H. INI —HERAN T A wmFIES,
JLHRZ C A CHm T, EXHFAGEMHEMIES, RERBLY 2 CR .. AT
Android 5.0 " NI FJEEAEIR .

2.1 JNI Az

£ Android R4, NI RS Java F70 M C/CHER /M EE . AT RHMA INI, #EFH5
#r Java AAHS AT C/C-+HAS . 7£ Android il 248 INI #9757 20, ik Java #2FF W] LAY A CiE = #2/% - Android
HHIRZ Java KERAA Native (AHL) 0, XU RAMSEI, REEMBIRGF . RT0E ¥
Y INT AR

2.1.1  INI BIhgEessH

INT Sl 4& B Sun $24E1) Java 5 RS HIRAE AL HIEIAR, T4 Windows/Linux £ 4 H5E
B Java 55 Native Method (AH:57) MIAHE . JVM (Java JBHIHL) 7EH 3 B Rl RS Lhrif 2
SR ER AL T INIEAR, ER3IFRKE T LUEN Java F2F (ARFS) I F BHME RGH S IR AR S2 R
HIERRE, MM S KA ARG T, EHHEMBEARLMARGKThRE. FN, HARARM RG]
CLidE I INT $&4HE R AH B R A 82 LT A Java B2 2R 40 938 SEER R THBE -

7E Windows &4t I, —MATHAT MM R #ZIE T Native (AXHL) (%) PE 45#), Windows L[]
JVM 25T Native Z5HSCHLK, Java MR ZWET IVM 2 L. BHEA W, Windows &% b
1) Java PR R Q1 2-1 s

INL X TR A B R B, o] DR IR AE— MBS XTI RE R, HEMAH C/CH+2B—4
REERF UNIFEF) REbEEHARREARE, Java F27 5 02 TVM @3 in#3F 8 H it INT #2535k
[B) A B As R AE . INT B S RRaE 2-2 Fras.

native }VM

method

© Load DLL
= Call native

jrefide BEENEE |« call Stub

. — NG AR | method
m applications modules L

dil/com .  A0s

B 2-1 Windows &%4; L[] Java & & 22 INI iR RERE




2.1.2 INIBEBRERX

INI HHEREES N 3 B, £ Android R4HIX 3 EMMN BB KK Java—INI—C/C+ (SO
BE) , Java AJ LA A C/CH A, [ARE C/CHET LB Java X%, WA 2-3 i AiX =& 2 a1
WHXR.

CHIC+HSZI s 2y JavasZHi
RTRGE) LERGLE R FTRRLFD
Exception
. STH b
Functions
FHhE X —
INI Classes
v )42 MEE
Libraties
ST -
BITHES

K 2-3 INILAHMBERKER

B 2-3 T4, NI B 58 &4 Java—INI—>Native.

£ Android 5.0 FJ¥RASH, F K] INI RRASAAEE/E frameworks/base/core/jni/H

FIREEAEP N AW Y ERE libandroid runtime.so, X2 —PMNEIEHIZIEE, WKELEBFRS
H)/system/lib B3 F. 534t, Android HiBFF7E AR INT FE, 52 INT #1854t 2 @ 1 C+
WESCA; 1E Android HSEHLAT INI BB, THFEEEZNIEFE libnativehelper.so.

2.1.3  4Sr#r NI AR

FARFHE INI AR, EEMN Jave FIAFR Y. WA LKL, Java iE 5 HEET BB T
ARG EX} Java ARG BHATRERBEAIPAT . RAVEAR A Java o] DAAIRAED 45 3% ik.class 2 5 T [a] 4% =X ()
RSO, FrRAX R AR B 2 AR Java A REATIEE . REWE, EARKPITHRRALE, Bl
A5 B (FEFRZA IVM) RAT. 5 python. perl Z KA, REIHEMAZ R T iR
M. 74k, Java KGHE—TTHANRIES, LA SERNIIRE. SI0X A5 ER 3
FPELEZE, XMHARBERMEII “BFE” 7. SRS BAS| EEH M B ZE MK
t, MEFTLUET C/ICHImBRIR, HEMA XL, Java tHR2 Nk, Java — @ ERME—F
AR C/CHYmE FIBIRINLS], A REFRE R — N EEN A %,

MAJF_ERKFE, Android ¥ & £ H arm-linux #1F RGEF— Dalvik BEIHLA KK . BT 7E Android
BALAE BB BT EBORE R Java IBEHME K, BAEFEIRIIS S K frameworks/base H3%. Dalvik
RERINL R R IR HE T —MRHE I SR INT I H B Java SEARUNLIRES .

Q‘L:
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{E Android “F &, A INI BRI HE T FrA MBELFAE X HIERAIE, 8T Java KA INTEBIR, i
INI B il C/C++if A Android 255 ] arm-linux JR/Z K3, XAESEIL 1 X BEAFHIEA -

fE Android 5.0 fIURRS, 1 INI AHSK ST T B

/frameworks/base/media/java/android/media/MediaScanner.java
/frameworks/base/media/jni/android media MediaScanner.cpp
/frameworks/base/media/jni/android media MediaPlayer.cpp
/frameworks/base/media/jni/ AndroidRuntime.cpp
/libnativehelper/JNIHelp.cpp

BRI, 1 INI % UIAHR 2 Media &4t 1 Media R4t HI4EH 3R 2 MediaScanner. 7EJ5 3}
Android R4 Y], Bt R H Media XHHEELEN AR, BEAHMARKSE, 05 LD
PRETIIBR A, FHIEREENEFHNKEAEE. £ Android R4, MH P ERE TR
] Music. Gallery #FBMEMNH, 2T MediaScanner [IHEAHINEER . MediaScanner fi7 T
Android 5.0 Jif53 {142 packages/providers/MediaProvider # .

MediaProvider Manifest % 7 3 N FEZEH4: MediaScannerReceiver. MediaScannerService #l
MediaProvider. 7 MediaProvider H 3% FHJ] AndroidManifest F 0] LA#E MediaProvider [)3EAZEH), W0
B 2-4 Fis

R AEF

rediztrovider Manifest

MediaProvider authorities: ‘media
MediaScannerReceiver
MeadiaScannerService IMediaScannarService

MediaScannerRecever
from com.snzroic.pravicers. mezia ) MediaProvider
LTem COM.INCreis. provicers. mesia

o ~
e -
:" ~
|Receifer:
{Inteng. ACTION_BOOT_COMPLETED andraid.intent action. BOOT_COMPLETED
{Intent. ACTION_MEDIA_MOUNTED android.intent.action. MEDIA_MOUNTED
| Intenf:. ACTION_MEDIA_SCANNER_SCAN_FILE android.intent.action MEDIA_SCANNER_SCAN_FILE
‘ O—————=—>0
] - MediaScannersery IMediaScannerListe
i Service ice ner

from zn2roic mecis]

(frem ancreiz.mesia

' SrequestscanFilel) - ()
£\ = 9 scanCompleted()
! 0y LcanFile(\ P -

-y

MediaScannerServce +m r IMediaScamnerSarvice.Stub

Bind=:
[from cam.ansesiZ.providers.media) K e lirsm ancroid.medls

& 2-4 MediaProvider fI3E A2
MediaScannerReceiver: f&—7 BroadcastReceiver (W) 3&), Thie T HARR, Xt



2@ Android A%

MediaScanner $AEZ5 40 A 18 2 — MBI #% 2 )5 JA ) MediaScannerService $hAT 434 TAE.
MediaScannerService: #&—4* Service, ft St A+IH, L Z F $| Framework #1[¥] MediaScanner
Sk [ 58 i BAR I TAE, 045 B AE MediaProvider $& A1 30
MediaProvider: /&— ContentProvider, /4% (Images/Audio/Video/Playlist %) HIHEIE AL

. R ERERYEE, JHREEA HAR IR insert. query. delete. update FERAE .
2.2  4#7 MediaScanner

1F Android 5.0 ', R/ MediaScanner &4iH INI IR .
MediaScanner ----—------- --libmedia_jni.so -----------| libmedia.so

fE Android £%i', MediaScanner FIZHRER BN, FENEARHAC, R {EESER,
R X e AR B AR B B b, DGR S IR PP o 4571 B MediaScanner JRE5 53 #r /5 Akt
¥ VA4 4T INL 7E Android REEHIIER]

221 4r#frJava =

f£ MediaScanner % 4t ', Java JZ [f)5C Bl X/ N frameworks/base/media/java/android/media/

MediaScanner.java.
NP VEAHJER MediaScanner RGtH Java JZ AR SCILYRRS .

(1) Jndk INI
{E3C M MediaScanner. java 41, 755 E X MediaScanner I INEL INI &, SR )5 & 3L INI ] Native (4

H) B FEACLLT PR,

public class MediaScanner

{
static {
System.loadLibrary("media_jni");
native_init();
}

private final static String TAG = "MediaScanner";

private static final String[] FILES_PRESCAN_PROJECTION = new String[] {
Files.FileColumns._ID, // O
Files.FileColumns.DATA, // 1
Files.FileColumns.FORMAT, // 2
Files.FileColumns.DATE_MODIFIED, // 3

private static final String[] ID_PROJECTION = new String[] {
Files.FileColumns._ID,

h
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private static final int FILES_PRESCAN_ID_COLUMN_INDEX = 0;

private static final int FILES_PRESCAN_PATH_COLUMN_INDEX = 1;

private static final int FILES_PRESCAN_FORMAT_COLUMN_INDEX = 2;

private static final int FILES_PRESCAN_DATE_MODIFIED_COLUMN_INDEX = 3;

private static final String[] PLAYLIST_MEMBERS_PROJECTION = new String[] {
Audio.Playlists.Members.PLAYLIST_ID, // 0

b

private static final int ID_PLAYLISTS_COLUMN_INDEX = 0;
private static final int PATH_PLAYLISTS_COLUMN_INDEX = 1;
private static final int DATE_MODIFIED_PLAYLISTS_COLUMN_INDEX = 2;

private static final String RINGTONES_DIR = "/ringtones/";
private static final String NOTIFICATIONS_DIR = "/notifications/";
private static final String ALARMS_DIR = "/alarms/";

private static final String MUSIC_DIR = "/music/";

private static final String PODCAST_DIR = "/podcasts/";

private static native final void native_init();//F=BH—™ native E&¥, native Jg&g&=F
private native final void native_setup();

}

PR %Y native_init()f7 15 android.media ', H .56 # #1244 A android. media.MediaScanner.nantive_init.

AR, HxF R INT 2 B34 RN android media MediaScanner native init.

FE 1 ] native PRl 5 E S IR INT &, —MRAEZRIY static H %k FH B #L System.loadLibrary().
TEMER T AHRLM INT FEZ &, G0 EAE ARSI native B, W 758 native 75 BE 35 B4k 8 F 16 56 %
BAAT,

private native void processDirectory(String path, String extensions, MediaScannerClient client);

private native void processFile(String path, String mimeType, MediaScannerClient client);
public native void setl.ocale(String locale);

(2) SR TIE
{E3C4 MediaScanner.java F1, 81t p& % scanDirectories()SEIRFAH T4F, BRI T iR,

public void scanDirectories(String[] directories, String volumeName) {

try {
long start = System.currentTimeMillis();
initialize(volumeName); ¥
prescan(null, true); [FARERTR TR AL TR

long prescan = System.currentTimeMillis();

if (ENABLE_BULK_INSERTS) {
mMedialnserter = new Medialnserter(mMediaProvider, 500);

}
/IE& ¥ processDirectory()2—4 Native &, That2xtBEArscih JHTHH
for (int i = 0; i < directories.length; i++) {
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processDirectory(directories]i], mClient);

}

if (ENABLE_BULK_INSERTS) {
mMedialnserter.flushAll();
mMedialnserter = null;

}

long scan = System.currentTimeMillis();
postscan(directories);//#31t fF FIAL B
long end = System.currentTimeMillis();

if (false) {
Log.d(TAG, " prescan time: " + (prescan - start) + "ms\n");
Log.d(TAG, " scan time: " + (scan - prescan) + "ms\n");
Log.d(TAG, "postscan time: " + (end - scan) + "ms\n");
Log.d(TAG, " total time: " + (end - start) + "ms\n");
}
} catch (SQLException e) {
Log.e(TAG, "SQLException in MediaScanner.scan()", e);
} catch (UnsupportedOperationException e) {
Log.e(TAG, "UnsupportedOperationException in MediaScanner.scan()", e);
} catch (RemoteException e) {
Log.e(TAG, "RemoteException in MediaScanner.scan()", e);

}

}
£ bR ARG A8 R %K initialize()SEIUATAAAL AT, PR HUH BARSCELAAS 40 R B .

private void initialize(String volumeName) {
/I$TFF MediaProvider, k8 ERI—EH
mMediaProvider = mContext.getContentResolver().acquireProvider("media");
/A5 E]|—£LE Uri
mAudioUri = Audio.Media.getContentUri(volumeName);
mVideoUri = Video.Media.getContentUri(volumeName);
mimagesUri = Images.Media.getContentUri(volumeName);
mThumbsUri = Images.Thumbnails.getContentUri(volumeName);
mFilesUri = Files.getContentUri(volumeName);
IINREFEIN BN, WIATLAZFEBTIR, AEFRKM, F/20 mGenerCache %
if (IvolumeName.equals("internal")) {
mProcessPlaylists = true;
mProcessGenres = true;
mPlaylistsUri = Playlists.getContentUri(volumeName);
mCaselnsensitivePaths = true;

(3) BEHUHRAAE R
fE 3 MediaScanner.java H1, @i B EL prescan()is B2 7 F33 P B0 e A0 SCEAE SR 1945 B IR
fEREK . BREL prescan(BIEE T —/NH T-ZA7 H 68 SC1HE B I5T &R FileCache, #1#1 last modified 5. iX

G,



/N FileCache &M MediaProvider 1 O 15 B E R IK 1 245 8, FF HARYE 1S 200 %E Bk X B
FEH SR . B prescan() ) EAKSEIAIS @1 F s .

private void prescan(String filePath, boolean prescanFiles) throws RemoteException {
Cursor ¢ = null;
String where = null;
String[] selectionArgs = null;
/ImPlayLists RENBIBEFRINES
if (mPlayLists == null) {
mPlayLists = new ArrayList<FileEntry>();
}else {
mPlayLists.clear();

}

if (filePath != null) {
NRB—ANXHEIS
where = MediaStore.Files.FileColumns._ID + ">?" +

" AND " + Files.FileColumns.DATA + "=?";

selectionArgs = new String[] { "", filePath };

}else {
where = MediaStore.Files.FileColumns._ID + ">?";
selectionArgs = new String[] { " };

}

IERREETMER Y, MRAIFZEMRRCH, WREEEEIMUPRX A SCHRIHLES
IR E R G AR MR EMARRETRNZAIRE

Uri.Builder builder = mFilesUri.buildUpon();
builder.appendQueryParameter(MediaStore. PARAM_DELETE_DATA, "false");
MediaBulkDeleter deleter = new MediaBulkDeleter(mMediaProvider, builder.build());

IRBEARRBERICHTIFR
try {
if (prescanFiles) {
& Fe NS FRIERIIM A L
B AT EFFEMBR A FESCHFROES, B AZE /) b2 it SCER 2048 B i L8R o 3 i) R
long lastld = Long.MIN_VALUE;
Uri limitUri = mFilesUri.buildUpon().appendQueryParameter("limit", "1000").build();
mWasEmptyPriorToScan = true;

while (true) {
selectionArgs[0] = "™ + lastld;
if (¢ != null) {
c.close();
¢ = null;
}
¢ = mMediaProvider.query(limitUri, FILES_PRESCAN_PROJECTION,
where, selectionArgs, MediaStore.Files.FileColumns._ID, null);
if (c == null) {
break;

¥.
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int num = c.getCount();

if (num == 0) {
break;
}
mWasEmptyPriorToScan = false;
while (c.moveToNext()) {
long rowld = c.getLong(FILES_PRESCAN_ID_COLUMN_INDEX);
String path = c.getString(FILES_PRESCAN_PATH_COLUMN_INDEX);
int format = c.getint(FILES_PRESCAN_FORMAT_COLUMN_INDEX);
long lastModified = c.getLong(FILES_PRESCAN_DATE_MODIFIED_COLUMN _INDEX);
lastld = rowld;
if (path != null && path.startsWith("/")) {
boolean exists = false;
try {
exists = Libcore.os.access(path, libcore.io.OsConstants.F_OK);
} catch (ErrnoException e1) {
}
if (lexists && !MtpConstants.isAbstractObject(format)) {
MediaFile.MediaFileType mediaFileType = MediaFile.getFileType(path);
int fileType = (mediaFileType == null ? 0 : mediaFileType.fileType);

if (MediaFile.isPlayListFileType(fileType)) {
deleter.delete(rowid);
if (path.toLowerCase(Locale.US).endsWith("/.nomedia")) {
deleter.flush();
String parent = new File(path).getParent();
mMediaProvider.call(MediaStore.UNHIDE_CALL, parent, null);

}

}
finally {
if (¢ 1= null) {
c.close();

}
deleter.flush();

}
IFt B ERMIRE R

mOriginalCount = 0;
¢ = mMediaProvider.query(mimagesUri, ID_PROJECTION, null, null, null, null);

if (¢ != null) {
mOriginalCount = c.getCount();
c.close();

}

G,



(4) MBEAEAET SD £ CHEE
7E 304 MediaScanner.java F1, &% postscan() I Zh e MIBRAFAAET SD RIS ER, HAASL

BUARHS 40 R s o

private void postscan(String[] directories) throws RemoteException {

1170 % 53R 5 RE B B X B A SR ST
if (mProcessPlaylists) {
processPlayLists();

}

if (mOriginalCount == 0 && mimagesUri.equals(Images.Media.getContentUri("external")))
pruneDeadThumbnailFiles();

/53 GC F2
mPlayLists = null;
mMediaProvider = null;

(5) processDirectory
1E 34 MediaScanner.java 1, A3l 757 processDirectory() M Bl 244 1] INT, BEARSZIIACHS 4N T B

static void android_media_MediaScanner_processDirectory(JNIEnv *env, jobject thiz, jstring path, jstring
extensions, jobject client)
{  //3XBX MediaScanner
MediaScanner *mp = (MediaScanner *)env->GetlintField(thiz, fields.context);
IBEFE, HivHEE
if (path == NULL) {
jniThrowException(env, "java/lang/lllegalArgumentException”, NULL);
return;
}
if (extensions == NULL) {
jniThrowException(env, "java/lang/lllegalArgumentException”, NULL);
return;

}

const char *pathStr = env->GetStringUTFChars(path, NULL);

if (pathStr == NULL) {
jniThrowException(env, "java/lang/RuntimeException", "Out of memory");
return;

}

const char *extensionsStr = env->GetStringUTFChars(extensions, NULL);

if (extensionsStr == NULL) {
env->ReleaseStringUTFChars(path, pathStr);
jniThrowException(env, "java/lang/RuntimeException”, "Out of memory");
return;

}

113484 client SE61

MyMediaScannerClient myClient(env, client);
/lmp @M processDirectory()
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mp->processDirectory(pathStr, extensionsStr, myClient, ExceptionCheck, env);
llgc

env->ReleaseStringUTFChars(path, pathStr);
env->ReleaseStringUTFChars(extensions, extensionsStr);

}

(6) FAHiR%L scanFile()
R 3 scanFile() ) Th B2 1 FH BB 8 doScanFile()Xt 8 % I SCA#H T, BRI TR,

public void scanFile(String path, long lastModified, long fileSize,
boolean isDirectory, boolean noMedia) {
115X =3 B 2 A 55 Y (218 R 3
/I Log.v(TAG, "scanFile: "+path);
doScanFile(path, null, lastModified, fileSize, isDirectory, false, noMedia);

}

(7) RHE AL

£ Android 5.0 ', AT AbH Java SLEBL 7 vk A C/CHSEBL A PAH 6 Java 578, INTRFEHR
ft 7 —EREAEYH REE, UEITHTRE. ks REER. #lin, £ jnih e T
FEMFERE, BEARBI TR,

1 55

jint (*Throw)(JNIEnv*, jthrowable);
IR E

jint (*ThrowNew)(JNIEnv *, jclass, const char *);
IIREFE

jthrowable (*ExceptionOccurred)(JNIEnv*);

void (*ExceptionDescribe)(JNIEnv*);

IBRRE

void (*ExceptionClear)(JNIEnv*);

void (*FatalError)(JNIEnv*, const char*);

B, & Camera A B T % AL, #E3C14 android_hardware_Camera.cpp 03 & T 7%
BlE, BAAAIESEHII T B,

void JNICameraContext::copyAndPost(JNIEnv* env, const sp<IMemory>& dataPtr, int msgType)
{

if (obj == NULL) {

LOGE("Couldn't allocate byte array for JPEG data");
env->ExceptionClear();

}else {
env->SetByteArrayRegion(obj, 0, size, data);

}

}else {
LOGE("image heap is NULL");
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53014 android_hardware Camera.cpp ', B} android_hardware Camera_startPreview ()[R F s H Z
T RE LS, BT R

static void android_hardware_Camera_startPreview(JNIEnv *env, jobject thiz)

{
LOGV("startPreview");
sp<Camera> camera = get_native_camera(env, thiz, NULL);
if (camera == 0) return;
if (camera->startPreview() '= NO_ERROR) {
jniThrowRuntimeException(env, "startPreview failed");
return;
}
}

1E FiR/CH%, android hardware Camera_startPreview() WIS &I startPreview()BRFUR [FI4E 1R,
LY R EIHIRE. XBEKFES Java R R EVUEIRAALL, 5235 0T LA B A R

222 St INI =

T Android N EIZEE R LA Java 51, 24X Java 4% N Dex BLf¥] Bytecode (frichY,
Re— A BT ENL B RS, @B, mALERIHEYSEE AR 5, YA
Bl Dalvik BERINLRIAT L. BHIWHILE Android R HE T — MREENAG, 3 HERST Java
Kt FEd, R Java BFEES C AMEEN, VMBS C A4, SR/F1E Java 18k HUF) HbE A
3 C AR E. W, VM BEERRAME, ik Java 5 C AAFREEITARAER INT LA B0

N ) Java KRTEBRMLEBATH, 1 C HAATE Android BIIWL LT . R Java FEFFER
Android FERIHLEAN (Load) Friaeft) C 4, v LAME AW M4 L IiX—IhRg.

System.loadLibrary(*.so B4R &);

filtn, 7E Android 5.0 FAHEZEH, UM MediaPlayer.java £ 3 7 W0 F 64«

public class MediaPlayer{
static {
System.loadLibrary("media_jni");

}
}

iXBEK Android BERIHLZ# A Android f/system/lib/libmedia jni.so E. # A*.s0 J&, Java F5*so
PE R RIC A R — AT .

1E INI J2+, MediaScanner FIX} 3 342 /frameworks/base/media/jni/android_media MediaScanner.cpp-

T HEPHKELNUH# MediaScanner 54t INI 2 fIBEA 5D .

(1) ¥R AER] Java SR

{E3C 44 android_media_MediaScanner.cpp *', EA#{ android media MediaScanner native init()f¥Z}j&E
F¥4 Native X R R4 RAFE] Java X} 5 H . B3 android media MediaScanner native init()f¢] B & SZIR
ARSI TR
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static const char* const kClassMediaScanner =
"android/media/MediaScanner”;

[*native_init()ER 2 HY JNI ESLEIY
static void android_media_MediaScanner_native_init(JNIEnv *env)

{
ALOGV("native_init");
jclass clazz = env->FindClass(kClassMediaScanner);
if (clazz == NULL) {
return;

}

fields.context = env->GetFieldlD(clazz, "mNativeContext", "I");
if (fields.context == NULL) {
return;

}
}

(2) fiJ# Native J= ] MediaScanner %} %
fE 4 android_media MediaScanner.cpp ', Bf%{ android media MediaScanner native setup()f{Z}j
fie B —/ Native Z ] MediaScanner X} %, {H & I o 204 F ) &2 Opencore $#2{£f¥) PVMediaScanner.
PR % android media_MediaScanner native setup()f) B A&SCERES W1 R Fros.

static void android_media_MediaScanner_native_setup(JNIEnv *env, jobject thiz)

{
ALOGV("native_setup");

MediaScanner *mp = new StagefrightMediaScanner;

if (mp == NULL) {
jniThrowException(env, kRunTimeException, "Out of memory");
return;

}
env->SetintField(thiz, fields.context, (int)mp);

}
2.2.3 %4 Native (AKith) B

TEILSEN A A, Java ] Native BRE(S INI BREGR ——XTRIFIX R, 7E Android 5.0 1, i/ JNI
NativeMethod [RIZEHIARKICKIX MR N R . K VEA 53 HT Mediascanner & 4t H ] Native JZ I SZEL
TR

(1) M INT R %

f£ Android RGiH, fEH 7 —Fh “HrE” KI5 XK@ CH Native %, X 54£45% X Java INI ()
T AR . HrP IR E R X R TE Android FEH T —F Java A1 C BB K24, G
iR 7 RBHISEAIREME. XAEEH KRR ININativeMethod, B A& L F s

typedef struct {
const char* name; [*Java FERE AR T
const char* signature; MR T BE S BFLRE{EY

®



#$2%

void* fnPtr; FeEEEEST, 18ME C REY
} JNINativeMethod;

£ RIS, HEECIEBNRE S5, filw:

"Ov*

"(mnv"

"(Ljava/lang/String;Ljava/lang/String;)V"

Lfr X 55 R 5B SRR —— X R, BARBEIATE Fs .

M OPHFRRASH, FEmrNARERREE. i, "OV"#ESR void Func();.
(INV %7K~ void Func(int, int);.

BARM G — A FRFRIR R R ANFE 2-1 Fis.

F2-1 FAMEXFE

F O# Java & C%a
\% void void
Z jboolean boolean
I jint int
J jlong long
D jdouble double
F jfloat float
B jbyte byte
(& jchar char
S jshort short

TIEAR L “[” TFeh, RPADFREoR, fla “[” “[F” “[B” 5%, AARMNNXRTSH
2475,

A REEARA, WR Java RS EE class, ML L FFk, LA “” &2, E#s2H
“I” BRI R R . THXRLK C KB S H A jobject. —MEiISM 2 String 2, HXTRHIZER
jstring, Bf:

Ljava/lang/String #1f¥] String jstring.

Ljava/net/Socket H[f] Socket jobject.

WiR Java BB T — MR, W “$” fERKAMPSRRRT. Fl:

(Ljava/lang/String$Landroid/os/FileUtils$FileStatus;)
& X FE1FE M ININativeMethod #5040, X B ) SEERARAS 41 F Bz

/*7& X—*" JNINativeMethod ¥i48*/
static JNINativeMethod gMethods[] = {

{
"processDirectory”,
"(Ljava/lang/String;Landroid/media/MediaScannerClient;)V",
(void *)android_media_MediaScanner_processDirectory

h
{



"processkFile",
"(Ljava/lang/String;Ljava/lang/String;Landroid/media/MediaScannerClient;)V",
(void *)android_media_MediaScanner_processFile

}l
{
"setLocale",
"(Ljava/lang/String;)V",
(void *)android_media_MediaScanner_setLocale
}7
{
"extractAlbumArt",
"(Ljavalio/FileDescriptor;)[B",
(void *)android_media_MediaScanner_extractAlbumArt
b
{
"native_init",
"()V"l
(void *)android_media_MediaScanner_native_init
h
{
"native_setup”,
"Ov",
(void *)android_media_MediaScanner_native_setup
h
{
"native_finalize",
"Ov",
(void *)android_media_MediaScanner_native_finalize
}l

b
[*EM ININativeMethod #i4H*/
int register_android_media_MediaScanner(JNIEnv *env)

{

return AndroidRuntime::registerNativeMethods(env,
kClassMediaScanner, gMethods, NELEM(gMethods));

}
(2) SEBEM TAE
SE SO M B4 ININativeMethod )5, #5 W 2 £ XL AndroidRuntime.cpp H i Fi % %
registerNativeMethods()>k 5e il i FH T4, R ARSCIARRS A T B .

int AndroidRuntime::registerNativeMethods(JNIEnv* env,
const char* className, const JNINativeMethod* gMethods, int numMethods)

{

return jniRegisterNativeMethods(env, className, gMethods, numMethods);

}

@



£ ERfASd, ¥ jniRegisterNativeMethods()7E (4 INIHelp.cpp H S8, iXJ& Android N7 {8
INI & TR G — N Bh ek 5, BARSEEARS I P

extern "C" int jniRegisterNativeMethods(C_JNIEnv* env, const char* className,
const JNINativeMethod* gMethods, int numMethods)
{

JNIEnv* e = reinterpret_cast<JNIEnv*>(env);

ALOGV("Registering %s natives", className);

scoped_local_ref<jclass> c(env, findClass(env, className));

if (c.get() == NULL) {
ALOGE("Native registration unable to find class '%s', aborting", className);
abort();

}

if ((*env)->RegisterNatives(e, c.get(), gMethods, numMethods) < 0) {
ALOGE("RegisterNatives failed for '%s', aborting", className);
abort();

}

return 0;

}

Bt EIARAAS AT LU T f# R Y registerNativeMethods(O)fI/EH . N E 1 Java 265 %3 Android &
ML B A bR B, XA ok AR 8 Android REFUAL 2 T4 * so B 2 SO A HE R B R
TEESEMBEZ IR, WFBEGREIR R, XSS BBErmE. i, A4FRANRTLLET
] Android ML B IC AN K $ . BIi0, 7 Android [f)/system/lib/libmedia jni.so #4ZH FIACHD Hr B i
THTR:

#define LOG_TAG "MediaPlayer-JNI"
static JNINativeMethod gMethods[] = {
{"setDataSource", "(Ljava/lang/String;)V",
(void *)android_media_MediaPlayer_setDataSource},
{"setDataSource", "(Ljavalio/FileDescriptor;JJ)V",
(void *)android_media_MediaPlayer_setDataSourceFD},

{"prepare", "()V", (void *)android_media_MediaPlayer_prepare},

{"prepareAsync”, "()V", (void *)android_media_MediaPlayer_prepareAsync},
{"_start", "()V", (void *)android_media_MediaPlayer_start},

{"_stop", "()V", (void *)android_media_MediaPlayer_stop},

{"getVideoWidth", "()I", (void *)android_media_MediaPlayer_getVideoWidth},
{"getVideoHeight", "()I", (void *)android_media_MediaPlayer_getVideoHeight},
{"seekTo", "(1)V", (void *)android_media_MediaPlayer_seekTo},

{"_pause”, "()V", (void *)android_media_MediaPlayer_pause},

{"isPlaying", "()Z", (void *)android_media_MediaPlayer_isPlaying},
{"getCurrentPosition", "()I", (void *)android_media_MediaPlayer_getCurrentPosition},
{"getDuration", "()I", (void *)android_media_MediaPlayer_getDuration},

{"_release", "()V", (void *)android_media- MediaPlayer_release},

{"_reset", "()V", (void *)android_media_MediaPlayer_reset},
{"setAudioStreamType","(I)V", (void *)android_media_MediaPlayer_setAudioStreamType},
{"setLooping", "(Z)V", (void *)android_media_MediaPlayer_setlooping},
{"setVolume", "(FF)V", (void *)android_media_MediaPlayer_setVolume},

4\42
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{"getFrameAt", "(I)Landroid/graphics/Bitmap;",
(void *)android_media_MediaPlayer_getFrameAt},
{"native_setup”, "(Ljava/lang/Object;)V",
(void *)android_media_MediaPlayer_native_setup},
{"native_finalize", "()V", (void *)android_media_MediaPlayer_native_finalize},

¥
static int register_android_media_MediaPlayer(JNIEnv *env){
return AndroidRuntime::registerNativeMethods(env,
"android/media/MediaPlayer", gMethods, NELEM(gMethods));

}
jint JNI_OnLoad(JavaVM* vm, void* reserved){

if (register_android_media_MediaPlayer(env) < 0) {
LOGE("ERROR: MediaPlayer native registration failed\n");
goto bail;

}

iXH24 Android FEFUALEA libmedia jniso #4550, AN EK%L INI_OnLoad(), #AJ5 JNI_OnLoad()
WFNY PR3 register_android media_MediaPlayer(). JHI, AP K% AndroidRuntime::registerNativeMethods(),
Ff17] Android FEHIHL (BJ AndroidRuntime) Fic#(4l gMethods[]R A& AT & HIAM K E . HLAT K, &
# registerNativeMethods() -2 & 41 F AN IhAE

M AR B R

Al DAEPAT IR AT Hhde . [RIDN gMethods[]/2& —™ “<fHK, 5> #NHIXT R, FrLAfE

PATFEFFHS, AT PUEE 2 IR FEY BF 3 registerNativeMethods() i) 77 2K B He A h B B 78 41
(3) LIS

4 Java JZi@id System.loadLibrary JI#5E INL 325 5, 2R RS INI_OnLoad(), i i F SC#F

android media_MediaPlayer.cpp " A% INI_OnLoad()>K 5 s ASTEM T4, BEARSEIARE T Fx.

jint JNI_OnLoad(JavaVM* vm, void* reserved)

{
JNIEnv* env = NULL;

jint result = -1;

if (vm->GetEnv((void**) &env, JNI_VERSION_1_4) != JNI_OK) {
ALOGE("ERROR: GetEnv failed\n");
goto bail;

}
assert(env != NULL);

if (register_android_media_MediaScanner(env) < 0) {
ALOGE("ERROR: MediaScanner native registration failed\n");
goto bail;

}

FETh, MLEEBMAIRRAS

result = JNI_VERSION_1_4;
bail:

return result;

}

@,



16 FiRAREGH, % INT OnLoad()2: [El4% INI_VERSION 1 4 [J{fi4; Android M2 ##L, IX#f Android
FERHLEESE ARG P INT (ARCAS . thah, B T — SR E CRTnenEfTA R E0 , il
NTHIHE 2

if (register_android_media_MediaPlayer(env) < 0) {

LOGE("ERROR: MediaPlayer native registration failed\n");

goto bail;
}

IXRE U A AR AL ) BN A HL BB # (Native Function) &2 %] Android ERIALF, LMEREIR)G
e Y A b R B PR

B3 JNI_OnUnload()55 JNI_OnLoad()f&AHXT [ . FEFRA C LR 22 L BN JNI_OnLoad()#E4T
4N RIPIEIE . 24 Android RERIWLREBGZ C 4L4FRS, JU£ENY INI_ OnUnload() i K 47 35 5 15
BEahfE. 24 VM IR NI OnLoad()8( JNI_Unload() BRI, #B<Kf Android M IHLIIFE% (Pointer) &
B EAl, HAESEW TR,

jint JNI_OnLoad(JavaVM* vm, void* reserved) {}
jint JNI_OnUnload(JavaVM* vm, void* reserved){}

£ INI_OnLoad()BRi %, it Android EEHIWNLHIFEFREAR INIEny HIFEHR, FEFN env $RAFEEH,
R RHE 2 R

jint JNI_OnLoad(JavaVM* vm, void* reserved){
JNIEnv* env = NULL;
jint result = -1;
if (vm->GetEnv((void**) &env, JNI_VERSION_1_4) != JNI_OK) {
LOGE("ERROR: GetEnv failed\n");
goto bail;

}
}

K25 Android HESUMWLIEHR R LHATH (Multi-threading) HIBATHEE . 48— NUATEELEREN INT
OnLoad(if, f£iEREREK INIEny 8 EAEAFK . N T REXFMERITERTE, C HHHRELE
BEE AR BN, IS B INIEnv $8FRE A [F] 0 8 e AT 48 O BERH R ) R, A B {R T 'S (K 4 1
PRHRE 2 A HUTE Android BRI HAT o FETIXAMRE, FERFRY C 441K ek B 2245 INIEnv fRAR{E4%
B, XM SEIARRS a0 TR .

jint JNI_OnLoad(JavaVM* vm, void* reserved)

{
JNIEnv* env = NULL;

if (register_android_media_MediaPlayer(env) < 0) {
}
}

IXFE4 INI_OnLoad()"F MY p% 44 register android media MediaPlayer(env)itt, B env FEhn{l 458t
Fio IXFERRHL register_android media MediaPlayer()h 85 F iZ AR IR EDR X AR F 34T, DB R %

R 1] L
)l



\2 R Android & &%

#ln, 7E register android media MediaPlayer()eR %+ 0] L4 5 W1 FHE 4.

if (*env)->MonitorEnter(env, obj) != JNI_OK) {

}

e ] LA 2 A LA PAT R P BN, BB, W BAT R Z 4 R AT,
FHWAURE W RS-

if ((*env)->MonitorExit(env, obj) = JNI_OK) {

}

X R A F & R I HAT IEFE I AT, IR, HITHE LRI T,
(4) WHEBESH
{E L frameworks/base/media/libmedia/MediaScanner.cpp H', Bi# processDirectory() ) Th B8 2 i
doProcessDirectory)Ab #1258 . HSH @extensions T REBEEZNT EL, Y BLZER “,” 4
FaFF. PREL processDirectory() ] EARSLEACHS 40 R FizR o

status_t MediaScanner::processDirectory(
const char *path, const char *extensions,
MediaScannerClient &client,
ExceptionCheck exceptionCheck, void *exceptionEnv) {
int pathLength = strlen(path);
if (pathLength >= PATH_MAX) {
return UNKNOWN_ERROR;
}
char* pathBuffer = (char *)malloc(PATH_MAX + 1);
if (IpathBuffer) {
return UNKNOWN_ERROR;

}

int pathRemaining = PATH_MAX - pathLength;

strepy(pathBuffer, path);

if (pathLength > 0 && pathBuffer[pathLength - 1] != /") {
pathBuffer[pathLength] = '/';
pathBuffer[pathLength + 1] = 0;
--pathRemaining;

}

client.setLocale(locale());
status_t result =
doProcessDirectory(
pathBuffer, pathRemaining, extensions, client,
exceptionCheck, exceptionEnv);

free(pathBuffer);

return result;



(5) F#EF

MY B FAS SO SR, 21 BB scanFileORFEIHREIX AN SCAF . AL scanFile() ) E A S I

ARG R s o

virtual bool scanFile(const char* path, long long lastModified, long long fileSize)
{
jstring pathStr;
if ((pathStr = mEnv->NewStringUTF(path)) == NULL) return false;
/IR Java B mClient Y scanFile()/53%

mEnv->CallVoidMethod(mClient, mScanFileMethodID, pathStr, lastModified, fileSize);

mEnv->DeleteLocalRef(pathStr);
return ('mEnv->ExceptionCheck());

}
(6) %N TAG 5 R

£ 3C 4 /frameworks/av/media/libmedia/MediaScannerClient.cpp ', i# i PR % addStringTag()# Il TAG
{58 . XA MediaScannerClient #&7E opencore ()34 MediaScanner.cpp 1 SEELA, 1344 android
media_MediaScanner.cpp H ff] MyMediaScannerClient & M MediaScannerClient JR 4= 1] . B #{ addString Tag()

A RARSEBARRS QT B

status_t MediaScannerClient::addStringTag(const char* name, const char* value)

{

if (mLocaleEncoding = kEncodingNone) {

IHEGFEPRAREER ASCI E5FE
/1B RAENFE handlestringtag £/ UTF8 BHiE{tE
bool nonAscii = false;
const char* chp = value;
char ch;
while ((ch = *chp++)) {
if (ch & 0x80) {
nonAscii = true;
break;

}

}
/318 name #1 value HI4RFI 2R 2 ASCII 8, FEM4R%EZ] mNames 1 mValues #
mNames->push_back(name);
mValues->push_back(value);
return OK;

}
AR R 1B

}
IR F RS2 ASCII 55, N3E M &% handleStringTag()
return handleStringTag(name, value);

}
(7) INI HHIFAREA &

{E Android HIFTA B INTZEIAIS S, 2FBRL RBCPEH INIEnv R RIS %, i, X

_—fi



{4:/frameworks/base/core/jni/android_hardware Camera.c H [ a1 FXiS.

static void android_hardware _Camera_startPreview(JNIEnv *env, jobject thiz)

{
LOGV("startPreview");
sp<Camera> camera = get_native_camera(env, thiz, NULL);
if (camera == 0) return;
if (camera->startPreview() I= NO_ERROR) {
jniThrowRuntimeException(env, "startPreview failed");
return;
}
}

£ Bk, HB—ZH08 INIEnv *Env, AR INIEnv *HAUE—/Mg1E) INT SRR,
INIEnv *RBUFEAF Jnih 5 S, FESRE A E 7 —2 INT o F 20 R o — 24 s B et
C/CAIE & i 3 26 o Hdi5 $1 R 8AF Java BREH . INIEnv S5 MJ4KAE SCAF jnich HE X, BARSEOiARES an
THIR.

struct _JNIEnv {

jint GetVersion()
{ return functions->GetVersion(this); }

jclass FindClass(const char* name)
{ return functions->FindClass(this, name); }

void CallVoidMethodA(jobject obj, jmethodID methodID, jvalue* args)
{ functions->CallVoidMethodA(this, obj, methodID, args); }

jmethodID GetStaticMethodID(jclass clazz, const char* name, const char* sig)
{ return functions->GetStaticMethodID(this, clazz, name, sig); }

}
i EIRAR AT UK, IR INIEn 4841, A G886 —L% INT B B5rh 1 7 ik

2.3 4# Camera & %t NI
AFH A Camera RZEH T HAEAE N Z M, 76 Android JEESHHEAH4AT INT LI AT Java A
CICHEITTHE, TINT Tava JE8 R AT SE BT W Dl ) LA AR
2.3.1 Java BEfmiEO

AN VEG A48 Camera BERH TUNE THEER Java |2 (K SO, DA S H A 6 s S0 K ShEEVE
Camera H1[f] Java JZAISE Camera.java SCAFH 828, FLVEGH K% 1% A/Package/apps/camera/src/com/android/

@#



camera/Camera.java.
7530 Camera.java T S T BUKIAI K IR B 3 startPreview()F stopPreview(), X /& EIRHMAIA I
Bi¥. 7630k Camerajava ', B3 startPreview()fl stopPreview() i B AR SLHARKS 1 T B s

IIFFEETRE
private void startPreview() {
if (mPausing || isFinishing()) return;
mFocusManager.resetTouchFocus();
mCameraDevice.setErrorCallback(mErrorCallback);
/I If we're previewing already, stop the preview first (this will blank the screen)
if (mCameraState = PREVIEW_STOPPED) stopPreview();
setPreviewDisplay(mSurfaceHolder);
setDisplayOrientation();
if (ImSnapshotOnldle) {
if (Parameters.FOCUS_MODE_CONTINUOUS_PICTURE.equals(mFocusManager.getFocusMode()))

mCameraDevice.cancelAutoFocus();

}

mFocusManager.setAeAwbLock(false);
}
/&% Camera &%
setCameraParameters(UPDATE_PARAM_ALL);
if (mCameraPreviewThread != null) {
synchronized (mCameraPreviewThread) {
mCameraPreviewThread.notify();

}
}
try {
Log.v(TAG, "startPreview");
IFBERRE R Camera 3 SCINTR YA ThgE
mCameraDevice.startPreview();
} catch (Throwable ex) {
closeCamera();
throw new RuntimeException("startPreview failed", ex);
}
mZoomState = ZOOM_STOPPED;
setCameraState(IDLE);
mFocusManager.onPreviewStarted();
if (mSnapshotOnldie) {
mHandler.post(mDoSnapRunnable);

}

}
IMEIETRSE
private void stopPreview() {
/I$|8F Camera BIHR7S
if (mCameraDevice != null && mCameraState != PREVIEW_STOPPED) {
Log.v(TAG, "stopPreview");
mCameraDevice.cancelAutoFocus();
mCameraDevice.stopPreview();



Android & %

mFaceDetectionStarted = false;

}

/& & Camera BPRAS
setCameraState(PREVIEW_STOPPED);
mFocusManager.onPreviewStopped();

}

FIRRIGBEIR T Java ZHIREINREE, {E Android MHEZEZ33E T Camera MIHESL/Z S Camera, I
K HARER 124 frameworks/base/code/java/android/hardware/Camera.java.
#£2& Camera 175 B T 1R £ native [f17772%, B startPreview()- stopPreview(), HAKR AT .

public native final void startPreview();
public native final void stopPreview();

3R 75 B ) pR B native 2 ELEE M 2 INT H, 285 1A F C/C++Z 1 startPreview() Al stopPreview()BRi % .
7E ¥ android hardware Camera.cpp " SCEU7EM Camera T %5 BREUKI ThE, bSO ) BAR SO #6845

A frameworks/base/core/jni/android_hardware Camera.cpp.

2.3.2 GEMFASEE) INI R

ANTIVEMAN A% Camera BURAGHUEDIREVEM 2] INI REHT7. £ android_hardware
Camera.cpp H ¥ Camera $ 3 H [ BT 2 11 R 2073 M1 1) INT R B2, SCM4 android_hardware Camera.cpp
o B MRS I R .

NF#NEE4E INI FFE) Java R FFFM Camera FHRAT NI R E
int register_android_hardware_Camera(JNIEnv *env)
{
field fields_to_find[] = {
{ "android/hardware/Camera", "mNativeContext", "I", &fields.context },
{ "android/view/Surface", ANDROID_VIEW_SURFACE_JNI_ID,
"|",&fields.surface },
{ "android/graphics/SurfaceTexture",
ANDROID_GRAPHICS_SURFACETEXTURE_JNI_ID, "I", &fields.surfaceTexture },
{ "android/hardware/Camera$Cameralnfo”, "facing", "I",
&fields.facing },
{ "android/hardware/Camera$Cameralnfo”, "orientation", "I",
&fields.orientation },
{ "android/hardware/Camera$Face", "rect", "Landroid/graphics/Rect;",
&fields.face_rect },
{ "android/hardware/Camera$Face", "score", "I", &fields.face_score },
{ "android/graphics/Rect", "left", "I", &fields.rect_left },
{ "android/graphics/Rect", "top", "I", &fields.rect_top },
{ "android/graphics/Rect", "right", "I", &fields.rect_right },
{ "android/graphics/Rect", "bottom", "I", &fields.rect_bottom },
h
if (find_fields(env, fields_to_find, NELEM(fields_to_find)) < 0)
return -1;
jclass clazz = env->FindClass("android/hardware/Camera");

@,



fields.post_event = env->GetStaticMethodlD(clazz, "postEventFromNative”,
"(Ljava/lang/Object;llILjava/lang/Object;)V");
if (fields.post_event == NULL) {
LOGE("Can't find android/hardware/Camera.postEventFromNative");
return -1;
}
clazz = env->FindClass("android/graphics/Rect");
fields.rect_constructor = env->GetMethodID(clazz, "<init>", "()V");
if (fields.rect_constructor == NULL) {
LOGE("Can't find android/graphics/Rect.Rect()");
return -1;
}
clazz = env->FindClass("android/hardware/Camera$Face");
fields.face_constructor = env->GetMethodID(clazz, "<init>", "()V");
if (fields.face_constructor == NULL) {
LOGE("Can't find android/hardware/Camera$Face.Face()");
return -1;

}

/I Register native functions
IGERE O R EZ INI
return AndroidRuntime::registerNativeMethods(env, "android/hardware/Camera",
camMethods, NELEM(camMethods));

£ ERAASH, PR%L register android hardware Camera()fK) hfEZHI4E4E Java ) Camera FHIEHIK,
HH ¥R O R EeE M 2] INT A, 7634 android hardware Camera.cpp 7, Camera Ff]BR BUBUN 2 40 F Frs .

static JNINativeMethod camMethods][] = {
{ "getNumberOfCameras",
"0r,
(void *)android_hardware_Camera_getNumberOfCameras },
{ "getCamerainfo",
"(ILandroid/hardware/Camera$Cameralnfo;)V",
(void*)android_hardware_Camera_getCameralnfo },
{ "native_setup",
"(Ljava/lang/Object;)V",
(void*)android_hardware_Camera_native_setup },
{ "native_release",
"OV",
(void*)android_hardware_Camera_release },
{ "setPreviewDisplay",
"(Landroid/view/Surface;)V",
(void *)android_hardware_Camera_setPreviewDisplay },
{ "setPreviewTexture",
"(Landroid/graphics/SurfaceTexture;)V",
(void *)android_hardware_Camera_setPreviewTexture },
IIFFEETRSE
{ "startPreview",
oV,
(void *)android_hardware_Camera_startPreview },
IMEIETRYE



{"_stopPreview",

"oV,

(void *)android_hardware_Camera_stopPreview },
{ "previewEnabled",

"0Z",

(void *)android_hardware_Camera_previewEnabled },
{ "setHasPreviewCallback",

"(ZZ)v",

(void *)android_hardware_Camera_setHasPreviewCallback },
{"_addCallbackBuffer",

"(BHV",

(void *)android_hardware_Camera_addCallbackBuffer },
{ "native_autoFocus",

"oV,

(void *)android_hardware_Camera_autoFocus },
{ "native_cancelAutoFocus",

%

(void *)android_hardware_Camera_cancelAutoFocus },
{ "native_takePicture",

"(v",

(void *)android_hardware_Camera_takePicture },
{ "native_setParameters",

"(Ljaval/lang/String;)V",

(void *)android_hardware_Camera_setParameters },
{ "native_getParameters",

"()Ljava/lang/String;",

(void *)android_hardware_Camera_getParameters },
{ "reconnect",

"0V,

(void*)android_hardware_Camera_reconnect },
{ "lock”,

"OV",

(void*)android_hardware_Camera_lock },
{ "unlock”,

"0V,

(void*)android_hardware_Camera_unlock },
{ "startSmoothZoom",

"(nv",

(void *)android_hardware_Camera_startSmoothZoom },
{ "stopSmoothZoom",

"Ov*,

(void *)android_hardware_Camera_stopSmoothZoom },
{ "setDisplayOrientation",

(V™

(void *)android_hardware_Camera_setDisplayOrientation },
{"_startFaceDetection",

(v,

(void *)android_hardware_Camera_startFaceDetection },
{"_stopFaceDetection",



"Ov",
(void *)android_hardware_Camera_stopFaceDetection},

¥

4E RSP LER], A 7TXREBEGTR, W Camera [ Java E8: 7] LA R C/CHER
BORE, C/ICHERTEREFRE %~ android hardware Camera_startPreview(). android hardware
Camera_stopPreview(), 1X 4™ bk 302> 3 17 f FH 2| C/C++ 2 )R #, 4630 android_hardware Camera.cpp
H, AR T PR

static void android_hardware_Camera_startPreview(JNIEnv *env, jobject thiz)
{
ALOGV("startPreview");
/I3%18 C/C++ 2/ Camera 5§t
sp<Camera> camera = get_native_camera(env, thiz, NULL);
if (camera == 0) return;
/R CIC++EH startPreview()
if (camera->startPreview() I= NO_ERROR) {
jniThrowRuntimeException(env, "startPreview failed");
return;

}
}
static void android_hardware_Camera_stopPreview(JNIEnv *env, jobject thiz)
{

ALOGV("stopPreview");

/1345 C/C++E/) Camera &%t

sp<Camera> c = get_native_camera(env, thiz, NULL);

if (c == 0) return;

/R CIC++[Z#) stopPreview()

c->stopPreview();

}
2.3.3 C/IC++EHmi R

Camera B [¥) C/C++/2 X #42 /frameworks/av/camera/Camera.cpp, B A& SCEUACHS &0 F s .

IIFFRETRE

status_t Camera::startPreview()

{
ALOGV("startPreview");
sp <ICamera> ¢ = mCamera;
if (c == 0) return NO_INIT;
IFERE A so EERY startPreview()
return c->startPreview();

}
IMEIETRE
void Camera::stopPreview()
{
ALOGV("stopPreview");
sp <ICamera> ¢ = mCamera;



B Android & g

if (c == 0) return;

/AR HE Atk so EERY stopPreview()

c->stopPreview();

}

it FIRACRS R I, X Camera.cpp FIZHAEZ SEI Camera B H ) C/CHE, RIGHSHHE
HRJES 2 B TN ) S AR

2.4 Java 5 INI A RSB LA 4448

fE Android 5.0 F, Java 5 INI ZEAFIRRR RS B WK 2-2 Fron.

®2-2 BEFREABNFHRIR

Java Native 268 i C e/ = ¥
boolean jboolean s 8 fir
byte jbyte Pl 8 L
char jchar TS 16 L
short jshort HRFS 16 fif
int jint ik 32 41
long jlong popias 64 1
float jfloat s 32 fir
double jdouble HEE5 64 i

AR BLR R AR 2-3 B
*®2-3 BARBEEBHNEXR
¥ L& Java FH C %A
[I jintArray int[]
[F jfloatArray float[]
[B jbyteArray byte[]
[C jshortArray short[]
[D jdoubleArray doublef]
[J jlongArray long[]
[S jshortArray short[]
[Z jbooleanArray boolean[]
X GEHE KB IS RLK R AN 2-4 i
F 24 MNRPBEABHOMEXFR
o % Java $H! C %8
Ljava/lang/String String jstring
Ljava/net/Socket Socket jobject

5| F B R o R Il 2-5 Fias.




o8

jobject (all objects)
''''' jelass (java.lang.Class instances)
-~ jstring (java.lang.String mstances;
jarray (arrays)
L jobjectArray (Object[]}
jbooleanArray (boolean(]i
jbyteArray ibyte[])
jcharArray (char[])
jshortArray {short[])
L JjintArray tint(]}
I ilongArray (lonall)
¢ jfleatArray ifloatr[];
—— JjdoubleArray (doublel])
L jthrowable (java.lang.Throwahle objects;

Kl2-5 5l HBERBREECR

2.5 JNIEnv #¢u

1E Android 5.0 #', Native Method (AsHh775) Hf) INIEnv {E N2 — NS E 4L N . INIEnv I
EREEFI I E 2-6 Fiw .

B AEREIRS \
INIFESRESEst1 |1 INIPUERER
JNIEny

JNIPERESAES2 | NIpERE

INIPTRRBEEAESS [T PRy

INIEnVIZHHE T —EE NI, 2.
1. B JavafEE
2. B{Ejobject M RERLEIE

® 2-6 INIEnv [N E45H

2 INIEnv MEAZHEARS, INTH4E 7 40T A e BOKIRAS INIEny 42 1.

(*jvm)->AttachCurrentThread(jvm, (void**)&env, NULL)

M  (*jvm)->GetEnv(jvm, (void**)&env, INI_VERSION 1 2)

LRFAREFFI A Java VM B3R 7 INIEnv $#:1, FF H INI 7] LU 3RS INIEnv $ 3 p—
A EREL

JNIEnv* JNU_GetEnv()
{

JNIEnv* env;




N2# Android % %

(*g_jvm)->GetEnv(g_jvm, (void**)&env, JNI_VERSION_1_2);
return env;

}

Java i@t INI HLEAA C/CH5 ) Native #2J¥, C/C+HFF K Native F2/7 75 Z845 — & () INI 3
6. B, THEE 4 INI REUS B RE 7.

JNIEXPORT jint JNICALL Java_jnitest_MyTest_test

(JNIEnv * env, jobject obj, jint arg0);

JVM fii 53 M Java Stack ¥ A\ C/C++ Native Stack. 4 Java #E A INI AR, B& T B34 5 155 (arg0)
&2 HANSH: INIEny 5% jobject fa%t. 2o, INIEnv F84H2 JVM G/, #f Native ¥ C/C++
JT iR Java PATARH HI%HE, #140 Java Class. Java Method % .

B4, INI X INIEnv FIfEFHEREE T BIFPEVE, 05 CIBEU K CHHFik, v, CiEske:

jsize len = (*env)->GetArrayLength(env,array);
CHHETER:
jsize len =env->GetArraylLength(array);

BA CiEEHAZFFN RS, BTl CiBERFEL env EAE—NSEUIEN, XELITF C+H
FIBa NS4 this fa%t.
74h, fEAEA INIEnv #2 R, 75 ZR0E 0~ AN st BRI .

(1) JNIEnv $8%1##%it B T Thread Local Storage (TLS) Z8&, a2 %4F —4 Thread. JNIEnv
AF B H A ML) Copy, AHEHE Thead#1 ) INIEnv /445 Thread#2 fH .

(2) 7€ INIEnv H15E X T —H R84, C/C++ Native 725 /& 1Bt iX L6 sR BB 42 Java H3E .
XPERIH G AL R, C/ICH FRFA T BT R B el DLL. HT JVM mlRE A [FI 1) /s Se .,
AH) A EHCOARK INL L3, SR ERIX L)/ R R A € I I — 2 S SCHRIPEE, XA RIE I 5
it 1 ELAEH R B R A — Db 2, TVM BT LUARYE J5 3 S 830 A B e INT 28,

fE jint INI_OnLoad(JavaVM* vm, void* reserved)fJ BN HFE G —A JavaVM X R, o] LURFEIAE
{EfT 5 {5 . FIF JavaVM H1 ) AttachCurrentThread()pRi %, BP AT/ 2iX MEFEH) INIEnv Z5#94%,
F il DetachCurrentThread ()R JBUF Bz 85 Y5 o

2.6 J& INIA2f

LEPL S R S B #EH, ATRAXT Android #:E RGEHATE 4 B LAY In&-Fh B & L IhRE, X
FERT DA PSS E R £ Android &4, Dalvik VM N FEF#H INI (Java Native
Interface) KA C/CHIFRHIFLZE . AT FEMHEIT R —NE K INI BFR .

26.1 F% INIEBFEHSE

fE Android 5.0 /1, JF& INI F2/7 I — R HE/E S B 0T s

(&,



(1) w5 Java FIFHZE.

(2) H javah 4B C/CHR A BRH IR SL SCAF

(3) £ C/C++F i F /e B Hofh sR B Dh R SC RS AR ek i, 500 b ] DA A AR ART BE U
(4) ¥4I B A3 B A AR FE AT BE RN\ B Java T H i) java.library.path.

(5) Ak Java 27 .

2.6.2 FEA—1THEHCZH INIIERF

(1) #TJF Eclipse, #E—4A testIni ) LFE4 .
(2) 1 Activity FEs I FAS .

package com.aaa.jni;

import android.os.Bundle;
import android.app.Activity;
import android.view.Menu;
import android.view.Menultem;
import android.widget.TextView;
import android.support.v4.app.NavUltils;
public class TestJni extends Activity {
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);

}
/Inatvie 4 ZFEA, AT C/C++KHS
public native String hello();

static{
System.loadLibrary("testJni");

}

}

G VR (R SO ORATAE bin BT, i#id javah A& A4E AL C/CHIFSL M. KR S7ETRH B % T4
& SCHF jni/com_aaa jni TestIni.h, Sk EARARRS U0 R s

/* DO NOT EDIT THIS FILE - it is machine generated */
#include <jni.h>
I* Header for class com_aaa_jni_TestJni */

#ifndef _Included_com_aaa_jni_TestJni

#define _Included_com_aaa_jni_TestJni

#ifdef __ cplusplus

extern "C" {

#endif

JNIEXPORT jstring JNICALL Java_com_aaa_jni_TestJni_hello
(JNIEnv *, jobject);




#ifdef __ cplusplus
}

#endif

#endif

(3) MIELMRWE CARFS, BRI TR,

#include <string.h>
#include <jni.h>
jstring
Java_com_aaa_jni_TestJni_hello
(JNIEnv* env, jobject thiz){
return (*env)->NewStringUTF(env, "rS R 5ERR B Eh L 4RIE 1");

}

(4) %53 Android.mk, 7] LAE$#2M NDK H] samples T hello-jni fJ INI 3T & il iZ 3044,
BRI T FR.

# Copyright (C) 2009 The Android Open Source Project

#

# Licensed under the Apache License, Version 2.0 (the "License");

# you may not use this file except in compliance with the License.

# You may obtain a copy of the License at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# Unless required by applicable law or agreed to in writing, software

# distributed under the License is distributed on an "AS IS" BASIS,

# WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
# See the License for the specific language governing permissions and
# limitations under the License

#

LOCAL_PATH := $(call my-dir)

include $(CLEAR_VARS)

LOCAL_MODULE = testJni
LOCAL_SRC_FILES := testJni.c

include $(BUILD_SHARED_LIBRARY)

et R 5 E& % LOCAL_MODULE 1 LOCAL_SRC FILES B #].
LOCAL MODULE: HHHR(EE, T4 Java R EIERE, S4RRSTRH] libtestini.so XA
LOCAL_SRC FILES: ¥R, £z [an] LA =R .
(5) FriagmEA pli.so K. FTIT gnustep THBHAE L, EIE TRMAW Fa2E00 B34
libs/armeabi/libtestIni.so X, W 2-7 iR,

$NDK/ndk-build

(6) 4’5 Java WS, BEAAMRDIW TR,

@



package com.aaa.jni;

import android.os.Bundle;
import android.app.Activity;
import android.view.Menu;
import android.view.Menultem;
import android.widget.TextView;
import android.support.v4.app.NavUtils;
public class TestJni extends Activity {
@Override
public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
TextView tv = new TextView(this);
tv.setText(hello()); //iX &9 hello()it = 8 A L5
setContentView(tv);

}

public native String hello();

static{
System.loadLibrary("testJni");

}

}
XHERIIEI T HOHS INLRFHFRRE B AR, %FE1T)ERRCRWE 2-8 fin.

B 2-7 JFrohgmiEAd o XA B 2-8 PATRCR



35 NFRECRIGUHER

WFF (Memory) WMEFANIFRESR, HAEMRENAFR CPU HREHEHE, UK SEEAEFINE
FAAE R AT HI B . WAER TN EEKMEZ —, RRPESS CPU B BHTWERIHFR . CPU
LA EAET P R ESHE BB E N AR TIERAAE, IR RGN REIE k. A%
¥ VR4S HT Android 5.0 WAF RS A YR

3.1 4#7 Android #43A2iE 12 P4

ZAHSEIN Android RENAFHITLAL, FEE S 1 Android KINF RS, T RNAAZHIERIZIT
IR . AR BRI 39T Android FRIBEREE(E LA -

3.1.1 IPC Hl&lIf 45

fF Android 5.0 £4th, F—ANHARFE R B Activity Al Service 4Lff), —M& Service i&1T
FERRSLIEFES, 10 Activity RIREEATIER —/ NS, AR RREBITEARKHES . AR
— A HFEM Activity B3 Service Z [A] 7T 5 /& WHTEE FIWE ? Android R4l id Binder 2EF2 A {5 L]
HKSLIIX AT RE
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{E Android 5.0 #', Service Manager [¥J A I B84 main()f\. T 3C44 service manager.c H, BAA&ACHE N
TR,

int main(int argc, char **argv){
struct binder_state *bs;
void *svemgr = BINDER_SERVICE_MANAGER,;
bs = binder_open(128*1024);
if (binder_become_context_manager(bs)) {
LOGE("cannot become context manager (%s)\n", strerror(errno));
return -1;

}

svemgr_handle = svemgr;
binder_loop(bs, svemgr_handler);
return O;

}

£ ERARAGH, R main0FEH W T 3 NIk

M $77F Binder #t#% C1F.

M #VF Binder XEIFEF H O & Binder b F SCEFEEE, BRI R K& HRF 32 .

M H#HA—NEFER, 7824 Server KA, 254 Client HIiEK.

e EiR 3 ANDhREZ AT, JokE — FIXEAHEINSME binder state. %7 BINDER SERVICE
MANAGER & X . ZittJ{4k binder_state 7 3 frameworks/base/cmds/servicemanager/binder.c #15E X,
AR T R

struct binder_state {

int fd;
void *mapped;
unsigned mapsize;

k

Hrb, fd RAaHRRRF, BIRRITIH /dev/binder & A RIIRRF; mapped TR & 14
/dev/binder Wt FI ik FE 23 [H] (AL 4G Hikik; mapsize s F Ik P AEBR G2 [T K /8

% BINDER_SERVICE_MANAGER 7t {4 frameworks/base/cmds/servicemanager/binder.h 1 5& X ,
RASHT -

/* the one magic object */
#define BINDER_SERVICE_MANAGER ((void*) 0)

IXFIR Service Manager [FJH°4 0, Binder /5 HLHIE FH AW SRR T w0 .
PR E B /54T I Binder #4485 SO FI#RAE B %L binder open(), MEREHIE AL T 304 frameworks/base/
cmds/servicemanager/binder.c #, HEARILUIT Fros.

struct binder_state *binder_open(unsigned mapsize){
struct binder_state *bs;
bs = malloc(sizeof(*bs));
if (Ibs) {

errno = ENOMEM,;
(=,

return 0;



}
bs->fd = open("/dev/binder", O_RDWR);

if (bs->fd < 0) {
fprintf(stderr,"binder: cannot open device (%s)\n",
strerror(errno));
goto fail_open;
}
bs->mapsize = mapsize;
bs->mapped = mmap(NULL, mapsize, PROT_READ, MAP_PRIVATE, bs->fd, 0);
if (bs->mapped == MAP_FAILED) {
fprintf(stderr,"binder: cannot map device (%s)\n",
strerror(errno));
goto fail_map;
}
/* TODO: check version */
return bs;

fail_map:

close(bs->fd);

fail_open:

}

free(bs);
return 0;

B SO ERAE BR B open()FT FT ¥ 4 U4 /dev/binder, B £ SCAF & 7E Binder JXEhFE FF HEHR AT 454k
B M) . B FREE — PR RIS, A F] kernel/common/drivers/staging/android H 3%,
FTHCAF binder.c, W LAE B0 FERYIGEMHA CARES binder_init.

static struct file_operations binder_fops = {

i

.owner = THIS_MODULE,
.poll = binder_poll,
.unlocked_ioctl = binder_ioctl,
.mmap = binder_mmap,
.open = binder_open,

flush = binder_flush,

.release = binder_release,

static struct miscdevice binder_miscdev = {

b

.minor = MISC_DYNAMIC_MINOR,
.name = "binder",
fops = &binder_fops

static int __init binder_init(void)

:

int ret;

binder_proc_dir_entry_root = proc_mkdir("binder", NULL);
if (binder_proc_dir_entry_root)

binder_proc_dir_entry_proc = proc_mkdir("proc”, binder_proc_dir_entry_root);
ret = misc_register(&binder_miscdev);



R Android & %

if (binder_proc_dir_entry_root) {
create_proc_read_entry("state", S_IRUGO, binder_proc_dir_entry_root, binder_read_proc_state, NULL);
create_proc_read_entry("stats", S_IRUGO, binder_proc_dir_entry_root, binder_read_proc_stats, NULL);
create_proc_read_entry("transactions”, S_IRUGO, binder_proc_dir_entry_root, binder_read_proc_
transactions, NULL);
create_proc_read_entry("transaction_log", S_IRUGO, binder_proc_dir_entry _root, binder_read_proc__
transaction_log, &binder_transaction_log);
create_proc_read_entry("failed_transaction_log", S_IRUGO, binder_proc_dir_entry_root, binder_read _
proc_transaction_log, &binder_transaction_log_failed);
}

return ret;

}

device_initcall(binder_init);

FE B 8 misc_register() 1 SZIL T AR B SCAEIIThAE, JFSEBL T misc WA RIVEM LAE, #E/proc H
R AIE 7 & A Binder AHSCHISCARAEH Ui . B A0 R HATIEA) Bl AT 3E N $) Binder WXEIFL K
binder open()E&i %L,

bs->fd = open("/dev/binder", O_RDWR);

Binder JX#)#2 /7 BK Y binder open()f) 3= EAE ] & 18— N 44 4 binder proc HIEHESEH, FHIHEE
GEWMRARAFFT FF 845 S0 /dev/binder HIBERERT R XE R, I XA BT 30 BARAEAEIT X
145584 file HIFAA B A 11 A8 B private data 1. B binder open() i SEERACHD 11 R BT .

static int binder_open(struct inode *nodp, struct file *filp)

{

struct binder_proc *proc;

if (binder_debug_mask & BINDER_DEBUG_OPEN_CLOSE)
printk(KERN_INFO "binder_open: %d:%d\n", current->group_leader->pid, current->pid);

proc = kzalloc(sizeof(*proc), GFP_KERNEL);
if (proc == NULL)

return -ENOMEM,;
get_task_struct(current);
proc->tsk = current;
INIT_LIST_HEAD(&proc->todo);
init_waitqueue_head(&proc->wait);
proc->default_priority = task_nice(current);
mutex_lock(&binder_lock);
binder_stats.obj_created[BINDER_STAT_PROC]++;
hlist_add_head(&proc->proc_node, &binder_procs);
proc->pid = current->group_leader->pid;
INIT_LIST_HEAD(&proc->delivered_death);
filp->private_data = proc;
mutex_unlock(&binder_lock);

if (binder_proc_dir_entry_proc) {

char strbuf[11];
snprintf(strbuf, sizeof(strbuf), "%u", proc->pid);

@,



remove_proc_entry(strbuf, binder_proc_dir_entry_proc);
create_proc_read_entry(strbuf, S_IRUGO, binder_proc_dir_entry_proc, binder_read_proc_proc, proc);

}

return O;

}

1M 45 #4944 struct binder proc tH4 & X7 1 kernel/common/drivers/staging/android/binder.c 7, .45
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struct binder_proc {
struct hlist_node proc_node;
struct rb_root threads;
struct rb_root nodes;
struct rb_root refs_by_desc;
struct rb_root refs_by node;
int pid;
struct vm_area_struct *vma;
struct task_struct *tsk;
struct files_struct *files;
struct hlist_node deferred_work_node;
int deferred_work;
void *buffer;
ptrdiff_t user_buffer_offset;
struct list_head buffers;
struct rb_root free_buffers;
struct rb_root allocated_buffers;
size_t free_async_space;
struct page **pages;
size_t buffer_size;
uint32_t buffer_free;
struct list_head todo;
wait_queue_head_t wait;
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bs->mapped = mmap(NULL, mapsize, PROT_READ, MAP_PRIVATE, bs->fd, 0);

struct binder_stats stats;

struct list_head delivered_death;
int max_threads;

int requested_threads;

int requested_threads_started,;
int ready_threads;

long default_priority;

Xt Binder JXBIFEF LB E binder mmap(), F 56 filp->private data f3FI7ESTIFBE& U
/dev/binder B fll %58 binder proc. WAFBLGHE EIMAE vma S, AL vma IR R S5
vm_area_struct, /R —HUESEH B IIHbE A ] XK. 540, S5 v struct FRon—HUELER B
HhhkZS (8] X 35, PR%L binder mmap() ) BARSZIARAS W1 R BT R .

static int binder_mmap(struct file *filp, struct vm_area_struct *vma)

{

int ret;
struct vm_struct *area;
struct binder_proc *proc = filp->private_data;
const char *failure_string;
struct binder_buffer *buffer;
if (vma->vm_end - vma->vm_start) > SZ_4M)
vma->vm_end = vma->vm_start + SZ_4M,;
if (binder_debug_mask & BINDER_DEBUG_OPEN_CLOSE)
printk( KERN_INFO
"binder_mmap: %d %Ix-%Ix (%Id K) vma %Ix pagep %Ix\n",
proc->pid, vma->vm_start, vma->vm_end,
(vma->vm_end - vma->vm_start) / SZ_1K, vma->vm_flags,
(unsigned long)pgprot_val(vma->vm_page_prot));
if (vma->vm_flags & FORBIDDEN_MMAP_FLAGS) {
ret = -EPERM;
failure_string = "bad vm_flags";
goto err_bad_arg;

}
vma->vm_flags = (vma->vm_flags | VM_DONTCOPY) & ~VM_MAYWRITE;

if (proc->buffer) {
ret = -EBUSY;
failure_string = "already mapped";
goto err_already_mapped;

}

area = get vm_area(vma->vm_end - vma->vm_start, VM_IOREMAP);
if (area == NULL) {

ret = -ENOMEM,;

failure_string = "get_vm_area";

goto err_get_vm_area_failed;



}
proc->buffer = area->addr;
proc->user_buffer_offset = vma->vm_start - (uintptr_t)proc->buffer;

#ifdef CONFIG_CPU_CACHE_VIPT
if (cache_is_vipt_aliasing()) {
while (CACHE_COLOUR((vma->vm_start * (uint32_t)proc->buffer))) {
printk(KERN_INFO "binder_mmap: %d %Ix-%Ix maps %p bad alignment\n", proc->pid, vma->
vm_start, vma->vm_end, proc->buffer);
vma->vm_start += PAGE_SIZE;
}
}
#endif
proc->pages = kzalloc(sizeof(proc->pages[0]) * ((vma->vm_end - vma->vm_start) PAGE_SIZE), GFP_
KERNEL);
if (proc->pages == NULL) {
ret = -ENOMEM;
failure_string = "alloc page array";
goto err_alloc_pages_failed;

}

proc->buffer_size = vma->vm_end - vma->vm_start;

vma->vm_ops = &binder_vm_ops;
vma->vm_private_data = proc;

if (binder_update_page_range(proc, 1, proc->buffer, proc->buffer + PAGE_SIZE, vma)) {
ret = -ENOMEM,;
failure_string = "alloc small buf";
goto err_alloc_small_buf _failed;
}
buffer = proc->buffer;
INIT_LIST_HEAD(&proc->buffers);
list_add(&buffer->entry, &proc->buffers);
buffer->free = 1;
binder_insert_free_buffer(proc, buffer);
proc->free_async_space = proc->buffer_size / 2;
barrier();
proc->files = get_files_struct(current);
proc->vma = vma;

[*printk(KERN_INFO "binder_mmap: %d %Ix-%Ix maps %p\n", proc->pid, vma->vm_start, vma->vm_end,
proc->buffer);*/
return 0;

err_alloc_small_buf_failed:
kfree(proc->pages);
proc->pages = NULL,;

err_alloc_pages_failed:
viree(proc->buffer);
proc->buffer = NULL;

err_get vm_area_failed:



err_already_mapped:
err_bad_arg:

printk( KERN_ERR "binder_mmap: %d %Ix-%Ix %s failed %d\n", proc->pid, vma->vm_start, vma->vm_end,
failure_string, ret);

return ret;

}

B K4 HT binder_proc G5 R4 ) 1 R AR A AR .

buffer: & void*fa%t, RoEMF IV N AFLE NS R R E

buffer_size: &4 size_t KM R, KARTEHH K NFIIRN,

pages: A&7 struct page* S (%4, struct page A& FH HeH iR 4y B v T () B s 45 4
user_buffer_offset: & —* ptrdiff t KAYFA &, FRoxHZE WA KR hE S5 3R A
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addr + user_buffer_offset

B FoRIE T EE — T Binder YXaNFE 7 B A A7 w5 bbb 2 18] 6 925, B 4na) & B buffer ~ (buffer +
buffer_size)iX Btk 2% (6], X AMHuhk7S R — B —BOREH, & -BUEH 454K binder buffer
KARR, BAARBEWFAR.

struct binder_buffer {

struct list_head entry; /* free and allocated entries by addesss */

struct rb_node rb_node; /* free entry by size or allocated entry */
/* by address */

unsigned free : 1;

unsigned allow_user_free : 1;

unsigned async_transaction : 1;

unsigned debug_id : 29;

struct binder_transaction *transaction;

struct binder_node *target_node;

size_t data_size;

size_t offsets_size;

uint8_t data[0];

EEE®
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static int binder_update_page_range(struct binder_proc *proc, int allocate,
void *start, void *end, struct vm_area_struct *vma)
{ .

void *page_addr;



unsigned long user_page_addr;

struct vm_struct tmp_area;

struct page **page;

struct mm_struct *mm;

if (binder_debug_mask & BINDER_DEBUG_BUFFER_ALLOC)

printk(KERN_INFO "binder: %d: %s pages %p-%p\n",

proc->pid, allocate ? "allocate" : "free", start, end);

if (end <= start)

return 0;
if (vma)
mm = NULL;

else
mm = get_task_mm(proc->tsk);
if (mm) {
down_write(&mm->mmap_sem);
vma = proc->vma;
}
if (allocate == 0)
goto free_range;
if (vma == NULL) {
printk(KERN_ERR "binder: %d: binder_alloc_buf failed to "
"map pages in userspace, no vma\n", proc->pid);
goto err_no_vma;
}
for (page_addr = start; page_addr < end; page_addr += PAGE_SIZE) {
int ret;
struct page **page_array_ptr;
page = &proc->pages[(page_addr - proc->buffer) / PAGE_SIZE];
BUG_ON(*page);
*page = alloc_page(GFP_KERNEL | _ GFP_ZERO);
if (*page == NULL) {
printk( KERN_ERR "binder: %d: binder_alloc_buf failed "
"for page at %p\n", proc->pid, page_addr);
goto err_alloc_page_failed;
}
tmp_area.addr = page_addr;
tmp_area.size = PAGE_SIZE + PAGE_SIZE /* guard page? */,
page_array_ptr = page;
ret = map_vm_area(&tmp_area, PAGE_KERNEL, &page_array_ptr);
if (ret) {
printk(KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %p in kernel\n",
proc->pid, page_addr);
goto err_map_kernel_failed;
}
user_page_addr =
(uintptr_t)page_addr + proc->user_buffer_offset;
ret = vm_insert_page(vma, user_page_addr, page[0]);
if (ret) {
printk(KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %Ix in userspace\n”,
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proc->pid, user_page_addr);
goto err_vm_insert_page_failed;

}
/* vm_insert_page does not seem to increment the refcount */
}
if (mm) {
up_write(&mm->mmap_sem);
mmput(mm);
}
return O;
free_range:

for (page_addr = end - PAGE_SIZE; page_addr >= start;
page_addr -= PAGE_SIZE) {
page = &proc->pages|(page_addr - proc->buffer) / PAGE_SIZE];
if (vma)
zap_page_range(vma, (uintptr_t)page_addr +
proc->user_buffer_offset, PAGE_SIZE, NULL);
err_vm_insert_page_failed:
unmap_kernel_range((unsigned long)page_addr, PAGE_SIZE);
err_map_kernel_failed:
__free_page(*page);
*page = NULL;
emr_alloc_page_failed:

}
err_no_vma:
if (mm) {
up_write(&mm->mmap_sem);
mmput(mm);
}
return -ENOMEM,;

}

T _EIRARRSAME AT DL B ER G, 17 BT DAR SRR EL DU, X AT BLidId 23 allocate R [X
e 7 Sy 4y BC A B DU TR PR O B4 Bo A3 O T A kB 4l b bk 25 ()Y RN (start~end) , PRETAT
MK — SR EZEAHNG, AR FEEEFREIEP for 153, HMAESLIRBED TR,

(1) AH alloc_page)7BC— MM, MEREOR [F—/NEHIAK page P T FHIARTF, BIEIX

MR N BRI G R vm_struct tmp_area.

(2) i#id map vm_area ¥iX /ML T [H #H A F tmp_area F#IR I A% 2 (8] .
(3) @it page addr + proc->user buffer offset 3R 752 dE 2% (] Hbdil- .
(4) Bt A% vm insert page()RFiX AN 3E TT I $i A\ B FEHBE 25 18], 2% vma T B i i3k

FE k23 A]

wha] ) for A8 I EAAAAL U T s

for (page_addr = start; page_addr < end; page_addr += PAGE_SIZE) {

int ret;
struct page **page_array_ptr;
page = &proc->pages[(page_addr - proc->buffer) / PAGE_SIZE];

G,



BUG_ON(*page);
*page = alloc_page(GFP_KERNEL | _ GFP_ZERO),
if (*page == NULL) {
printk(KERN_ERR "binder: %d: binder_alloc_buf failed "
"for page at %p\n", proc->pid, page_addr);
goto err_alloc_page_failed;
}
tmp_area.addr = page_addr;
tmp_area.size = PAGE_SIZE + PAGE_SIZE /* guard page? */;
page_array_ptr = page;
ret = map_vm_area(&tmp_area, PAGE_KERNEL, &page_array_ptr);
if (ret) {
printk( KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %p in kernel\n",
proc->pid, page_addr);
goto err_map_kernel_failed;
}
user_page_addr =
(vintptr_t)page_addr + proc->user_buffer_offset;
ret = vm_insert_page(vma, user_page_addr, page[0]);
if (ret) {
printk(KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %lIx in userspace\n"”,
proc->pid, user_page_addr);
goto err_vm_insert_page_failed;
}

/* vm_insert_page does not seem to increment the refcount */

}

KA B frameworks/base/cmds/servicemanager/service_manager.c /] main()eA%, TR
%/ binder become context manager i %1 Binder 3z #2/F H & Binder HLHI 1) EF XA, B
R4 HEF2. BR¥L binder become context manager()fE 3 ff frameworks/base/cmds/servicemanager/binder.c
e X, BRI T HR.

int binder_become_context_manager(struct binder_state *bs){
return ioctl(bs->fd, BINDER_SET_CONTEXT_MGR, 0);

}

FE UGB A A joctl ST R HUE &0 Binder IXBNFE T H &R 3EFE, 7417 & BINDER SET
CONTEXT MGR, H#&H/EMZ%. BINDER SET CONTEXT MGR & XUIF.

#define BINDER_SET_CONTEXT_MGR_IOW('b', 7, int)
IXFERLFEA B Binder JXENFEF KBRS binder ioctl(), 7EH R EHEMF BINDER SET CONTEXT
MGR #ir 2Bl 7] .

static long binder_ioctl(struct file *filp, unsigned int cmd, unsigned long arg)
{

int ret;
struct binder_proc *proc = filp->private_data;

)
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struct binder_thread *thread;
unsigned int size = _|OC_SIZE(cmd);
void __user *ubuf = (void __user *)arg;

/*printk(KERN_INFO "binder_ioctl: %d:%d %x %Ix\n", proc->pid, current->pid, cmd, arg);*/
ret = wait_event_interruptible(binder_user_error_wait, binder_stop_on_user_error < 2);

if (ret)

return ret;
mutex_lock(&binder_lock);
thread = binder_get_thread(proc);
if (thread == NULL) {

ret = -ENOMEM;

goto err;

}

switch (cmd) {

case BINDER_SET_CONTEXT_MGR:

if (binder_context_mgr_node !'= NULL) {
printk( KERN_ERR "binder: BINDER_SET_CONTEXT_MGR already set\n");

ret = -EBUSY;
goto err;

}
if (binder_context_mgr_uid !=-1) {

if (binder_context_mgr_uid != current->cred->euid) {
printk(KERN_ERR "binder: BINDER_SET "
"CONTEXT_MGR bad uid %d != %d\n",
current->cred->euid,
binder_context_mgr_uid);

ret = -EPERM;
goto err;

}

} else

binder_context_mgr_uid = current->cred->euid;
binder_context_mgr_node = binder_new_node(proc, NULL, NULL);
if (binder_context_mgr_node == NULL) {

ret = -ENOMEM;
goto err;

}

binder_context_mgr_node->local_weak_refs++;
binder_context_mgr_node->local_strong_refs++;
binder_context_mgr_node->has_strong_ref = 1;
binder_context_mgr_node->has_weak_ref = 1;

break;
default:

ret = -EINVAL;
goto err;

if (thread)

thread->looper &= ~BINDER_LOOPER_STATE_NEED RETURN;
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mutex_unlock(&binder_lock);
wait_event_interruptible(binder_user_error_wait, binder_stop_on_user_error < 2);
if (ret && ret 1= -ERESTARTSYS)
printk(KERN_INFO "binder: %d:%d ioctl %x %Ix returned %d\n", proc->pid, current->pid, cmd, arg, ret);
return ret;

}

FE53HT R B binder ioctl()Z A, 7 ZESCEFAT T P EHREH o
M 45iH4k binder_thread: Fx—EFE, X HE AT binder_become context manager() B £ ]
L.

struct binder_thread {

struct binder_proc *proc;

struct rb_node rb_node;

int pid;

int looper;

struct binder_transaction *transaction_stack;

struct list_head todo;

uint32_t return_error; /* Write failed, return error code in read buf */

uint32_t return_error2; /* Write failed, return error code in read */
/* buffer. Used when sending a reply to a dead process that */
/* we are also waiting on */

wait_queue_head_t wait;

struct binder_stats stats;

¥

1 EIREE AT, proc R BXANERFEFTEMHFE . Z5#)4K binder proc H ik A ZE & thread HIZKEH!
/& 1b_root, R/NEWLL BN, 08 TIX N LEHL KR, S5HIK binder thread KK 73S
 1b_node & RE N IXARLL SRS 5. looper il iR AF B RN R AR HIRAS, AT LB 1 BO4E .

enum {
BINDER_LOOPER_STATE_REGISTERED = 0x01,
BINDER_LOOPER_STATE_ENTERED = 0x02,
BINDER_LOOPER_STATE_EXITED = 0x04,
BINDER_LOOPER_STATE_INVALID = 0x08,
BINDER_LOOPER_STATE_WAITING =0x10,

BINDER_LOOPER_STATE_NEED_RETURN = 0x20
-
J34b, transaction_stack FINZEFEIELEALBLIH S, todo Rn R ZLENIEIEFIFE, return_error
Al return_error2 RRAEAFIREIHY, wait IR ELREERFEA T RE, stats FIR{RFE— LS
MER, MHAAFATELND, EBIX LR 7 AR T H 2 B .
M #4514 binder node: Fix— Binder SE4&, & XUIF.
struct binder_node {
int debug_id;
struct binder_work work;
union {

struct rb_node rb_node;
struct hlist_node dead_node;
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h
struct binder_proc *proc;
struct hlist_head refs;
int internal_strong_refs;
int local_weak_refs;
int local_strong_refs;
void __user *ptr;
void __user *cookie;
unsigned has_strong_ref : 1;
unsigned pending_strong_ref : 1;
unsigned has_weak_ref: 1;
unsigned pending_weak_ref : 1;
unsigned has_async_transaction : 1;
unsigned accept_fds : 1;
int min_priority : 8;
struct list_head async_todo;
h
P WL, rb node fil dead node ZHE% | —MECEE, BARKUL AU T HEFEE .
> WRIX/ Binder SUAMTEIE R A, WAEH rb_node SKI%E A proc->nodes T IZL A ()45
M IXERZLER FORA L8 T XA SR I BT Binder S544 .
» WX Binder SEAAFTIE R HERE CAHS, 11X Binder SEAA& N HABBFZRT S FH, W@
it dead node Hf A\ E|— NS AT R P A7 proc i R A B H &R XA Binder 324 BT 8 I HERE .
refs B 04 A8 AT 5| 1 1% Binder SEAK[Y) Binder 5| FER KM % — /MR . internal strong
refs. local weak refs Fll local strong refs F7~iX> Binder SRR 5] F 113 ptr A1 cookie % it 4% & 43 5
F/NIXA Binder SCAALE R /7 25 8] (R ik DA K BEINEAE . KRR ABEAFRHR T, BRI FESH.
$2 F R [0 3| p5 L binder ioctl)F, BRI filp->private data 3K7F proc ZF &, AL & B
binder mmap()/&—FE[K], #R)5HEIL PR binder get thread)IRABLFEE R, MRS YATLFE current
f) pid fENBEME, fEREFE proc->threads K/ MZLBRh T &R, FRECAE N UATREQE T
binder_thread {5 8. fEXMHF T, HTUMEAELE —XKH#HBIXE, Frild €iRAF], Bi*p =NULL
FRAL, T, BAMEIEREE MR LTS B4 11K binder_thread, #HIHEWAHM K RAZE, I
18 A\ 2| proc->threads JTR/-NLLRM 1, T IREAL AR BEAT LAM proc HHRF T o R, X B thread->
looper = BINDER_LOOPER _STATE NEED RETURN. &%} binder get thread()ft] EA&ACHS 21 F Brar .

static struct binder_thread *binder_get_thread(struct binder_proc *proc)
{

struct binder_thread *thread = NULL,;

struct rb_node *parent = NULL;

struct rb_node **p = &proc->threads.rb_node;

while (*p) {
parent = *p;
thread = rb_entry(parent, struct binder_thread, rb_node);

if (current->pid < thread->pid)
p = &(*p)->rb_left;
else if (current->pid > thread->pid)
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p = &(*p)->rb_right;
else
break;
}
if (*p == NULL) {
thread = kzalloc(sizeof(*thread), GFP_KERNEL);
if (thread == NULL)
return NULL;
binder_stats.obj_created[BINDER_STAT_THREAD]++;
thread->proc = proc;
thread->pid = current->pid;
init_waitqueue_head(&thread->wait);
INIT_LIST_HEAD(&thread->todo);
rb_link_node(&thread->rb_node, parent, p);
rb_insert_color(&thread->rb_node, &proc->threads);
thread->looper |= BINDER_LOOPER_STATE_NEED_RETURN;
thread->return_error = BR_OK;
thread->return_error2 = BR_OK;
}

return thread;

}

5[5 31 pA %X binder ioctl)H, H2 F K2 M4 )5 8 & binder context mgr node fil binder context
mgr uid, & XWF.

static struct binder_node *binder_context_mgr_node;
static uid_t binder_context_mgr_uid = -1;

Hrf, binder context mgr node F] K3 R~ Service Manager 3244, binder context mgr uid %7 Service
Manager R4 HEFE T uid AEX N7 5T, T AT AR 3 — IR 21X B, firA binder_context_mgr node
A NULL, binder context mgr uid A-1, T/2Z#%J4H4L binder context mgr uid A current->cred->euid, X
FE 24 BT R A2 50 A Binder LI FI PR3 EFE 1, JF HiB 1L binder new node 4 Service Manager £ & Binder
Sk

static struct binder_node *
binder_new_node(struct binder_proc *proc, void __user *ptr, void __user *cookie)
{
struct rb_node **p = &proc->nodes.rb_node;
struct rb_node *parent = NULL;
struct binder_node *node;
while (*p) {
parent = *p;
node = rb_entry(parent, struct binder_node, rb_node);
if (ptr < node->ptr)
p = &(*p)->rb_left;
else if (ptr > node->ptr)
p = &(*p)->rb_right;
else
return NULL;
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node = kzalloc(sizeof(*node), GFP_KERNEL);
if (node == NULL)
return NULL;
binder_stats.obj_created[BINDER_STAT_NODE]++;
rb_link_node(&node->rb_node, parent, p);
rb_insert_color(&node->rb_node, &proc->nodes);
node->debug_id = ++binder_last _id;
node->proc = proc;
node->ptr = ptr;
node->cookie = cookie;
node->work.type = BINDER_WORK_NODE;
INIT_LIST_HEAD(&node->work.entry);
INIT_LIST_HEAD(&node->async_todo);
if (binder_debug_mask & BINDER_DEBUG_INTERNAL_REFS)
printk(KERN_INFO "binder: %d:%d node %d u%p c%p created\n",
proc->pid, current->pid, node->debug _id,
node->ptr, node->cookie);
return node;

}

FEIX BAEBESR ) ptr Al cookie # A NULL. iR ERE < i 5K & proc->nodes £ BB 2 E/ &L A7
TELA ptr NEME K node, WRCEAAENIRF] NULL. fEXNMgR T, HTHITLERE —KEEAFIX
B, FLAEEAEE, TRMHET ) ptr A NULL ] binder node, F+H¥IHM AR R E, #H
A F| proc->nodes ZL B 2,

24 binder new node X[ F|pA%L binder ioctl()f5, ZIEHTEM binder node F5%EH{RIFFE binder
context mgr node H', #RJ5 XHJ4H4k binder context mgr node 15| i+ %U{E . XFE4H4T BINDER SET
CONTEXT MGR #4565, fERR$ binder ioctl()iR [F].2 AT$A4T T I A5 .

if (thread)
thread->looper &= ~BINDER_LOOPER_STATE_NEED_RETURN;

X [E B4 frameworks/base/cmds/servicemanager/service_manager.c ] main()pA L, TR
A F B 3 binder loopOHEATEIR, Z£F Client &i%i% K. BA%L binder loop()7E X {4 frameworks/base/
cmds/servicemanager/binder.c 15 X, B JciBid B % binder write()$44T BC_ENTER_LOOPER #4>, 74
V¥ Binder JX3#2/F Service Manager & FE AT . K%L binder_loop() ) B AR IARRL 1 R B .

void binder_loop(struct binder_state *bs, binder_handler func)
{

int res;

struct binder_write_read bwr;

unsigned readbuf[32];

bwr.write_size = 0;

bwr.write_consumed = 0;

bwr.write_buffer = 0;

readbuf[0] = BC_ENTER_LOOPER;
binder_write(bs, readbuf, sizeof(unsigned));
for (;;) {

bwr.read_size = sizeof(readbuf);
@



bwr.read_consumed = 0;
bwr.read_buffer = (unsigned) readbuf;
res = ioctl(bs->fd, BINDER_WRITE_READ, &bwr);

if (res < 0) {
LOGE("binder_loop: ioctl failed (%s)\n", strerror(errno));
break;
}
res = binder_parse(bs, 0, readbuf, bwr.read_consumed, func);
if (res == 0) {
LOGE("binder_loop: unexpected reply?\n");
break;
}
if (res < 0) {
LOGE("binder_loop: io error %d %s\n", res, strerror(errno));
break;
}

}

15 M 75 BB AR 8 S /dev/binder #4F BR L ioctl 4 /ERS BINDER WRITE READ, ¥4GEH
#define BINDER_WRITE_READ _IOWR('b', 1, struct binder_write_read)

M io #FEAERS A — M LA struct binder write read 1154

struct binder_write_read {
signed long write_size; /* bytes to write */
signed long write_consumed;  /* bytes consumed by driver */
unsigned long write_buffer;
signed long read_size;/* bytes to read */
signed long read_consumed; I* bytes consumed by driver */
unsigned long read_buffer;

h

F P22 (Al fE P Al Binder BXEhFEFF A HIN, KEZHUZEE BINDER WRITE READ fir4SCELH,
write_buffer fl read buffer iT#8 [ I8 S5k e @ 7 RAAEPATHIERME, write buffer il read buffer
46 1] IR 45 #4442 binder transaction data, & X UEZEHIAFIARAS U T s

struct binder_transaction_data {
/* The first two are only used for bcTRANSACTION and brTRANSACTION,

* identifying the target and contents of the transaction

*/
union {
size_t handle; /* target descriptor of command transaction */
void *ptr; /* target descriptor of return transaction */
} target;
Void *cookie; [* target object cookie */
unsigned int code; /* transaction command */

I* General information about the transaction. */
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unsigned int flags;

pid_t sender_pid;

uid_t sender_euid,;

size_t data_size; /* number of bytes of data */
size_t offsets_size; /* number of bytes of offsets */

/* if this transaction is inline, the data immediately
* follows here; otherwise, it ends with a pointer to

* the data buffer
*
union {
struct {
[* transaction data */
const void *buffer;
I* offsets from buffer to flat_binder_object structs */
const void *offsets;
} ptr;
uint8_t  buff8];
} data;

h
BNk, S NBEAES— 5 —BHH1 5¢ Service Manager A& #1147 A Android #EFE[AJi{E (IPC)
ML Binder fR47 AL 7 o F 1 fa] B 5L 45 Service Manager %4 Android #EF2[E]i# % (IPC) HL## Binder
PR R LR
(1) #T7¥/dev/binder 1.

open("/dev/binder", O_RDWR);
(2) H7 128K AAFB .
mmap(NULL, mapsize, PROT_READ, MAP_PRIVATE, bs->fd, 0);
(3) @51 Binder JXzNFE /7 & 2 PRI iR .
binder_become_context_manager(bs);
(4) BENPEIREAFE R EK
binder_loop(bs, svemgr_handler);

fEiX AN, 75 Binder JRANFE T H @7 T —A struct binder_proc £5#J. —> struct binder thread
ZEFIF—A™ struct binder node £5#4, IXFf, Service Manager #7E Android £ 4 i #EFE 3B HL#] Binder
AR HERIRTT T .

3.1.3 Service Manager IR

{E Android 5.0 1, Service Manager & Binder Ll BE 78 245 HEFE K M 2, (RIS H0.78 24 3% Server
M, HEE NS KK Server A—Ff. XF T @A Server Kk, Client WIEABFEIRTE Server HIEFE
B0, WUAUET Service Manager ZEF2 85 LR 4EH getService B M13K1E, XA G52 —/M#i A Binder #Hl

@
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H SR AT AR AR E L FE . fiX%ET Service Manager iX/™ Server ik, Client U1 RAHE IR Service
Manager ZEFEHE 1, AR LET B2 A HLHIRIRA, KN Service Manager #2482 12 —MRFFRHY
Binder 5| H, H5IHAIM—ER 0.

{F Android 5.0 ', 3KHX Service Manager G #2452 [ /) iR /& defaultServiceManager(), IR #HE L

{4 frameworks/base/include/binder/IServiceManager.h 7 8, BEARRG U T Frw.
sp<IServiceManager> defaultServiceManager();

PR %L defaultServiceManager(){£ X ff frameworks/base/libs/binder/IServiceManager.cpp 3281, HAik
ARG F AR

sp<IServiceManager> defaultServiceManager()

{
if (gDefaultServiceManager != NULL) return gDefaultServiceManager;
{
AutoMutex _I(gDefaultServiceManagerlock);
if (gDefaultServiceManager == NULL) {
gDefaultServiceManager = interface_cast<IServiceManager>(
ProcessState::self()->getContextObject(NULL));
}
}
return gDefaultServiceManager;
}

Hr gDefaultServiceManagerLock 1 gDefaultServiceManager &4 R 48 &, £ X frameworks/base/
libs/binder/Static.cpp H' & X, HEAAARIGW T Frox.

Mutex gDefaultServiceManagerlLock;
sp<IServiceManager> gDefaultServiceManager;

M ERRE AT LAF H, gDefaultServiceManager »&H.GI#EX, 7EfH K defaultServiceManager()
B, WRCEAE [ gDefaultServiceManager W H#:R ], FHN#IL interface cast<IServiceManager>
(ProcessState::self()->getContextObject(NULL)) B & —4~, H-{RF71E 4 J5 2 & gDefaultServiceManager .

7t Binder #L#i|#', & BpServiceManager 4£7K | 2 Bplnterface<IServiceManager>, Bplnterface f&—
AR, 1E XA frameworks/base/include/binder/IInterface.h 15 X, BARARTS I T Frx.

template<typename INTERFACE>
class Bplnterface : public INTERFACE, public BpRefBase {
public:

Bplinterface(const sp<IBinder>& remote);

protected:
virtual IBinder* onAsBinder();

|3

2 IServiceManager 4k7K | 2 Iinterface, M2 IInterface 12 BpRefBase X 4354k 7& T 3% RefBase.

T 2 8% Service Manager 2 E: (1) EEiEA), B 648 F BB ProcessState::self(), M%7
ProcessState fRIF# AN 7 REL, ThEER IR Bl — A4 R ME—¥] ProcessState SEfiA8 &, HSuiX w2 Hpit,
AR B 440N gProcess. HISRAANE gProcess NPT AIEEESE . 7F ProcessState FRIFI& BRI ¥, @it SO/ #

@
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YE R B open()FT H 15 #& SCAF/dev/binder, Ff HIR AR50 8 SCHHIR 1 ORAFAE i 53 32 B mDriverFD 1.

gDefaultServiceManager = interface_cast<IServiceManager>(
ProcessState::self()->getContextObject(NULL));

12345 1 FH B #L gProcess-—>getContextObject() 3k — /N AJAR{E A 0 ) Binder 5| H BpBinder. K&
PR %L interface cast<IServiceManager> ] HAASCI, BASAR pR B AE SCHF framework/base/include/binder/
Interface.h 15 L, FARSLIACRL W1 R s

template<typename INTERFACE>
inline sp<INTERFACE> interface_cast(const sp<IBinder>& obj) {
return INTERFACE::asInterface(obj);

}

£ iR 0%, INTERFACE #& IServiceManager, i T P4 IServiceManager::asInterface(). A%\
IServiceManager::asInterface()/&i#id DECLARE_META INTERFACE(ServiceManager)7:7£2 IServiceManager
), LT 3C44 framework/base/include/binder/IServiceManager.h H, J&JF J KACHL 0 R s .

#define DECLARE_META_INTERFACE(ServiceManager) \
static const android::String16 descriptor; \
static android::sp<IServiceManager> asInterface(
const android::sp<android::IBinder>& obj); \
virtual const android::String16& getinterfaceDescriptor() const; \
IServiceManager(); \
virtual ~IServiceManager();

IServiceManager::aslnterface & i1 % IMPLEMENT META INTERFACE(ServiceManager, "android.
os.IServiceManager")iZ X [, i F 34} framework/base/libs/binder/IServiceManager.cpp 1, JEJT )& 48
TN

#define IMPLEMENT_META_INTERFACE(ServiceManager, "android.os.|ServiceManager") \
const android::String16 IServiceManager::descriptor("android.os.IServiceManager"); \
const android::String16& \
IServiceManager::getinterfaceDescriptor() const { \
return IServiceManager::descriptor; \
} \
android::sp<IServiceManager> |ServiceManager::asinterface( \
const android::sp<android::IBinder>& obj) \
{ \
android::sp<IServiceManager> intr; \
if (obj '= NULL) { \
intr = static_cast<IServiceManager*>( \
obj->queryLocallnterface( \
IServiceManager::descriptor).get()); \
if (intr == NULL) { \
intr = new BpServiceManager(obj); \
} \
} \
return intr; i \

} \



IServiceManager::IServiceManager() { } \
IServiceManager::~IServiceManager() { }

IServiceManager::asInterface ) ELAASCELARHS @1 F fras o

android::sp<IServiceManager> IServiceManager::asinterface(const android::sp<android::IBinder>& obj)

{

android::sp<IServiceManager> intr;

if (obj != NULL) {
intr = static_cast<IServiceManager*>(
obj->queryLocallnterface(IServiceManager::descriptor).get());

if (intr == NULL) {
intr = new BpServiceManager(obj);

}
}

return intr;

}

I AMEHEH 2R obj BN A B2 K] new BpBinder(0), 2 BpBinder 3% 7t B ] queryLocallnterface()
4k 7 [ 32K IBinder, PAZL IBinder::queryLocallnterface()fi. T-3(f framework/base/libs/binder/Binder.cpp
o, BARSEBACS IR Bs .

sp<linterface> IBinder::querylLocallnterface(const String16& descriptor)

{

}
e aT W, 7E PR %L IServiceManager::asInterface()H 21 FH R [ & A .

return NULL;

intr = new BpServiceManager(obj);
B
intr = new BpServiceManager(new BpBinder(0));

B & ) Service Manager ZEF£ 2 I A fifi_E f& —> BpServiceManager, £ 7 7 —/ANMJ#R4E A 0 () Binder
g1 H.
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Android ARG 7RIS AL E N7 T R4t Ashmem (Anonymous Shared Memory) , LPAEKZ)
B ASLIAENZ S . AT VE 5T Android B4 L NAE T R4 Ashmem [RIZEATEG .

3.2.1 Ashmem ZZE

fE Android 5.0 £%if, Ashmem EA 0 F B4R A
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e MBI NS RSB BUh EEAHFE R N FR.

M @i Binder 3R [HE 5 ML R SCELBERE ] () N A7 3L .

%tF Android REMIEZILZNGFT RGN, HEMR CAIREIFE T K X SEIUAE N A% 23 B Y,
FlEt, 7ERGEITHERMMNHAEFELZERME THHED. Kb ERGZITH ERERE T C/CHl
B0, MEMNBARFELERMT Java D . G EEEEE N AREFELRZERMEE Java i
BRI RE B ENF T RS Ashmem (I 77i%, HE5E4E Android JFRM PR, &ET Java
BB HENHARFHELZER Java R CZ@ET INT R RS2 17 0 FEZE K C/C+-i
O, BJadk 3] A28 [K) Ashmem 3XBNFEF H 1

Android Rt E % L E W AF Ashmem RENFEFFIH 1 Linux FIEZERNFF RS T H A O RLB
HE2fIIhEE. 7E Android RAE AL EZNF RS T, HEZOEEE LA (open) « LS (mmap) .
S (read/write) PAKB{EMWESB (pin/unpin) .

3.2.2 HEuBUREWM

f£ Ashmem HXFHFEF+, FIZ| T ashmem area. ashmem range Fl ashmem pin X 3 M&5#I4k. H
AN G5 # AR AE SCAF kernel/goldfish/mm/ashmem.c F1E 3, SEBARTS 40 F Frow

struct ashmem_area {

char name[ASHMEM_FULL_NAME_LEN  /E&£ZHEHEHRY
struct list_head unpinned_list; I"RSRESIER
struct file *file; I ENRET ST B4 tmpfs SR ERI— AT/
size_t size; 13TtER N
unsigned long prot_mask; FrEREZRERERIPLY
5
struct ashmem_range {
struct list_head Iru; IR ERRTIERY

struct list_head unpinned;
struct ashmem_area *asma;

size_t pgstart; I FRRGHRS A ERI TR A b/
size_t pgend; T RERTS RS R b
unsigned int purged; IrESIREREWE

h

45¥4k ashmem_area F} T-37x—RE L ILE N HIT, G514 ashmem_range H-TRn b T 80K
BHAT.

S5k ashmem_pin A T3R8 91 e B4 AR 8 1K 9 47, 78 344 kernel/goldfish/include/linux/ashmem.h
hE X, BARAR IR AR .

struct ashmem_pin {
__u32 offset; FERAFERIRIEEY
__u32len; FXBRAFRK N

7
45 ¥4k ashmem_fops & X | dev/ashmem FI3EE 5%, BAAREI Tz,

static struct file_operations ashmem_fops = {
.owner = THIS_MODULE,




.open = ashmem_open,
.release = ashmem_release,
.mmap = ashmem_mmap,
.unlocked_ioctl = ashmem_ioctl,
.compat_ioctl = ashmem_ioctl,

)i
3.2.3 #MBELaE

it Ashmem BXENHT 464k of HmT DARER G0 T 99 245 B

Ashmem 45 H] P 2B M &% TH 480, BIGIE T H A& Xt .

Ashmem 24t 1 4 R BOREEAE X AN & S0 .

Ashmem IXEHFEFFAE M4 kernel/common/mm/ashmem.c F52H, A E$ ashmem init()SEEARLR
WIghA AL TR, B SEEARRS W R TR

static struct miscdevice ashmem_misc = {
.minor = MISC_DYNAMIC_MINOR,
.name = "ashmem",
fops = &shmem_fops,

o

static int__init ashmem_init(void)

{

int ret;

ret = misc_register(&ashmem_misc);

if (unlikely(ret)) {
printk(KERN_ERR "ashmem: failed to register misc device\n");
return ret;

}

return O;

}

e EiRARRGH, 7EhNER Ashmem XBHFESF I 268 — /N & X fF/dev/ashmem, X2 —> misc 3
U 5 4% o L PR B misc_register()RIEM misc W&, A XN R BE 21E/dev HF T 4K —1 ashmem
W A o E WA — 3L 4L T open. mmap. release Al ioctl 3£ 4 FhifE, AL FFEF read 1 write
BiE, FEREZRSIENAFNTELED A b RETH, @it mmap RS0 RX AN B& S
PRt Bl . SFER, BEE NAERT TS ERME, FTUATEEL read M write 77
AT SR

AL E NI IIRE R frameworks/base/core/java/android/os/MemoryFile java 5B, 1
S T 98 MemoryFile FIH)iE BR%, MemoryFile FIFEREGAA T INI B3 native open, IXFE{EA
BT AN INT J7i: native_open()7E (44 frameworks/base/core/jni/adroid_os MemoryFile.cpp
s, BRI R AR .

static jobject android_os_MemoryFile_open(JNIEnv* env, jobject clazz, jstring name, jint length)

{

const char* namestr = (name ? env->GetStringUTFChars(name, NULL) : NULL);




int result = ashmem_create_region(namestr, length);

if (name)
env->ReleaseStringUTFChars(name, namestr);

if (result < 0) {
jniThrowException(env, "java/io/lOException”, "ashmem_create_region failed");
return NULL;

}

return jniCreateFileDescriptor(env, result);

}

PR %L native_open()iE iz 17 i FEFR L2 1 ashmem create region()BIEEHE & L E N A, XA
7£ 3044 system/core/libcutils/ashmem-dev.c F5E8L, BRI W R R,

int ashmem_create_region(const char *name, size_t size)

L
int fd, ret;

fd = open(ASHMEM_DEVICE, O_RDWR);
if (fd < 0)
return fd;

if (name) {
char bufASHMEM_NAME_LEN];

stricpy(buf, name, sizeof(buf));
ret = ioctl(fd, ASHMEM_SET_NAME, buf);
if (ret < 0)

goto error;

}

ret = ioctl(fd, ASHMEM_SET_SIZE, size);
if (ret < 0)
goto error;

return fd;
error:

close(fd);
return ret;

}

£ ERAREH, @i PAT 3 AN SCHERE R G G XM Ashmem ZRENFEFEATAC H. i3 open
BAEFTFF & 30/ ASHMEM _DEVICE, il ioctl #4F ¢ B B 44 3 AR B RRFNR /DN .

324 THAERILZAFREXH

open AW )52 %L ashmem open()f] FF & 4 L = NTF & C1F, R EBEE NFRF A2k
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— ashmem_area Z5#44&, BARSCHACHS U1 Fros.

static int ashmem_open(struct inode *inode, struct file *file)

{

struct ashmem_area *asma;
int ret;
ret = nonseekable_open(inode, file);
if (unlikely(ret))
return ret;
asma = kmem_cache_zalloc(ashmem_area_cachep, GFP_KERNEL);
if (unlikely(lasma))
return -ENOMEM;
INIT_LIST_HEAD(&asma->unpinned_list);
memcpy(asma->name, ASHMEM_NAME_PREFIX, ASHMEM_NAME_PREFIX_LEN);
asma->prot_mask = PROT_MASK;
file->private_data = asma;
return O;

}

IR R PAT AR B

M #id PR % nonseekable open()i B X AN A ] ABAT EALHAE, BEIATTHAT seek SCAHHERAE.

M i#it K% kmem cache zalloc()7E NI Bl & [F] slab Z& ¢ [X ashmem area cachep £l & —4
ashmem_area Z5#444&, FERGIE M5 M A RAFAEA AT & asma H.

M ¥R asma [3LMhiR, b, $% name #1451k N% ASHMEM NAME PREFIX Hi%:
ASHMEM NAME PREFIX LEN )5 XA U .

#define ASHMEM_NAME_PREFIX "dev/ashmem/"
#define ASHMEM_NAME_PREFIX_LEN (sizeof(ASHMEM_NAME_PREFIX) - 1)

M #4514 ashmem area PRAFZEST FF IR SCA S5 A4 1) private data 3+, Ris i@ fdi ] Ashmem B
SRR, Al AR AR ELUE T private data 3REX[EIX A ashmem area 4544 .
7E R # ashmem_create_region()' i 7 PIK ioctl SCHFHRAE, ThEe R B RE LIS NERL T
FIK /N o 4E A kernel/comon/mm/include/ashmem.h H', ASHMEM_SET NAME 1 ASHMEM SET SIZE
S MR FT RN TR, Bogsg ARSI R s
#define ASHMEM_NAME_LEN 256
#define _ ASHMEMIOC 0x77

#define ASHMEM_SET_NAME _IOW(__ ASHMEMIOC, 1, charfASHMEM_NAME_LEN])
#define ASHMEM_SET_SIZE _IOW(__ ASHMEMIOC, 3, size_t)

Hrt, ASHMEM_SET _NAME [f] ioctl i i 23t A%l Ashmem 3XZhF2E/7 B % ashmem_ioctl)F, 1
BRI B RE A K5 M H 7 23 T4 1K 1) B 48 35 5 A R K /ML ORAFAE XS BL ) asma->size 34 BT ashmem
ioctl() ) SEIARHD G R B

static long ashmem_iocti(struct file *file, unsigned int cmd, unsigned long arg)

{

struct ashmem_area *asma = file->private_data;
long ret = -ENOTTY;




switch (cmd) {
case ASHMEM_SET_NAME:
ret = set_name(asma, (void __user *) arg);
break;
case ASHMEM_GET_NAME:
ret = get_name(asma, (void __user *) arg);
break;
case ASHMEM_SET_SIZE:
ret = -EINVAL;
if (lasma->file) {
ret = 0;
asma->size = (size_t) arg;
}
break;
case ASHMEM_GET_SIZE:
ret = asma->size;
break;
case ASHMEM_SET_PROT_MASK:
ret = set_prot_mask(asma, arg);
break;
case ASHMEM_GET_PROT_MASK:
ret = asma->prot_mask;
break;
case ASHMEM_PIN:
case ASHMEM_UNPIN:
case ASHMEM_GET_PIN_STATUS:
ret = ashmem_pin_unpin(asma, cmd, (void __user *) arg);
break;
case ASHMEM_PURGE_ALL_CACHES:
ret = -EPERM;
if (capable(CAP_SYS_ADMIN)) {
ret = ashmem_shrink(0, GFP_KERNEL);
ashmem_shrink(ret, GFP_KERNEL);
}
break;
}

return ret;

}

RARAS B SE B R AN TR .

struct ashmem_area *asma = file->private data: JREU#IA K B 44 B 2 L = N AF asma.

ret = set_name(asma, (void __ user *) arg): i F BREL set name(VfE X E L ILE NI B FR.

BR B set_name()th /2 7E U4 kernel/goldfish/mm/ashmem.c 1 SEEL], ThAERIEH 2 A& HER K E
ZILE N4 T B F asma->name 3 H . A set_name() ) AR SLEAS 0 R iR o

static int set_name(struct ashmem_area *asma, void __user *name)

{
intret =0;
mutex_lock(&ashmem_mutex);
/* cannot change an existing mapping's name */

@



if (unlikely(asma->file)) {
ret = -EINVAL,;
goto out;
}
if (unlikely(copy_from_user(asma->name + ASHMEM_NAME_PREFIX_LEN,
name, ASHMEM_NAME_LEN)))

ret = -EFAULT;
asma->name[ASHMEM_FULL_NAME_LEN-1] = "0
out:
mutex_unlock(&ashmem_mutex);
return ret;
}

Bl AIE, QIERE &SN R AN HEEET .
3.2.5 SMATFEHRES

Ashmem IRFNFEFF HATRPE A read BAER write #2F, WRHFEEV MIXANILEZRNLE, N0
BEIX AN A& SO 2 B R A, RIS A BEEAT NAF VI IH] . #E2K MemoryFile HI#)iE& %+,
IR E B E NG BRI N R & S B R 2% 6] . B DhRE R @ A INT 5k
native_mmap()SEBLHI, I INI J73E7E X frameworks/base/core/jni/adroid_osMemoryFile.cpp H5ZEH,

BRI T FR.

static jint android_os_MemoryFile_mmap(JNIEnv* env, jobject clazz, jobject fileDescriptor,
jint length, jint prot)
{
int fd = jniGetFDFromFileDescriptor(env, fileDescriptor);
jint result = (jint)ymmap(NULL, length, prot, MAP_SHARED, fd, 0);
if (Iresult)
jniThrowException(env, "javalio/lOException”, "mmap failed");
return result;

}

LR, 7E open [E 4 W& M/ dev/ashmem H IR AR T fde B T IXA SRR FT G,
At AT LA B B2 I bR B mmapOBAT A AR ERAE T 418 B2 mamap(O)FT FF B S B3R 1) bk 2 (R
£=37 BI#14T Ashmem ] R %0 ashmem mmap(). B%% ashmem mmap()f1ZhEE M A Linux WS K%
¥ shmem _file setup()TEIEES X R 4t tmpfs AT — MRS SO, XAMEER SCHES Ashmem B2
B HIE L ILE N XN . PR ashmem mmap(){E X kernel/goldfish/mm/ashmem.c H15E X, HEAKSE
AR a1 R B o

static int ashmem_mmap(struct file *file, struct vm_area_struct *vma)
{

struct ashmem_area *asma = file->private_data;

int ret = 0;

mutex_lock(&ashmem_mutex);

[* user needs to SET_SIZE before mapping */

if (unlikely(lasma->size)) {

ret = -EINVAL;
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goto out;
}
/* requested protection bits must match our allowed protection mask */
if (unlikely((vma->vm_flags & ~asma->prot_mask) & PROT_MASK)) {
ret = -EPERM;
goto out;
}
if (lasma->file) {
char *name = ASHMEM_NAME_DEF,;
struct file *vmfile;
if (asma->name[ASHMEM_NAME_PREFIX_LEN] !="0")
name = asma->name;
/* ... and allocate the backing shmem file */
vmfile = shmem_file_setup(name, asma->size, vma->vm_flags);
if (unlikely(IS_ERR(vmfile))) {
ret = PTR_ERR(vmfile);
goto out;

}

asma->file = vmfile;

}

get_file(asma->file);

if (vma->vm_flags & VM_SHARED)
shmem_set_file(vma, asma->file);

else {
if (vma->vm_file)
fput(vma->vm_file);
- vma->vm_file = asma->file;

}

vma->vm_flags |= VM_CAN_NONLINEAR;
out:

mutex_unlock(&ashmem_mutex);

return ret;
}

£ LRI, KA 7MW vma £ 5 RV R A SEIIE R a0 5070 008 F o 5
shmem_set_file()K 5t B H WU SCIF AN A A-4RAE T 13K

3.2.6 SEMiE/B#EME

M MemoryFile F1A] AR 35/ S#AEHIERE, XSRS R R .

private static native int native_read(FileDescriptor fd, int address, byte[] buffer,
int srcOffset, int destOffset, int count, boolean isUnpinned) throws IOException;
private static native void native_write(FileDescriptor fd, int address, byte[] buffer,
int srcOffset, int destOffset, int count, boolean isUnpinned) throws IOException;
private FileDescriptor mFD;

private int mAddress;

private int mLength;

private boolean mAllowPurging = false;

public int readBytes(byte[] buffer, int srcOffset, int destOffset, int count)

@&



throws IOException {
if (isDeactivated()) {
throw new IOException("Can't read from deactivated memory file.");
}
if (destOffset < 0 || destOffset > buffer.length || count <0
|| count > buffer.length - destOffset
|| srcOffset < 0 || srcOffset > mLength
|| count > mLength - srcOffset) {
throw new IndexOutOfBoundsException();

}

return native_read(mFD, mAddress, buffer, srcOffset, destOffset, count, mAllowPurging);
}
public void writeBytes(byte[] buffer, int srcOffset, int destOffset, int count)
throws IOException {
if (isDeactivated()) {
throw new |IOException("Can't write to deactivated memory file.");

}
if (srcOffset < 0 || srcOffset > buffer.length || count <0

|| count > buffer.length - srcOffset
|| destOffset < 0 || destOffset > mLength
|| count > mLength - destOffset) {
throw new IndexOutOfBoundsException();

}
native_write(mFD, mAddress, buffer, srcOffset, destOffset, count, mAllowPurging);

}

X R el A, AR IND SR S B AL E AR TIRER) . BERIER
JNI 2 1 /2 native read(), Bl android os MemoryFile read, 5 #{F ] INI $% 1 & native_write(), Bl android
os_MemoryFile write. X/ J7V%ERE LA frameworks/base/core/jni/adroid_os_MemoryFile.cpp H 5& X,
BARSEIACS an R Frs .

static jint android_os_MemoryFile_read(JNIEnv* env, jobject clazz,
jobject fileDescriptor, jint address, jbyteArray buffer, jint srcOffset, jint destOffset,
jint count, jboolean unpinned)

int fd = jniGetFDFromFileDescriptor(env, fileDescriptor);

if (unpinned && ashmem_pin_region(fd, 0, 0) == ASHMEM_WAS_PURGED) {
ashmem_unpin_region(fd, 0, 0);
jniThrowException(env, "java/io/lOException”, "ashmem region was purged");
return -1;

}

env->SetByteArrayRegion(buffer, destOffset, count, (const jbyte *)address + srcOffset);

if (unpinned) {
ashmem_unpin_region(fd, 0, 0);

}

return count;

}

static jint android_os_MemoryFile_write(JNIEnv* env, jobject clazz,
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jobject fileDescriptor, jint address, jbyteArray buffer, jint srcOffset, jint destOffset,
jint count, jpoolean unpinned)

int fd = jniGetFDFromFileDescriptor(env, fileDescriptor);

if (unpinned && ashmem_pin_region(fd, 0, 0) == ASHMEM_WAS_PURGED) {
ashmem_unpin_region(fd, 0, 0);
jniThrowException(env, "javalio/lOException", "ashmem region was purged");
return -1;

}

env->GetByteArrayRegion(buffer, srcOffset, count, (jbyte *)address + destOffset);

if (unpinned) {
ashmem_unpin_region(fd, 0, 0);

}

return count;

}

7E_FiRACHS , B# ashmem pin_region()f! ashmem unpin_region)FH T4 R Gt 17 FERALE O,
e RPATE £ ILZE N 8E R EHRIE. XPEEREEIE AN Ashmem IXZHFEFHFLL A fF PR IEAEf
I, HEGE, WEAFEEMAERH, 7S . XA REIE S system/core/libeutils/ashmem- dev.c
e S, BARSEIARIE T AR .

int ashmem_pin_region(int fd, size_t offset, size_t len)

{
struct ashmem_pin pin = { offset, len };
return ioctl(fd, ASHMEM_PIN, &pin);
}
int ashmem_unpin_region(int fd, size_t offset, size_t len)
{
struct ashmem_pin pin = { offset, len };
return ioctl(fd, ASHMEM_UNPIN, &pin);
}

254 FREEMEZ )5, Ashmem WREHFLF R AT LAIERA WFEH ARG R EHNTET .
3.2.7 SEIR$yiE RO EH

£ Android RZiF, LW N A ioct] BAE LI 4 32 A A7 I 81UE MR BIERTE .

M ASHMEM PIN

M ASHMEM UNPIN

ASHMEM PIN 1 ASHMEM_ UNPIN 7 X {4 kernel/common/include/linux/ashmem.h H15€ X, XM
ARSI B

#define _ ASHMEMIOC 0x77
#define ASHMEM_PIN _IOW(__ ASHMEMIOC, 7, struct ashmem_pin)
#define ASHMEM_UNPIN _IOW(__ ASHMEMIOC, 8, struct ashmem_pin)
struct ashmem_pin {
__u32 offset; /[*offset into region, in bytes, page-aligned*/
__u32len; /*length forward from offset, in bytes, page-aligned*/

b

G,



H3& ABRGRIDES

T BB ashmem ioctl(), EHSLHAEH, 5 ASHMEM PIN fl ASHMEM UNPIN X M §4E
AR MRS a0 F Frs

static long ashmem_ioctli(struct file *file, unsigned int cmd, unsigned long arg)

{

}

struct ashmem_area *asma = file->private_data;
long ret = -ENOTTY;
switch (cmd) {

case ASHMEM_PIN:

case ASHMEM_UNPIN:
ret = ashmem_pin_unpin(asma, cmd, (void __user *) arg);
break;

return ret;

£ EiRARE A, 1 A B %L ashmem_pin_unpin()&b 2%l i & ASHMEM_PIN 1 ASHMEM_UNPIN.
PR % ashmem_pin_unpin()fSEILRFE L T Fras.

™

™

IREUE B P2 RIS R IREE B RAFE A H A & pin . 1X /&> struct ashmem_pin
KA AERR, HApaHE 7 Z pin/unpin (€] P8 A GG HbE AT K /N

AT Ay 4 1k A0 K/ B B B AR 4T, T DA I 2 46 b B A DA T T A PR ST AR AR AE A Hh A i
pgstart Al pgend .

AMEXT S AT 2R A, I B iR R E M P 28 AR HER 0 N AP BRI K /MELN 0, B0AHN
&% pin/unpin BNE L ILE N AE

FIWT A AT EPATEIERIZE S, 4% ASHMEM PIN #:/EAl ASHMEM UNPIN #24E 3 Bl AT
ashmem_pin 1 ashmem_unpin.

HElgE AL E NN, A BN A pinned R, R /45 UF Ashmem IRZENFE
72 unpin F=—HR PN LR, Ashmem IRENFEF 74 2 X BN 47 unpin.

R 2550 Ashmem IXENFEFF B HT pin H—ATTHIHE unpin K PIAEER, IXFERENS B I 9 72 M
unpinned R A pinned RE .

PR3 ashmem_pin_unpin()7E {4 kernel/goldfish/ashmem.c FH 52, EARMK SCELARRS 40 R Fias o

static int ashmem_pin_unpin(struct ashmem_area *asma, unsigned long cmd,

{

void __user *p)

struct ashmem_pin pin;
size_t pgstart, pgend;
int ret = -EINVAL;

if (unlikely(lasma->file))
return -EINVAL;

if (unlikely(copy_from_user(&pin, p, sizeof(pin))))
return -EFAULT;




}

 RARR Android 7%

[* per custom, you can pass zero for len to mean "everything onward" */
if (Ipin.len)
pin.len = PAGE_ALIGN(asma->size) - pin.offset;

if (unlikely((pin.offset | pin.len) & ~PAGE_MASK))
return -EINVAL;

if (unlikely(((__u32) -1) - pin.offset < pin.len))
return -EINVAL;

if (unlikely(PAGE_ALIGN(asma->size) < pin.offset + pin.len))
return -EINVAL;

pgstart = pin.offset / PAGE_SIZE;
pgend = pgstart + (pin.len / PAGE_SIZE) - 1;

mutex_lock(&ashmem_mutex);

switch (cmd) {
case ASHMEM_PIN:
ret = ashmem_pin(asma, pgstart, pgend);
break;
case ASHMEM_UNPIN:
ret = ashmem_unpin(asma, pgstart, pgend);
break;
case ASHMEM_GET_PIN_STATUS:
ret = ashmem_get_pin_status(asma, pgstart, pgend);
break;

}

mutex_unlock(&ashmem_mutex);

return ret;

HEAT I, 44T ASHMEM_PIN #:4F (1) H A%t R4 202 — B4k T unpinned R A FF B
PR % ashmem_unpin()fI ThRE ML —REEAILZ AL, FAAEREL TR,

™

™

]

{E3k )] asma->unpinned list &0, 4R 4AT4T unpinned R N AFABE R 5K E unpin
1N A7k [pgstart, pgend]AHAZ, WRAAAE, WEIEHAT S F-ERVE R pgstart FI1 pgend 1K/ o
W FH B 3 range_del )M B )5 5K CL 22 4% unpinned i [ A7 ERL.

W F A3 range alloc()H ¥7 unpinned %1t Ji5 [F] N 47 B [pgstart, pgend], MLH ) A F7ER
[pgstart, pgend] &7 1 WA Fr A # M $2 ) unpinned REK A A7

WK BIAHAS K N AFERIF H % [ pgstart A1 pgend K708, 75 % # #7414 asma->unpinned_list
H . R A BT N A7FER [pgstart, pgend] 7] GE 5 /1T /5 4L T unpinned JRZS N FEHL R A AHAS .

PR ¥ ashmem_unpin()7E 3 4F kernel/goldfish/ashmem.c F15E X, FAKK SZHACES 1 F Brs .

static int ashmem_unpin(struct ashmem_area *asma, size_t pgstart, size_t pgend)

{

&



struct ashmem_range *range, *next;
unsigned int purged = ASHMEM_NOT_PURGED;

restart:
list_for_each_entry_safe(range, next, &asma->unpinned_list, unpinned) {
/* short circuit: this is our insertion point */
if (range_before_page(range, pgstart))
break;

/*
* The user can ask us to unpin pages that are already entirely
* or partially pinned. We handle those two cases here
i
if (page_range_subsumed_by_range(range, pgstart, pgend))
return O;
if (page_range_in_range(range, pgstart, pgend)) {
pgstart = min_{(size_t, range->pgstart, pgstart),
pgend = max_{(size_t, range->pgend, pgend);
purged |= range->purged;
range_del(range);
goto restart;
}
}

return range_alloc(asma, range, purged, pgstart, pgend);

}
range_before_page()IHRAER AN 2E X, The & HIWr range #4514 1 N AR B 7E page T 2 A/l
W SRR W TR G5 R iR . asma->unpinned _list 511 3R 2 & B T 5 MK EI/NETHERIG, I B
i unpin (KN AFERZAHZEM) . range before page()ffI & ARSI T Frar
#define range_before_page(range, page) \
((range)->pgend < (page))
page_range subsumed_by_range()J#AE g — N X, IhEEZHIM N7 TS T [start, end]
AW, RS, WU 272 unpin M NAFREZ4E T unpinned R WSR2 U FHELE,
M| B %R [l . page range subsumed by range()f & XA W1 Frw o
#define page_range_subsumed_by_range(range, start, end) \
(((range)->pgstart <= (start)) && ((range)->pgend >= (end)))
page_range_in_range()HJ#R{EH 2 — N EE X, HIRER AW NFR [startend] 2 5 LA S EE
#H%E . page range in range()f]E ARRL 4N K B o
#define page_range_in_range(range, start, end) \
(page_in_range(range, start) || page_in_range(range, end) || \
page_range_subsumes_range(range, start, end))
page_range_subsumed_by_range()JERIE & — 7% 5 3, ThRER HIWT N 775k range & 5405 N AEER
[start, end]. page range subsumed by range()/f & XACHS 1 F Fros.
)l
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#define page_range_subsumed_by range(range, start, end) \
(((range)->pgstart <= (start)) && ((range)->pgend >= (end)))

page_in_rangeOIEEME 2 — N2 X, ThAE A HI W N A Hb bl page 2 58 & 7 W A7 range H.
page_in_range()[f & XARHS W F B s o

#define page_in_range(range, page) \
(((range)->pgstart <= (page)) && ((range)->pgend >= (page)))

P R % range_del(), HIIfE &M asma->unpinned_list BRI AFER, FFHIWTE R ELE Iru FIR .
R %Y range_del() ) E AR SCERARES 40 F BT .

static void range_del(struct ashmem_range *range)

{
list_del(&range->unpinned);
if (range_on_Iru(range))
Iru_del(range);
kmem_cache_free(ashmem_range_cachep, range);
}

AR Iru_del(), WAFRIIRE purged {68 ASHMEM _NOT PURGED, 7 3l7E 384 W[5l Xt o7
R TE, A NAFPURALT Iru B3RS, WM BR 2 Ira delOMIBRIX AN N fFBR . Q3 Iru_delOfI R
PRSEIARRL W1 R B

static inline void Iru_del(struct ashmem_range *range)
{

list_del(&range->Iru);

Iru_count -= range_size(range);

}

PE LK% ashmem_unpin()*F ¥ range_alloc()eki %, HINAERM slab ZEp[X ashmem range
cachep H1/3AC > ashmem range, FHEATHIRIMIHILEILALER . SRIGTRAEXT RIKI51 % ashmem area->
unpinned_list ', FFHIWTIX A range 1) purged /& 754 T ASHMEM NOT PURGED R#A, 052 M2
BIAE Iru 51389 . BR% range alloc()7E 31 kernel/goldfish/ashmem.c H1SE, EARKISZIARRL I F s

static int range_alloc(struct ashmem_area *asma,
struct ashmem_range *prev_range, unsigned int purged,
size_t start, size_t end)

struct ashmem_range *range;
range = kmem_cache_zalloc(ashmem_range_cachep, GFP_KERNEL);
if (unlikely('range))
return -ENOMEM,;
range->asma = asma;
range->pgstart = start;
range->pgend = end;
range->purged = purged;
list_add_tail(&range->unpinned, &prev_range->unpinned);
if (range_on_Iru(range))

Iru_add{range);
®,



return 0;

}

FE RS Iru_add(), HIWEERB ARG R CAEBI N ARG IR 2R %K ashmem_lru_list 1. &
¥ Iru_add()fE 3 fF kernel/goldfish/ashmem.c HSEHH, B AR SEIARS 0T Fras.

static inline void Iru_add(struct ashmem_range *range)
{
list_add_tail(&range->Iru, &ashmem_Iru_list);
Iru_count += range_size(range);

}

FERE ashmem pin(), HIREESE —HREZILEZAFXH. # pin HHNFIRE EHEFE
unpinned_list R H, WRALENHAEA M. ZAEAIWTE unpinned_list IR+ & B F1E pin FINFF
B, TEIHTE asma->unpinned list FIR K7 IR H 5 Z AHAZ KN FFB. BRE ashmem pin()7E (4
kernel/goldfish/ashmem.c F5LH, EARKISZIARRL U TR,

static int ashmem_pin(struct ashmem_area *asma, size_t pgstart, size_t pgend)
{
struct ashmem_range *range, *next;
int ret = ASHMEM_NOT_PURGED;
list_for_each_entry_safe(range, next, &asma->unpinned_list, unpinned) {
if (range_before_page(range, pgstart))
break;
if (;page_range_in_range(range, pgstart, pgend)) {
ret |= range->purged;
if (page_range_subsumes_range(range, pgstart, pgend)) {
range_del(range);
continue;
}
if (range->pgstart >= pgstart) {
range_shrink(range, pgend + 1, range->pgend);
continue;
}
if (range->pgend <= pgend) {
- range_shrink(range, range->pgstart, pgstart-1);
continue;
}
range_alloc(asma, range, range->purged,
pgend + 1, range->pgend);
range_shrink(range, range->pgstart, pgstart - 1);
break;
}
}
return ret;

}

FE_ERARRE oot BT Bt 8 N AP BRERVE S T AT, GBI if iIB AR T A0 F 4 FET.
T/ E EHE B N7 R [start,end [0 & T MRBUIRZAS 1 W 775 range, AT R EDERAURA IO R R
range M\ HAE B 44 3L = AR AR B N A7 551 3R unpinned list A& ENET
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M A IFESUE NAEHR [pgstart,pgend ] (K] J5 258 4 FIRBUIRAS N AR range (FIHT5055, ML f#
BORZAS N FEB range K94 bl 15 8 0 B8 P AR SR I AR R bk 1) R — > B i ek
& I E N AE B [pestart,pgend ] (K AT 358 2 IR BUIRAE WA range WIfEHE84r, BERHRH##
BUIRAS W 77 R range HIA R HbhE 5 B 9 BB E N AF BRI FFaR Rkl () F — > T ik
wE A N fE B [pgstart,pgend |11 & 7E R BIUIR A N A7 R range .
& A% range shrink(), HIhAERZ & E range R M N AR TS, WREFET Iru FIE
o, ) FE B EEAE ru 5 R PRSI K /N . B3 rangeshrink()7E X kernel/goldfish/ashmem.c H5Z
B, BRI IR ATR.

static inline void range_shrink(struct ashmem_range *range,
size_t start, size_t end)

{
size_t pre = range_size(range);
range->pgstart = start;
range->pgend = end;
if (range_on_lIru(range))
Iru_count -= pre - range_size(range);
}

3.2.8 [EHFR

BFRIFEERE 0. PWRERZILEANFR. SGEBRTE ARG PR, 7087 Ashmem 3%
1G4 R 3 ashmem _init(), I bR 02> 1A FH BRI 3 register_shrinker() [] P 4755 B R SR Mt — A~ 9 A7 [ OB
TR BL BRI SEBACES QT R

static struct shrinker ashmem_shrinker = {

.shrink = ashmem_shrink,
.seeks = DEFAULT_SEEKS * 4,

itatic int __init ashmem_init(void)

{ 3
register_shrinker(&ashmem_shrinker);
printk(KERN_INFO "ashmem: initialized\n");
return O;

}

HAE Linux WERERFY, URGENHFABHN, NFEEHERSGH S BTN A RREEN
Aok i A A IBR, XN AN AP SRR, XTI A FRAE. FrbAE
Android RGP HAERH TXFWLH], 4AFEE RS RN 2 B3 ashmem_shrink() LA$AT A7
Bl EElE. PA%L ashmem shrink()7E L kernel/goldfish/ashmem.c FHSEE, EARK SCIACAS 0T B o

static int ashmem_shrink(struct shrinker *s, struct shrink_control *sc)

{

struct ashmem_range *range, *next;

G,
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/* We might recurse into filesystem code, so bail out if necessary */
if (sc->nr_to_scan && !(sc->gfp_mask & __ GFP_FS))
return -1;
if (Isc->nr_to_scan)
return Iru_count;
mutex_lock(&ashmem_mutex);
list_for_each_entry_safe(range, next, &ashmem_lIru_list, Iru) {
loff_t start = range->pgstart * PAGE_SIZE;
loff_t end = (range->pgend + 1) * PAGE_SIZE;
do_fallocate(range->asma->file,
FALLOC_FL_PUNCH_HOLE | FALLOC_FL_KEEP_SIZE,
start, end - start);
range->purged = ASHMEM_WAS_PURGED;
Iru_del(range);
sc->nr_to_scan -= range_size(range);
if (sc->nr_to_scan <= 0)
break;

}

mutex_unlock(&ashmem_mutex);
return Iru_count;

3.3 94 CHHizEdEa B

U SRABAE Android HEREZ [A] 3L S S B 44 SL 2 A7 R, AT BAIE L i i % 11 MemoryHeapBase
7R SE . R A BRIt EE LA ILENFIP W —3 4, TeETEBEED
MemoryBase RS . A VELH /3BT C-++U 1] 452 112 1K) B AR YRRY

3.3.1 #[ MemoryHeapBase

#11 MemoryBase PA#% 11 MemoryHeapBase A2EA}, XN CI#R AT LAYE N —A Binder % R AEHE
FRZ (B EAT A4 . K84 11 MemoryHeapBase /& —> Binder Xf R, FTLA# Server Xt CLAFISEIR
—“) Bnlnterface #2171) Fl Client %y 5| ] CAZE LI —A> Bplnterface #:11) IAEE .

1. BR358&ImSCIN

#1171 MemoryHeapBase £ Server %ii ) SE U FEf, AT LUK BT R IR0 A0 T 3 FhakA,
M MRS RURIEE 4 3L 2 WAF R A G K, 4% MemoryHeapBase. BnMemoryHeap A1
IMemoryHeap.
M Binder FEAEE(EE: RIA Binder HEALEAEHLHIAECI2E, 445 linterface. BnInterface. IBinder.
BBinder. ProcessState il [IPCThreadState.
M FfefEEr2E: RefBase.
fE B3R 3 Fh2E%Urh, Binder #EFEIMEAE AN REFRE SRR AT J5 T 1O 2 5 h Bk AT PR . BRI
IMemoryBase H & S 1 A L ILZE N AL LN T, B D X frameworks/native/include/binder/
IMemory.h H5E X, & XA 41T Fros .




class IMemoryHeap : public linterface

{

public:
DECLARE_META_INTERFACE(MemoryHeap);

enum {
READ_ONLY =0x00000001

%

virtual int getHeaplD() const = 0;
virtual void* getBase() const = 0;
virtual size_t getSize() const = 0;
virtual uint32_t getFlags() const = 0;
virtual uint32_t getOffset() const = 0;

int32_t heaplD() const { return getHeaplD(); }
void* base() const { return getBase(); }
size_t virtualSize() const { return getSize(); }

I

£ Bk RIS T 3 ANE BRI R

getHeapID(): ThRERIRTGHE L2 L ZE WA SUHHRER 7

getBase(): ThEERIRFE LILEN AR ML, @i XAk n] DIAERE 7 o BBV ) iX B

FEENI.

getSize(): IWAERIRTGE L ILE N AR

% BnMemoryHeap /& —/NA i} 525, 24 Client 35 5| Fi% 3K Server ii%f R 47 #4740, Binder &
4ist £ A2 BnMemoryHeap (1] 7 i % onTransact)PAT RA&KI v 4. K% onTransact()7E 3 fF
frameworks/native/libs/binder/IMemory.cpp i€ X, BRI W T Fros.

status_t BnMemory::onTransact(
uint32_t code, const Parcel& data, Parcel* reply, uint32_t flags)
{
switch(code) {
case GET_MEMORY: {
CHECK_INTERFACE(IMemory, data, reply);
ssize_t offset;
size_t size;
reply->writeStrongBinder( getMemory(&offset, &size)->asBinder() );
reply->writelnt32(offset);
reply->writelnt32(size);
return NO_ERROR;
} break;
default:
return BBinder::onTransact(code, data, reply, flags);

}

% MemoryHeapBase 4k7K | % BnMemoryHeap, fEA Binder HL#il "¢ Server £ 75 E Ll
IMemoryBase % M, FEIjEER LIRE IMemoryBase 51 H R 0%, R T —HELZ L= HNIER



%o HAE A frameworks/native/include/binder/MemoryHeapBase.h H & X, EA&SLIARL M0 TR,

class MemoryHeapBase : public virtual BhMemoryHeap
{
public:
enum {
READ_ONLY = IMemoryHeap::READ_ONLY,
DONT_MAP_LOCALLY = 0x00000100,
NO_CACHING = 0x00000200
h
MemoryHeapBase(int fd, size_t size, uint32_t flags = 0, uint32_t offset = 0);
MemoryHeapBase(const char* device, size_t size = 0, uint32_t flags = 0);
MemoryHeapBase(size_t size, uint32_t flags = 0, char const* name = NULL);

virtual ~MemoryHeapBase();
virtual int getHeaplD() const;
virtual void* getBase() const;

virtual size_t getSize() const;
virtual uint32_t getFlags() const;
virtual uint32_t getOffset() const;

const char* getDevice() const;
void dispose();
status_t setDevice(const char* device) {
if (mDevice == 0)
mDevice = device;
return mDevice ? NO_ERROR : ALREADY_EXISTS;

}

protected:
MemoryHeapBase();
status_t init(int fd, void *base, int size,
int flags = 0, const char* device = NULL);

private:
status_t mapfd(int fd, size_t size, uint32_t offset = 0);

intmFD;  /IR— X HHEIRF, BRETHREXH/deviashmem FHEIMN, EBHEA—MEZEZAEFER

size_t mSize; IIRTFREIK

void* mBase; AR ARG it
uint32_t mFlags; HRTFERRAG [ERIP AL
const char* mDevice;

bool mNeedUnmap;

uint32_t mOffset;

I

J MemoryHeapBase 7£ X ff frameworks/native/libs/binder/MemoryHeapBase.cpp 1 SzH, HAZ 0T

RERAE T —REAILZ NI, WAL TR,



MemoryHeapBase::MemoryHeapBase(size_t size, uint32_t flags, char const * name)
: mFD(-1), mSize(0), mBase(MAP_FAILED), mFlags(flags),
mDevice(0), mMNeedUnmap(false); mOffset(0)

const size_t pagesize = getpagesize();
size = ((size + pagesize-1) & ~(pagesize-1));
int fd = ashmem_create_region(name == NULL ? "MemoryHeapBase" : name, size);
ALOGE_IF(fd<0, "error creating ashmem region: %s", strerror(errno));
if (fd >=0) {
if (mapfd(fd, size) == NO_ERROR) {
if (lags & READ_ONLY) {
ashmem_set_prot_region(fd, PROT_READ);
}

}

SN SHEBAR VR T frs.

size: FonEQIE KR 4L E N KD

M flags: WEXRELILZENFREME, flannigs, k.

name: WS ARERAXEEMHN, HTHREEAILZANGFHAET, WTARZE.

¥ F k& MemoryHeapBase [/ 2 B3 mapfd(), JLIhRE K15 2 BE 4 3L = N A2 10 SO FR 77t
St 2 AR BE 2 (7] . BRI %Y mapfd(){E L frameworks/native/libs/binder/MemoryHeapBase.cpp H5E X, £
RIS T B

status_t MemoryHeapBase::mapfd(int fd, size_t size, uint32_t offset)

{
if (size == 0) {
#ifdef HAVE_ANDROID_OS
pmem_region reg;
int err = ioctl(fd, PMEM_GET_TOTAL_SIZE, &reg);
if (err == 0)
size =reg.len;

#endif
if (size == 0) { // try fstat
struct stat sb;
if (fstat(fd, &sb) == 0)
size = sb.st_size;
}
}

if (mFlags & DONT_MAP_LOCALLY) == 0) {//&# % true BRIHITRGAA mmap()RITRITEBRETAYIR(E
void* base = (uint8_t*)mmap(
0.//FRTHAZFREXNEZ{EANFE X HEHEbI = EEEAE
size,/IFRTEMSNEZ X ZRNEHHA/N
PROT_READ|PROT_WRITE /RREXNMNEZHZRNEFRAEEH
MAP_SHARED,
fd, /13 TG RO E B X Z R F A SRR
offset//FRREM XN STHHIBBNMRFE (L E Fria Rk s

(@,



if (base == MAP_FAILED) {
ALOGE("mmap(fd=%d, size=%u) failed (%s)",
fd, uint32_t(size), strerror(errno));
close(fd);
return -errno;
}
/IALOGD("mmap(fd=%d, base=%p, size=%Iu)", fd, base, size);
mBase = base;
mNeedUnmap = true;
}else {
mBase = 0;
mNeedUnmap = false;
}
mFD = fd;
mSize = size;
mOffset = offset;
return NO_ERROR;

}

XCREAE A F BB mapfd()5, 23 N3 A% 25 18] () Ashmem JRENFE L3047 B ] ashmem map().
XK E ashmem map()f ARSI RE, 1E 3.2 AW A BT T RGN HE
B J5 & X 51 BR B getHeapID(). getBase() Al getSize() I BARSZEN, H BRI Rz .

int MemoryHeapBase::getHeaplD() const {
return mFD;

}

void* MemoryHeapBase::getBase() const {
return mBase;

}

size_t MemoryHeapBase::getSize() const {
return mSize;

}

2. BEFIRSEI

#11 MemoryHeapBase £ )7 i (R SEELE FE b, v DK BT A W0 B I8 AN T 3 kAL,

M S AHE: RIAIE LS N AR EAR RS, %S BpMemoryHeap 1 IMemoryHeap.

M Binder #FHEE K BIFI Binder HEAZ@E (S HLHIAHCHIZE, 45 lnterface. Bplnterface. IBinder.

BpBinder. ProcessState. BpRefBase I IPCThreadState.

M REFEENE: RefBase.

£ Bk 3 KA, Binder BEFHIE(E AR Befa b B EAR P E I S it IR, EXEH
H AN AL,

2 BpMemoryHeap #& 2% MemoryHeapBase 7t Client ¥y 3EF2 FKZFERE 28, 24 Client 5 3EFEM Service
Manager 3£74 | —1~ MemoryHeapBase Xt R ¥ 5| FHJ5, S7EAHAIE —1 BpMemoryHeap X} % K&
X5/ . 2% BpMemoryHeap & M RefBase J54k &[], thE5CH IMemoryHeap $:11, W] LRI fe4a4t
giafii.

2% BpMemoryHeap 7 3 {4 frameworks/native/libs/binder/IMemory.cpp F & Y, BARSZIARED I R B o




class BpMemoryHeap : public BpInterface<IMemoryHeap>
{
public:

BpMemoryHeap(const sp<IBinder>& impl);

virtual ~BpMemoryHeap();

virtual int getHeaplD() const;
virtual void* getBase() const;
virtual size_t getSize() const;
virtual uint32_t getFlags() const;
virtual uint32_t getOffset() const;

private:
friend class IMemory;
friend class HeapCache;

static inline sp<IMemoryHeap> find_heap(const sp<IBinder>& binder) {
return gHeapCache->find_heap(binder);

}

static inline void free_heap(const sp<IBinder>& binder) {
gHeapCache->free_heap(binder);

}

static inline sp<IMemoryHeap> get_heap(const sp<IBinder>& binder) {
return gHeapCache->get_heap(binder);

}

static inline void dump_heaps() {
gHeapCache->dump_heaps();

}

void assertMapped() const;
void assertReallyMapped() const;

mutable volatile int32_t mHeapld;
mutable void* mBase;

mutable size_t mSize;

mutable uint32_t mFlags;
mutable uint32_t mOffset;
mutable bool mRealHeap;
mutable Mutex mLock;

I3
2% BpMemoryHeap %I . ) #41& BR 22 BpMemoryHeap(), EAARSLIARL 0 F AR

BpMemoryHeap::BpMemoryHeap(const sp<IBinder>& impl)
: BpInterface<IMemoryHeap>(impl),
mHeapld(-1), mBase(MAP_FAILED), mSize(0), mFlags(0), mRealHeap(false)
{
}

FEAS R 7 BR 3 getHeapID() getBase()Fl getSize()Z i, 7 ZLil i I F R # assertMapped() S Hfi {3
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7 Client i DA W R TELILZENIE. HA K getHeapID(). getBase()Hl getSize() I B A& LA
W HiR.

int BpMemoryHeap::getHeaplD() const {
assertMapped();
return mHeapld;

}

void* BpMemoryHeap::getBase() const {
assertMapped();
return mBase;

}

size_t BpMemoryHeap::getSize() const {
assertMapped();
return mSize;

}

PR ¥ assertMapped()7E 3Cf frameworks/native/libs/binder/IMemory.cpp H %& X, BARLIAB I T
PR

void BpMemoryHeap::assertMapped() const
{
if (mHeapld ==-1) {
sp<IBinder> binder(const_cast<BpMemoryHeap*>(this)->asBinder());
sp<BpMemoryHeap> heap(static_cast<BpMemoryHeap*>(find_heap(binder).get()));
heap->assertReallyMapped();
if (heap->mBase !'= MAP_FAILED) {
Mutex::Autolock _I(mLock);
if (mHeapld == -1) {
mBase = heap->mBase;
mSize = heap->mSize;
android_atomic_write( dup( heap->mHeapld ), &mHeapld );
}
}else {
free_heap(binder);

}

}
2k HeapCache £ {8 frameworks/native/libs/binder/IMemory.cpp & X, EARSZEIAKL I T s .

class HeapCache : public IBinder::DeathRecipient

{
public:
HeapCache();
virtual ~HeapCache();

virtual void binderDied(const wp<IBinder>& who);
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sp<IMemoryHeap> find_heap(const sp<IBinder>& binder);
void free_heap(const sp<IBinder>& binder);
sp<IMemoryHeap> get_heap(const sp<IBinder>& binder);
void dump_heaps();

private:
struct heap_info_t {
sp<IMemoryHeap> heap;
int32_t count;

h
void free_heap(const wp<IBinder>& binder);

Mutex mHeapCacheLock;
KeyedVector< wp<IBinder>, heap_info_t > mHeapCache;

5
1E_EiR ARG s X T R R 28 mHeapCache, Ihfg24E9 2N FTH BpMemoryHeap X R. %
AMESRAE T B E find heap()F1 get heap()JK X3k N ER AT 44 Y] BpMemoryHeap Xf 5, iX ™ bR i) H Ak

VLW R .
M 4% find heap(): I 7E mHeapCache H3KANF#H S [f] BpMemoryHeap X} 4, lj42 BpMemoryHeap
Xt % I A\ E| mHeapCache H.

BR# get_heap(): A4 H3h#t BpMemoryHeap %f A #| mHeapCache .

BT KB EH find heap(), B JELMEHERIIZSEL binder 15 AKX F1E mHeapCache HHR, IR
FE B AEAERT MY heap_info X & info.

F77E info: 34/N5] Hit%Y info.count fF{E, X7~k BpBinder X &% 7 —/MER & -

AFEAE info: A —M3] mHeapCache H[f] heap_info X} % info.

B % find_heap()fE ({4 frameworks/native/libs/binder/IMemory.cpp H'5€ 3, HARSLIARIS IR Bz

sp<IMemoryHeap> HeapCache::find_heap(const sp<IBinder>& binder)
{
Mutex::Autolock _I(mHeapCacheLock);
ssize_t i = mHeapCache.indexOfKey(binder);
if (i>=0) {
heap_info_t& info = mHeapCache.editValueAt(i);
ALOGD_IF(VERBOSE,
"found binder=%p, heap=%p, size=%d, fd=%d, count=%d",
binder.get(), info.heap.get(),
static_cast<BpMemoryHeap*>(info.heap.get())->mSize,
static_cast<BpMemoryHeap*>(info.heap.get())->mHeapld,
info.count);
android_atomic_inc(&info.count);
return info.heap;
}else {
heap_info_t info;
info.heap = interface_cast<IMemoryHeap>(binder);
info.count = 1;
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/IALOGD("adding binder=%p, heap=%p, count=%d",
//binder.get(), info.heap.get(), info.count);
mHeapCache.add(binder, info);

return info.heap;

}

B ER Sz ACFS AT &1, A%k find heap()/2 BpMemoryHeap IR R K%, REBHHALSRELE
gHeapCache $AT AR IERAE . X R A SEEARES 21 R Ffrs .

class BpMemoryHeap : public Bplnterface<IMemoryHeap>
{

private:
static inline sp<IMemoryHeap> find_heap(const sp<IBinder>& binder) {
return gHeapCache->find_heap(binder);

}

iH 3 18 FH BB #X find_heap ()73 £| BpMemoryHeap X} % 1 [f] R ${ assertReallyMapped(), X4 0] PABIA
HASHELZILZANFREE LS BHFEEE . BRI assertReallyMapped()7E 344 frameworks/native/
libs/binder/IMemory.cpp & X, BRI F Fras.

void BpMemoryHeap::assertReallyMapped() const
{
if (mHeapld == -1) {
Parcel data, reply;
data.writelnterface Token(IMemoryHeap::getinterfaceDescriptor());
status_t err = remote()->transact(HEAP_ID, data, &reply);
int parcel_fd = reply.readFileDescriptor();
ssize_t size = reply.readint32();
uint32_t flags = reply.readint32();
uint32_t offset = reply.readint32();

ALOGE_IF(err, "binder=%p transaction failed fd=%d, size=%Id, err=%d (%s)",
asBinder().get(), parcel_fd, size, err, strerror(-err));

int fd = dup( parcel_fd );
ALOGE_IF(fd==-1, "cannot dup fd=%d, size=%ld, err=%d (%s)",
parcel_fd, size, err, strerror(errno));

int access = PROT_READ;

if (/(flags & READ_ONLY)) {
access |= PROT_WRITE;

}

Mutex::Autolock _I(mLock);
if (mHeapld == -1) {
mRealHeap = true;
mBase = mmap(0, size, access, MAP_SHARED, fd, offset);
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if (mBase == MAP_FAILED) {
ALOGE("cannot map BpMemoryHeap (binder=%p), size=%ld, fd=%d (%s)",
asBinder().get(), size, fd, strerror(errno));
close(fd);
}else {
mSize = size;
mFlags = flags;
mOffset = offset;
android_atomic_write(fd, &mHeapld);

}
3.3.2 #:0 MemoryBase

$1 MemoryBase & & .7E 4% 1 MemoryHeapBase [f)2&4l ¥, BFEARTT LAYER— Binder XI5
e R [ SR L = .
1. 7£ Server imAISCIR

B 54125 MemoryBase 7E Server ¥ ffJ3CEl, MemoryBase 7E Server ¥ W & fi S b3 35 T
MemoryHeapBase [¥]5ZH. 2 MemoryBase 7E Server ¥ (¥ 5L I A2 MemoryHeapBase 7E Server ¥ )52
LKA, R TAERA KBS h LI a0 T s Bl wT .

M #2% IMemory ##t82% IMemoryHeap.

2% BnMemory ## %2 BnMemoryHeap.

M #1295 MemoryBase ¥ #: {28 MemoryHeapBase.

2 IMemory 7£ X4 frameworks/native/include/binder/IMemory.h HSZHL, T RE & & LI MemoryBase
P S B SEBEE I . 2K IMemory [FISEEARAS @1 R Fos

class IMemory : public lInterface

{
public:
DECLARE_META_ INTERFACE(Memory);
virtual sp<IMemoryHeap> getMemory(ssize_t* offset=0, size_t* size=0) const = 0;
void* fastPointer(const sp<IBinder>& heap, ssize_t offset) const;
void* pointer() const;
size_t size() const;
ssize_t offset() const;
h
1E2E IMemory 1 5E X T W0 2 iR EL.
getMemory(): ThfEIKE 35 ¥) MemoryHeapBase %1 % ff] IMemoryHeap #211.
pointer(): LhREAZIREL P Fr 44 i B 44 3L 5 N A7 i B bk
size(): LIAERIRENAN BT 4E4 I BE 44 3L N AF I Ko
offset(): DIREAIRIN NI 4Ed M E L L ZNFERNELILZNFPHRBEE.

KRR EX
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2 IMemory £ B & UGS FE R SEEL T 3 MR BB 3L : pointer() size()H offset(), 273K MemoryBase
RESEI AR A R getMemory()BI Al . 28 IMemory R ARSEINAE A frameworks/native/libs/binder/
IMemory.cpp 1 7& X, BRI TR,

void* IMemory::pointer() const {
ssize_t offset;
sp<IMemoryHeap> heap = getMemory(&offset);
void* const base = heap!=0 ? heap->base() : MAP_FAILED;
if (base == MAP_FAILED)
return 0;
return static_cast<char*>(base) + offset;

}

size_t IMemory::size() const {
size_t size;
getMemory(NULL, &size);
return size;

}

ssize_t IMemory::offset() const {
ssize_t offset;
getMemory(&offset);
return offset;

}

% MemoryBase A& — M 4Hh Binder X R, £ frameworks/native/include/binder/MemoryBase.h
R, Bk UL R Fs .

class MemoryBase : public BhMemory
{
public:
MemoryBase(const sp<IMemoryHeap>& heap, ssize_t offset, size_t size);
virtual ~MernoryBase();
virtual sp<IMemoryHeap> getMemory(ssize_t* offset, size_t* size) const;
protected:
size_t getSize() const { return mSize; }
ssize_t getOffset() const { return mOffset; }
const sp<IMemoryHeap>& getHeap() const { return mHeap; }
private:
size_t mSize;
ssize_t mOffset;
sp<IMemoryHeap> mHeap;
K
k
#endif

2 MemoryBase FEARSZIAE X frameworks/native/libs/binder/MemoryBase.cpp H15E X, BAksz
AR TN R B s

MemoryBase::MemoryBase(const
sp<IMemoryHeap>& heap,//#&[5] MemoryHeapBase %%, HEIFHEZXZRNERERTRE N
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ssize_t offset /327X MemoryBase 3 R B4 HX S ERZEZAFEENEZRZAFTRDERAMAE
size_t size//ZE7RiX 4> MemoryBase &R i B4 HX IR E R HFERFHK N

)
: mSize(size), mOffset(offset), mHeap(heap)

{

}

/IThEE =B E AEBAY MemoryHeapBase ¥R # IMemoryHeap #0

IIANRAE RIS offset F0 size I5J3 NULL
IEBERBEFPHNERRHZFAFEBIMNEZRAZAFRPINEBUEURIBLEZRXZAFEHNXNEELE
A&

sp<IMemoryHeap> MemoryBase::getMemory(ssize_t* offset, size_t* size) const

{
if (offset) *offset = mOffset;
if (size) *size = mSize;
return mHeap;

}
2. MemoryBase 37 Client imAISEIR

F§ k& MemoryBase JE7E Client ¥ [ SE 3 - & MemoryBase 7E Client ¥ [ 5231 528 MemoryHeapBase
£ Client ¥ SR, R TEHAT W TR HEIA] %~ MemoryHeapBase 7E Client ¥ [ SE 31 .

#22% IMemory ##t 2% IMemoryHeap .

12 BpMemory ¥ 2& BpMemoryHeap.

% BpMemory H THiiA3 MemoryBase k%5 HIAAEEXI R, fEXff frameworks/native/libs/binder/
IMemory.cpp & X, BRI TR

class BpMemory : public Bplinterface<IMemory>
{
public:
BpMemory(const sp<IBinder>& impl);
virtual ~BpMemory();
virtual sp<IMemoryHeap> getMemory(ssize_t* offset=0, size_t* size=0) const;

private:
mutable sp<IMemoryHeap> mHeap; //2¢&% IMemoryHeap, 1EEEIE—4 BpMemoryHeap %5
mutable ssize_t mOffset;//3&k7x BpMemory M R ESINNEZ L ZAFEBNERXZAFRPHERAE
mutable size_t mSize; I13%7~3Z 4~ BpMemory 3R R Z4F X Y ERLZREFRK D

-
2 BpMemory H ¥ i1 B 3 getMemory()7E 34 frameworks/native/libs/binder/IMemory.cpp 1 5& X,
BARSIARRL I T s o

sp<IMemoryHeap> BpMemory::getMemory(ssize_t* offset, size_t* size) const
{
if (mHeap == 0) {
Parcel data, reply; ‘
data.writelnterface Token(IMemory::getinterfaceDescriptor());
if (remote()->transact(GET_MEMORY, data, &reply) == NO_ERROR) {
sp<IBinder> heap = reply.readStrongBinder();
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}

ssize_t o = reply.readint32();
size_t s = reply.readint32();
if (heap != 0) {
mHeap = interface_cast<IMemoryHeap>(heap);
if (mHeap != 0) {
mOffset = o;
mSize = s;

}
}
if (offset) *offset = mOffset;
if (size) *size = mSize;
return mHeap;

5k 51725 B mHeap I{E N NULL, F/RI BpMemory X REEA B IFE A ILEZ N, NS
W — A Binder #Ff2 2% Server WiiEKRE L L ZAFELE . @L 5 HEE M Server i1
MemoryHeapBase Xt % [£15| i heap, 7] LATE Client ¥t 2+ 1|28 —/ BpMemoryHeap 2R, &5
#31X 4> BpMemoryHeap 762 # [ LR A7 7E ik 72 A8 & mHeap ', [FIFS A Server ¥ 3R 15 K15 B0 5 IX HLE
LI N AR E A ILE NP RO E DL K/

3.4 40H7 Javair HldEO B

ST B ILE AR CHUTRELREE, AWHEAHH Java V5O EHKERIRE. 7
Android 5.0 M HFEFHELEE A, i# i3 #8211 MemoryFile SIS B 45t 235 B 42 S5 22 N A7 SO B 2 FE F Thiig
f£ Android 5.0 #, 1 MemoryFile £ 3{f} frameworks/base/core/java/android/os/MemoryFile java H &
X, BARSEIACKS @ T s .

public class MemoryFile

{

private static String TAG = "MemoryFile";
private static final int PROT_READ = 0x1;
private static final int PROT_WRITE = 0x2;

private static native FileDescriptor native_open(String name, int length) throws IOException;
private static native int native_mmap(FileDescriptor fd, int length, int mode)

throws IOException;
private static native void native_munmap(int addr, int length) throws IOException;
private static native void native_close(FileDescriptor fd);
private static native int native_read(FileDescriptor fd, int address, byte[] buffer,

int srcOffset, int destOffset, int count, boolean isUnpinned) throws IOException;
private static native void native_write(FileDescriptor fd, int address, byte[] buffer,

int srcOffset, int destOffset, int count, boolean isUnpinned) throws IOException;
private static native void native_pin(FileDescriptor fd, boolean pin) throws IOException;
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private static native int native_get_size(FileDescriptor fd) throws IOException;

private FileDescriptor mFD;

private int mAddress;

private int mLength;

private boolean mAllowPurging = false;

public MemoryFile(String name, int length) throws IOException {
mLength = length;
mFD = native_open(name, length);
if (length > 0) {
mAddress = native_mmap(mFD, length, PROT_READ | PROT_WRITE);
}else {
mAddress = 0;

}
}

1E_FiRAES, HiE J51: MemoryFile()LA¥R & B 775 A A T INI J5¥% native_open(), HHIRZEIL
—NEBILZENEM, XFEA] LR R A SRR R . RS XA ASEORA INTL
% natvie_mmap(), FFIEEE A ILEAFE AU BIBERE AS (A) b, XORE AT AT DUIE i BR SR 45 B ik 2% (8] i 77
E By ] A7 HHE -

INI B%#§( android os MemoryFile get size(){t 34 frameworks/base/core/jni/android_os _MemoryFile.cpp
tE 3, BARSEEARD I R B .

static jint android_os_MemoryFile_get_size(JNIEnv* env, jobject clazz,
jobject fileDescriptor) {
int fd = jniGetFDFromFileDescriptor(env, fileDescriptor);
int result = ashmem_get_size_region(fd);
if (result < 0) {
if (errno == ENOTTY) {
return (jint) -1;
}
jniThrowlOException(env, errno);
return (jint) -1;
}

return (jint) result;

}

JNI % #§ android_os_MemoryFile_open()f£ 3 f frameworks/base/core/jni/android os MemoryFile.cpp
e S, BARSEHACRS I T BR

static jobject android_os_MemoryFile_open(JNIEnv* env, jobject clazz, jstring name, jint length)
{
const char* namestr = (name ? env->GetStringUTFChars(name, NULL) : NULL);

int result = ashmem_create_region(namestr, length);

if (name)
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env->ReleaseStringUTFChars(name, namestr);

if (result < 0) {
jniThrowException(env, "javalio/lOException”, "ashmem_create_region failed");
return NULL;

}

return jniCreateFileDescriptor(env, result);

}

JNI Bf%{ android os MemoryFile mmap()7£ 3(ff frameworks/base/core/jni/android_os MemoryFile.cpp
o S, BARSEEAAS IR B .

static jint android_os_MemoryFile_mmap(JNIEnv* env, jobject clazz, jobject fileDescriptor,
jint length, jint prot)

{
int fd = jniGetFDFromFileDescriptor(env, fileDescriptor);
jint result = (jint)mmap(NULL, length, prot, MAP_SHARED, fd, 0);
if (Iresult)
jniThrowException(env, "javal/io/lOException”, "mmap failed");
return result;
}

{E A frameworks/base/core/java/android/os/MemoryFile.java 1, 25 MemoryFile [¥] 5% 71 B %} readBytes()
DHRER R — REVILEANFIAR . BASCIAH I TR,

public int readBytes(byte[] buffer, int srcOffset, int destOffset, int count)
throws IOException {
if (isDeactivated()) {
throw new IOException("Can't read from deactivated memory file.");
}
if (destOffset < 0 || destOffset > buffer.length || count < 0
|| count > buffer.length - destOffset
|| srcOffset < 0 || srcOffset > mLength
|| count > mLength - srcOffset) {
throw new IndexOutOfBoundsException();
}

return native_read(mFD, mAddress, buffer, srcOffset, destOffset, count, mAllowPurging);

}

{EAF frameworks/base/core/java/android/os/MemoryFile.java H1, 2§ MemoryFile [/ 7 B& ${ writeBytes()
R B AR —REAILEAFKNE . BAEEIAEI TR,

public void writeBytes(byte[] buffer, int srcOffset, int destOffset, int count)
throws |IOException {
if (isDeactivated()) {
throw new |IOException("Can't write to deactivated memory file.");

}
if (srcOffset < 0 || srcOffset > buffer.length || count < 0

|| count > buffer.length - srcOffset
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|| destOffset < 0 || destOffset > mLength
|| count > mLength - destOffset) {
throw new IndexOutOfBoundsException();

}
native_write(mFD, mAddress, buffer, srcOffset, destOffset, count, mAllowPurging);

}

1E X ¥ frameworks/base/core/java/android/os/MemoryFile.java *, 2§ MemoryFile 1] & 7 & #
isDeactivated() 2 g /& TR UEEE 4 L E N CL S Bt Bl bbb 22 ) . B SEEARRE @0 F Fras .

void deactivate() {
if (lisDeactivated()) {
try {
native_munmap(mAddress, mLength);
mAddress = 0;
} catch (IOException ex) {
Log.e(TAG, ex.toString());
}
}
}

private boolean isDeactivated() {
return mAddress == 0;

}

INI BRi%( native_read()f! native write()73 7l HfZ T~ C++/ZHIBK# android_os MemoryFile_read()Fl
android os MemoryFile write()SE8L, X P C++H 8 EAE X frameworks/base/core/jni/android os_
MemoryFile.cpp H5€ X, HARLIA T Frw.

static jint android_os_MemoryFile_read(JNIEnv* env, jobject clazz,
jobject fileDescriptor, jint address, jbyteArray buffer, jint srcOffset, jint destOffset,
jint count, jboolean unpinned)

int fd = jniGetFDFromFileDescriptor(env, fileDescriptor);

if (unpinned && ashmem_pin_region(fd, 0, 0) == ASHMEM_WAS_PURGED) {
ashmem_unpin_region(fd, 0, 0);
jniThrowException(env, "javal/io/lOException”, "ashmem region was purged");
return -1;

}
env->SetByteArrayRegion(buffer, destOffset, count, (const jbyte *)address + srcOffset);

if (unpinned) {
ashmem_unpin_region(fd, 0, 0);

}

return count;

}

static jint android_os_MemoryFile_write(JNIEnv* env, jobject clazz,
jobject fileDescriptor, jint address, jbyteArray buffer, jint srcOffset, jint destOffset,
jint count, jpboolean unpinned)

int fd = jniGetFDFromFileDescriptor(env, fileDescriptor);

(s,
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if (unpinned && ashmem_pin_region(fd, 0, 0) == ASHMEM_WAS_PURGED) {
ashmem_unpin_region(fd, 0, 0);
jniThrowException(env, "java/io/lOException”, "ashmem region was purged”);
return -1;
}
env->GetByteArrayRegion(buffer, srcOffset, count, (jbyte *)address + destOffset);
if (unpinned) {
ashmem_unpin_region(fd, 0, 0);
}

return count;
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1E Android 247, % )E (Hardware Abstract Layer, HAL) 7Ef &6 Hiza4T. HAL 68
] T B A IR BB SR B SE IR T, ) AR OERE AU A iR S5 . @ B R, Android RGuEIE T
FE RS & .

F—EEH P 2.

B _REAEANZTE L.

A ER M PR Android 5.0 H HAL JRRSHIEEARIR, AEEE 5 ) A5G TH 5 MR P ARFT R A

4.1 HAL Az

HAL B (B E) R THRERGARSHEA B2 MEOR, HHRETHEAmRI.
ZERER T RE T B B DA, NRIE RGHRGUB BT &, M RA AT, XA
AUELZ MG L#TBE. NS AERE, WA TR 252 T AR 2
KTER MIEAE BB AR AR AT REAT O TTRE . ATK R A4 HAL OZERTENA.

411 #EH HAL WS =

£ Android &%, #EH HAL §H BN 7 RS — LA 455 AR 28, 8 7 BT Linux
GPL H 4. Google Z&H4 i iy FEL B 2 4045 il BE 1 i B A #8782 T Android HAL %, fj Linux Driver (X
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M Android £t 2% T Aparch [ License, KA/ /el LA R @4 — ik #4AS, BrLLit Android H 2
— N &, FHEAR— NIRRT & 1T IEZ KA Android A~ M GPL, AT LA Greg Kroah-Hartman
A1E 2.6.33 Ni%H Andorid 3B M Linux FHHIER, 428 MJEK Linux 3.3 fRASH 46 3O Android E#Hi44
Ao GPL FIRE{F) /6 H AT iR 2 & LER A HIRIR. Android A8 I AN ol AL BE A1t R A 5 1.

Android R4 At 4 BEIEX A KRR AP E R SCEE ? BRI W FHAN R .

(1) Linux AZYEAES G GPL1 M), RIWSRAE Android R 4iFr# K Linux A% Eineg
HER TR, BAMLIEENIAT. FHit, WH Android REME AN Linux 2% —FE, A
M2 R A SLIAE A IR R T, B4 B UK X S B - IR B AR RIS A TF,  IXFER AT RE R =R
& FFI, FOXAHYS TR 74K,

(2) Android RGIFEASZANE Apache License 2 WM, RS FEINEL#1E2% Android
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MG BRI AR S R, B TEANSSRATT S AR MR B RE] B .
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LE%H.

B AR o

P #BiE 5 CLIENT.,

HP#AL.

FERLRE), WA AR,

N #8iE {5 Server.

fE Android &G, & AR ERE O EELLT 5 MEA.

M EHMRERE SEARETIHEKH.

M HMRERR SBRIERG L.

M O TR A & A R G T R A SR FTA Thig.

M e XFERET, 8O0REKZ SR & 2.

M B AN R O A T R G R A AR R

7E Android A5, HAL EEHRFE FEHKERF.

libhardware_legacy: I 25f H %, RHUT S8 B &REEM .

M libhardware: FrhiHHF, #iA% A HAL stub WA RKEEH .

M ril: /& Radio # 12,

msm7k: Hl QUAL “F&EMKXHIEER.

4.1.2 HAL IEXSEH

7F Android R4+, HAL AL B W IE 4-1 .

B REAA

B Androidiz 73135

HAL)Z (f3#5GPS. Wi-Fi. Audio. RadioZIEzh{tH5)

Linux A #%

4-1 HAL E4H

M 4-1 Jrosi &5 E AT AE H, HAL FZhEERZH Android Framework (Android #£48) 5 Linux
W% (Android W#%) B&ES. iX#¥ Android ] AANE FEAKHE Linux Kernel, M BAZEA % BE IR EHFEFF (1
Hi 42 N34T Framework EMM AR TE. £ HAL EEEMAET GPS. Vibrator. Wi-Fi. Copybit.
Audio. Camera. Lights. Ril fl Overlay ZF#5t .,

H il Android (] HAL R AR EAF AL E, FTLAitn Camera. Wi-Fi ZHZHAREHER




HAL F25/CH . HAL 220 BREBART IS5 M P 4-2 FioR, BRAE HAL ERE A 4-3 Fis.

Framework & Applications

' Framework & Applications External Libraries & Runtime
External Libraries &
Runtime HAL (libhardware)
i Sensor
‘ *.s0 (libhardware_legacy) Stub Stub Stub
[ Linux Device Driver Linux Device Driver
42 FREAHT HAL 4244 43 IUERI HAL 424

MILFE HAL E 45T LA H, AT HAL stub #2002 —FREEAN (proxy) HIMES:, HAR stub
5LL* so REHITERAFLE, (H2 HAL &K *.so &R 1. stub 1] HAL 24t 7 ThAgsR K H#HRIER %
(Operations) , T runtime W )\ HAL JREURF @ BEL (stub) MRS, A )5 FRIAXEERER S XF
LA Indirect Function Call iR (%84, ik HAL stub 28Rk | —Fh “f&” K&K, R WE HAL FHEE
TH% stub ((REEAN) . Runtime RZEHB module ID (KA #nT IS HE/ER S, 7624980/ HAL
B H, Android & X T HAL JZE5HMIHESE, Xt 45 17 e S i s B T 48— R A 7 K

FR: HAL legacy # HAL #3+t
ATHiEEZNOEELEMNPIELMG LS, BT RE HAL legacy #2 HAL #—AsF1k,
(1) HAL legacy
XZ$k HAL #9883k, RAXFABX, A% FHLAME, §TRA function call X KA
A, BTHkZABEEA, 249 mapping F| SAHEEZRFERRE, FANEEEERS
HEZLEANFMA (thread safe) .
(2) HAL
X R X HAL, KA T HAL module #= HAL stub 4% X, HAL stub REZ—A%F A&, £
S En LE R4 15 HAL stub &9 283841, 5 R %2 HAL stub, /£ L EZiéiid HAL module $24%
695 —3 0 KPR HAL stub, T RSB S —AitAE, MRS AL T IR EAN
1,

fE Android £4t%, HAL ZMIEMBE IR R,

(1) /hardware/libhardware legacy/: |HF] HAL 444, SREUEEE PERER ) 77 K.

(2) /hardware/libhardware: i) HAL 4844, %5 HAL stub, B4k HFMEEHWW FHR.
/hardware/libhardware/hardware.c: 4 Efk libhardware.s, & T/system/lib.
/hardware/libhardware/include/hardware H 3 F 44840 F Sk 3044

>  hardware.h: i @ RLHCL SO,
> copybith: copybit HiHR L/,

» gralloc.h: gralloc Btk ff,

> lights.h: F6AEHL SO

@



> overlay.h: overlay #HL 4.
» qemud.h: gemud B
>  sensors.h: fEEREHEHL .
/hardware/libhardware/modules: fE 1 H 5 F & X TR ZREHER, 40 /hardware/msm7k +
/hardware/qcom. /hardware/ti, /device/Samsung Fll/device/moto, XL EA -G KM HAL.

4.2 4# HAL module ZE#

Android 5.0 ) HAL ¥/ HAL module fl HAL stub 45& B/ 247484, HAL stub /2 — Share
Library GEERRFF) , E4ER LZE R#E Ui HAL stub FIk#iE4t, AT E HAL stub. L Ei#id
HAL module #2498t —8: N 3REUH#/E HAL stub, so X R &4 mapping 3| —/NidkfE, tWAFFAEE
% mapping FIE A 1] 8.

£ Android 5.0 £4i', HAL module 284 EZ 5 NN F 3 M.

struct hw_module t

struct hw_module methods t

struct hw_device t

bR 3 AN kR R R 4-4 Pk

hw_module_methods_t |

+open()

hw_module__t

tag : uint32_t
version_major : uint16_t
iid : const char * i
‘name : const char *
author : const char *

hw_device__t

tag : uint32_t :
version : uint16_t

|
=
+close() ‘

& 4-4 Android HAL Z5# 4k & % &

PLE 3 Ml RS AE S hardware.c HEAT 7 BARRA, M HAL AR EIFEAFL{R/EAE harware B
k. XFTANE K hardware (] HAL, XJRZH] lib iy % #E0U2 id.variant.so, 11 gralloc.msm7k.so 7R
3 id /2 gralloc, msm7k #& variant. variant [1)HUE Y0 B & 7EZ S /2 XK variant keys %7 FRI4H .




4.2.1 hw_module_t

%:¥) hw_module_t £E C#f hardware/libhardware/include/hardware/hardware.h H15€ X, HARSZHACRY
WRFR.

typedef struct hw_module_t {
uint32_t tag;
uint16_t module_api_version;

#define version_major module_api_version
uint16_t hal_api_version;

#define version_minor hal_api_version
const char *id;
const char *name;
const char *author;
struct hw_module_methods_t* methods;
void* dso;
uint32_t reserved[32-7];

} hw_module_t;

FEGEHIK hw_module_t F, EHFFETEEWT 5 £l
(1) EG5HI4K hw_module t FE AT A —BERE, BEZ, AR )E P K5 —MEHE L
B E X —MEA R EERE A, T B RS RA R R RER AN hw_module_t.
(2) R E 85— MERE L AGHFE— D FH S HAL_ MODULE_IFNO_SYM, B HMI,
B —AEE X HEA R ERREME . J5HES ST REER IO R, K2 X
MRHEFSHEXL.
(3) Z5#4K& hw_module t (5% i AE & tag FI{E L4118 BN HARDWARE MODULE TAG, B i%t#H
A—ANEEME (H <<24 |'W'<<16 | M'<<8|'T") , FRAIrEXR—MEARZBREE Mk .
(4) Z5#34k hw_module_t IR IAZE R dso FISRORAFINBAE M1 R B G B (K A WAE . AT I
B, F—AMEHREREYE N A SRR . AR RZ RS S bR R
F dlopen()BR HR K 55 Hoxt B Bh 25 B8 S AR . £ diclose() BR HOR EIEUX AN E/- 4 R 2
B, ZERBIXAAWE, K, EmEn &HERHRAEEK.
(5) Z5#4k hw_module_t )% 3 25 methods 5 X | —MEAF-HlI R Z BRI BAE 251K, HK
%14 hw_module_methods t, # FRBMNHAEME . hw_module methods t ffI5E XARAG U N 7R
typedef struct hw_module_methods_t {
/** Open a specific device */
int (*open)(const struct hw_module_t* module, const char* id,
struct hw_device_t** device);
} hw_module_methods_t;

4.2.2 hw_module_methods t

45#) hw_module_methods_t 7£3(ff hardware/libhardware/include/hardware/hardware.h F15 X, HAk




AR W R HR o

typedef struct hw_module_methods_t {
/** Open a specific device */
int (*open)(const struct hw_module_t* module, const char* id,
struct hw_device_t** device);

} hw_module_methods_t;

E45#I1K hw_module methods t F HA — IR, ERE— DRI, RHRTAEHHRE
B AR & . R, 280 module FRNEFT I MIRE/F % & FTIEIREEL; S8 id RRET IR
% %1 ID; S8 device & — Mt S8, HRMR AL PR ES. BT MR E
MR AT RE & 2 MR %, RIE A 25894& hw_module methods t FIK 22 & open, FTH—A
T 15 45 B 7 i 4e e L ID.

4.2.3 hw_device_t

45 hw_device t 7F 3 ff hardware/libhardware/include/hardware/hardware.h H1 52 X, HARSZI LIS
W F .

typedef struct hw_device_t {
uint32_t tag;
uint32_t version;
struct hw_module_t* module;
uint32_t reserved[12];
int (*close)(struct hw_device_t* device);

} hw_device_t;

£ Android R, WEFHIG)E ORI B & 25k hw_device t KifiiR. & X hw_device t
ARSI T s

typedef struct hw_device_t {

uint32_t tag;

uint32_t version;

struct hw_module_t* module;

uint32_t reserved[12];

int (*close)(struct hw_device_t* device);
} hw_device_t;

ESEFIAR hw device t ', TREERUIT 3 M.
(1) R EB A ) — MRS A A H & MR K, TEH SRS — R
AR R KR AL 20N hw_device t.
(2) &5tk hw_device t FRIE A AL & tag [F{E 4411 B ) HARDWARE DEVICE TAG, HIi&E X
—NEEM (H <<24 |'W'<<16 |'D'<<8 | 'T") , FHKhr&EX & — M52 o B 5 S5 w44
(3) 45tk hw_device t [RIk A8 & close /& — N EIRET, FIREHA— MM % .
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4.3 4 XA hardware.c

XA+ hardware.c & X{4 hardwareh FJIEASEH. AT SHT Android 5.0 HAL #ibd 044
hardware.c H]3& A YE/T .

431 FHREESHEZEERNMDUE

B hw_get module()REBARPERILL ID F IR AR FER HbE, 2858 FH R 3L load)FT FF
A, MNP IREUBE R R G i kit . AT )5 & 68 2 2R E FH 2 S5 HAL MODULE
INFO_SYM F#K |45 #4& hw_module t, % )52H hw_moule t " hw_module methods t 4544 % 7 5
ARG 254 open FTHFMIRLAARIR, F RN BEATHIGEIRIE. RO FAER A open(iT i H # & 4E A
—MEIE hw_device t f8EFHIFEEF X HF BRI EL open(PRF XA R (1454 BR B 45 H PRA7 B S5 M4 hw_device t
o, A PEE e T ORI AT A .

B hw_get module() i) SEEARAL U T AR o

int hw_get_module(const char *id, const struct hw_module_t **module)
{

int status;
int i;
const struct hw_module_t *hmi = NULL;
char prop[PATH_MAX];
char path[PATH_MAX];
I* Loop through the configuration variants looking for a module */

for (i=0 ; i<HAL_VARIANT_KEYS_COUNT#1 ; i++) {

4.3.2 ¥4H variant_keys

FEER % hw_get module()H 75 2 H BI%(4H variant_keys, [ HAL VARIANT KEYS COUNT %7
¥4 variant keys 1K/ & LHH variant keys B U F Fras.

static const char *variant_keys[] = {
"ro.hardware", /* This goes first so that it can pick up a different file on the emulator */
"ro.product.board",
"ro.board.platform",
"ro.arch"

%
MgET B, FHAE A W AR S BIEEEBUR .

if (i < HAL_VARIANT_KEYS_COUNT) {
if (property_get(variant_keysli], prop, NULL) == 0) {
continue;

}

@L



248 BPHHRI

ALK variant keys[i]X NA 3 ME, 4542 trout. msm7k 1 ARMv6.
R oRIE T W T ARRD R B A A U 4 TR A7 3 path.

snprintf(path, sizeof(path), "%s/%s.%s.so",
HAL_LIBRARY_PATH, id, prop);

idid biR4RAS, #£ HAL_LIBRARY_PATH/id.***.so {R47 2] path 1, Hop“*** "5 & | variant_keys
& TR TR B E -

4.3.3 HAHNAEE
BAFSAEE, HHEAIH HMI £R47 2] module H. EAARRILI T Fras.

} else {
snprintf(path, sizeof(path), "%s/%s.default.so",
HAL_LIBRARY_PATH, id);
}
if (access(path, R_OK)) {
continue;
}
[* we found a library matching this id/variant */
break;

}

status = -ENOENT;
if i < HAL_VARIANT_KEYS COUNT+1) {
/* load the module, if this fails, we're doomed, and we should not try
* to load a different variant. */
status = load(id, path, module);//load ¥ EE, FHIE{18 HMI R7%FZ2 module H

}

return status;

}
4.3.4 3£18 hw_module t Z5#3%

i bR B load ()FT FFAH B [ FE 3K 75 hw_module t Z5#4k, BARSZII 40 F .

static int load(const char *id,
const char *path,
const struct hw_module_t **pHmi)

int status;
void *handle;
struct hw_module_t *hmi;
handle = dlopen(path, RTLD_NOW);/4TFF #8 Rz i B
if (handle == NULL) {
char const *err_str = dlerror();
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LOGE("load: module=%s\n%s", path, err_str?err_str:"unknown");
status = -EINVAL;
goto done;

}

const char *sym = HAL_MODULE_INFO_SYM_AS_STR,;
hmi = (struct hw_module_t *)disym(handle, sym);//3k#5 hw_module_t Z5#i{&
if (hmi == NULL) {

LOGE("load: couldn't find symbol %s", sym);

status = -EINVAL;

goto done;

}

I* Check that the id matches */

if (stremp(id, hmi->id) != 0) {//R &—" check
LOGE("load: id=%s != hmi->id=%s", id, hmi->id);
status = -EINVAL;
goto done;

}

hmi->dso = handle;

[* success */

status = 0;
done:
if (status != 0) {
hmi = NULL;

if (handle = NULL) {
diclose(handle);
handle = NULL;

}
} else {
LOGV("loaded HAL id=%s path=%s hmi=%p handle=%p",
id, path, *pHmi, handle);
}

*pHmi = hmi;//#3%] hw_module_t

return status;

4.4 HATERAF I R B8 ek AR

B M BR BRBRAE AL TR B DN IKEHAR Y, BE il R B AR PR I 1 X L IR AR oK
U I RE A B B, EATRE I B B SR T IR B . B R AR D IR S — R AR AR

fE hardware/libhardware Hx", HHZXEHWNE 4-5 s,
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hardware
. modules

audio

andio_remote_submix

gralloc

. hwcomposer
local _time
nfe
nfe-ne
power
nsbaudio

tests

& 4-5 libhardware H 3%

Android R HBEAH R ERBRE H RS —INET, HFEFE FENSX SRR, JEEE
‘BEAITH ID {ERLAT LA T o #E Android fE{F 5z 1, 07 ST INARAE (H4 S Z BRI B 302 hw_get_module(),
I bR BUE SCF hardware/libhardware/include/hardware/hardware.h H & X .

PR hw_get module()f id fl module M2, H, id BMASE, KBB4 RE
R ID; module B2HIH S, WRME L, BAETRE—NEE AR ER A, R
IR MR 2 — AN, RS T 0, WIERZRINE Sl : /T 0, MR IN#R I8 . B % hw_get module()
BRI W B

int hw_get _module(const char *id, const struct hw_module_t **module)

{

}

B hw_get module()fE 3 fF hardware/libhardware/hardware.c H3E8, A4l variant keys Fi3k
S 35 TN A B ik R E AR (K SO 4 Bk B HAL._VARIANT KEYS COUNT /(4 variant_keys
I K/N. % HAL LIBRARY PATHI1 f1 HAL LIBRARY PATH2 HI3R & SCEL Ik (MR- 5 2 A H 3
PEERTERI B . 5 32~50 1T/ for fEMARYEEL variant_keys /£ HAL_LIBRARY PATHI1 # HAL
LIBRARY_PATH2 H &k 200 S Al R B REHSCH R B AA1E, WRAFE ISR for 783F; 48 56
1T VA F load() BR BUCRBAT INERAEAF3h RUE AR IR 1E « BREC hw_get module() ) BARSZIRACHS 01 R R

16 int hw_get_module(const char *id, const struct hw_module_t **module)

12

18 int status;

19 inti;

20 const struct hw_module_t *hmi = NULL,;

21 char prop[PATH_MAX];

return hw_get_module_by_class(id, NULL, module);
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55
56
57
58
59
60

Y PR UT MBSO T out/target/product/generic/system/lib/hw H F 4, XA HFZZ 4T85, 5%t
Xt BT % b /system/lib/hw H 3% . % HAL LIBRARY PATH2 friE Y i H F H/vendor/lib/hw, FIR

char path[PATH_MAX];

,*

* Here we rely on the fact that calling dlopen multiple times on
* the same .so will simply increment a refcount (and not load
* a new copy of the library).

* We also assume that dlopen() is thread-safe.

*/

/* Loop through the configuration variants looking for a module */
for (i=0 ; i<HAL_VARIANT_KEYS_COUNT+1 ; i++) {

if (i < HAL_VARIANT_KEYS_COUNT) {

if (property_get(variant_keys]i], prop, NULL) == 0) {

continue;

}

snprintf(path, sizeof(path), "%s/%s.%s.so",
HAL_LIBRARY_PATHA1, id, prop);
if (access(path, R_OK) == 0) break;

snprintf(path, sizeof(path), "%s/%s.%s.so",
HAL_LIBRARY_PATH2, id, prop);

if (access(path, R_OK) == 0) break;

}else {

snprintf(path, sizeof(path), "%s/%s.default.so",
HAL_LIBRARY_PATH1, id);

if (access(path, R_OK) == 0) break;

}

}

status = -ENOENT;

if (i < HAL_VARIANT_KEYS_COUNT+1) {

/* load the module, if this fails, we're doomed, and we should not try
* to load a different variant. */

status = load(id, path, module);

}

return status;

}

RIFBE) RIFTIR PLAO B SRR O 3

£ E3R%E 56 1TANISH, TR R load OPATBE At SUZ AR A I R4k, LR B B AR S BLAREY

WF A

01
02
03
04

static int load(const char *id,
const char *path,

const struct hw_module_t **pHmi)
{
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int status;
void *handle;
struct hw_module_t *hmi;

/*

* load the symbols resolving undefined symbols before

* dlopen returns. Since RTLD_GLOBAL is not or'd in with
* RTLD_NOW the external symbols will not be global

i

handle = dlopen(path, RTLD_NOW);

if (handle == NULL) {

char const *err_str = dlerror();

LOGE("load: module=%s\n%s", path, err_str?err_str:"unknown");
status = -EINVAL;

goto done;

}

I* Get the address of the struct hal_module_info. */

const char *sym = HAL_ MODULE_INFO_SYM_AS_STR;
hmi = (struct hw_module_t *)dlsym(handle, sym);

if (hmi == NULL) {

LOGE("load: couldn't find symbol %s", sym);

status = -EINVAL,;

goto done;

}

I* Check that the id matches */

if (strcmp(id, hmi->id) != 0) {

LOGE("load: id=%s != hmi->id=%s", id, hmi->id);
status = -EINVAL,;

goto done;

}

hmi->dso = handle;

/* success */
status = 0;

done:

if (status = 0) {

hmi = NULL;

if (handle !'= NULL) {
diclose(handle);

handle = NULL;

}

} else {

LOGV("loaded HAL id=%s path=%s hmi=%p handle=%p",
id, path, *pHmi, handle);
}

£48




. WARR Android B %

55 *pHmi = hmi;

56

57 return status;

58 }

e ERARES 55 14 47 A BB 3L dlopenO¥F HNER BN A7 b o INERSE XN A BB XX 2 )5 »
% 24 [TRIAFRE disym()kIRE B4 N HAL MODULE_INFO SYM AS STR [Hff5. XA
HAL_MODULE_INFO_SYM_AS_STR S 4& A2 — > H & Al BRI ESH4A, B8 17 xR
IR R E BRI T A {5 S . HAL MODULE _INFO SYM AS STR &—AN%, HAHE XN HML
REE R EERAOHR SN, F— MR EERE L aE & — /NG A HMI S, M HiX
MFSHE DR AR LI E N hw_module t, Kk, %5 24 177 L% 4 ok b i HMI
TS N—A hw_module_t Z5HATRE . K1F 73X hw_module t ZitkTeE 2 5, 2 32 17RHA
stremp() BRI ZOR K E N 815 21 K8 1 Hh RUZ R 1D 2 15 -5 Fr B R N 2R A 1 S E AR 1D — 3. i
A—3, MPEEHAE T, REORE—/MERE-EINVAL. &5, 5 38 17K RNk s 15 2 fA s )i
{8 handle f£7F7E hw_module t Z5H4ATE4T hmi (KR A& dso 1, REHKIHREIS A E .

4.5 HHTEEAEE P RS

YRR R ER 2 J5, 8 I T BN R AR 2L 2 v S — AN U IR S . B A
16 Al 55 3@ e 4 e RE AL TR A SRR P AR A S S 4. il T R BRI E#H C+HHES T
R, 10 SR P HEZE JZ o BOREAF U o) AR 55 A2 Java 15 5 PRI, BRI, 8445 ) iR &% 26 2@ T Java
AiEz 1 (Java Native Interface, JNDD i FHBE RN RZEHE . AR VRS 2 B 4F U in) AR 55
IR A YEAS

451 EXEHIHEIRSEO

Android R4 AU in) Ak 558 5 1217 (£ RGEFE SystemS w1, 177 45 F i St 441 in] AR 55 16 2 2
B T R At AR, RIS FR 7 55 B0 a2 8] 38 45 AL K 7 o) 3X L2 417 9] IR 9% - Android R4t
PRAL T — i B AR (@ E AL —Binder SRR RIEEHLE] 6, BLFH LT &8 e kU5 B ITE R
Guit 2 System IS 0] IR 55 1)« Binder JEFE [R]85 ML R BEHEAR 55 (19— 7 L A0Sl — /AN AT 5
BEFR VS iR B8 B MRS HE 11, DA(EASE IR 55 10— U AT L I X A IR &5 32 RV il e . (Rl  7E se B
Vi RS 2 0, B E ERIMRSHE.

fE Android 5.0 &4, #ft 7 —FhiidR T S ORE L EAA BT WA RSO, XA E
& PN Android #2815 5 (Android Interface Definition Language, AIDL) . LA AIDL & YIRS
B2 aidl NG AR), 1EGIERS, Hik REKGENVRES R — Java XHF, ARG REXHEA T3
T9dE. AT AIDL R AU in] il %42 11 IFregService.

1E Android R4, 1 H7E frameworks/base/core/java/android/os H 3%t 5 XA M ARS8 10, FT
DA s T AU 1n) iR 4582 11 TFregService [ 344 IFregService.aidl ARFEIEIX AN H b, H B
WrFR.
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package android.os;

interface IFregService {

void setVal(int val);

int getVal();

}

AR 4542 10 IFregService H & LT PN BREL 70 2 setVal()Fl getVal(). HH, Al BREY setVal()
FHSRAE MRS % freg (BT A7 8% val FEAN—NRH, TR R BREL getVal)F R M B IUREF 1 & freg
251785 val il — AN

i IR %8 1 IFregService Z&ff  AIDL & & fiR ), R ERK MBI g R MA S, X
ik RO A R H A H N Java U, RGN E# T, #EAZF] frameworks/base HXH, T B
ff] Android.mk X f§, &% LOCAL_SRC FILES & /{4

LOCAL_SRC_FILES +=\

voip/java/android/net/sip/ISipService.aidl \
corel/java/android/os/IFregService.aidl

BEOX AN G BB A SO 2 S5 5 36 0T EAE A mmm i 4 X3 8447 1] Al 9542 1 [FregService #HT4m1E T -
USER@MACHINE:~/Android$ mmm ./frameworks/base/

I3 3 framework. jar BS54 IFregService #1, B4k | android.os.IInterface £ 171 .
{E TFregService #: 1N, & X 7 — Binder A%} 53 Stub, E3LI | [FregService #11, Ff H4k&
¥ android.os.Binder 28. It4F, 7E IFregService.Stub KN, & X T —4 Binder fXEEXT 53K Proxy,
B [FFESEEL T [FregService #11.

F AIDL & X [FIMRS8: 1R R EAT HFEREE R, Hr, RERS KRN Server #FE, M
1 I AR 55 BEFEAR O Client #EF2. 7E Server MEFEH, B— MRS EXBIA —A Binder AT %R, ‘il
i —AME (Stub) K%ESF Client HEF2 K EHFEMEEE K. Client BHFELE VT MIEAT Server #HFE IR %%
ZHi, BEAEIREEN— Binder REX R (Proxy) , ARJFHEidXA Binder {AEIN S8 [H)E
KL EEE K.

452 B{ksLi
fE Android &4, il i#id frameworks/base/services/java/com/android/server H 3% 7 ) SO Sc R Ag

U7 I R %S o BRIME S IR T 8445 19 iR %% FregService 193 fF FregService.java AR FFEIX AN H b, 3
HAANB W FHR.

package com.android.server;

import android.content.Context;
import android.os.IFregService;
import android.util.Slog;

public class FregService extends IFregService.Stub {
private static final String TAG = "FregService";



private int mPtr = 0;

FregService() {

mPtr = init_native();

if(mPtr == 0) {

Slog.e(TAG, "Failed to initialize freg service.");
}

}

public void setVal(int val) {

if(mPtr == 0) {

Slog.e(TAG, "Freg service is not initialized.");
return;

}

setVal_native(mPtr, val);

}

public int getVal() {

if(mPtr == 0) {

Slog.e(TAG, "Freg service is not initialized.");
return 0;

}

return getVal_native(mPtr);

}

private static native int init_native();
private static native void setVal_native(int ptr, int val);
private static native int getVal_native(int ptr);

o

76 ARG, B4 ) IR 9% FregService 47K T 2 IFregService.Stub, Jf HSZHL T IFregService £
1R 7 R setVal(OF! getVal(). HoAdr, Jl i3 BREL setVal()i@ it i F INI J5i% setVal native()K 5 )
TR A% freg IZFAEA% val, 1A% 53 BREL getVal()IAH INI J7¥2 getVal native()JRIZMEFNEMF 5% freg
1271728 val. 7EJ5BhAEHEVS M IR%S FregService B, 2id@id M INI BK%L init_native()>KFT T MEFMGEF
W& freg, I HIRBER—NIWE, REERALE mPr . WERBEH R kS FregService 17 i
PIREE B %% freg R, B4R AR mPr MESET 05 B0, BMAB KT 0 WAME. X4
FRAE Sz B bR T8 B & freg TR R ZEF I — DNIREX R, 45 i) k5% FregService HIH
R setValOF getVal(O)ZE i [l BRI % % freg (74725 val B, UAUESE X ANMA)RE{E, CAERE
4 I Ik %% FregService [ INT SR A] DAKIIE & BT 225 o] F 2 08— AN 3% .

4.6 HHTE I F )
BT HAL $248 7 —/NE 7524 T2 : mokoid, 7EM TAEFHRAE T —A LedTest B~FfEF, M
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FEFF S 558K T Android 2 IREHIFT HAL BEAGRFE KT EMPRE . ATOR LM mokoid T2
AP -

4.6.1 FRENSLHITIZIRRS
HEE AT LA N 2% i 3REX LedTest R~ BIFERHIUERS, AR 7E Linux EH FHE M FEHm 2.

#svn checkout http://mokoid.googlecode.com/svn/trunk/mokoid-read-only

|-- LedSystemServer.java
*-- LedTest.java
frameworks -- HEZ24RAS
*-- base
|-- core
| '--java

| *-- mokoid

T4 mokoid TREXMF/G, HHRXEHWMAE 4-6 fias. BT
mokiod "R ARHLHE g KL 1A LI 4 F BT 7R - ¥ Sttt
- apps — WRRIRY S
| |- LedClient -- EL#VAH] service 2 il fl{} =GR LRt
| | |- AndroidManifest.xml BT
v f e o O S et
. |2 dmaBA10xp
| -- com s = ) Erameworks
[ ] *-- mokoid : :J b: =
| ] *-- LedClient : f) .j;:';:onoia
| *-- LedClient.java ) “m:" hardare
| -~ LedTest - ifiid manager K% 1 N
| |-- AndroidManifest.xml R usiialil
I == sIC il hurdvaij = N
| *-- com
| *_ mokoid B 4-6 mokoid T2 HRX4H
| *-- LedTest
|
l
=
|
|
I
l
l

| *-- hardware
[ | |-- ILedService.aidl - Android Interface Definition Language X%, #2{t
LedService ffJ$
| | *-- LedManager.java -- LedManager SZBACHS
| *-- service
| |-- com.mokoid.server.xml
l |-- java




*-- com

‘-- server

|

| *-- mokoid
|

| *-- LedService.java -- LedService ] java SEILACHY
*-- jni

*-- com_mokoid_server LedService.cpp -- LedService [¥] jni LIS

*-- modules
|-- include
| *-- mokoid
| *--led.h
*--led
- led.c -- led SERR%HIREAF AR
1F Android 2%+ FE @S INI (Java Native Interface) SZH HAL, KA JNI & Java #2707 LA
C/IC+HHE IS TRE, B LAMER C/CHHESH'S HAL, XFMAIFARHAERINIRE. E
Android RZEH A I F PRI HAL #9752
(1) Android APP ELEEIT service i .so # [ INI, BARIXF T K HLE A A&, HEAEM.
(2) %id Manager /] Service, BEARLTTALIERRHLER S, HAER G HATH Android HEZE.
e Y, 73R LegManager Al LedService (Java) 75 il il BERRIEAS 195 BB S .
£ mokoid TFEH 43 AL T EIRBF 7L, THECKVFAT X PR 77 ik BARSE B R .

4.6.2 EEAM service()FF AR SEIIARL

(1) HAL E LA
Y A4 hardware/modules/led/led.c HISEEARRS U0 Fim o

#define LOG_TAG "MokoidLedStub"
#include <hardware/hardware.h>
#include <fcntl.h>

#include <erro.h>

#include <cutils/log.h>

#include <cutils/atomic.h>

#include <mokoid/led.h>

TR R D R R i ; v Rt
int led_device_close(struct hw_device_t* device)
{
struct led_control_device_t* ctx = (struct led_control_device_t*)device;
if (ctx) {
free(ctx);
}
return 0;

}
int led_on(struct led_control_device_t *dev, int32_t led)




LOGI("LED Stub: set %d on.", led);

return O;
}
int led_off(struct led_control_device_t *dev, int32_t led)
: LOGI("LED Stub: set %d off.", led);
return O;
}

static int led_device_open(const struct hw_module_t* module, const char* name,
struct hw_device_t** device)
{
struct led_control_device_t *dev;
dev = (struct led_control_device_t *)malloc(sizeof(*dev));
memset(dev, 0, sizeof(*dev));
dev->common.tag= HARDWARE_DEVICE_TAG;
dev->common.version = 0;
dev->common.module = module;
dev->common.close = led_device_close;
dev->set_on = led_on; NS TR EORAE
dev->set_off = led_off;
*device = &dev->common; I8 EHI4L % led_control_device_t HilitiR[E144 JNI B
success:
return O;
}
static struct hw_module_methods_t led_module_methods = {
open: led_device_open
%
const struct led_module_t HAL_MODULE_INFO_SYM = {
NEX I REYS T ERSEM T—4 ID 3 LED_HARDWARE_MODULE_ID & stub
common: {
tag: HARDWARE_MODULE_TAG,
version_major: 1,
version_minor: 0,
id: LED_HARDWARE_MODULE_ID,
name: "Sample LED Stub”,
author: "The Mokoid Open Source Project”,
methods: &led_module_methods,//SCE] T —4 open K754t JNI BB A
}
/* supporting APIs go here */

(2) INI = H)sSEIARRS
X A4 frameworks/base/service/jni/com_mokoid_server LedService.cpp HISZEARTS T Fi7Rs o

struct led_control_device_t *sLedDevice = NULL;
static jpboolean mokoid_setOn(JNIEnv* env, jobject thiz, jint led) {
LOGI("LedService JNI: mokoid_setOn() is invoked.");
if (sLedDevice == NULL) {
LOGI("LedService JNI: sLedDevice was not fetched correctly.");



return -1;

}else {
return sLedDevice->set_on(sLedDevice, led); /AERA HAL B8YEM A
}

}
static jpboolean mokoid_setOff(JNIEnv* env, jobject thiz, jint led) {

LOGI("LedService JNI: mokoid_setOff() is invoked.");
if (sLedDevice == NULL) {
LOGI("LedService JNI: sLedDevice was not fetched correctly.");
return -1;
}else {
return sLedDevice->set_on(sLedDevice, led); /A8 HAL B&EMS %
}

}
/** helper APIs—JNI &5t LED_HARDSOFTWARE_MODULE_ID #{BI%$5#9 stub®/

static inline int led_control_open(const struct hw_module_t* module,
struct led_control_device_t** device) {
return module->methods->open(module,
LED_HARDWARE_MODULE_ID, (struct hw_device_t**)device);

}
static jboolean
mokoid_init(JNIEnv *env, jclass clazz)
{
led_module_t* module;
if (hw_get_module(LED_HARDWARE_MODULE_ID, (const hw_module_t**)&module) == 0) {
LOGI("LedService JNI: LED Stub found.");
if (led_control_open(&module->common, &slLedDevice) == 0) {
LOGI("LedService JNI: Got Stub operations.");
return 0;
}
}
LOGE("LedService JNI: Get Stub operations failed.");
return -1;
}

/IININativeMethod 2 JNI E&9EM 5%
static const JNINativeMethod gMethods[] = {
{"_init", "()Z"//Framework EifA_init Bl %
(void*)mokoid_init},
{"_set_on", "(1)Z",
(void*)mokoid_setOn },
{"_set_off", "(I)Z",
(void*)mokoid_setOff },
h
static int registerMethods(JNIEnv* env) {
static const char* const kClassName =
"com/mokoid/server/LedService";
jclass clazz;
I* F4%% class */
clazz = env->FindClass(kClassName);
if (clazz == NULL) {
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LOGE("Can't find class %s\n", kClassName);
return -1;
}
I* register all the methods */
if (env->RegisterNatives(clazz, gMethods,
sizeof(gMethods) / sizeof(gMethods|[0])) = JNI_OK)

{
LOGE("Failed registering methods for %s\n", kClassName);
return -1;

}

return 0;

}
I
/IFramework E/m# JNI EERT A
jint JNI_OnLoad(JavaVM* vm, void* reserved) {
JNIEnv* env = NULL;
jint result = -1;
if (vm->GetEnv((void**) &env, JNI_VERSION_1_4) != JNI_OK) {
LOGE("ERROR: GetEnv failed\n");
goto bail;

}
assert(env = NULL);

if (registerMethods(env) != 0) {
LOGE("ERROR: PlatformLibrary native registration failed\n");
goto bail;

}

/* success -- return valid version number */

result = JNI_VERSION_1_4;

bail:
return result;

(3) Service LIRS
X HLf#) Service J& T Framework J2 , S U4 &2 LedService.java, f£474E H 5 Frameworks/base/service/

java/com/mokoid/server H.
LedService.java i AR SCHACHS @1 R fros .

package com.mokoid.server;

import android.util. Config;

import android.util.Log;

import android.content.Context;
import android.os.Binder;

import android.os.Bundle;

import android.os.RemoteException;
import android.os.IBinder;

import mokoid.hardware.lLedService;

public final class LedService extends ILedService.Stub {
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2R Android B %

static {
System.load("/system/lib/libmokoid_runtime.so");

}

public LedService() {

Log.i("LedService", "Go to get LED Stub...");
_init();
}

/*
* Mokoid LED Z#b753%
*
public boolean setOn(int led) {
Log.i("MokoidPlatform”, "LED On");
return _set_on(led);
}
public boolean setOff(int led) {
Log.i("MokoidPlatform", "LED Off");
return _set_off(led);
}
private static native boolean _init();
private static native boolean _set_on(int led);
private static native boolean _set_off(int led);

(4) 9’5 PN R 7

/1TmEL INI BhASEE

/IFSBR NI BERT AR B9 75 3%

MRS AL BT APP |2, U4 apps/LedClient/src/com/mokoid/LedClient /LedClient java [ SZERAX,

W40 R Frs

package com.mokoid.LedClient;
import com.mokoid.server.LedService;

import android.app.Activity;
import android.os.Bundle;
import android.widget.TextView;

public class LedClient extends Activity {
@Override
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedinstanceState);

LedService Is = new LedService();
Is.setOn(1);

TextView tv = new TextView(this);

tv.setText("LED 0 is on.");
setContentView(tv);
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4.6.3 ifid Manager M service FISCICHS

(1) 523 Manager
. FH & i i Manager Al Service SEHLE{E ThAEE, XA frameworks/base/core/java/mokoid/hardware/
LedManager.java [FSEBAAS @0 F B

package mokoid.hardware;

import android.content.Context;
import android.os.Binder;

import android.os.Bundle;

import android.os.Parcelable;

import android.os.ParcelFileDescriptor;
import android.os.Process;

import android.os.RemoteException;
import android.os.Handler;

import android.os.Message;

import android.os.ServiceManager;
import android.util.Log;

import mokoid.hardware.lLedService;

public class LedManager

{
private static final String TAG = "LedManager”;

private ILedService mLedService;
public LedManager() {

mLedService = ILedService.Stub.aslnterface(
ServiceManager.getService("led"));

if (mLedService != null) {

Log.i(TAG, "The LedManager object is ready.");
}
}

public boolean LedOn(int n) {
boolean result = false;

try {

result = mLedService.setOn(n);
} catch (RemoteException e) {

Log.e(TAG, "RemoteException in LedManager.LedOn:", e);
}

return result;




public boolean LedOff(int n) {
boolean result = false;

try {
result = mLedService.setOff(n);

} catch (RemoteException e) {
Log.e(TAG, "RemoteException in LedManager.LedOff:", e);
}

return result;

}

4 LedService fil LedManager 437l J& T A~ [l (I33EF2 , BT CAZE I 75 B2 jR AN [R) A2 27 ) (84 1) i,
UG FE Manager HA] LA I —~ AIDL SCHFRIERIEEBED, X frameworks/base/core/java/mokoid/
hardware/ILedService.aidl HJSZIAAL U B .

package mokoid.hardware;

interface ILedService

{
boolean setOn(int led);
boolean setOff(int led);

(2) sZB SystemServer
SystemServer J& T~ APP )2, X ff apps/LedTest/src/com/mokoid/LedTest/LedSystemServer.java [¥] 3 %
SEPARES a0 R

package com.mokoid.LedTest;
import com.mokoid.server.LedService;

import android.os.IBinder;

import android.os.ServiceManager;
import android.util.Log;

import android.app.Service;

import android.content.Context;
import android.content.Intent;

public class LedSystemServer extends Service {

IRF—NTREEHE

@0Override

public IBinder onBind(Intent intent) {
return null;

}

public void onStart(Intent intent, int startld) {
Log.i("LedSystemServer", "Start LedService...");

* Please also see SystemServer.java for your interests. */

LedService Is = new LedService();




try {
ServiceManager.addService("led", Is);
} catch (RuntimeException e) {
Log.e("LedSystemServer”, "Start LedService failed.");

}

(3) APP WIiXFEfF7
AL HIIRFE B T APP 2, S mokoid-read-only/apps/LedTest/src/com /mokoid/LedTest/LedTest.java
HSEIACHS I T B .

package com.mokoid.LedTest;
import mokoid.hardware.LedManager;
import com.mokoid.server.LedService;

import android.app.Activity;
import android.os.Bundle;
import android.util.Log;

import android.widget.TextView;
import android.widget.Button;
import android.content.Intent;
import android.view.View;

public class LedTest extends Activity implements View.OnClickListener {
private LedManager mLedManager = null;

@Override

public void onCreate(Bundle savedinstanceState) {
super.onCreate(savedinstanceState);
startService(new Intent("com.mokoid.systemserver"));
Button btn = new Button(this);
btn.setText("Click to turn LED 1 On");

btn.setOnClickListener(this);

setContentView(btn);

}

public void onClick(View v) {
if (mLedManager == null) {
Log.i("LedTest", "Creat a new LedManager object.");
mLedManager = new LedManager();
}
if (mLedManager != null) {
Log.i("LedTest", "Got LedManager object.");

}
mLedManager.LedOn(1);
TextView tv = new TextView(this);
tv.setText("LED 1 is On.");
setContentView(tv);

}
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Android RIBEHI R EM REBEFVIMR, AR HEAVH#BH Android 5.0 HAL FIEARIR,
R S A A T ARRET T 2 .

471

BHEE Android HH AR

fE Android &4, AFTRERBETEANF. SREAHBET X0 TR,

EERRNREEEE
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BEEE

472

BIRARS: ] Framebuffer brofE s AMIKSIFE P, XTRLAEH1 5 ZE 2 Gralloc.
HP#ANRS: £/ Event &AM, XM HBE4F#RZZ EventHub.

3D IE RS AR RENFET, X R R 2 & OpenGL.

SRS FRAAERERRSRRT, SRR CHERNBEHmMRE.

P RS R AR IRBIRERY, XS REF R E & overlay #5iHR.

BBL RS ARSI T, XMHR CHERMBEHMRE .

ARG RS : (EHARRAERIREFEE, X Rl 5 E 2 Skia 1 OpenMax {4 .

MG RS ERAERRHERIRBIER T, XA AR R B RS T RIS EE .

GPS ENLRS: HHAEFRHERIKSIRER, MMNMEfmREEE R EEED.

T REM: fFH WLAN 02, X5 MRS =50 72 Linux T WPA #1 Android
TH Wi-Fi.

WF &% {#H Bluetooth JRENFEF, XIMHIEE{H SR )= 5072 Linux T Bluez M1 Android
I #) Bluedroid.

R ARG AR IR AR T, X B AR 52 /& Sensor BEAFREER .

Wahed R4: £ Sys XM RGH Ee B RWEFER, XRKE4HMRER Android FrdE
FE#EEO.

HHFIERIT RS FRASRHER RS, R4 RE R Light SRR,
LERARG: FH Misc WP, XA R )Z =2 Android FR#ER] INI 2.

B RS: E/H Sys XHRGHEE B RRNFER, R EEGHMRER Android #5
HEMEBEHEO.

REIREFIR

*4 Android R4 a3, E£NZGI FSH E RIS BE nit=/init, HEWRAZEIIER T XA
MRS, EABTRMAX MR E X TR init ¥ . % init F2/F 2 Android RFIETREHE—HP
PR, CASFF s Er 7 XisiT.

LRERIMRFEF AT AR, FHEIESOX SR & T RANENE, X AR RAES
4 system/core/init/devices.c H'o BRI BT, BT R R XA RA % FIAREHAT R .

5 X perms R B HIRA, BAREW TR,



struct perms_ {
char *name;
mode_t perm;
unsigned int uid;
unsigned int gid;
unsigned short prefix;
k

B A devperms Fon RETH IR %, BRI TAIR.

static struct perms_ devperms[] = {
{ "/dev/null", 0666, AID_ROOT, AID_ROOT, 0},
{ "/dev/zero", 0666, AID_ROOT, AID_ROOT, 0},
{ "/dev/full", 0666, AID_ROOT, AID_ROOT, 0},
{ "/dev/ptmx", 0666, AID_ROOT, AID_ROOT, 0},
{ "/devitty", 0666, AID_ROOT, AID_ROOT, 0},
{ "/dev/irandom”, 0666, AID_ROOT, AID_ROOT, 0},
{ "/dev/urandom”, 0666, AID_ROOT, AID_ROOT, 0},
{ "/dev/ashmem", 0666, AID_ROOT, AID_ROOT, 0},
{ "/dev/binder”, 0666, AID_ROOT, AID_ROOT, 0},

I* logger should be world writable (for logging) but not readable */
{ "/dev/log/", 0662, AID_ROOT, AID_LOG, 1},

/* these should not be world writable */
{ "/dev/android_adb", 0660, AID_ADB, AID_ADB, 0},
{ "/dev/android_adb_enable", 0660, AID_ADB, AID_ADB, 0},
{ "/dev/ttyMSMO0", 0600, AID_BLUETOOTH, AID_BLUETOOTH, 0},
{ "/dev/ttyHS0", 0600, AID_BLUETOOTH, AID_BLUETOOTH, 0},
{ "/dev/uinput", 0600, AID_BLUETOOTH, AID_BLUETOOTH, 0},
{ "/dev/alarm”, 0664, AID_SYSTEM, AID_RADIO, 0},
{ "/devitty0", 0660, AID_ROOT, AID_SYSTEM, 0},
{ "/devigraphics/", 0660, AID_ROOT, AID_GRAPHICS, 1},
{ "/dev/ihw3d", 0660, AID_SYSTEM, AID_GRAPHICS, 0},
{ "/dev/input/”, 0660, AID_ROOT, AID_INPUT, 1},
{ "/dev/eac", 0660, AID_ROOT, AID_AUDIO, 0},
{ "/devicam", 0660, AID_ROOT, AID_CAMERA, 0},
{ "/dev/pmem", 0660, AID_SYSTEM, AID_GRAPHICS, 0},
{ "/dev/ipmem_gpu", 0660, AID_SYSTEM, AID_GRAPHICS, 1},
{ "/devipmem_adsp", 0660, AID_SYSTEM, AID_AUDIO, 1},
{ "/dev/ipmem_camera", 0660, AID_SYSTEM, AID_CAMERA, 1},
{ "/dev/oncrpc/", 0660, AID_ROOT, AID_SYSTEM, 1},
{ "/dev/adsp/", 0660, AID_SYSTEM, AID_AUDIO, 1},
{ "/dev/mt9t013", 0660, AID_SYSTEM, AID_SYSTEM, 0},
{ "/dev/akm8976_daemon",0640, AID_COMPASS, AID_SYSTEM, 0},
{ "/dev/akm8976_aot", 0640, AID_COMPASS, AID_SYSTEM, 0},
{ "/dev/iakm8976_pffd", 0640, AID_COMPASS, AID_SYSTEM, 0},
{ "/devimsm_pcm_out", 0660, AID_SYSTEM, AID_AUDIO, 1},
{ "/dev/imsm_pcm_in", 0660, AID_SYSTEM, AID_AUDIO, 1},
{ "/devimsm_pcm_ctl", 0660, AID_SYSTEM, AID_AUDIO, 1},
{ "/devimsm_snd", 0660, AID_SYSTEM, AID_AUDIO, 1},



{ "/dev/imsm_mp3", 0660, AID_SYSTEM, AID_AUDIO, 1},
{ "/dev/msm_audpre", 0660, AID_SYSTEM, AID_AUDIO, 0},
{ "/dev/htc-acoustic", 0660, AID_SYSTEM, AID_AUDIO, 0},
{ "/dev/smd0", 0640, AID_RADIO, AID_RADIO, 0},
{ "/dev/qmi", 0640, AID_RADIO, AID_RADIO, 0},
{ "/dev/qmi0", 0640, AID_RADIO, AID_RADIO, 0},
{ "/dev/iqmi1”, 0640, AID_RADIO, AID_RADIO, 0},
{ "/dev/gmi2", 0640, AID_RADIO, AID_RADIO, 0},
{NULL,0,0,0,0},

b

£ EARBAH W E T R ERBIR. FrieA P ApTRA, & MRERERE XA Linux 564

—H. 3 MNBANMERFTRAS . FrIEAMIAR A RIAR, Hrb, 4 RRWEE, 2 R AE, 1R
AAAT. Bt BN EATRBEI TR,

{ "/dev/null", 0666, AID_ROOT, AID_ROOT, 0},

/devimull & —ANPRAERI B, HAURZ 0666, FAEM AT LAST HH T 58ME. R FHEY
I—ANBTHIBR T RO, T RS devperms FHTIII—4T N .
PN EEE . E X ERAN R EZER K% handle device event()fl make device(), EAKAX
B Fprs .

static void handle_device_event(struct uevent *uevent)

{

/* are we block or char? where should we live? */
if(!strncmp(uevent->path, "/block”, 6)) {
block = 1;
base = "/dev/block/"; II#R4E uevent BRYTEZ TSR
mkdir(base, 0755);
}else {
block = 0;
/* this should probably be configurable somehow */
if(!strncmp(uevent->path, "/class/graphics/”, 16)) {
base = "/dev/graphics/";  //###% uevent 12X uevent FEL B SRR
mkdir(base, 0755);
} else if (!strnecmp(uevent->path, "/class/oncrpc/”, 14)) {
base = "/dev/oncrpc/";
mkdir(base, 0755);
} else if (Istrncmp(uevent->path, "/class/adsp/”, 12)) {
base = "/dev/adsp/";
mkdir(base, 0755);
} else if(!strncmp(uevent->path, "/class/input/”, 13)) {
base = "/dev/input/"; /1R uevent BRRKTZ uevent EEUNBH SHKE
mkdir(base, 0755);
} else if(!strncmp(uevent->path, "/class/sensors/", 15)) {
base = "/dev/sensors/";
mkdir(base, 0755);
} else if(!strncmp(uevent->path, "/class/mtd/", 11)) {
base = "/dev/mtd/"; /I#R4E uevent BE1ZEXTEZ uevent BEVEBTH SHNERE

(o,



mkdir(base, 0755);
} else if(!strncmp(uevent->path, "/class/misc/", 12) &&
Istrncmp(name, "log_", 4)) {
base = "/dev/log/"; /IR uevent BIZH T % uevent EEHEBH SHNEE
mkdir(base, 0755);
name +=4;
} else if(Istrncmp(uevent->path, "/class/sound/", 13)) {
base = "/dev/snd/";
mkdir(base, 0755);
} else
base = "/dev/";

}
snprintf(devpath, sizeof(devpath), "%s%s", base, name);

if(Istrcmp(uevent->action, "add")) {
make_device(devpath, block, uevent->major, uevent->minor);//81 &5 i 3044304 devpath
return;

}

static void make_device(const char *path, int block, int major, int minor)
{

unsigned uid;

unsigned gid;

mode_t mode;

dev_t dev;

if(major > 255 || minor > 255)

return;

mode = get_device_perm(path, &uid, &gid) | (block ? S_IFBLK : S_IFCHR);//ZA B EREN T SR TEE
Ei%H mode H{E

dev = (major << 8) | minor;

mknod(path, mode, dev);

chown(path, uid, gid);
}

PR get_device perm()fI T REAZ KUK/ path & 75 F1 devperms[ 154 #1) inode F{ARARIE], tn S AH
] 3 [ devperms[ 1540+ 45 & ¥ uid. gid Al mode $({f . IX#¥ make device £:[i/dev €& inode 5 i,
Ft [FI i} 2525 1% inode [¥] uid F1 gid.[luther.gliethtt] .

M FH P BRI ZFR.

{E XA system/core/include/private/android filesystem_config.h H 5 X T FIF] J & AR L FK, H,
android_id_info 7~ /74 id (1)@ 1. android id info FrI5E X ARSI F BT

struct android_id_info {

const char *name;

unsigned aid;

b
FMH 4 id e LAEBA android ids[1H, WEHERR T — DB KRR, BES5 705 B AR



X Ri#EK . android ids[]i € AR T B o

static struct android_id_info android_ids[] = {
{ "root", AID_ROOT, },
{ "system", AID_SYSTEM, },
{ "radio", AID_RADIO, },
{ "bluetooth”, AID_BLUETOOTH, },
{ "graphics", AID_GRAPHICS, },
{ "input", AID_INPUT, },
{ "audio", AID_AUDIO, },
{ "camera", AID_CAMERA, },
{"log", AID_LOG, },
{ "compass", AID_COMPASS, },
{ "mount”, AID_MOUNT, },
{ "wifi", AID_WIFI, },
{ "dhcp", AID_DHCP, },
{"adb", AID_ADB, },
{ "install", AID_INSTALL, },
{ "media", AID_MEDIA, },
{ "shell", AID_SHELL, },
{ "cache", AID_CACHE, },
{ "diag", AID_DIAG, },
{ "net_bt_admin", AID_NET_BT_ADMIN, },
{ "net_bt", AID_NET_BT, },
{ "inet", AID_INET, },
{"net_raw", AID_NET_RAW, },
{ "misc", AID_MISC, },
{ "nobody", AID_NOBODY, },
4

4.7.3 init.rc #51

XA system/core/rootdir/init.rc A] LASEI—LE ] B Y4640 RE, Android 5.0 ()3 sh A SO 2
initrc. initrc A HEZRIN AR RGHIRERT, HHE nit /70T R T
fE Android 5.0 ', initrc £7E init JAZFEIATHESIHA, EECEFWTHAE.
Commands: #i4 .
Actions: Bff.
Triggers: filt/ 244
Services: k%5
Options: HETi.
Propertise: J& .

474 XHRGHREM

TE X system/core/include/private/android_filesystem configh F5E X 7 &M@, Hd
fs_path_config R/- X/ REGRAK BN, e ARSI TR,

N

EREAAAN™



B4E BUBERRYH

struct fs_path_config {

unsigned mode; 113E=,
unsigned uid; /AR id
unsigned gid; /48 id
const char *prefix; B RAIR

h
FEXA android dirs[]HH & X T F HRMEME, & AU R Bras.

static struct fs_path_config android_dirs[] = {
{00770, AID_SYSTEM, AID_CACHE, "cache"},
{00771, AID_SYSTEM, AID_SYSTEM, "data/app" },
{00771, AID_SYSTEM, AID_SYSTEM, "data/app-private" },
{00771, AID_SYSTEM, AID_SYSTEM, "data/dalvik-cache" },
{00771, AID_SYSTEM, AID_SYSTEM, "data/data" },
{00771, AID_SHELL, AID_SHELL, "data/local/tmp" },
{00771, AID_SHELL, AID_SHELL, "data/local" },
{01771, AID_SYSTEM, AID_MISC, "data/misc" },
{00770, AID_DHCP, AID_DHCP, "data/misc/dhcp" },
{00771, AID_SYSTEM, AID_SYSTEM, "data" },
{00750, AID_ROOT, AID_SHELL, "sbin" },
{00755, AID_ROOT, AID_SHELL, "system/bin" },
{00755, AID_ROOT, AID_SHELL, "system/xbin" },
{00777, AID_ROQT, AID_ROOQT, "system/etc/ppp" }, /* REMOVE */
{00777, AID_ROQT, AID_ROOT, "sdcard" },
{ 00755, AID_ROOT, AID_ROOT, 0},

¥
EH4H android_files[]"H & BRI SCHFI g ME, & SURBS 0 F B .

static struct fs_path_config android_files[] = {
{ 00555, AID_ROOT, AID_ROOT, "system/etc/ppp/ip-up” },
{00555, AID_ROOT, AID_ROQT, "system/etc/ppp/ip-down" },
{00440, AID_ROOT, AID_SHELL, "system/etc/init.goldfish.rc" },
{00550, AID_ROOT, AID_SHELL, "system/etc/init.goldfish.sh" },
{00440, AID_ROOT, AID_SHELL, "system/etc/init.trout.rc" },
{ 00550, AID_ROOT, AID_SHELL, "system/etc/init.ril" },
{00550, AID_ROOT, AID_SHELL, "system/etc/init.testmenu" },
{00550, AID_ROOT, AID_SHELL, "system/etc/init.gprs-pppd" },
{ 00550, AID_DHCP, AID_SHELL, "system/etc/dhcpcd/dhcped-run-hooks” },
{ 00440, AID_BLUETOOTH, AID_BLUETOOTH, "system/etc/dbus.conf" },
{ 00440, AID_BLUETOOQOTH, AID_BLUETOOTH, "system/etc/bluez/hcid.conf" },
{ 00440, AID_BLUETOOTH, AID_BLUETOOTH, "system/etc/bluez/input.conf" },
{ 00440, AID_BLUETOOQOTH, AID_BLUETOOTH, "system/etc/bluez/audio.conf" },
{ 00440, AID_RADIO, AID_AUDIO, "/system/etc/AudioPara4.csv" },
{00644, AID_SYSTEM, AID_SYSTEM, "data/app/*" },
{00644, AID_SYSTEM, AID_SYSTEM, "data/app-private/*" },
{ 00644, AID_APP, AID_APP, "data/data/*" },
/* the following two files are INTENTIONALLY set-gid and not set-uid.
* Do not change */
{ 02755, AID_ROOT, AID_NET_RAW, "system/bin/ping" },

149



AR Android & %

{02755, AID_ROOT, AID_INET, "system/bin/netcfg" },

/* the following four files are INTENTIONALLY set-uid, but they
* are NOT included on user builds */

{ 06755, AID_ROOT, AID_ROOT, "system/xbin/su" },

{ 06755, AID_ROOT, AID_ROOT, "system/xbin/librank" },

{ 06755, AID_ROOT, AID_ROOT, "system/xbin/procrank” },

{ 06755, AID_ROOT, AID_ROOT, "system/xbin/procmem" },

{ 00755, AID_ROOT, AID_SHELL, "system/bin/*" },

{ 00755, AID_ROOT, AID_SHELL, "system/xbin/*" },

{00750, AID_ROOT, AID_SHELL, "sbin/*" },

{00755, AID_ROOT, AID_ROOT, "bin/*" },

{00750, AID_ROOT, AID_SHELL, "init*" },

{ 00644, AID_ROOT, AID_ROOT, 0},

4.8 F& B THg HAL

S AFRIHANAFRYS, B4 7R T HAL FEAASMAEAT B A 959¥HE AR R A R
HAL (R AR, g 3 7

48.1 FHZE HAL O

Al LLKE Android MIREFIRBIFEF BEEENIZZE, HAL i mifFiKah, REHEL INT B OR
FEEARELS Java MAFEF A . B3 HAL B8O EARELD TR,
(1) 7£ hardware/libhardware/include/hardware H 3% FESIISLSCAE hello.h, EAKJT 0T AS % 2407
H 3% F L overlay.ho k3 hello.h B BARAES W1 R Frs.

e —
*android_hal_hello_demo
*hello.h

/
#ifndef ANDROID_HELLO_INTERFACE_H
#define ANDROID_HELLO_INTERFACE_H
#include <hardware/hardware.h>
__BEGIN_DECLS
#define HELLO_HARDWARE_MODULE_ID "hello"
struct hello_module_t {
struct hw_module_t common;
h
struct hello_device_t {
struct hw_device_t common;
int fd;
int (*get_val)(struct hello_device_t *dev,int val);
int (*set_val)(struct hello_device_t *dev,int val);
h
__END_DECLS;
#endif

@,




(2) #£ hardware/libhardware/modules H 3% F#iE— 144 hello W30, FHEMSCHFTHHE
XA+ hello.c A1 Android.mk X1, EAKJ7#kiE# 7] i3% modules/overlay HX FHINAE. X4 hello.c
I BRI R B .

*android_hal_hello_demo

*hello.c

AR AR RR kR kR R kR R R kR kR RR kAR AR kR kR kR RR kR Rk RRR |
#include <hardware/hardware.h>

#include <hardware/hello.h>

#include <fcntl.h>

#include <errno.h>

#include <cutils/log.h>

#include <cutils/atomic.h>

#define LOG_TAG "hello_stub”

#define DEVICE_NAME "/dev/hello"

#define MODULE_NAME "Hello"

#define MODULE_AUTHOR "729017304@qqg.com"

static int hello_device_open(const struct hw_module_t *module,const char *name,struct hw_device_t** device);
static int hello_device_close(struct hw_device_t* device);

static int hello_set val(struct hello_device_t*devi,int val);

static int hello_get_val(struct hello_device_t *dev,int *val);

static struct hw_module_methods_t hello_module_methods = {

open : hello_device_open

L

struct hello_module_t HAL_MODULE_INFO_SYM = {
common: {

tag: HARDWARE_MODULE_TAG,

version_major: 1,

version_minor: 0,

id: HELLO_HARDWARE_MODULE_ID,
name: MODULE_NAME,

author: MODULE_AUTHOR,

methods: &hello_module_methods,

}
¥

static int hello_device_open(const struct hw_module_t* module, const char* name, struct hw. device_t** device)
{

struct hello_device_t* dev;

dev = (struct hello_device_t*)malloc(sizeof(struct hello_device _t));

if(ldev) {

LOGE("Hello Stub: failed to alloc space”);

return -EFAULT;

}

memset(dev, 0, sizeof(struct hello_device_t));

dev->common.tag = HARDWARE_DEVICE_TAG;




dev->common.version = 0;

dev->common.module = (hw_module_t*)module;
dev->common.close = hello_device_close;

dev->set_val = hello_set_val;

dev->get val = hello_get_val;

if((dev->fd = open(DEVICE_NAME, O_RDWR)) == -1){
LOGE("Hello Stub: failed to apen /dev/hello — %s.", strerror(errno));free(dev);
return -EFAULT;

}

*device = &(dev->common);

LOGI("Hello Stub: open /dev/hello successfully.");

return 0;

}

static int hello_device_close(struct hw_device_t* device) {

struct hello_device_t* hello_device = (struct hello_device_t*)device;
if(hello_device) {

close(hello_device->fd);

free(hello_device);

}

return 0;

}

static int hello_set_val(struct hello_device_t* dev, int val) {
LOGI("Hello Stub: set value %d to device.", val);
write(dev->fd, &val, sizeof(val));

return O;

}

static int hello_get_val(struct hello_device_t* dev, int* val) {
if(Ival) {

LOGE("Hello Stub: error val pointer");

return -EFAULT;

}

read(dev->fd, val, sizeof(*val));

LOGI("Hello Stub: get value %d from device", *val);
return 0;

}
Android.mk {4 ARSI R s .

/ * * R

*android_hal_hello_demo
*Android.mk

LOCAL_PATH := $(call my-dir)

include $(CLEAR_VARS)

LOCAL_MODULE_TAGS := optional

LOCAL_PRELINK_MODULE := false

LOCAL_MODULE_PATH := $(TARGET_OUT_SHARED_LIBRARIES)/hw
LOCAL_SHARED_LIBRARIES := liblog

LOCAL_SRC_FILES := hello.c

LOCAL_MODULE := hello.default

include $(BUILD_SHARED_LIBRARY)



482 Fia4miE

B e KB PERD 5 £\ 42 make 4715 — K Android 8RS T, B CABGES A 75 ZEE 1 make clean H-4% ¥
T, REHHEIGIELF, AR5 AT make snod #F-4 BI ADKE BT B4 B B BE 8+ . #E Android JEFDHY
build H 3% FH —/ AL B H 8 (1) 4 24 envsetup.sh, fEHCHFEE T 41F T HE m. mm Hl mmm. 7£

M A# T A mmm #4797
(1) f£ Android I AP HPATI FFIREI L.

[root@localhost Android-4.4]# sh build/envsetup.sh
[root@localhost Android-4.4}#croot

(2) {8/ mmm TR4gEFEHR, AdaLSWTHR.

[root@localhost Android-4.4[#mmm hardware/libhardware/modules/hello

R HIARAF] liblog.so FE LR, WREwiFEA K liblog.so XANEESUF KRR . FmikFH

BEAE 4-7 iR

[rootdlocalhost Android-4.&0¢ mmm hardwares Libhardware/ modules  rello

| PLATFORM VERSION CCDEMAME-REL

| PLATFORM VERSION= 3.1

TARGET PRODUCT=generic

TARGET BUILD VARIANT:eng

TARGET SIMULATOR:

| TARGET BUILD TYPE- release

TARGET BUILD APPS:

TARGET ARCH-arm

HOST ARCH:x86

HOST 0S=Linux

HOST BUILD TYPE-release

BUILD ID- GINGERBREAD

make: ¥ A “/home/| 1nux kernel”/tiny210/ linux_kernel sources/Android- 1.:°

target thumb C: helic.default <= hardware/libhardware/modules/hello/hello. ¢

hardware/ | ibhardware/sodules/helio/hello. c: In function “hello_device open

hardware/ 1 ibhardware/modules/heliosnello.c:49: warning: assignment from incompatible pointer type
' make &% 90 E L4 &1 “out/target product/generic/ob)/ SHARED LIBRARIES hello.default infersediates/LINKED/hellio. default.so
“F ¥ H % “out/target/product/generic/oby/t liblog.se”. k.

make: M1 #/home/lingy kernel/tiny218/linux kernel sources/Android- 4.7

E4-7 FmiFFmE
(3) 4Pk liblog.so, Rk A W TR~

[root@localhost Android-4.4}#make liblog
R PRSI A 4-8 Fias.

REHE WEE WHV RS ET W

target arm C: libs <= bionmic/l1bw/src/s scalbnf.c

bronic/libm/src/s scalonf.c: In function “scalbnt’

bionic/libm/sres s scalbaf,c:4%: warning: suggest explicit braces to avold ambiguous “else
bionic/libm/src/s scalenf.c top level:

bionic/libm/src/s_scalbnf.c warning: data definition has no type or storage class
bionic/libm/sro/s_scalbnf.c warning: type defaults to "int’ in declaration of °_ strong reference’
bionic/libm/src/s scalbnf.c:58: warning: parameter names (without types: in function declaration

target SharedLib: libm (out/target/product/generic/obj/SHARED LIBRARIES/libm intermediates/LINKED/Llibm. s0)

target Prelink: libm (out/target/product/generic/symbols/ system’l1b/11bs.s0)

ilibelfcopy: Warning: Range lists 1n .debug info section aren’t in ascending order!

target Strip: libm (cut/target/product/generic/obj/Lib/libm.sc)

target Sharedi.ib: liblog fout/target/product/generic/ob)/SHARED LIBRARIES/liblog intermediates/LINKED/liblog.so)
target Non-prelinked: liblog (out/target/product/generic/symbols/systea/1ib/1idblog.so)

target Strip: Liblog (out/target/product/generic/obj/11b/11blog. so)

Notice file: system/core/l1blog/NOTICE -- out/target/product/generic/obl/NOTICE FILES/src//system/1ib/11blog. so. txt
Notice file: bionic/libc/NOTICE out/target/product/generic/ob)/NOTICE FILES/sro//system/ 11b/1ibc. so. txt
Notice file: bionic/libdl/NGTICE -- out/target/product/generic/obj/NOTICE FILES/src//system/1ib/11bdl.so.txt
Install. out/target/product/generic/systes/11b/1ibdl.sc
Notice file: bionic/Libc/NOTICE -- out/target/product/generic/ob)/NOTICE FILES/src//system/1ib/1ibc_common. a. txt
Install: out/target/product/generic/systes/1ib/1ibe. so
Notice file: bionic/libstdcs+/NOTICE -- cut/target/product/generic/obj/NOTICE FILES/src//system/11b/ Libstdces. 50, txt
Install: out/target/product/generic/system/lib/1ibstdces.so
Notice file: bionicslibm/NOTICE out/target/product/generic/ob}/NOTICE FILES/Src//system/1ib/1ibm, so, txt
Install: out/target/product/generic/system/l1b/11bm. so

tice file: system/core/1iblog/NOTICE -- out/target/product/generic/obj/NOTICE FILES/src//system/1ib/Liblog.a. txt
Install: out/target/product/generic/systes/Lib/1iblog. so

Bl 4-8 i




(4) BETFRIHENwWE, B TS,
[root@localhost Android-4.4mmm hardware/libhardware/modules/hello

R Aﬁimiﬁiﬁiﬁ: hello.default.so, ﬁu@ 4-9 %m

mulllvcalmsl Andmxa LA e

Are Libhar

PLAYFOM VERSIU‘I [WEM‘E REL

| PLATFORM_VERSION= . !

TARGET PRODUCT: generic

| TARGET BUILD_ VARIANT=eng

YM(GGT SIMULATOR=

TARGET BUILD TYPE:release

TARGET BUILD APPS-

TARGET ARCH=arm

HOST_ARCH-x8¢

HOST _05: L1nux

HOST BUILD TYPE-release

B?JKLD 10 GlNﬁERBﬂEAD

wmkc r.l] A ne} /hu.lel iy o/nny la llmu kernel sources/Android-o.0°

| target Sharediib: hello. devau\t out/target/product/generic/ob]/SHARED LIBRARIES/hello.detault intermediates/LINKED/hello.defa
ult.so)

target Non-prelinked: hello.default (out/target/product/generic/symbols/systes/1ib/hw/hello. default.so)
target Strip: hello default (out/target/product/generic/obj/1ib/hells default. so)

Install: out/target/product geﬂen( systes/ Lib/hw/ hello. default. so

make: % 7 3 9 “/home/1inux herpel/ting21d8/ Linux kernel sources/Android

[rootelocalhost Androtd-1. (¢ [

K49 RRIhgmERHE
(5) BEFITAREK, BT

[root@localhost Android-4.4]Jmake snod

(6) BRGHITAFREFHEE INI, XRARAENNET . & USFASHE INI Z1HE
Android 3XZh{E ] INT R FIEIIR, AT DLFE I 28 o 38 AR S B A



6 5 Binder B{SHBIFEGR

{E Android &4, N HFEF#S & H Activity fl Service 2L . Service i 12 7 E ML K 3EFE
M Activity BEFIREIBITTER —NEREd, WATEBITEAR MRS . AER—NHEFE Activity
3%, Service i id Binder ALl /& an e SE 22 [H) (11815 DI BERIWE ? Binder /& Android REGIR LA —Fp IPC
GHEFEMLES) Hlfl. BT Android &% T Linux WK, Bk, BR 7T Binder LA4h, EA77EFH A IPC
B, BN E A socket 4. Binder AHX T HiAth IPC WL, BEMAIEF A T . Binder HILKE)
ARISTE kernel/drivers/staing/android/binder.c H3xH IRFF, J15M%Z B XK FiEH — binder.h 3k 3 ff . Binder
MBS, FrLle AR T S EE R, SE HER AN Linux IX3hFF & 7 TH AR
AEiEM. /proc/binder H 3% T IA AT KA HE Binder &4 MEIEITIRIL . AR VEANMHE Android K3
FEIE(S LM Binder FIZEATED, FHVEL50HT IPC BSHLHI, e A JE1H M RHRIT T Ak .

5.1 4#7 Binder X 3) 42 /%

Al A% Android REiE1ERL —NE T Binder B{E 1) C/S 4444, Binder B4 —FHE RS KIS
SHEREAE T —ilg. £ T Binder BIEM C/S MRS, BT C/S BRHFTEAER Client 3l Server i
4k, Android ZGiibAH —/N 2R ServiceManager ¥, HAFRZEH R R & FRS (Service) .

Binder X AIDL (Android Interface Description Language) KR #EFEA]3&E 504510, Binder 1/
A=K AR eS, Hig &7 fi/dev/binder. FEARISFE X kemel/drivers/staging/binder.h Al
kernel/drivers/staging/binder.c 53 o

AATREVE B 3R KB S () SE R IRRY

5.1.1 ¥ #EEE# binder_work
(45 4514 binder_work F/RAE binder JA) 1 EFEFr E A B TAET, & ARSI Fis.

struct binder_work {
struct list_head entry;
enum {
BINDER_WORK_TRANSACTION =1,
BINDER_WORK_TRANSACTION_COMPLETE,
BINDER_WORK_NODE,
BINDER_WORK_DEAD_BINDER,
BINDER_WORK_DEAD_BINDER_AND_CLEAR,
BINDER_WORK_CLEAR_DEATH_NOTIFICATION,
} type;
7

fE ERZ IR RE L, entry $75E SO list_head 287, Fl FSEB— AW % , AW 474% 974 binder
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R

work [RIBA%1, EAE T —A enum ZER![F] type: binder work.

5.1.2 %#3{k binder_node

ZERIAAK binder node M5 X Binder S24AXI % . 7E Android £%4tH, —1 Service 211/t Binder
IXEHFEFF 1 #84 — 4 Binder 34X R . & X binder_node AL FFTR .

struct binder_node {
int debug_id;

struct binder_work work;

union {

struct rb_node rb_node;
struct hlist_node dead_node;

i

struct binder_proc *proc;

struct hlist_head

refs;

int internal_strong_refs;
int local_weak_refs;
int local_strong_refs;

void __user *ptr;

void __user *cookie;

unsigned has_strong_ref:1;
unsigned pending_strong_ref:1;
unsigned has_weak_ref:1;
unsigned pending_weak_ref:1;
unsigned has_async_transaction:1;
unsigned accept_fds:1;

unsigned min_priority:8;

struct list_head async_todo;

¥

oK% b (¥) Binder SEAAIYAY “F5 87, FE FHRAOSHARHERE . 45894k binder node "85k 5 1)

HARUL N 5-1 Fios.

< 5-1 4544k binder_node FRIRE R AA{E S

)4

pail

& X

int debug_id;

TRk

struct binder_work work;

AT G AT RO A SR, WA RN, 8% R A TR # TR to-do
A%, ni e T JR R BT Binder SEAA S| HI THEUR 22X

union {
struct rb_node rb_node;
struct hlist node dead node;

¥

TS RRZEM, DL Binder SCAATE H] /7 22 (] 455, BIASHIM ptr 53 A
A BOZ R FTAT ) Binder SEi . IXAEIRA) ] LIRS Binder SEAALE ] J 25 A (46
TR BHALT AT 23 1b_node A T AT s BE N ZLL B

S RN % H tb_node WAL R HERR, {HAURAN sOEA I HEAVIN, BA
dead node ¥ 15 rifE B B 7 —MeERS, HEERPTAERUIN 52 AMEIAE, &
TR A RE

struct binder_proc *proc;

AR A 1 TV A BT JR IAERE R SRAHZT s AR

struct hlist_head refs;

AR AR RAFI Sk, B 18 A A 5] A EEREAE BB o o X 25| AT R SR AN )
RERE . i BA S AT L3 PG4 )15 s i i 51 A

(&,
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SR
R R 2 X
int internal_strong_refs; FHCASEB SRR E AT S A MR A AR A, kB shn 1
UK Bh AL ) Binder B E K555 4. WIR—/ Binder fTREHH A H N — it
int local weak_refs; FERZER S R, Wah4 Ni% Binder ¥05| AHit%, HFBEWHEET
BC_FREE_BUFFER i 41 98 3 B S0 B8 40, 1 Bt X 9k
int local strong_refs; IXZh AL ¥ Binder ¢ & 158 5] F 114
void __ user *ptr; 817 FH 7 2% 8] Binder SE4Aff1#8%F, K E T flat_binder_object f] binder & i
void _user *cookie; R R nTEEr, KB T flat_binder object f] cookie i i

unsigned has_strong_ref;
igned pending_str f; |, - - . P X . s
unsigned PenCing_SONE TC% | sk — 4147 TRl 3R5) 15 Binder SAk TSR H AMEH 3 Fl i
unsigned has weak_ref;
unsigned pending_weak_ref;

Z AR ZT TE to-do BAFIH A P R H MR e . WRBNKE BT Rk Bl i 5
BB FE R R FT RN to-do BAFIH . X FRBRH, BN T &L
unsigned has_async_transaction; | 414 to-do BAF AT AP A8 HL M AFAL BRI A B 1, XK 53057 B i) 725 &8 L AZIRAE
AGER 7 — asynch_todo PAFH, 1A E 2% %] to-do BAFIH . H IR AR Hik kK,
3 G A T[] BEL 2 R 3K Wi

R AR R B2 77 ) Binder, K E flat binder object 1 flags AR 7 [
unsigned accept_fds FLAT BINDER _FLAG_ACCEPTS_FDS 7. T8 CfF Binder 2 4R HEIFTH—
A, SRARKSCERRR, WA LR BRI R T A

WHEAPE Binder i KMARRMBICM AR . KIELEGEER A BERLE LT,

o i WAoo KX MR e IR T B R R, 1S B i 1 A2 th b A R REAR e 4%
H e priany AR, A R RIE AT S AT, B LR R MEE AT
ZIRHME K H T flat binder object (K] flags f i

struct list_head async todo SRR BRG] T AW RERN SRS R HA

5.1.3 &5#J{k binder_ref

ZEMIYA binder ref FRHIA — Binder 5| X R, 7E Android &4+, ¥ —* Client 41/4-7F Binder
IRENFEFF &R AH —A Binder 5| FIXI R . % X binder_ref (I T Fiw.

struct binder_ref {
/* Lookups needed: */
/*  node + proc => ref (transaction) */
[* desc + proc => ref (transaction, inc/dec ref) */
I*  node => refs + procs (proc exit) */
int debug_id;
struct rb_node rb_node_desc;
struct rb_node rb_node_node;
struct hlist_node node_entry;
struct binder_proc *proc;
struct binder_node *node;
uint32_t desc;
int strong;



int weak;
struct binder_ref_death *death;

%

ZERJAA binder ref H &AM 5 B B AR BRI ER 5-2 PR

#£5-2 Z5#34k binder_ref PRIRRRRAES

B R

a X

int debug_id;

RNt

struct tb_node rb_node_desc;

BANEREA —RAEN, HEFTAIIAUSIAS (AN desc 8D ARFIBAZ
Wb AR A REREEZA A — 1T R

struct tb_node rb_node_node;

AR XA R, SRR 51 LT s SRR S ) A ik (RPAS5HIG
node %) ARGIBWAZM . AR R AFEREERBZMK— M

struct hlist node node_entry;

ZIE A5 FAE S U BE N\ BTE 191 (1) Binder SE4A%5#) binder node H ] refs FAF

struct binder proc *proc;

A 5| BT JR R

struct binder node *node;

A5| FFr$a B35 55 (Binder SE4)

uint32 t desc; AL HE 5 HS
int strong; o 5| FH 3
int weak; 55 FHit %

MR RI3R5) &% BC_REQUEST DEATH NOTIFICATION B BC CLEAR DEATH
NOTIFICATION fir4 MM 24 Binder SEAARHS S RESSIC RISk B RSN IHREE. ZIBA NS
R R AT ) T X5 o7 S A SR P AR A

5.1.4 BHEE#K binder_ref_death

binder_ref death & — /MBS ME, HERLHFEX I binder 5| T B 7 HSSARMZET B, B4
binder MX#N¥2N1% binder 5| . — binder ref death MBHIZEMA, K HARLFEAE L uTBEFE RS B
binder 5| Fl 45 #3441 death 38+ . & X binder ref death LRSI F A= .

struct binder_ref_death {

struct binder_work work;
void __user *cookie;

struct binder _ref death *death;

¥

5.1.5 534k binder_buffer

ZEMItk binder buffer FISR# A — N WAZZEMIX, REWMIEHFEZ [MfEHEHE . & X binder buffer (1]
RIS R iR o

struct binder_buffer {
struct list_head entry; /* free and allocated entries by address */
struct rb_node rb_node; /* free entry by size or allocated entry */
/* by address */
unsigned free:1;
unsigned allow_user_free:1;
unsigned async_transaction:1;

@,



unsigned debug_id:29;
struct binder_transaction *transaction;

struct binder_node *target_node;
size_t data_size;

size_t offsets_size;

uint8_t data[0];

e

ZE#4K binder buffer AE# 7% Binder FIAHXAE R, AR K EA AT s,
entry: HJE—W L.

rb_node: Fan—MLLEBKTI AL

transaction: T H % iE RAIR [H] 45 1 .

target node: JSE—/NMHFR T Ao

data_size: FKEHEHIK.

offsets size: = MRBE.

data[0]: F T 70k SERhrsdh -
5.1.6 534K binder_proc

EERREEAA

45 K44 binder_proc F/n IEFE(EFH Binder ZEAZ@EE L HIZERE, BB LR 471 FH Binder (5N EFEER
KEMER, PINERE ID. #E ID. Binder RA(E B 5. & X binder_proc K BASLIARBIW FFIR.

struct binder_proc {
/RN R
struct hlist_node proc_node;
II%F2RAT. W EiER. IAENEERER
struct rb_root threads;
struct rb_root nodes;
struct rb_root refs_by_desc;
struct rb_root refs_by_node;
/1i#32 1D
int pid;
struct vm_area_struct *vma;
struct task_struct *tsk;
struct files_struct *files;
struct hlist_node deferred_work_node;
int deferred_work;
void *buffer;
ptrdiff_t user_buffer_offset;

struct list_head buffers;

struct rb_root free_buffers;
struct rb_root allocated_buffers;
size_t free_async_space;
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struct page **pages;

size_t buffer_size;

uint32_t buffer_free;

struct list_head todo;
IIFERFBAT
wait_queue_head_t wait;
//Binder X7

struct binder_stats stats;
struct list_head delivered_death;
b7

int max_threads;

int requested_threads;

int requested_threads_started;
int ready_threads;

BRI SR

long default_priority;

o
75 _FR ARG, R proc node AT SEEIW MBER, A threads Fl TAEERTA FERE B .

5.1.7 %5#94K binder_thread

LZEMIME binder thread H TS — AN HMAREREE, £ Binder KM —1EKIE. EX
binder thread B ARSEIARS a1 F AR .

struct binder_thread {
struct binder_proc *proc;
struct rb_node rb_node;
int pid;
int looper;
struct binder_transaction *transaction_stack;
struct list_head todo;
uint32_t return_error;
uint32_t return_error2;
wait_queue_head_t wait;
struct binder_stats stats;

I3

AR B RAR T B AR BT

proc: Fs4pTZFEJE TW— Binder ##2 (binder_proc 8%t ).

rb_node: A& — /ML A

pid: FRLFEH] pid.

looper: RALKREFPRERE R -

transaction_stack: & X T BN IEFISHBEMEREGE S, HEH4A binder_transaction.
todo: FHTGIE — X aEEE.

return_error Al return_error2: Kz~iR[E|HIE RS B

wait: & —NERBATIREE M, BRI E AT B .

=
2
p NERRRREA R
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struct binder_stats {
int br{_IOC_NR(BR_FAILED_REPLY) + 1];
int bc[ |IOC_NR(BC_DEAD_BINDER_DONE) + 1];
int obj_created[BINDER_STAT_COUNT];
int obj_deleted[BINDER_STAT_COUNT];

j

BN BT ) BAR BB R AR

br: F3RA7#& BINDER_WRITE_READ 5 #¥{E iy 2 ¥ (Binder Driver Return Protocol).

be: A% BINDER_WRITE_READ )5 #{E 4 #}X (Binder Driver Command Protocol) .

M obj_created: {ffF BINDER_STAT_COUNT KXt R it#, =468 /N0 G 7522 5 i i F 12k
RRIGINARLEIXT R4, 1 obj_deleted W IE4F 52 #H)% .

looper /NI REE BEM FHEEH E X

enum {
BINDER_LOOPER_STATE_REGISTERED = 0x01,
BINDER_LOOPER_STATE_ENTERED = 0x02,
BINDER_LOOPER_STATE_EXITED = 0x04,
BINDER_LOOPER_STATE_INVALID = 0x08,
BINDER_LOOPER_STATE_WAITING = 0x10,
BINDER_LOOPER_STATE_NEED_RETURN = 0x20

)5
FRMEFECFENRESEER/EM. #A. BH. %, SFHFAFEERME.

5.1.8 £5#3{k binder_transaction

444K binder_transaction FIZNRER P HAGRKAIREILE R, HRFBERAMEREMHBEER. EX
45 ¥4k binder transaction f) B A&SEEIARRS W T Fras .

struct binder_transaction {
int debug_id;/AiXHE%
struct binder_work work;
struct binder_thread *from;
struct binder_transaction *from_parent;
struct binder_proc *to_proc;
struct binder_thread *to_thread;
struct binder_transaction *to_parent;
unsigned need_reply : 1;
struct binder_buffer *buffer;
unsigned int code;
unsigned int flags;
long priority;
long saved_priority;
uid_t sender_euid;

5
R R A B B ARG B a0 R B o

M work: & — binder work.
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from il to_thread: #{/&—~ binder thread Xt %R, FTRRNBRIZERIXMBEREEE
from_parent Al to_thread: WU R IE RS BT 2.
to_proc: #&— binder proc KRNI, EHLIE flags. need_reply. 564 (priority) 5§
iz .
M sender euid: Linux RZH AN BFEEA B ID: AP ID A KA ID, UID —f&nit
EtlgE U8 TN A1), EUID R fExt F 304 B IRk i AR . sender_euid
FR B RIE RN SO RS IR R BRAE AL
FAMESEHIE binder_transaction H, AL TR inder_buffer [)— buffer, FIKF7~ binder
b X {5 B inder buffer ZERTH C&HAT T H#

BE &

5.1.9 %5494k binder_write_read

%5 ¥4 binder write read )3 RE R RN FEHEFE 2 (8] (18 (5 i F2 A& 3 O 088 , B8 H — 4 emd
BATXOARKIER. & X4k binder_write_read I SEIARRG U T Frs.

struct binder_write_read {
signed long write_size; /* bytes to write */
signed long write_consumed; /* bytes consumed by driver */
unsigned long write_buffer;
signed long read_size; /* bytes to read */
signed long read_consumed; /* bytes consumed by driver */
unsigned long read_buffer;

h

A R B BAR T B a0 R B

M write_size Fl read_size: 43R R S AFEZEURBEE KD o

M write_consumed Fl read_consumed: 437|274 VH #E K S HOE FISEEE IR/

4 Binder WX#N3R P 4B S FHAAF EFE Y 5, Binder JRBH LS 7 AN H iS4 HAE 55 IRE 2GR v
(binder_write read) ', REIZGXNMRFZLE, ZRFEENSPATIEE ML HRE: LBEIERMZL
FRICHHE T4 A & FIX GORPAT BE 824F, REHEIR [FI 45 RIFFE 454 binder_transaction_data #4173t
¥, L5417 4% B4 Binder 33, FRBERBAE— & (binder_write_read) H1, iR[EI%
IEEEMFEE RN (5 , XHERTER T —IREE.

5.1.10 BinderDriverCommandProtocol

ZEF4A binder write read 57 [ #y 4 7E BinderDriverCommandProtocol # 5 X, EAAL I F s,

enum BinderDriverCommandProtocol {
BC_TRANSACTION = _IOW('c!, 0, struct binder_transaction_data),
BC_REPLY = _IOW('c', 1, struct binder_transaction_data),
BC_ACQUIRE_RESULT = _IOW('c', 2, int),
BC_FREE_BUFFER = _IOW('c', 3, int),
BC_INCREFS = _IOW('c!, 4, int),
BC_ACQUIRE = _IOW('c', 5, int),

162
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BC_RELEASE = _IOW('c', 6, int),
BC_DECREFS = _IOW('c', 7, int),
BC_INCREFS_DONE = _|OW('c', 8, struct binder_ptr_cookie),
BC_ACQUIRE_DONE = _IOW('c', 9, struct binder_ptr_cookie),
BC_ATTEMPT_ACQUIRE = _IOW('c', 10, struct binder_pri_desc),
BC_REGISTER_LOOPER = _IO(c', 11),
BC_ENTER_LOOPER = _10('c', 12),
BC_EXIT_LOOPER = _lO('c', 13),
BC_REQUEST_DEATH_NOTIFICATION = _IOW('c', 14, struct binder_ptr_cookie),
BC_CLEAR_DEATH_NOTIFICATION = _IOW('c', 15, struct binder_ptr_cookie),
BC_DEAD_BINDER_DONE = _IOW('c', 16, void *),

h

7 FR M A R T, EEKE BC_ TRANSACTION fil BC_REPLY 4, #{ENKIERIER
s, HEIESHHZE binder transaction data &5k . A aTE T B AT R E 4% A0 B A S04 30
5, WifaE N REAAE R JEXTIRE] “ G REHE” MREmS.

5.1.11 #&%& BinderDriverReturnProtocol

#E M2 BinderDriverReturnProtocol H15& X T S 2, BEASZIARS W T Frw.

enum BinderDriverReturnProtocol {
BR_ERROR = _IOR('r, 0, int),
BR_OK =_I10(r, 1),
/* No parameters! */
BR_TRANSACTION = _IOR('r', 2, struct binder_transaction_data),
BR_REPLY = _IOR('r, 3, struct binder_transaction_data),
BR_ACQUIRE_RESULT = _IOR(r", 4, int),
BR_DEAD_REPLY = _lO('r, 5),
BR_TRANSACTION_COMPLETE = _IO('r', 6),
BR_INCREFS = _IOR('r', 7, struct binder_ptr_cookie),
BR_ACQUIRE = _IOR('r", 8, struct binder_ptr_cookie),
BR_RELEASE = _IOR('r", 9, struct binder_ptr_cookie),
BR_DECREFS = _IOR('r", 10, struct binder_ptr_cookie),
BR_ATTEMPT_ACQUIRE = _IOR('r', 11, struct binder_pri_ptr_cookie),
BR_NOOP = _IO(r, 12),
BR_SPAWN_LOOPER = _1O('r', 13),
BR_FINISHED = _IO('r, 14),
BR_DEAD_BINDER = _IOR('r', 15, void *),
BR_CLEAR_DEATH_NOTIFICATION_DONE = _IOR('r, 16, void *),
BR_FAILED_REPLY = _IO('r", 17),

h

£ FiRfr4 4, BC_TRANSACTION #1 BC REPLY #ré&#ifE N R iXBIEMNS, HERSHH L
binder_transaction_data 4. b, Wi F T B0 O AT R SRR A0 B I SR B0, T S A R A
AP SERRZ JEXHIR Bl “ 45 AR HRIEG 4.

ﬂ
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5.1.12 #5#34K binder_ptr_cookie #1 binder_transaction_data

binder ptr cookie il binder transaction data J& W™ tLE 8 B () 4544k, LA, binder ptr cookie
7~ — Binder SEARX RE Service A HIFET-HeSC@E &1, Bk AR T Bis.
struct binder_ptr_cookie {
void *ptr;
void *cookie;
|5
1] binder_transaction_data 7~ 7EIE (5 FE A& 8 8, Ak e RS W T Frs.

struct binder_transaction_data {

union {
size_t handle; /* target descriptor of command transaction */
void *ptr;  /* target descriptor of return transaction */
} target;
void *cookie; /* target object cookie */
unsigned int code; [* transaction command */

/* General information about the transaction. */
unsigned int flags;

pid_t sender_pid;

uid_t sender_euid;

size_t data_size; /* number of bytes of data */
size_t offsets_size; /* number of bytes of offsets */
union {

struct {

[* transaction data */
const void *buffer;
I* offsets from buffer to flat_binder_object structs */
const void *offsets;

}ptr;

uint8_t buf[8];

} data;
k

5.1.13 45431k flat_binder_object

fE Android REGEH, FAEBFR 2 [A]44 36 (K BB FR A Binder %1%, B Binder Object. Binder X} % 7F
Xt L YRAD o 48 F 45 #4044 flat_binder object SkFw, EARLI T s,

struct flat_binder_object {
/* 8 bytes for large_flat_header */
unsigned long type;
unsigned long flags;
I* 8 bytes of data. */
union {
void *binder; /* local object */
signed long handle; /* remote object */

G,
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h
/* extra data associated with local object */
void *cookie;

k%

B A I B AR U B I AR

M type: & T Binder FIZEAY, fimpsdEE— M EHBIREC S K. XT Binder KU,
& Binder ASHiXH & .

M handle: J&—/NZFEM) handle A, BW A H PR O, T A KU, O @i —ADAHH
Binder Xf%; WIR B AV A ) O Xf R, XfT B Kit, O HiL— handle. fTLA handle Al
Binder #B$5 M O.

M cookie: WIHREAHINIE, Binder i r] LA A B MIEHE, X EHHE B L-A7E] cookie FELH

M flags: Enfehirs, BlnEPAREE, HAERFEMH A enum KEKR, ke SURBn
THiR.

enum transaction_flags {
TF_ONE_WAY = 0x01, /* this is a one-way call: async, no return */
TF_ROOT_OBJECT = 0x04, /* contents are the component's root object */
TF_STATUS_CODE = 0x08, /* contents are a 32-bit status code */
TF_ACCEPT_FDS = 0x10, /* allow replies with file descriptors */

%
5.1.14 &ZVEL

1] PLTE SCHF binder.c H4RBZATUH 4K bR %L binder init(), HAKE AL T AR

static int __init binder_init(void)

{

int ret;

binder_deferred_workqueue = create_singlethread_workqueue("binder");
if (Ibinder_deferred_workqueue)
return -ENOMEM;

binder_debugfs_dir_entry_root = debugfs_create_dir("binder", NULL);
if (binder_debugfs_dir_entry root)
binder_debugfs_dir_entry_proc = debugfs_create_dir("proc",
binder_debugfs_dir_entry_root);
ret = misc_register(&binder_miscdev);
if (binder_debugfs_dir_entry_root) {
debugfs_create_file("state",
S_IRUGO,
binder_debugfs_dir_entry root,
NULL,
&binder_state_fops);
debugfs_create_file("stats",
S_IRUGO,
binder_debugfs_dir_entry_root,
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NULL,
&binder_stats_fops);
debugfs_create_file("transactions”,
S_IRUGO,
binder_debugfs_dir_entry_root,
NULL,
&binder_transactions_fops);
debugfs_create_file("transaction_log",
S_IRUGO,
binder_debugfs_dir_entry_root,
&binder_transaction_log,
&binder_transaction_log_fops);
debugfs_create_file("failed_transaction_log",
S_IRUGO,
binder_debugfs_dir_entry_root,
&binder_transaction_log_failed,
&binder_transaction_log_fops);

}

return ret;

}

binder_init()& Binder X FIWIMHEREL, 7ESCHLN 7520 FH R % WX3h#E . Android Binder ¥4
URZN % 11 R BUR device initcall(), £ H module_init A1 module_exit s& 4 T [F] I #2579 12 K 5h
i (buildin) MBYAIFHI XL (module) . Binder f# H] device initcall F H k& A ik Binder
IRBN S R AP, TEIEN (KemneD) U84 . initcall F THEM TR RE, R FHE
¥ Binder JXBNE A BN I N AZARERL, 7] DL B 2% device initcall {04 module _init, 334 /il module_exit
PR 9K 25 2 8 11 R B

{EYEM Binder 334 Misc ¥4, f&5€ 1 Binder JX3/ /) miscdevice, EAASZIACHL T Fiam .

static struct miscdevice binder_miscdev = {
.minor = MISC_DYNAMIC_MINOR,
.name = "binder",
fops = &binder_fops

K

Binder W& M FE WA T H 10, HiZ&ESRIBREN, SIS EAVHW T HFR.

M MISC_DYNAMIC_MINOR: .minor #¥% B A5)#&IRE K% 5 MISC_DYNAMIC MINOR.
M .name: FTIRKEHFR.

file operations: 5 T 1% ¥ & file_operations 544, & SUARBSA0 T Fiw .

static struct file_operations binder_fops = {
.owner = THIS_MODULE,
.poll = binder_poll,
.unlocked_ioctl = binder_ioctl,
.mmap = binder_mmap,
.open = binder_open,
flush = binder_flush,
.release = binder_release,
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7t Android £4iH, AEATIREIFEF #H A& A P 2 B MR R AR E R O DR . XM RN —
AMbr#EH: N, Android Binder X244t 7 #AF & XM (/dev/binder) (4 H . IEWI binder fops friffiid
i) file_operations Z5#J/A&—#¢, H o FEEAFE T binder poll. binder ioctl. binder mmap. binder open.
binder flush 1 binder release Z5ARE#RAERE .

5.1.15 #$TH Binder & &3t

1E Android &%) Binder HL#4, pA% binder open()fJ T e & $T T Binder % % X f4/dev/binder. 7F
Android R4tH, KZEENIME— N R RFEE AT AT I —/ Binder ¥4, HATIFIIRE M SR

EWF Bos .

static int binder_open(struct inode *nodp, struct file *filp)

{

}

struct binder_proc *proc;
binder_debug(BINDER_DEBUG_OPEN_CLOSE, "binder_open: %d:%d\n",
current->group_leader->pid, current->pid);
proc = kzalloc(sizeof(*proc), GFP_KERNEL);
if (proc == NULL)
return -ENOMEM,;
get_task_struct(current);
proc->tsk = current;
INIT_LIST_HEAD(&proc->todo);
init_waitqueue_head(&proc->wait);
proc->default_priority = task _nice(current);
binder_lock(__func_ );
binder_stats_created(BINDER_STAT_PROC);
hlist_add_head(&proc->proc_node, &binder_procs);
proc->pid = current->group_leader->pid;
INIT_LIST_HEAD(&proc->delivered_death);
filp->private_data = proc;
binder_unlock(__func__);
if (binder_debugfs_dir_entry_proc) {
char strbuf[11];
snprintf(strbuf, sizeof(strbuf), "%u", proc->pid);
proc->debugfs_entry = debugfs_create_file(strbuf, S_IRUGO,
binder_debugfs_dir_entry_proc, proc, &binder_proc_fops);
}

return 0;

PR %Y binder_open() I BAXSLILRAZ W F AR

(1) B HA— binder proc %% 8] 5R{R4F Binder i .

(2) AT LR/ HERE R 5| FTHE0 45 binder_proc [ tsk 7 BB .
(3) SCHH binder proc BAFHIHI4EML, F EALFE.

f§H INIT_LIST HEAD #J#54k58% 3k todo.

M {#fH init waitqueue head FIHE 245 BA ] wait.
M BEBRALSES (default_priority) 4 HTHFRM) nice {6 GBI task nice 5324 HT#FRH nice {4).
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(4) #0 BINDER_STAT PROC [¥i%f R it4(, Hi@id hlist add head 6% ¥ binder_proc Xf R
Jn#E|4: 5K binder proc MA K, IXFEAT A —ANEFE AR AT A ) B H AR ZEFZ 1) binder_proc X R.

(5) - YRTHERE (BRERFE) MILRFRALM pid (pid FRZRFE id) RIESS proc [ pid 7B, [FIBTHEER)]
% HY binder proc X RIBEMRAE S, filp [ private data X RIFRAFE K

(6) 7£ binder proc H 3% 1l K523 /proc/binder/proc/$pid, IhfEALHr H 24 /T binder proc X %R )
KA. X4 U pid frd, (HR1% pid TBOIFA R LT AR/ RER id, TRERHN pid, LR
A —ANERFEN pid (KON L A% current->group leader->pid MUEZS % pid 7B ) , FHAEG#
% B FE e T B AE % SO B #0811~ binder read proc proc, MBS E ARG B K
binder proc X} % proc.

& R binder release(), K% 5 K%L binder open()HITHAEMI [ . 24 Binder WX&NE i, @it

PRI % binder_release()RBEIAEST I LA K H AR IR AR AR sp A BC A 23 18], EL RIS EAH S RS B . 2R
¥ binder _release() IR SEEACHS U1 T s

static int binder_release(struct inode *nodp, struct file *filp)

{
struct binder_proc *proc = filp->private_data;
debugfs_remove(proc->debugfs_entry);
binder_defer_work(proc, BINDER_DEFERRED_RELEASE);
return O;

}

e iR, B SRIRHUE A private_dataQ%HE AR, KB ATHE. LR pid, XFEET DA
FI7E open A2 AN LA pid fiv 4 I F R #2480 binder proc Xt R FPRA ) R0k R )5 H R
remove_proc_entry()SE B BRER4E: #% /5 185 iR %L binder defer work()A13 2% BINDER DEFERRED
RELEASE B8 binder proc X 5 (11553 Al 4 B (19 25 6]

5.1.16 SCIAIFFRRE

7E Android R4, 44TJF Binder % CfF/dev/binder J5, 7 E i H &% mmap ()B4 A 77 B
FIH PRt b, XA AT MR ERAEH P WA FE R E R & W47 . 7F Binder #4541, X ATER
WS ERAE R AT FRBIE), %140 Binder NEEBLST HA SR NAZX IR, HKREBLET AMB )N 17X 4%
f£ Android R4iH, KREHR LA LG BEEREEHKIRENAF, HERZEWRSIVILELN B vmalloc B
kmalloc %5 A% W7 R B L, 7E mmap #/ERF 4L Binder ¥ % N E.
FAE mmap()SEIRL 4B T RE ) SE LA FE a0 T B
(1) FE N MBS 3R ISR —AN 0T DA i X 34
(2) rECYIFRTL, FHEAE GRS 2RI B0 25 8] 1.
(3) AR/ ZFE R BEPAT — IR A, o T R MR AR 2R B4R
PR 8 mmap () [ B AR SEBLRAR L T TR .
(1) KAEAFRE R, SRS NFERN (AMB) | flags. ZE2Z% —X mmap %.
(2) BRAFHLHEZEIE), FFAEIG 2 ) O M T SRAE SRS B (buffer) o,
(3) AR (pages) Fidk FK.
(4) ¥4 buffer # A\ FHFE(E S K buffer 5|E£ 4,
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(5) 1 6% binder update page range()¥F 7 AC (14 HE 0T A1 vm 25 6] 5% LK .
(6) i %% binder insert_free buffer()f 2+ it buffer #i A ZHEFR(E B .

bR mmap() ) AR SZELARAS a0 R s .

static int binder_mmap(struct file *filp, struct vm_area_struct *vma)

{

int ret;

struct vm_struct *area;

struct binder_proc *proc = filp->private_data;
const char *failure_string;

struct binder_buffer *buffer;

if ((vma->vm_end - vma->vm_start) > SZ_4M)
vma->vm_end = vma->vm_start + SZ_4M;

binder_debug(BINDER_DEBUG_OPEN_CLOSE,
"binder_mmap: %d %Ix-%Ix (%Id K) vma %lx pagep %Ix\n",
proc->pid, vma->vm_start, vma->vm_end, _
(vma->vm_end - vma->vm_start) / SZ_1K, vma->vm_flags,
(unsigned long)pgprot_val(vma->vm_page_prot));

if (vma->vm_flags & FORBIDDEN_MMAP_FLAGS) {
ret = -EPERM;
failure_string = "bad vm_flags";
goto err_bad_arg;

}
vma->vm_flags = (vma->vm_flags | VM_DONTCOPY) & ~VM_MAYWRITE;

mutex_lock(&binder_mmap_lock);

if (proc->buffer) {
ret = -EBUSY;
failure_string = "already mapped";
goto err_already_mapped;

}

area = get_vm_area(vma->vm_end - vma->vm_start, VM_IOREMAP);
if (@area == NULL) {

ret = -ENOMEM;

failure_string = "get_vm_area";

goto err_get vm_area_failed;
}
proc->buffer = area->addr;
proc->user_buffer_offset = vma->vm_start - (uintptr_t)proc->buffer;
mutex_unlock(&binder_mmap_lock);

#ifdef CONFIG_CPU_CACHE_VIPT

if (cache_is_vipt_aliasing()) {
while (CACHE_COLOUR((vma->vm_start * (uint32_t)proc->buffer))) {
printk(KERN_INFO "binder_mmap: %d %Ix-%Ix maps %p bad alignment\n", proc->

pid, vma->vm_start, vma->vm_end, proc->buffer);

@
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vma->vm_start += PAGE_SIZE;

}
#endif

proc->pages = kzalloc(sizeof(proc->pages[0]) * ((vma->vm_end - vma->vm_start) / PAGE_SIZE),

GFP_KERNEL);
if (proc->pages == NULL) {
ret = -ENOMEM,;
failure_string = "alloc page array";
goto err_alloc_pages_failed,;

}

proc->buffer_size = vma->vm_end - vma->vm_start;

vma->vm_ops = &binder_vm_ops;
vma->vm_private_data = proc;

if (binder_update_page_range(proc, 1, proc->buffer, proc->buffer + PAGE_SIZE, vma)) {
ret = -ENOMEM,;
failure_string = "alloc small buf";
goto err_alloc_small_buf_failed;
}
buffer = proc->buffer;
INIT_LIST_HEAD(&proc->buffers);
list_add(&buffer->entry, &proc->buffers);
buffer->free = 1;
binder_insert_free_buffer(proc, buffer);
proc->free_async_space = proc->buffer_size / 2;
barrier();
proc->files = get_files_struct(proc->tsk);
proc->vma = vma;
proc->vma_vm_mm = vma->vm_mm;

[*printk(KERN_INFO "binder_mmap: %d %Ix-%Ix maps %p\n",
proc->pid, vma->vm_start, vma->vm_end, proc->buffer);*/
return O;

err_alloc_small_buf_failed:
kfree(proc->pages);
proc->pages = NULL;
err_alloc_pages_failed:
mutex_lock(&binder_mmap_lock);
viree(proc->buffer);
proc->buffer = NULL;
err_get_vm_area_failed:
err_already_mapped:
mutex_unlock(&binder_mmap_lock);
err_bad_arg:
printk(KERN_ERR "binder_mmap: %d %Ix-%Ix %s failed %d\n",
proc->pid, vma->vm_start, vma->vm_end, failure_string, ret);
return ret;
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e iR, 2% vm_area_struct & —NE5ME, £ mmap M RASEIHBSAERE A M. A TR
B, AEETT4Y T VMA FEERANIE 450 . fE45H vm_area_struct H1, 1R 25 il 53 pR 8GR 2 H
RAEF XA TEEEHIFT . VMA D) RE 2 B B R Huhk 2% (8] vh AN [8] X S A B8 S50 . 1% pR 808 S5 A7
WU TR, FERIEMUN NAFRIK/N, flags LR B CAEBGTE T, FFAIMH B &4 255
G, B NZEE get vm_areaOM R GiH BIE AT RN AF S E], fEN P S IR OR I — gt
N ERLN A 8] X 3K . #2356 binder proc I P bt fwAs (B P BEFE VMA #ilik 5 Binder B
B VMA Hibkff)R %) 73 proc->user buffer offset #1; F{dH kzalloc() sk B #5 i K w5 ity N 77
28K/, 43BC Binder FI#% 038 4544 binder proc ] pages iRk i, B SRARAFTE A & RO BE 0L
fa%t: &5, N VMA $8E T vm_operations_struct #:4E, 3 H¥ vma->vm private data $5[f 7 &% 0%
% proc.

FIHAT AL, AT AE EMAFE S BEEYE AT (page) 1. WHENFK O T/E 28
binder_update_page range()SEIRM), ZREEZE EEA T TAE.

alloc_page: 43ECTLTH .

M map_vm_area: JA4rACHI AR KR .

vm_insert_page: E/ECHIEETHEAZIH T VMA X5,

PR % binder update page range()] EARSLIARFL 10T iR

static int binder_update_page_range(struct binder_proc *proc, int allocate,

void *start, void *end,
struct vm_area_struct *vma)

void *page_addr;

unsigned long user_page_addr;
struct vm_struct tmp_area;
struct page **page;

struct mm_struct *mm;

binder_debug(BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: %s pages %p-%p\n", proc->pid,
allocate ? "allocate” : "free", start, end);

if (end <= start)
return 0;

trace_binder_update_page_range(proc, allocate, start, end);

if (vma)
mm = NULL;
else
mm = get_task_mm(proc->tsk);

if (mm) {
down_write(&mm->mmap_sem);
vma = proc->vma;
if (vma && mm != proc->vma_vm_mm) {
pr_err("binder: %d: vma mm and task mm mismatch\n",
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proc->pid);
vma = NULL;

}

if (allocate == 0)
goto free_range;

if (vma == NULL) {
printk(KERN_ERR "binder: %d: binder_alloc_buf failed to "
"map pages in userspace, no vma\n", proc->pid);
goto err_no_vma;

}

for (page_addr = start; page_addr < end; page_addr += PAGE_SIZE) {
int ret;
struct page **page_array_ptr;
page = &proc->pages[(page_addr - proc->buffer) / PAGE_SIZE];

BUG_ON(*page);
*page = alloc_page(GFP_KERNEL | _ GFP_HIGHMEM | _ GFP_ZERO);
if (*page == NULL) {
printk(KERN_ERR "binder: %d: binder_alloc_buf failed "
"for page at %p\n", proc->pid, page_addr);
goto err_alloc_page_failed;
}
tmp_area.addr = page_addr;
tmp_area.size = PAGE_SIZE + PAGE_SIZE /* guard page? */;
page_array_ptr = page;
ret = map_vm_area(&tmp_area, PAGE_KERNEL, &page_array_ptr);
if (ret) {
printk(KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %p in kernel\n",
proc->pid, page_addr);
goto err_map_kernel_failed;
}
user_page_addr =
(uintptr_t)page_addr + proc->user_buffer_offset;
ret = vm_insert_page(vma, user_page_addr, page[0]);
if (ret) {
printk(KERN_ERR "binder: %d: binder_alloc_buf failed "
"to map page at %Ix in userspace\n”,
proc->pid, user_page_addr);
goto err_vm_insert_page_failed;

}

/* vm_insert_page does not seem to increment the refcount */
}
if (mm) {

up_write(&mm->mmap_sem);

mmput(mm);
}
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return 0;

free_range:
for (page_addr = end - PAGE_SIZE; page_addr >= start;
page_addr -= PAGE_SIZE) {
page = &proc->pages[(page_addr - proc->buffer) / PAGE_SIZE];
if (vma)
zap_page_range(vma, (uintptr_t)page_addr +
proc->user_buffer_offset, PAGE_SIZE, NULL);

err_vm_insert_page_failed:

unmap_kernel_range((unsigned long)page_addr, PAGE_SIZE);
err_map_kernel_failed:

__free_page(*page);

*page = NULL;
err_alloc_page_failed:

}
err_no_vma:
if (mm) {
up_write(&mm->mmap_sem);
mmput(mm);
}

return -ENOMEM,;
}

Horr, vm_operations_struct R ALHE [ —MTHERAEF—NCHAERAE, BAARK & R LT s .

static struct vm_operations_struct binder_vm_ops = {
.open = binder_vma_open,
.close = binder_vma_close,

7
5.1.17 FBHU4IERE

{E Android &% Binder ML+, K%L binder insert free buffer()[) Th At K HEFE F (1) buffer 3H A
BHRRE R a2 U, I R ERE R — N 25 N AL SR XN B HERE o ) 2% IR Y R 22 X R
R, PR binder insert free buffer() BAKSEIIARAL a0 T A7

static void binder_insert_free_buffer(struct binder_proc *proc,
struct binder_buffer *new_buffer)

{

struct rb_node **p = &proc->free_buffers.rb_node;

struct rb_node *parent = NULL;

struct binder_buffer *buffer;

size_t buffer_size;

size_t new_buffer_size;

BUG_ON(Inew_buffer->free);

new_buffer_size = binder_buffer_size(proc, new_buffer);

binder_debug(BINDER_DEBUG_BUFFER_ALLOC,

"binder: %d: add free buffer, size %zd, "
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"at %p\n", proc->pid, new_buffer_size, new_buffer);
while (*p) {
parent = *p;
buffer = rb_entry(parent, struct binder_buffer, rb_node);
BUG_ON(!buffer->free);
buffer_size = binder_buffer_size(proc, buffer);
if (new_buffer_size < buffer_size)
p = &parent->rb_left;
else
p = &parent->rb_right;
}
rb_link_node(&new_buffer->rb_node, parent, p);
rb_insert_color(&new_buffer->rb_node, &proc->free_buffers);

}
5.1.18 SECRRE X

{£ Android Z2%t, Binder fE#H buffer i — K5 B — proc (KtR.—/NHEFE) 1 buffer S K/,
RJE I — T R . UMAEAE I R RIS A R, B XA buffer FREPIA, I
T AR B 4E 828 2 free buffers . 7F Binder JXZIFEFH1, B%*binder alloc buf()f)ThHESE 2 BL N A% 22
X, BT R.

static struct binder_buffer *binder_alloc_buf(struct binder_proc *proc,
size_t data_size,
size_t offsets_size, int is_async)

struct rb_node *n = proc->free_buffers.rb_node;

struct binder_buffer *buffer;

size_t buffer_size;

struct rb_node *best_fit = NULL;

void *has_page_addr;

void *end_page_addr;

size_t size;

if (proc->vma == NULL) {
printk(KERN_ERR "binder: %d: binder_alloc_buf, no vma\n",

proc->pid);

return NULL;

}

size = ALIGN(data_size, sizeof(void *)) +
ALIGN(offsets_size, sizeof(void *));

if (size < data_size || size < offsets_size) {
binder_user_error("binder: %d: got transaction with invalid "

"size %zd-%zd\n", proc->pid, data_size, offsets_size);

return NULL;

}

if (is_async &&

proc->free_async_space < size + sizeof(struct binder_buffer)) {
binder_debug(BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: binder_alloc_buf size %zd"
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"failed, no async space left\n", proc->pid, size);
return NULL;

}
while (n) {
buffer = rb_entry(n, struct binder_buffer, rb_node);
BUG_ON(!buffer->free);
buffer_size = binder_buffer_size(proc, buffer);
if (size < buffer_size) {
best_fit = n;
n = n->rb_left;
} else if (size > buffer_size)
n = n->rb_right;
else {
best_fit = n;
break;
}
}

if (best_fit == NULL) {
printk(KERN_ERR "binder: %d: binder_alloc_buf size %zd failed, "
"no address space\n", proc->pid, size);
return NULL;

}

if (n == NULL) {
buffer = rb_entry(best_fit, struct binder_buffer, rb_node);
buffer_size = binder_buffer_size(proc, buffer);

}

binder_debug(BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: binder_alloc_buf size %zd got buff"
"er %p size %zd\n", proc->pid, size, buffer, buffer_size);
has_page_addr =
(void *)(((uintptr_t)buffer->data + buffer_size) & PAGE_MASK);
if (n == NULL) {
if (size + sizeof(struct binder_buffer) + 4 >= buffer_size)
buffer_size = size; /* no room for other buffers */
else
buffer_size = size + sizeof(struct binder_buffer);
}
end_page_addr =
(void *)PAGE_ALIGN((uintptr_t)buffer->data + buffer_size);
if (end_page_addr > has_page_addr)
end_page_addr = has_page_addr;
if (binder_update_page_range(proc, 1,
(void *)PAGE_ALIGN((uintptr_t)buffer->data), end_page_addr, NULL))
return NULL;
rb_erase(best _fit, &proc->free_buffers);
buffer->free = 0;
binder_insert_allocated_buffer(proc, buffer);
if (buffer_size != size) {
struct binder_buffer *new_buffer = (void *)buffer->data + size;
list_add(&new_buffer->entry, &buffer->entry);
new_buffer->free = 1;
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binder_insert_free_buffer(proc, new_buffer);
}
binder_debug(BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: binder_alloc_buf size %zd got "
"%p\n", proc->pid, size, buffer);
buffer->data_size = data_size;
buffer->offsets_size = offsets_size;
buffer->async_transaction = is_async;
if (is_async) {
proc->free_async_space -= size + sizeof(struct binder_buffer);
binder_debug(BINDER_DEBUG_BUFFER_ALLOC_ASYNC,
"binder: %d: binder_alloc_buf size %zd "
"async free %zd\n", proc->pid, size,
proc->free_async_space);
}

return buffer;

}

T4 R binder insert_allocated buffer(), ThREAZHF7AC I AZ SR X @8 in 2 H b SEF2E 1 2 Bc
PR T A AZ 2 i X 20 B R . R 3 binder insert_allocated buffer() ] B AR SZEUARAL 41 F s

static void binder_insert_allocated_buffer(struct binder_proc *proc,
struct binder_buffer *new_buffer)
{
struct rb_node **p = &proc->allocated_buffers.rb_node;
struct rb_node *parent = NULL;
struct binder_buffer *buffer;
BUG_ON(new_buffer->free);
while (*p) {
parent = *p;
buffer = rb_entry(parent, struct binder_buffer, rb_node);
BUG_ON(buffer->free);
if (new_buffer < buffer)
p = &parent->rb_left;
else if (new_buffer > buffer)
p = &parent->rb_right;
else
BUG();
}
rb_link_node(&new_buffer->rb_node, parent, p);
rb_insert_color(&new_buffer->rb_node, &proc->allocated_buffers);

}
5.1.19 FBEHAIZERX

f£ Android £%4iH, K%L binder free buf)ITIRERBMAKEMN X, BASSIARI FHR.

static void binder_free_buf(struct binder_proc *proc,
struct binder_buffer *buffer)

{
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size_t size, buffer_size;

I EERBBIAZE X buffer BIK /)y, {RFETE buffer_size

buffer_size = binder_buffer_size(proc, buffer);

I EEREARRBEEERXKD, FHRFLE size h

size = ALIGN(buffer->data_size, sizeof(void *)) +
ALIGN(buffer->offsets_size, sizeof(void *));

binder_debug(BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: binder_free_buf %p size %zd buffer"
"_size %zd\n", proc->pid, buffer, size, buffer_size);
BUG_ON(buffer->free);
BUG_ON(size > buffer_size);
BUG_ON(buffer->transaction != NULL);
BUG_ON((void *)buffer < proc->buffer);
BUG_ON((void *)buffer > proc->buffer + proc->buffer_size);
IIREZFBAZEARX buffer EERTRESES
if (buffer->async_transaction) {
proc->free_async_space += size + sizeof(struct binder_buffer);

binder_debug(BINDER_DEBUG_BUFFER_ALLOC_ASYNC,
"binder: %d: binder_free_buf size %zd "
"async free %zd\n", proc->pid, size,
proc->free_async_space);

}
IIBEPIREE X
binder_update_page_range(proc, 0,
(void *)PAGE_ALIGN((uintptr_t)buffer->data),
(void *)(((uintptr_t)buffer->data + buffer_size) & PAGE_MASK),
NULL);
rb_erase(&buffer->rb_node, &proc->allocated_buffers);
buffer->free = 1;
if (llist_is_last(&buffer->entry, &proc->buffers)) {
struct binder_buffer *next = list_entry(buffer->entry.next,
struct binder_buffer, entry);
if (next->free) {
rb_erase(&next->rb_node, &proc->free_buffers);
binder_delete_free_buffer(proc, next);

}

}
if (proc->buffers.next != &buffer->entry) {

struct binder_buffer *prev = list_entry(buffer->entry.prev,
struct binder_buffer, entry);

if (prev->free) {
binder_delete_free_buffer(proc, buffer);
rb_erase(&prev->rb_node, &proc->free_buffers);
buffer = prev;

}

}

binder_insert_free_buffer(proc, buffer);
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P Bk ¥ *buffer start page Fl*buffer end page(), H T 115 45 #44& binder buffer At 5 FH ¥ B2 40 0L [
k. HARSCEARES R AR .

static void *buffer_start_page(struct binder_buffer *buffer)

{
return (void *)((uintptr_t)buffer & PAGE_MASK);
}
static void *buffer_end_page(struct binder_buffer *buffer)
{
return (void *)(((uintptr_t)(buffer + 1) - 1) & PAGE_MASK);
}

P % A% binder delete free buffer(), IhHEAEMFREEFI4A binder buffer, FARSZIARTE W F .

static void binder_delete_free_buffer(struct binder_proc *proc,
struct binder_buffer *buffer)
{
struct binder_buffer *prev, *next = NULL;
int free_page_end = 1;
int free_page_start = 1;

BUG_ON(proc->buffers.next == &buffer->entry);
prev = list_entry(buffer->entry.prev, struct binder_buffer, entry);
BUG_ON(!prev->free);
if (buffer_end_page(prev) == buffer_start_page(buffer)) {
free_page_start = 0;
if (buffer_end_page(prev) == buffer_end_page(buffer))
free_page_end = 0;
binder_debug(BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: merge free, buffer %p "
"share page with %p\n", proc->pid, buffer, prev);

}

if (list_is_last(&buffer->entry, &proc->buffers)) {
next = list_entry(buffer->entry.next,
struct binder_buffer, entry);
if (buffer_start_page(next) == buffer_end_page(buffer)) {
free_page_end = 0;
if (buffer_start_page(next) ==
buffer_start_page(buffer))
free_page_start = 0;
binder_debug(BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: merge free, buffer"
" %p share page with %p\n", proc->pid,
buffer, prev);
}

}
list_del(&buffer->entry);

if (free_page_start || free_page_end) {

@,
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binder_debug(BINDER_DEBUG_BUFFER_ALLOC,
"binder: %d: merge free, buffer %p do "
"not share page%s%s with with %p or %p\n",
proc->pid, buffer, free_page_start ? ™ : " end",
free_page_end ? " : " start”, prev, next);
binder_update_page_range(proc, 0, free_page_start ?
buffer_start_page(buffer) : buffer_end_page(buffer),
(free_page_end ? buffer_end_page(buffer) :
buffer_start_page(buffer)) + PAGE_SIZE, NULL);

}
5.1.20 ZEHRZERX

{f Android Z4:', i %*binder buffer lookup()ffJ L AE &R — AN P 25 (e bk 25 ) — A WA

X, BARSCBAR I TR .

static struct binder_buffer *binder_buffer_lookup(struct binder_proc *proc,
void __user *user_ptr)
{
struct rb_node *n = proc->allocated_buffers.rb_node;
/I TFELZR5ER buffer 28], LIRTERbIEAZES| AL EH allocated_buffers &
struct binder_buffer *buffer;
struct binder_buffer *kern_ptr;

kern_ptr = user_ptr - proc->user_buffer_offset
- offsetof(struct binder_buffer, data);

I* #32 ioctl T RAVHEEFHA 2 binder_buffer bk, ME#ER binder_buffer.data ik, user_buffer_offset

R PZEFMAZEE, RS DIsER b2 B e mE*/
while (n) {
buffer = rb_entry(n, struct binder_buffer, rb_node);
BUG_ON(buffer->free);

if (kern_ptr < buffer)

n = n->rb_left;
else if (kern_ptr > buffer)

n = n->rb_right;
else

return buffer;

}
return NULL;

5.2 Binder 3t % &

ff Android 5.0 &4+, TERAZIKERA A Binder A X2 . Hd 1) Binder FE HAH: H A4

)
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ARIGSEIE . ATV Binder B IUFEA I .
5.2.1 Binder 8 3 B4#3

£ Android &4+, Java Al C++E&w XA FIFED)RE LS 2 744 6 Binder #2111, "BEAT1SERR
AR A Binder FERISEI . AN SEILE IR AR BB F B
(1) Binder X&) 5>
WA 4347 T Binder S5MIFIRIKE (B Linux WAXZE) , A KX 4 O & AE A 5§ gk T
T, X5 H T L8 Binder F11% & 5830, FESLIW FIIRE.
M 414! Binder IR 555 M.
™ i Binder fHCI AL BEZEFE o
M 5ERSEPRIF Binder £ 4
(2) Binder Adapter )=
Binder Adapter /& X} Binder YX#) 13 3%, =22 ) e /& #/F Binder JX3)) . N #2¥ E 41 H 81 Binder
IRENRE K, B SCF 4045 IPCThreadState.cpp.  ProcessState.cpp £l Parcel.cpp H ) —28 4 25 .
Binder %02 /& Binder HEZE A% 00 SEL, T EALHE IBinder. Binder (IR%5%%%%) A1 BpBinder (%
%) o
(3) W)z
012 1) Binder HEZEFIEAR )2 P i/ IR 55 I #8404 Java Al CHRFPSEELT %, FEMN HERF
i, Bl M2 ik, X508 A Binder 4% 0 FE R SEI o
{£ ¥ frameworks/native/include/binder/IInterface.h ", 437l i X T 2K Iinterface. Z54%4% BnInterface
A1 Bplnterface. 1, JAEHR Bninterface Al Bplnterface 15281 Service ZH44-#1 Client 2014, HAkE
X ARSI F s .
template<typename INTERFACE>
class Bninterface : public INTERFACE, public BBinder
f)ublic:
virtual sp<linterface> querylLocallnterface(const String16& _descriptor);
virtual const String16& getinterfaceDescriptor() const;

protected:
virtual IBinder* onAsBinder();

)

1

template<typename INTERFACE>
class Bpinterface : public INTERFACE, public BpRefBase

{
public:
Bplnterface(const sp<IBinder>& remote);

protected:

180



% 5% Binder BISHH

virtual IBinder* onAsBinder();
b
FEAS X P AMEAR N, AEE T WAk A RIME . € LMD interface, #R)5{#H] Bninterface
1 Bplnterface Pi/MEMR 45 & H CHIEE N, 2 H K BnXXX #l BpXXX B

5.2.2 ¢ BBinder

K Bnlnterface 47K T35 BBinder, BBinder & k%5 (%44, A binder JXFNIL[E TAE, PRUEZ
i R & ZXH— Binder X% (BBinder %) [FJ#&H. M Binder Wah 1A, MRS HE—1
BBinder 3, Binder 3%} 1 54K tH il % %f Biff) BBinder 28, 48 /5 423X 4> BBinder 28i& [114% IPCThreadState,
IPCThreadState i/l BBinder [f] transact(). BBinder [f] transact() X 2= /] onTransact(). BBinder::
onTransact() /& i B %, FrLASEPr &M BnXXXService::onTransact(), X# 5t Al /£ BnXXXService::
onTransact()F 7€ LA K IR S BB A . % BnXXXService F2EK REWIE 5-1 Fros.

@ RefBase

i A
N A4
/ \\

,/‘/
/ \
-

@ IBinder : @ linterface

status_t tranact();

const Stringl6& getinterfaceDescriptor(); sp<IBinder> asBinder(); ]
sp<linterface> querylLocalinterface(); 1 sp<const IBinder> asBinder(} const;
virtual BBinder* localBinderi(): - _—— "
- - — JA!
A 3
T /
i Il
y|
P75 »
@’ B (€) nxsenvice
virtual status_t onTransactii int fooll:
virtual BBinder* localBinder(); m“ otk
o tad
(¥4 ,>"
N\ 3
\. /
\ /
=) <
< BnXXXSenvice

sp<linterface> querylLocallnterface();

const Stringl6& getinterfaceDescriptor() const:
status_t onTransact();

int fool);

B 51 RXRKE
H & 5-1 afLAEH, BnXXXService H& W1 F RS-

M IXXXService: RS HIEAREEL.
@ BBinder: &R HIE{E, M Binder BRENIL[E TAE, fFIER /G R B A0 —4 Binder %t

% (BBinder 2%) B -
MRS HLZE 4 BBinder 28, Binder X3 11 57 4k Hi iR %5 %1 B2 ) BBinder 38, 4R J5 #1iX /> BBinder

iR [A]45 IPCThreadState, IPCThreadState /] BBinder [ transact(). BBinder ] transact() X £ Ff]
onTransact(). BBinder::onTransact()+&kz A%, AT ASCFR &2 8 BnXXXService::onTransact(), XFERLA]
fE BnXXXService::onTransact() " 52 il A4 ) Al 55 28 250 18 H -
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2634 frameworks/native/include/binder/Binder.h H, & X 3§ BBinder FIAAS T Frws.

class BBinder : public IBinder
{
public:
BBinder();
virtual const String16& getinterfaceDescriptor() const;
virtual bool isBinderAlive() const;
virtual status_t pingBinder();
virtual status_t dump(int fd, const Vector<String16>& args);
virtual status_t transact(  uint32_t code,
const Parcel& data,
Parcel* reply,
uint32_t flags = 0);
virtual status_t linkToDeath(const sp<DeathRecipient>& recipient,
void* cookie = NULL,
uint32_t flags = 0);
virtual status_t unlinkToDeath( const wp<DeathRecipient>& recipient,
void* cookie = NULL,
uint32_t flags = 0,
wp<DeathRecipient>* outRecipient = NULL);
virtual void attachObject(  const void* objectID,
void* object,
void* cleanupCookie,
object_cleanup_func func);
virtual void* findObject(const void* objectID) const;
virtual void detachObject(const void* objectID);
virtual BBinder* localBinder();
protected:
virtual ~BBinder();
virtual status_t onTransact( uint32_t code,
const Parcel& data,
Parcel* reply,
uint32_t flags = 0);
private:
BBinder(const BBinder& o);
BBinder& operator=(const BBinder& o);
class Extras;
Extras* mExtras;
void* mReservedO;

h

#£2% BBinder #', 24— Binder fXH Xt Ri# 1T Binder IXFNF2E/F 1] — > Binder AAHXT R & H — 4 it
FEiE{5 %R, Binder IXBNFET 218 F 1% Binder 4<%} 5 AR 7 B3 transact()SRALFEIX MG R . BRI
transact()7E X {4 frameworks/native/libs/binder/Binder.cpp "2, EARMRIE U T Frw.

status_t BBinder::transact(
uint32_t code, const Parcel& data, Parcel* reply, uint32_t flags)

{

data.setDataPosition(0);
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status_t err = NO_ERROR;
switch (code) {
case PING_TRANSACTION:
reply->writelnt32(pingBinder());

break;
default:
err = onTransact(code, data, reply, flags);
break;
}
if (reply != NULL) {
reply->setDataPosition(0);
}
return err;

}

£ FiRACiSH, PING_TRANSACTION K RIS BN GO B IBAFAE, kb R ] b4 pingBinder
R B AR [ 25 10 &, OB HoAth (K5 SR 2245 onTransact A0 ¥ . onTransact #&7F Bbinder H 75 B ff]— 4>
protected KR F iz R %L, MIhREAEH L.

BE R DEZER LA RS onTransact(), ThHE R 43 &K FV 5540 5% (K B FE A 815 il K . B3
onTransact() 2 7£ X frameworks/native/libs/binder/Binder.cpp 15 1], HARSZIARL 1R Firm

status_t BBinder::onTransact(
uint32_t code, const Parcel& data, Parcel* reply, uint32_t flags)

{
switch (code) {

case INTERFACE_TRANSACTION:
reply->writeString16(getinterfaceDescriptor());
return NO_ERROR;

case DUMP_TRANSACTION: {
int fd = data.readFileDescriptor();
int argc = data.readInt32();
Vector<String16> args;
for (inti = 0; i < argc && data.dataAvail() > 0; i++) {

args.add(data.readString16());

}
return dump(fd, args);

}

case SYSPROPS_TRANSACTION: {
report_sysprop_change();
return NO_ERROR;

}

default:
return UNKNOWN_TRANSACTION;

}
}

5.2.3 £ BpRefBase
KR Bplnterface 4%7K T2 BpRefBase, & EIfCE/EA] . BpRefBase LA 2k %5384 (B2

@)
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4368 , BpRefBase UL & $di 44 GBI binder Q¥ ThRESLEL) o £ 304 frameworks/native/include/
binder/Binder.h 1, 3 X2 BpRefBase MACALUIT s .

class BpRefBase : public virtual RefBase

{
protected:
BpRefBase(const sp<IBinder>& o);
Virtual ~BpRefBase();
virtual void onFirstRef();
virtual void onLastStrongRef(const void* id);
virtual bool onincStrongAttempted(uint32_t flags, const void* id);

inline IBinder* remote(){ return mRemote; }
inline IBinder* remote() const { return mRemote; }

private:
BpRefBase(const BpRefBase& 0);
BpRefBase& operator=(const BpRefBase& 0);

IBinder* const mRemote;
RefBase::weakref_type* mRefs;
volatile int32_t mState;

}; // namespace android

2% BpRefBase " [f] 71 B ] transact()F T~ W32 4T 7E Server #EFEH (1] Service 414 & &k F 2 [8] i
f5iEK, XZi#iS Binder XN FEF A1 B SLILHT . BREX transact() A HARSEIACHS 01 R s

status_t BpBinder::transact(
uint32_t code, const Parcel& data, Parcel* reply, uint32_t flags)

{

if (mAlive) {

status_t status = IPCThreadState::self()->transact(
mHandle, code, data, reply, flags);

if (status == DEAD_OBJECT) mAlive = 0;

return status;

}
return DEAD_OBJECT;

}

SN BT R .

code: FI/NiHERM ID 5.

data: FRINTEKRHKISHL.

M reply: KniR[FEIEEHE,

M flags: & —LL@oMAIFRIR, 6l FLAG_ONEWAY, #% N 0.

@,
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5.2.4 2 IPCThreadState

HI /44 (1925 BBinder #12& BpRefBase #54&i# il 2 IPCThreadState Al Binder f)IRFNFE 738 B 5L
], 2% IPCThreadState 7£ 3 /4 frameworks/native/include/binder/IPCThreadState.h F1 <52, HAKSCIACHD
WF7Ro

class IPCThreadState
{
public:
static |IPCThreadState* self();
static IPCThreadState* selfOrNull(); // self(), but won't instantiate

sp<ProcessState> process();
status_t clearLastError();

int getCallingPid();
int getCallingUid();

void setStrictModePolicy(int32_t policy);
int32_t getStrictModePolicy() const;

void setlLastTransactionBinderFlags(int32_t flags);
int32_t getLastTransactionBinderFlags() const;

int64_t clearCallingldentity();
void restoreCallingldentity(int64_t token);

void flushCommands();
void joinThreadPool(bool isMain = true);
void stopProcess(bool immediate = true);

status_t transact(int32_t handle,
uint32_t code, const Parcel& data,
Parcel* reply, uint32_t flags);

void incStrongHandle(int32_t handle);
void decStrongHandle(int32_t handle);
void incWeakHandle(int32_t handle);
void decWeakHandle(int32_t handle);
status_t attemptincStrongHandle(int32_t handle);
static void expungeHandle(int32_t handle, IBinder* binder);
status_t requestDeathNotification(  int32_t handle,
BpBinder* proxy);
status_t clearDeathNotification( int32_t handle,
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BpBinder* proxy);

static void shutdown();
static void disableBackgroundScheduling(bool disable);

private:
IPCThreadState();
~|PCThreadState();

status_t sendReply(const Parcel& reply, uint32_t flags);
status_t waitForResponse(Parcel *reply,
status_t *acquireResult=NULL);
status_t talkWithDriver(bool doReceive=true);
status_t writeTransactionData(int32_t cmd,
uint32_t binderFlags,
int32_t handle,
uint32_t code,
const Parcel& data,
status_t* statusBuffer);
status_t executeCommand(int32_t command);

void clearCaller();

static void threadDestructor(void *st);

static void freeBuffer(Parcel* parcel,
const uint8_t* data, size_t dataSize,
const size_t* objects, size_t objectsSize,
void* cookie);

const sp<ProcessState> mProcess;

const pid_t mMyThreadld;
Vector<BBinder*> mPendingStrongDerefs;
Vector<RefBase::weakref_type*> mPendingWeakDerefs;

Parcel min;

Parcel mOut;

status_t mLastError;

pid_t mCallingPid;

uid_t mCallingUid;

int32_t mStrictModePolicy;

int32_t mLastTransactionBinderFlags;

b
I

7£2K IPCThreadState H', Jil id BAEH TSI EHE AL . 7E transact 15 3K K K I #HE 41T Binder
W& Rik4y Service, Service ABESEVE KRG, XK 4 RIFHIREILE P v, R transact()7E L
frameworks/native/libs/binder/IPCThreadState.cpp & 3, EARSZIARIL U0 T B,
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status_t IPCThreadState::transact(int32_t handle,
uint32_t code, const Parcel& data,
Parcel* reply, uint32_t flags)

status_t err = data.errorCheck();
flags |= TF_ACCEPT_FDS;
IF_LOG_TRANSACTIONS() {
TextOutput::Bundle _b(alog);
alog << "BC_TRANSACTION thr " << (void*)pthread_self() << "/ hand "
<< handle << "/ code " << TypeCode(code) << ": "
<< indent << data << dedent << end|;

}

if (err == NO_ERROR) {
LOG_ONEWAY(">>>> SEND from pid %d uid %d %s", getpid(), getuid(),
(flags & TF_ONE_WAY) == 0 ? "READ REPLY" : "ONE WAY™");
err = writeTransactionData(BC_TRANSACTION, flags, handle, code, data, NULL);

}

if (err I= NO_ERROR) {
if (reply) reply->setError(err);
return (mLastError = err);

}

if ((flags & TF_ONE_WAY) == 0) {
#if O
if (code == 4) { // relayout
ALOGI(">>>>>> CALLING transaction 4");
}else {
ALOGI(">>>>>> CALLING transaction %d", code);
}
#endif
if (reply) {
err = waitForResponse(reply);
}else {
Parcel fakeReply;
err = waitForResponse(&fakeReply);
}
#if 0
if (code == 4) { // relayout
ALOGI("<<<<<< RETURNING transaction 4");
}else {
ALOGI("<<<<<< RETURNING transaction %d", code);

}
#endif

IF_LOG_TRANSACTIONS() {
TextOutput::Bundle _b(alog);
alog << "BR_REPLY thr " << (void*)pthread_self() << "/ hand "
<< handle <<": ";
if (reply) alog << indent << *reply << dedent << endl;
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else alog << "(none requested)" << endl;

}

}else {
err = waitForResponse(NULL, NULL);

}

return err;

5.3 #n444% Java & Binder 1EZ

H R Java )2 Binder &4tk Native = Binder R4 — Mg, HXNMEBZLXIHIEFEB) Native 7
Binder 24t KT/ T4F, RI'E Al Native )2 Binder A& T2 TR R, M—x ELE Java | Binder 1E
RTAEZ AT IXFh K R o ATTEVELN IR Java JZ Binder HEZL W HALITFE .

53.1 #EERXHXHR

1£ Android &%, K% register android os Binder()% |1 #1 5744 & Java Binder 1 Native Binder [f]
THFF. MHERAEAE X /frameworks/base/core/jni/android_util Binder.cpp H5EH
PR % register_android_os_Binder ¥ R ARSZIMRS 1R s .

int register_android_os_Binder(JNIEnv* env)

{
1171944k Java Binder 2£#1 Native BiIX &

if (int_register_android_os_Binder(env) < 0)
return -1;

1I#1%44% Java Binderinternal 3#1 Native B#I% &R

if (int_register_android_os_Binderinternal(env) < 0)
return -1;

11#N%&4 Java BinderProxy 2¢#1 Native ERIXFH

if (int_register_android_os_BinderProxy(env) < 0)
return -1;

1I#454 Java Parcel 24F1 Native ERIX K

if (int_register_android_os_Parcel(env) < 0)
return -1;

return 0;

}

M4 LT ARG T 41, A% register android os Binder()58/& | Java /2 Binder 2284 fx EE ) 4 4
KWW TAE. T IR VELH 3T Binder KT 4R LIRS .

5.3.2 Stif Binder 2RFTIE1L
PR#Y int register android os Binder()3ZEl T Binder KEIWIMHAL TAE, MpKHAE X/ android util

Binder.cpp " SEHL, FARSCIARIG W R BT R .
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static int int_register_android_os_Binder(JNIEnv* env)

{

jclass clazz;

/IkBinderPathName 4 Java B Binder 2694 #124&, android/os/Binder

clazz = env->FindClass(kBinderPathName);

/i

gBinderOffsets 2—M&#AS&xR, %R Binder Kp—L % INI EHERANER,
Rk R R # execTransact()# methodID, Binder 39k 5 mObject /Y fieldID

*/
gBinderOffsets.mClass = (jclass) env->NewGlobalRef(clazz);
gBinderOffsets.mExecTransact
= env->GetMethodID(clazz, "execTransact", "(Ill1)Z");
gBinderOffsets.mObject
= env->GetFieldID(clazz, "mObject", "I");
IGERR Binder 27 native SR HISEE
return AndroidRuntime::registerNativeMethods(
env, kBinderPathName,
gBinderMethods, NELEM(gBinderMethods));

}

M LT FARES TSI, gBinderOffsets % S {R47 1 Fl Binder JAHSCIIFELEAE INT J2 b 5 FH 4% .
T2 2 Binderlnternal, HACHSAL T int register android os BinderInternal()e& £+ .
M B8 BUAE SCAF android_util Binder.cpp HSEEE,  EARSEIACRD 40T B

static int int_register_android_os_Binderinternal(JNIEnv* env)

{
jclass clazz;
[I#R#% Binderinternal M2 BEE R R B FRIZAM jclass MR EBRERA
/I "com/android/internal/os/Binderinternal”
clazz = env->FindClass(kBinderInternaiPathName);
/IgBinderinternalOffsets th 2 —ME#7S3IR, AR{RFF Binderinternal K—ZR
gBinderinternalOffsets.mClass = (jclass) env->NewGlobalRef(clazz);
/13X BY forceBinderGc B methodID
gBinderinternalOffsets.mForceGc
= env->GetStaticMethodlD(clazz, "forceBinderGc", "()V");
/M Binderinternal 2¢h native R HISCE]
return AndroidRuntime::registerNativeMethods(
env, kBinderinternalPathName,
gBinderinternalMethods, NELEM(gBinderinternalMethods));

}

e WL, int register android os BinderInternal [JZJfEF int register android os Binder [KZhfE
L, EEAFELLTF AT .

IRIL— 2547 FI ) methodID Al fieldID. XE M INI E—E & L Java E K%L

M A native BRELFISEHE.

)
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5.3.3 =Lif BinderProxy ZH9#11 1k

B int register android os BinderProxy()5EfX I BinderProxy FKMI#¥IUG4L T1E, 1 ok B X
android util Binder.cpp HFScEl, HAASZEIAMS T FHR.

static int int_register_android_os_BinderProxy(JNIEnv* env)

{

jclass clazz;

clazz = env->FindClass("java/lang/ref/WeakReference");
/IgWeakReferenceOffsets Fi3k# WeakReference 2325
gWeakReferenceOffsets.mClass = (jclass) env->NewGlobalRef(clazz);
/I3REX WeakReference 2 get()& &) methodID

gWeakReferenceOffsets.mGet= env->GetMethodID(clazz, "get",

"()Ljava/lang/Object;");

clazz = env->FindClass("java/lang/Error");

/IgErrorOffsets F3k#n Error 32X H

gErrorOffsets.mClass = (jclass) env->NewGlobalRef(clazz);

clazz = env->FindClass(kBinderProxyPathName);
/lgBinderProxyOffsets Fik#1 BinderProxy 4T3
gBinderProxyOffsets.mClass = (jclass) env->NewGlobalRef(clazz);
gBinderProxyOffsets.mConstructor= env->GetMethodID(clazz, "<init>", "()V");
...... //3REX BinderProxy B—L{5 5
clazz = env->FindClass("java/lang/Class");
/IgClassOffsets Fi3k# Class 232 H
gClassOffsets.mGetName =env->GetMethodID(clazz,
"getName”, "()Ljava/lang/String;");

/I3E## BinderProxy native & ${#SCI
return AndroidRuntime::registerNativeMethods(env,

kBinderProxyPathName,gBinderProxyMethods,

NELEM(gBinderProxyMethods));

}

fR4E L fCES AT &I, int register_android os_BinderProxy()BRi#(F% T #14H4k BinderProxy 284k, &
IRHL T WeakReference XAl Error K —H(5 8. HILAT W, BinderProxy Xt %R K4 @ MSERE
WeakReference SKEHE, # INI JZ23KRHZE get() ki £/ MethodID.

P Ak, Java Binder JLANEE A KFIMEA TR, FNEREFE LT IINERBEMNER,
437l /& gBinderOffsets. gBinderInternalOffsets Al gBinderProxyOffsets.

5.4 4Kt % binder node

7t Android &%, binder node KA — Binder SEAAX R . 4 Service ZH{4-7F Binder IK%]
FEFF H#OM N A —A~ Binder SEAAXT R, HRIREENZ P HPIRA . Android A% Binder i {5 HE4L
mpE 5-2 s

G,
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Client

Java sk % E

Java 155

C+E

A {52 8]

% 5-2 Binder B{SHEZE
AFT K VLR HE Android 5.0 SZ4A X% binder node %R

541 EMNSEEFTR

Binder SE4A%} & binder node [1E XA W T Frs .

struct binder_node {

IR id

int debug_id;

IHER—A AR T{Em

struct binder_work work;

union {
[ BI7E E3#72 binder_proc BIAL R 3EE nodes L BRI =
struct rb_node rb_node;
N4TEEHEBR T, % Binder LA SIFEH B2 B binder_dead_nodes
struct hlist_node dead_node;

b

/13 E% Binder L2978 X it 2

struct binder_proc *proc;

IMRTFF A S| A% Binder SL{Ax &Y Binder 5| FxR
struct hlist_head refs;

//Binder L& RAIIES| AT E

int internal_strong_refs;

int local_strong_refs;
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unsigned has_strong_ref:1;

unsigned pending_strong_ref:1;

unsigned has_weak_ref:1;

unsigned pending_weak_ref:1;

//Binder LR RENSS S| AT

int local_weak_refs;

/&5 A A Z3I8) service LA HAIEREYS | I THETR wekref_impl B9tk
void __user *ptr;

772 FZE18)/ service 48 - ithiik

void __user *cookie;

II¥R7~% Binder THMRRBEELE—IRSEF

unsigned has_async_transaction:1;

1% &% Binder SEAITR 2 E A U E & B X H#R TR IPC ¥R
unsigned accept_fds:1;

/IBinder LT R ERAIRLIEN R &R /MR R

unsigned min_priority:8;

1535 HEFE T

struct list_head async_todo;

L FARARAS AT %0, 7E Binder IXShH, F 22 E 48— Binder A<t R ESXF N4 — Binder
SEARXE G o AN O B AR BH U R BT

|

54.2

proc: FR 7] Binder SEAAXT RIGE L 3ERE, 18 3 SEREAE 40 SRR 4E3 N 1K T A Binder 52
rb_node: FIKE:#FTE FBERE proc ) Binder SEAA R G 41 BB v )4 5 .

dead node: 1% i% Binder SN GEIME FHEFE CAST:, % Binder SLAARIE I &k R AS &
dead node T*/7 2|4 55K binder dead nodes.

refs: —“> Binder SEAAXT R A LAY £ client 51 H, AR AE & refs FRARAEATE 51 1% Binder
SR Binder 5] X4 .

internal_strong_refs £/l locai_strong_refs: #B & K #iR Binder SN R 58 5] B it 3.

local weak refs: H>KH#iA Binder SZ4AXT R 1159 5] 5.

ptr Fl cookie: 437il48 a] FH 7 25 (Al Hihik, cookie 457 BBinder [{J#ihik, ptr $5H] BBinder X (K]
S| v Eotht .

has_async_transaction: f#i&—> Binder SL/X} 2T IEEAE — N 2P HES, 24 Binder Hzh
B HEAN LKA F I — I, B SRS %R A7 B4R B R AR todo S, FoRBEH%
SRR B Z ST WA P HSS, Binder JRENFE Pt 224 B AR 471E H bR Binder S2AXT %
) —A 520 25 55 BA %] async_todo H.

min_priority: 7~ Binder SEAX RAEALBER H client HEFRIF KT, R ALBRERFL M B/
LR .

SR

£ Binder JXBhFEFF, {8 % binder_inc_node()K1 ii—/> Binder SEAAXT S 195 i, ¥
binder_inc_node(){E 3 {f-/drivers/staging/android/binder.c 15 X, EARSZEACE U1 F Fias.
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static int binder_inc_node(struct binder_node *node, int strong, int internal,
struct list_head *target_list)

{
if (strong) {
if (internal) {
if (target_list == NULL &&
node->internal_strong_refs == 0 &&
I(node == binder_context_mgr_node &&
node->has_strong_ref)) {
printk(KERN_ERR "binder: invalid inc strong "
"node for %d\n", node->debug_id);
return -EINVAL;
}
node->internal_strong_refs++;
} else
node->local_strong_refs++;
if (Inode->has_strong_ref && target_list) {
list_del_init(&node->work.entry);
list_add_tail(&node->work.entry, target_list);
}
}else {
if (linternal)
node->local_weak_refs++;
if (Inode->has_weak_ref && list_empty(&node->work.entry)) {
if (target_list == NULL) {
printk(KERN_ERR "binder: invalid inc weak node "
"for %d\n", node->debug_id);
return -EINVAL;
}
list_add_tail(&node->work.entry, target_list);
}
}
return 0;
}

BEANSH BRI R AR .

node: F/~ZER NG| F %0 Binder LN £ .

strong: Fz~EIE NG| FHTHEOE & E S5 51 4.

internal: FH T [X 2334 0 (1742 N &8 51 F THEOE 2 4B 51 FTHEL

target_list: Fil T4 11—/~ H br it A2 80 B AR 2R F2 [ todo BAF, 2442 null {E R, &7~ N T Binder
ARG R G TS, B RIS B 5] F ) Binder AHEXT R 51 I THEL

543 RELSIATE

5 i % binder_inc_node()fl /% , 7E Binder JXNF2 7 H , {81 F ek # binder dec node()K#/>—4 Binder
SEARXT R 5| FvHE . K%L binder dec_node()Z=#%/) internal strong refs. local strong refs o local
weak_refs (K148 FHUTE, FHEMHBR AT 2] work.entry # 3% . PR %X binder _dec_node()tH /2 7F S 4F/drivers/staging/

REEE
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static int binder_dec_node(struct binder_node *node, int strong, int internal)
{
if (strong) {
if (internal)
node->internal_strong_refs--;
else
node->local_strong_refs—;
if (node->local_strong_refs || node->internal_strong_refs)

return 0;
}else {
if (linternal)
node->local_weak_refs--;
if (node->local_weak_refs || Ihlist_empty(&node->refs))
return 0;
}

if (node->proc && (node->has_strong_ref || node->has_weak_ref)) {
if (list_empty(&node->work.entry)) {
list_add_tail(&node->work.entry, &node->proc->todo);
wake_up_interruptible(&node->proc->wait);
}
}else {
if (hlist_empty(&node->refs) && !node->local_strong_refs &&
Inode->local_weak_refs) {
list_del_init(&node->work.entry);
if (node->proc) {
rb_erase(&node->rb_node, &node->proc->nodes);
binder_debug(BINDER_DEBUG_INTERNAL_REFS,
"binder: refless node %d deleted\n",
node->debug_id);
}else {
hlist_del(&node->dead_node);
binder_debug(BINDER_DEBUG_INTERNAL_REFS,
"binder: dead node %d deleted\n",
node->debug_id);
}
kfree(node);
binder_stats_deleted(BINDER_STAT_NODE);

return 0;

5.5 A3t £ BBinder

B4 Binder HIZhEERLRTEAMPAT FABHERLMITIRE, BTLAXE T Binder HLHISKH, AHZ Android
ARG H— A58 IPC HLA, HL R Android f#—FuzfEid 72 8 A (RPC) ML . 24 37281 Binder




% 5% Binder @M HER

SR B I 0 BERE IR S5 IS, AMEAT PR — A &, AT B2 —NEREMR S 51 . et 2,
Binder AMET] LS AMFREE, BT A S EEHREE . HAb A R 5 2 A g i A< 0t
R, MR R TR RS — 5 .

5.5.1

SIA T EITHI AR

ff Android 24", Binder IX#hFE /7@ L K%L binder thread read()5|H T iE4T1E Server #FEH )
Binder A Xt %5, IR AL LA drivers/staging/android/binder.c H5E X . 24 service manager iz4T i I g
Bo—H%, HIAEEKFIEANIE. K% binder thread read()) EARSZIAHS W1 R AT 7R

static int binder_thread_read(struct binder_proc *proc,

retry:

struct binder_thread *thread,
void __user *buffer, int size,
signed long *consumed, int non_block)

void __user *ptr = buffer + *consumed;
void __user *end = buffer + size;
int ret = 0;
int wait_for_proc_work;
if (*consumed == 0) {
if (put_user(BR_NOOP, (uint32_t __user *)ptr))
return -EFAULT;
ptr += sizeof(uint32_t);

}

wait_for_proc_work = thread->transaction_stack == NULL &&
list_empty(&thread->todo);
if (thread->return_error = BR_OK && ptr < end) {
if (thread->return_error2 != BR_OK) {
if (put_user(thread->return_error2, (uint32_t __user *)ptr))
return -EFAULT;
ptr += sizeof(uint32_t);
binder_stat_br(proc, thread, thread->return_error2);
if (ptr == end)
goto done;
thread->return_error2 = BR_OK;
}
if (put_user(thread->return_error, (uint32_t _ user *)ptr))
return -EFAULT;
ptr += sizeof(uint32_t);
binder_stat_br(proc, thread, thread->return_error);
thread->return_error = BR_OK;
goto done;
}
thread->looper [= BINDER_LOOPER_STATE_WAITING;
if (wait_for_proc_work)
proc->ready_threads++;
binder_unlock(__func__);
trace_binder_wait_for_work(wait_for_proc_work,



. ®|AERMR Android B %

Iithread->transaction_stack,
llist_empty(&thread->todo));
if (wait_for_proc_work) {
if (/(thread->looper & (BINDER_LOOPER_STATE_REGISTERED |
BINDER_LOOPER_STATE_ENTERED))) {
binder_user_error("binder: %d:%d ERROR: Thread waiting "
"for process work before calling BC_REGISTER_"
"LOOPER or BC_ENTER_LOOPER (state %x)\n",
proc->pid, thread->pid, thread->looper);
wait_event_interruptible(binder_user_error_wait,
binder_stop_on_user_error < 2);
}
binder_set_nice(proc->default_priority);
if (non_block) {
if (Ibinder_has_proc_work(proc, thread))
ret = -EAGAIN;
} else
ret = wait_event_freezable_exclusive(proc->wait, binder_has_proc_work(proc, thread));
} else {
if (non_block) {
if ('binder_has_thread_work(thread))
ret = -EAGAIN;
} else
ret = wait_event_freezable(thread->wait, binder_has_thread_work(thread));
}
binder_lock(__func__);
if (wait_for_proc_work)
proc->ready_threads--;
thread->looper &= ~BINDER_LOOPER_STATE_WAITING;

if (ret)

return ret;
while (1) {

uint32_t cmd;

1148 R P& SR transact 28 S HIZI A #IF R struct binder_transaction_data tr #2
struct binder_transaction_data tr;
struct binder_work *w;
struct binder_transaction *t = NULL;
//B8F thread->todo FAZ, MITTIIER
if (llist_empty(&thread->todo))
w = list_first_entry(&thread->todo, struct binder_work, entry);
else if (!list_empty(&proc->todo) && wait_for_proc_work)
//Service Manager Mg 2 [, A while [ERFIHLIBEST
/4L wait_for_proc_work FF 1, 3 H proc->todo %, ERLLM proc->todo FIzRHFRIE— TIEm
w = list_first_entry(&proc->todo, struct binder_work, entry);
else {
if (ptr - buffer == 4 && !(thread->looper & BINDER_LOOPER_STATE_NEED_
RETURN)) /* no data added */
goto retry;
break;

}
if (end - ptr < sizeof(tr) + 4)
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break;
switch (w->type) {
/IE ¥R binder_transaction #— 4038
case BINDER_WORK_TRANSACTION: {
NERXANTEBIRIZEE S BINDER_WORK_TRANSACTION, FrLUEE TEIEQEEIESm
t = container_of(w, struct binder_transaction, work);
} break;
/IE 73 w->type 73 BINDER_WORK_TRANSACTION_COMPLETE
/X 27 _EHER binder_transaction() & iR B/, TEIITTFEAKRE
case BINDER_WORK_TRANSACTION_COMPLETE: {
cmd = BR_TRANSACTION_COMPLETE;
if (put_user(cmd, (uint32_t __user *)ptr))
return -EFAULT;
ptr += sizeof(uint32_t);
binder_stat_br(proc, thread, cmd);
binder_debug(BINDER_DEBUG_TRANSACTION_COMPLETE,
"binder: %d:%d BR_TRANSACTION_COMPLETE\n",
proc->pid, thread->pid);
1148 w M thread->todo s
list_del(&w->entry);
kfree(w);
binder_stats_deleted(BINDER_STAT_TRANSACTION_COMPLETE);
} break;
case BINDER_WORK_NODE: {
struct binder_node *node = container_of(w, struct binder_node, work);
uint32_t cmd = BR_NOOP;
const char *cmd_name;
int strong = node->internal_strong_refs || node->local_strong_refs;
int weak = !hlist_empty(&node->refs) || node->local_weak_refs || strong;
if (weak && !node->has_weak_ref) {
cmd = BR_INCREFS;
cmd_name = "BR_INCREFS";
node->has_weak _ref = 1;
node->pending_weak_ref = 1;
node->local_weak_refs++;
} else if (strong && !node->has_strong_ref) {
cmd = BR_ACQUIRE;
cmd_name = "BR_ACQUIRE";
node->has_strong_ref = 1;
node->pending_strong_ref = 1;
node->local_strong_refs++;
} else if (Istrong && node->has_strong_ref) {
cmd = BR_RELEASE;
cmd_name = "BR_RELEASE";
node->has_strong_ref = 0;
} else if (Iweak && node->has_weak_ref) {
cmd = BR_DECREFS;
cmd_name = "BR_DECREFS";
node->has_weak_ref = 0;
}
if (cmd != BR_NOOP) {
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if (put_user(cmd, (uint32_t __user *)ptr))
return -EFAULT;
ptr += sizeof(uint32_t);
if (put_user(node->ptr, (void * __user *)ptr))
return -EFAULT;
ptr += sizeof(void *);
if (put_user(node->cookie, (void * __user *)ptr))
return -EFAULT;
ptr += sizeof(void *);
binder_stat_br(proc, thread, cmd);
binder_debug(BINDER_DEBUG_USER_REFS,
"binder: %d:%d %s %d u%p c%p\n",
proc->pid, thread->pid, cmd_name, node->debug_id, node->
ptr, node->cookie);
}else {
list_del_init(&w->entry);
if (Iweak && !strong) {
binder_debug(BINDER_DEBUG_INTERNAL_REFS,
"binder: %d:%d node %d u%p c%p deleted\n",
proc->pid, thread->pid, node->debug_id,
node->ptr, node->cookie);
rb_erase(&node->rb_node, &proc->nodes);
kfree(node);
binder_stats_deleted(BINDER_STAT_NODE);
}else {
binder_debug(BINDER_DEBUG_INTERNAL_REFS,
"binder: %d:%d node %d u%p c%p state unchanged\n”,
proc->pid, thread->pid, node->debug_id, node->ptr,
node->cookie);

}
} break;
case BINDER_WORK_DEAD_BINDER:
case BINDER_WORK_DEAD_BINDER_AND_CLEAR:
case BINDER_WORK_CLEAR_DEATH_NOTIFICATION: {
struct binder_ref_death *death;
uint32_t cmd;
death = container_of(w, struct binder_ref_death, work);
if (w->type == BINDER_WORK_CLEAR_DEATH_NOTIFICATION)
cmd = BR_CLEAR _DEATH_NOTIFICATION_DONE;
else
cmd = BR_DEAD_BINDER;
if (put_user(cmd, (uint32_t __user *)ptr))
return -EFAULT;
ptr += sizeof(uint32_t);
if (put_user(death->cookie, (void * __user *)ptr))
return -EFAULT;
ptr += sizeof(void *);
binder_stat_br(proc, thread, cmd);
binder_debug(BINDER_DEBUG_DEATH_NOTIFICATION,
"binder: %d:%d %s %p\n",
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proc->pid, thread->pid,
cmd == BR_DEAD_BINDER ?
"BR_DEAD_BINDER" :
"BR_CLEAR_DEATH_NOTIFICATION_DONE",
death->cookie);
if (w->type == BINDER_WORK_CLEAR_DEATH_NOTIFICATION) {
list_del(&w->entry);
kfree(death);
binder_stats_deleted(BINDER_STAT_DEATH);
} else
list_move(&w->entry, &proc->delivered_death);
if (cmd == BR_DEAD_BINDER)
goto done; /* DEAD_BINDER notifications can cause transactions */
} break;
}
if ('t)
continue;
BUG_ON(t->buffer == NULL);
/R EIN t hRBER S FI B A FHERIE & struct binder_transaction_data tr &
if (t->buffer->target_node) {
struct binder_node *target_node = t->buffer->target_node;
tr.target.ptr = target_node->ptr;
tr.cookie = target_node->cookie;‘
t->saved_priority = task_nice(current);
if (t->priority < target_node->min_priority &&
I(t->flags & TF_ONE_WAY))
binder_set_nice(t->priority);
else if (I(t->flags & TF_ONE_WAY) ||
t->saved_priority > target_node->min_priority)
binder_set_nice(target_node->min_priority);
cmd = BR_TRANSACTION;
}else {
tr.target.ptr = NULL;
tr.cookie = NULL;
cmd = BR_REPLY;
}
tr.code = t->code;
tr.flags = t->flags;
tr.sender_euid = t->sender_euid;
if (t->from) {
struct task_struct *sender = t->from->proc->tsk;
tr.sender_pid = task_tgid_nr_ns(sender,
current->nsproxy->pid_ns);
}else {
tr.sender_pid = 0;
}
tr.data_size = t->buffer->data_size;
tr.offsets_size = t->buffer->offsets_size;
It->buffer->data FrigERMHE R AZZEIR, AREBHEIZIRELS Service Manager 2 538
/[T Service Manager #1289 PZEEIZTsEHBIAZZBINEEN, MUSTEH—E48
NERGALEERY, Binder HLBIERAXMURE NS ZE, BdERPZESER— 1 Eibit

®)
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NREIDXAN A A EMES t->buffer->data X4 PI#% 23 8] E £l bt & B E — N ER it
NIE ik R =48 t->buffer->data fil_t—MRm#&{E proc->user_buffer_offset
IIER AT L83 t->buffer->data X} R P2l E R HE T
/IZEIBEE T tr.data.ptr.buffer EfE, EE—i2iF% tr.data.ptr.offsets HI{E
tr.data.ptr.buffer = (void *)t->buffer->data +
proc->user_buffer_offset;
tr.data.ptr.offsets = tr.data.ptr.buffer +
ALIGN(t->buffer->data_size,
sizeof(void *));
1138 tr AR EHIB A P EERMNERRX, 155 ptr f8EX A PEAXa ik
if (put_user(cmd, (uint32_t __user *)ptr))
return -EFAULT;
ptr += sizeof(uint32_t);
if (copy_to_user(ptr, &tr, sizeof{(tr)))
return -EFAULT;
ptr += sizeof{(tr);
/I R F8 R 2% tr.data.ptr.bufferr #0 tr.data.ptr.offsets IR HIT T RN T{E
trace_binder_transaction_received(t);
binder_stat_br(proc, thread, cmd);
binder_debug(BINDER_DEBUG_TRANSACTION,
"binder: %d:%d %s %d %d:%d, cmd %d"
"size %zd-%zd ptr %p-%p\n",
proc->pid, thread->pid,
(cmd == BR_TRANSACTION) ? "BR_TRANSACTION" :
"BR_REPLY",
t->debug_id, t->from ? t->from->proc->pid : 0,
t->from ? t->from->pid : 0, cmd,
t->buffer->data_size, t->buffer->offsets_size,
tr.data.ptr.buffer, tr.data.ptr.offsets);
/I todo Bk ER, EHBLELETXNMES
list_del(&t->work.entry);
t->buffer->allow_user_free = 1;
/I3 cmd == BR_TRANSACTION && !(t->flags & TF_ONE_WAY)X true
I BA BARTEIRRNEF P E LB TIXNES, BREMAELE Service Manager SER Z EHFFHFEIE#HIA
if (cmd == BR_TRANSACTION && !(t->flags & TF_ONE_WAY)) {
/3B BTE S t JFE thread->transaction_stack BAFIAYLER
t->to_parent = thread->transaction_stack;
t->to_thread = thread;
thread->transaction_stack = t;

}
/II%R cmd == BR_TRANSACTION && !(t->flags & TF_ONE_WAY)J3 false
IMFAEEEFEET, MEEEMRESt

else {
t->buffer->transaction = NULL;
kfree(t);
binder_stats_deleted(BINDER_STAT_TRANSACTION);
}
break;

}

done:
*consumed = ptr - buffer;
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if (proc->requested_threads + proc->ready_threads == 0 &&
proc->requested_threads_started < proc->max_threads &&
(thread->looper & (BINDER_LOOPER_STATE_REGISTERED |
BINDER_LOOPER_STATE_ENTERED)) /* the user-space code fails to */
/*spawn a new thread if we leave this out */) {
proc->requested_threads++;
binder_debug(BINDER_DEBUG_THREADS,
"binder: %d:%d BR_SPAWN_LOOPER\n",
proc->pid, thread->pid);
if (put_user(BR_SPAWN_LOOPER, (uint32_t __user *)buffer))
return -EFAULT;
binder_stat_br(proc, thread, BR_SPAWN_LOOPER);
}

return 0;

}

AT I, Binder JRBNFE 285 41~ 4 MSCR 5| FIE4T7E Server #EF2 7 i Binder < Hi X 5 1)
M BR INCREFS

M BR ACQUIRE

M BR_DECREFS

M BR_RELEASE

5.5.2 Ab¥BHEOHMY

{E X frameworks/native/libs/binder/IPCThreadState.cpp H, i {8 F 25 B 7 B& % executeCommand
KALEE 5.5.1 WA 4 MO BRE executeCommand() i E A& SEIACHS I F Bk .

status_t IPCThreadState::executeCommand(<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>